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Abstract
The complexity of cybersecurity threats has evolved immensely over the past few years and have outgrown the security of traditional perimeter-based models. Zero trust architecture has emerged as an efficient security approach which removes the implicit trust that traditional models used. This approach bolsters security. Zero Trust enforces least privilege access and continuous monitoring. This report details the principles of Zero Trust Architecture, tests its effectiveness and the challenges of implementation. It analyses how it aligns with modern regulations/frameworks such as DORA and NIST CSF 2.0.
The second part of the report applies the research conducted in the first part in a real-world scenario involving ResilientIntellect ltd, a growing company moving into the EU. A security programme was developed to support the organisation’s resilience and growth. The solution involves the governance model, a reworked organisation structure, risk management strategy and modern security controls. A recovery plan was also developed in the case of a ransomware attack. This report demonstrates Zero Trust Architecture as an effective foundation for scalable growing organisations.
Task 1
I. Introduction
In this report, the study will cover the topic of zero trust architecture. This report will contain various aspects of Zero Trust and how it works as a security policy, the implementation process, and its challenges, as well as comparing it to other security policies and weighing advantages and disadvantages.
Zero trust has improved cyber security massively by assuming every user on a network is hostile and treats every user request as if it comes from an unrecognized network [1]. This is different from other security architectures which assume that users are to be trusted by default. This makes zero trust architecture much more secure since it checks every request before authenticating, preventing many forms of attack for malicious entities. This reduces attack surface and lateral movement [2].
II. Zero Trust Architecture
Implementing Zero trust into an organization can be challenging due to its complexity and use of Micro-segmentation to protect resources. It also requires extensive changes to existing network infrastructure to be implemented. This drives away potential users due to the cost and time required for staff training and updating legacy systems. Zero trust requires a company to maintain detailed inventory of all parties that need access to the network and information about each user and their access is needed [3], which is difficult for older systems which cannot support those requirements. It is important to consider what needs to be changed when implementing zero trust architecture as it is different to traditional architecture. This architecture values strict access control and quick responses to threats. Traditional security models use perimeter-based defence, such as firewalls and VPNs to protect users. It trusts within the network and keeps external threats away. But a traditional security model does not protect from inside threats, and once users are inside network traffic they are unchecked and can attack.
To utilize Zero Trust efficiently it is important to know each component that makes it up such as the users and the applications they access [4]. This ties in with identity and access management (IAM) systems which ensure that only authorized users get access to network resources. It uses various verification methods such as multi factor authentication and single sign on tools to ensure the identity of users along with authorization rules such as RBAC which grants permissions to users based on the role they have been assigned. This gives users the minimal permissions required for the job they have.
Micro-segmentation is a zero-trust strategy which divides a network into smaller segments and applying security constraints based on each segment's requirements. This isolates each workload individually with its own specific granular policies. This means that if one segment of the network is compromised, the rest of the network is unaffected due to needing authorization for each segment. It also provides better insight and control over network traffic across each individual segment. Traditional firewalls lack the insight that Micro -segmentation can provide. However, Micro- segmentation is complex to not only implement, but to keep up to regulatory standards such as PCI DSS, a set of security standards for storing and processing credit card data [5]. Micro-segmentation does not scale effectively as it gets more complex as a company grows bigger, leading to potential security risks.

III. Regulatory & Compliance Context 
I.  NIST Cybersecurity Framework
Laws and regulations exist to ensure public safety and to protect the environment. Regulatory compliance describes the steps organizations take to abide by those rules within its operations. Organizations set up internal protections to keep customer data safe. If they fail to protect data adequately, they face penalties by government bodies such as the ICO. However, there are multiple regulatory frameworks that exist to aid organizations such as NIST Framework, NIS2 Directive and the Digital Operational Resilience Act (DORA). These frameworks list requirements on cybersecurity for protecting critical infrastructure and services. It is essential for organizations to be able to comply with these regulations when creating a cybersecurity defence strategy. Using Zero Trust Architecture, it is possible to force continuous verification and least privilege access to comply with the organization's regulations.
The NIST CSF 2.0(National Institute of Standards and Technology Cybersecurity Framework) is a set of guidelines and standards that help organizations protect themselves from cyberattacks and how to protect data regardless of its size or maturity [6]. THE NIST CSF was initially developed in 2013 by the NIST. The framework is comprised of six functions: Govern, Identify, Protect, Detect, Respond and Recover.
The Govern function includes creating cybersecurity policies, roles and responsibilities, policies, and the risk management oversight. This function serves to aid organizations by providing outcomes to inform an organization on how to achieve the outcomes of the other five functions and achieve business goals [7]. It operates as the core function. Responsibilities of Govern include developing access control policies, regulatory compliance, and accountability. It is a critical function for including cybersecurity into an organizations enterprise risk management system.
The Identify function includes gaining an understanding of the organization's cybersecurity risks and the total assets (data, people, hardware, software) [8]. It is crucial for maintaining a catalogue of assets, as well as detailed visibility of anyone entering network traffic to highlight what needs to be protected and where vulnerabilities exist. To use least privilege access, identity and access management system need to have accurate inventories on users.
The Protect function outlines how safeguards are implemented to manage cybersecurity risks and protect assets. After the inventory is accurately pinpointed, Protect can secure the assets and reduce the risk of attacks from occurring by utilizing security controls. These safeguards include awareness and training, access control, and data security measures. This is a crucial step for meeting regulatory compliance as it secures critical assets and reduces attack surface for unauthorized entities.
The Detect function is focused on identifying cyberattacks and vulnerabilities using continuous monitoring, anomaly detection software, and adverse event analysis. When compromises are detected, they are found and analysed in a timely manner before it becomes an incident. The detection speed can be the difference between a minor breach and a major attack [9]. Continuous monitoring is the real time observation of networks and systems to identify any unusual activity or potential breaches. This approach allows for threats to be caught before they cause damage. Once a threat is detected, adverse event analysis is used to determinate the properties and impact of the threat. This way, the situation can be assessed, and the appropriate action can be taken.
The Respond function details the action that is taken by the organization once a cybersecurity incident has taken place. This step involves incident response plans and mitigation actions that detail how to contain the effects of cybersecurity incidents. ZTA can allow an organization to control threats and remove access quickly to prevent further damage if an incident takes place.
The Recover function focuses on how an organization can bounce back following a cybersecurity incident to efficiently continue operations. This step details a disaster recovery plan, backups and improvements based on other incidents that can be learned from. ZTA can reduce the impact of incidents by containing breaches to individual network segments using micro-segmentation. This is extremely useful as it prevents organization wide outages and is less disruptive overall to the network.
NIST CSF 2.0 is a structured method of preventing cybersecurity incident within organizations using 6 functions that detail each step for strong security and data governance. Its a key framework for identifying weaknesses in an organization's cybersecurity. When combined with Zero Trust Architecture, it solidifies organizations resilience using least privilege access and continuous verification to filter suspicious activity.
II. Digital Operational Resilience Act (DORA)
The DORA (Digital Operations Resilience Act) is a regulation that exists to address a vulnerability in EU finance cybersecurity. [10]. It strengthens the operational security of financial entities by ensuring they can recover from cybersecurity disruptions, reducing financial loss. This act was created due to the government recognizing that a lack of cybersecurity can threaten the financial system. Its objective is to support continuity in business operations in the case of major cyberattacks and the ability to withstand disruptions. DORA requires risk management frameworks to protect, detect, contain, recover and repair from ICT threats. DORA serves as guideline on how to manage risks, report incidents and engage in operational resilience to oversee third party threats [11].
DORA is comprised of 5 key pillars: ICT risk management, ICT related incident reporting, digital operational resilience testing, ICT third party risk and information sharing[12]. Finance entities are required to implement frameworks to reduce risk and protect information, identifying and mitigating any ICT related threats. Regular stress testing is mandatory to evaluate how an organisation responds to cyberattacks. This regulation provides strong cybersecurity across the financial sector.
Zero trust provides the foundation for DORA’s detailed requirements of operational compliance. Zero trust aligns with DORA’s needs of identity verification and strong authentication to stop unauthorized parties. Network segmentation is also implemented to limit lateral movement and aid in threat containment.
DORA is strongly reliant on incident report and response obligations. Financial entities must document and report any cybersecurity incidents to authorities within a short timeframe. Many financial organisations rely on third party external providers for cloud services and managed service providers. These third parties need to be monitored and managed for risks to ensure that invulnerabilities are created and affect the financial entities. Zero trust supports this action using least privilege access and segmented access. This ensures that third party users are verified or filtered, given the appropriate permissions for that external provider to access their specific resources and not the rest of the network. When DORA is combined with the foundation of zero trust architecture, they focus on least privilege access and continuous verification to enable organisations to meet the resilience requirements of DORA. It supports meeting the needs of regulatory compliance and secures financial entities effectively.
III. NIS2 Directive and EU Cyber Obligations
NIS2 (Network and Information Security Directive 2) is an EU law that established a legal framework to uphold cybersecurity throughout 18 sectors in the EU [13]. The second iteration of NIS improves upon the first iteration by expanding its scope to include more sectors, introducing stricter cybersecurity measures to focus on risk management, making incident reporting have a stricter timeframe and mandatory reporting and fining any organisation not compliant with these standards [14]. This affects critical sectors such as finance, health, energy and digital infrastructure. It covers most essential service providers, and NIS2 allowed for better cybersecurity resilience for supply chains across Europe. Organisations are required to carry out risk analysis, business continuity planning and implementing access control policies. Zero trust’s obligations align with NIS2, enforcing continuous verification in the network and addressing NIS2 obligations with least privilege access, this greatly reduces insider threats and credentials being misused. Zero trust is an overall secure architecture for NIS2 compliance, combining security controls with NIS2 risk management allows for better cybersecurity posture.
Zero Trust was created due to the increasing need of cybersecurity and increasing regulatory pressure within organisations. Frameworks such as NIS2, DORA and NIST CSF 2.0 all have a common goal of boosting resilience and strong risk management within entities. Traditional security models are unable to be used due to how users are trusted once allowed in the network. In contrast, Zero Trust architecture has no trust and constantly reverifies using continuous authentication and monitoring. Using Zero Trust, organisations can meet compliance through its benefits of incident detection and reporting and effective responses to threats. Using Zero Trust is an efficient and practical architecture for regulatory compliance.
IV. Conclusion
Zero trust architecture represented a change in security models, as cybersecurity shifted from the use of perimeter based implicit trust models. ICT threats became more complex, and Zero Trust provided a way to reduce attack surface and secure a network. This report has analysed the use of Zero Trust and how it aligns with modern regulatory and compliance frameworks. Zero Trust gives organisations a method of meeting regulations and giving better control over networks. Zero Trust Architecture is an effective solution when implemented correctly, supporting regulatory compliance and organisational resilience.
Task 2
V. Case Scenario Introduction 
In the second part of this report, we will be working on a case scenario for ResilienceIntellect ltd. A zero-trust-aligned security programme for their new unit will be created. To do this, the study will consider several aspects of the new IT unit, such as considering new policies and drawing an organisation structure. The study will also create a disaster recovery plan for them to rehearse in case of any cyber-attacks or natural disasters.
VI. Organisational Context & Threat Exposure 
ResilientIntellect ltd operates in a high-risk cybersecurity environment because it is using a cloud-based platform and AI powered software. Since they develop their own tools, it means they are at risk because they have access to sensitive datasets. Operating this way allows Resilient Intellect to be flexible, but at the cost of increased attack surface especially due to the expansion. 
The main threat that ResilientIntellect faces is ransomware. Ransomware is a type of software where an attacker holds a victim's data or device hostage, threatening to lock it or delete it, demanding payment from the victim for its safe return [15]. This poses a risk to the AI training, as the datasets and sensitive data they hold could majorly disrupt operations if held for ransom. This would also breach regulatory obligations under NIS2 and DORA. Furthermore, ResilientIntellect has third party dependencies which can threaten software supply chain and would cause potential problems in the future due to uncontrollability.
For these risks, ResilientIntellect would struggle with traditional security controls as they operate outside their own network. Their security needs users to be monitored and continuously verified, so Zero Trust architecture would be suitable to be the foundation of the EU security programme.
VII. Zero Trust Adoption Strategy
Adopting Zero Trust architecture will allow for a more strategic security approach. ResilientIntellect currently relies on cloud-based infrastructure and AI software development, so the “No trust” approach of Zero Trust architecture is suitable. All forms of cloud resources and AI training will be continuously verified to ensure that the appropriate users are accessing the resources required of their role. Network segmentation is another crucial strategy which will isolate workloads and reduce the impact of any cyberattacks, by limiting them to one segment. Continuous monitoring will be utilized to analyse each user, so faster responses can be done in the case of a threat. This will provide real time information about the activities of users.
Additionally, Zero Trust will strengthen operational resilience as well as complying with European regulations, such as DORA and NIS2. Zero Trust acts as the foundation for these regulations and aligns with its use of risk management strategies and access control policies. Cybersecurity will tighten without needing to sacrifice innovation or additional resources.
VIII. Organisation Structure & Responsibilities 
Before creating the security programme, its important to delegate roles and responsibilities to create a solid organisational structure. Leadership and Accountability are ideal traits required to maintain effective communication and compliance
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These are the four roles used in the security programme. The security lead of the team is the Chief Information Security Officer (CISO) who holds most of the responsibility regarding cyber security. This role is designed for creating the security strategy along with aligning it with business objectives and regulations such as DORA and NIS2. This role also oversees risk management and incident response planning, as well as implementing Zero Trust principles with the security programme.
The DevSecOps Lead is responsible for ensuring security is seamlessly integrated into the software development lifecycle (SDLC)[16]. They work on security testing for infrastructures and security policies. SDLC is important because it is used to ensure that software is aligned with the organisation's objectives. It also reduces costs and reduces mistakes.
The Cloud Security architect is responsible for planning, upgrading and maintaining the systems within the cloud platform. In the organisation, they will be enforcing network segmentation and adding access controls. Making sure that the cloud is protected from unauthorised access and mistakes in code.
IX. Governance & Security Strategy 
To ensure that the security programme aligns with business objectives and regulations, effective governance is used. A governance model based on NIST CSF 2.0 outlines a structured approach towards effectively managing and mitigating cybersecurity threats. This framework will integrate security into risk management whilst supporting regulatory compliance.
NIST CSF 2.0 enhances the security strategy by establishing better policy oversight and leadership roles. This framework works through 6 functions which will help with how ResilientIntellect deals with cybersecurity threats.
The Govern function is the foundation of the security strategy. This function will support the objective of business growth and continuity. It will be led by the CISO to decide on security policies.
The Identify function will be used to find any vulnerabilities within the organisation and for maintaining an inventory of assets. Security controls will be applied to assets that are deemed to be high value.
Protect will be used for enforcing network segmentation across the organisation to stop attackers from moving laterally. Enforcing strict access controls and identity verification, to pinpoint users and use dynamic policies based on their permissions.
Detect will use continuous monitoring and to supervise system activity constantly to identify anomalies. This will be handled using endpoint detection and response, as well as security information and event management. It's important that threats are quickly identified. Governance ensures that detection methods and capabilities are up to date and reviewed for any bugs. Effective detection prevents major attacks before they happen.
Respond is the action taken once a threat is Detected. Governance will make the incident response procedures written and documented. Regular testing will be done ensure they don't fail when used in a real incident. Zero Trust controls will prevent further damage happening in the event systems are attacked.
Recover determines the actions taken after a cybersecurity attack to learn and repair from. Disaster recovery plans and backup strategies are practiced and tested. Reviews will be held to pinpoint inaccuracies or vulnerabilities which will help improve overall security and abides by governance.
X. Policies & Procedures 
An AI usage policy will allow for ethical and compliant development of AI systems. This development can be secured using Zero Trust principles. Identify-based access policies will ensure that permissions are handed out dynamically based on the person identified. Only authorised employees will be given access to the AI datasets and training models. Most importantly, inventory of training datasets must be catalogued and classified in the case that an unauthorized individual sabotages the AI models. All alterations done to the datasets need to be logged, preferably with version control applied so that AI is trained with the appropriate data. This policy aligns with Zero Trust principles and compliance with DORA and NIS2 frameworks.
The SaaS policy (Software as a Service) allows for platforms to be deployed in a secure and consistent manner. This is done to reduce data leakage. The SaaS platforms must be connected directly to the organisation to authorize users' identity with the central identity platform. Users that can't be authorized are denied access. Unauthorized alterations will be logged and investigated for misconduct. SaaS will be continuously verified to align with Zero Trust and fulfil regulatory obligations. Permissions and authorizations must be limited to a select few individuals to prevent excessive accesses.
The BYOD (Bring Your Own Device) policy allows for employees to remotely access company resources using their personal devices [17], maintaining a strong level of security. Every personal device that employees plan to use for work must keep a minimum level of security. This would include tools such as device encryption, firewalls and anti-virus software. Regular security updates should be applied regularly to keep up to date with patches and vulnerability fixes. Unnecessary apps need to be uninstalled to reduce security risks, apps must be from an authorized source, and a stolen employee device needs to be reported to ResilientIntellect immediately so they can terminate the devices confidential work information. 
XI. Risk Management & Supply Chain Security 
Risk management is a crucial part of the security programme. ResilientIntellect relies on external service providers and they cannot control the providers side of the cloud infrastructure. These risks can become problems at any time so it's imperative to impose controls to mitigate any impact if a threat appeared. Since ResilientIntellect is expanding into the EU it's important to assess the current risk and the eventual risk of attacks, so prediction using risk assessment is important. The software supply chain is the entire ecosystem of ResilientIntellect that are involved in the process of creating software. This ranges from the individual who created the idea to the end user. This is an area of risk due to the AI development workflows. Many third-party libraries and dependencies are involved at multiple ends of the creation process; it increases the risk of an attack. This can be mitigated by adding security checkpoints throughout the supply chain, such as code validation and dependency analysis. It's the DevSecOps lead’s responsibility to oversee this process and enforce the security checks in the software development lifecycle. Zero Trust can help this approach by removing inherent trust from the external libraries and dependencies. This reduces the risk of malicious code being used.
Another risk that needs to be considered is incorrect cloud platform configuration. If the cloud platform is set up incorrectly, it is left vulnerable to cyberattacks and unauthorized access. This can be due to human error or mismanaged permissions. The cloud security architect is responsible for managing risk regarding the cloud and software supply chain. This risk management strategy supports both DORA and NIS2. It strengthens the monitoring of third party services, thus reducing the risk of an attack.
XII. Compliance with DORA & NIS2
Complying with NIS2 and DORA is essential for a solid security structure. These frameworks are made for organisations to strengthen their overall cybersecurity. An emphasis is placed on risk management and incident reporting. ResilientIntellect is a high-risk organisation due to how it relies on external providers and handle sensitive data used for AI training. This makes it suitable for the use of these frameworks.
NIS2 is a regulation/framework within the EU designed for high-risk entities that need to strengthen their cybersecurity against threats and improve resilience [18]. It is required of organisations to implement strict risk management measures within tight timeframes. This aligns with the zero-trust approach which utilizes a solid governance oversight, detailed planning, and constant user monitoring. This allows for accurate threat predictability and efficient incident reporting to the regulatory authorities.
DORA is an EU framework/regulation that aids organisations by forcing them to respond to and effectively defend cyber-attacks. This works effectively with the security programme, as it emphasises strict control over critical systems using network segmentation and continuous monitoring.
Utilizing Zero Trust, ResilientIntellect can meet the regulatory requirements of DORA and NIS2. Using both a structured governance and thorough risk management strategies, this will strengthen the organisations cybersecurity.
XIII. Protection Mechanisms & Security Controls
The security programme will utilize a range of security controls that strongly align with the principles of Zero Trust architecture. These controls exist to reduce attack surface and enable quick and efficient threat response times.
Endpoint Detection and Response (EDR) is software that utilizes real-time analytics and AI-driven automation to shield end users and IT assets from threats [19]. EDR is a solution which detects suspicious system activity using data collected from the endpoint of the network. This method supports rapid threat containment by isolating contaminated network endpoints. This is effective in a hybrid environment where endpoints are utilized outside of traditional network perimeters.
Multi-Factor Authentication (MFA) is a security method that prompts a user to enter two or more verification factors to be authorized and gain access to resources. This significantly reduces the chances of an attack. Instead of simply entering a username and password, you must enter more information such as a hardware key or face scan. This reduces the possibility of someone attempting a brute force attack. This applies to ResilientIntellect as it utilized a hybrid working environment. This supports Zero Trust by continuously verifying access decisions.
Cloud Security Posture Management (CSPM) identifies and diminishes risk by automating visibility using continuous monitoring [21]. It also searches for misconfigurations in hybrid cloud environments which applies to ResilientIntellect. This reduces the risk of human error and increases network visibility.
XIV. Disaster Recovery Plan 
The primary purpose of the disaster recovery plan is to keep business continuity in the case of an organisation-wide attack. To enable continuity, operational disruptions will be kept to a minimum whilst critical systems are prioritized to get working and available.
In the case that ResilientIntellect is the target of a ransomware attack that encrypts sensitive data such as the AI training data and source code repositories, the affected systems will be rapidly isolated utilizing Zero Trust controls. The incident response team will analyse the attack and determine what's affected and what actions to take. The threat will then be contained and compromised assets are analysed as well. Employees will have their authentication revoked from the compromised areas to prevent any human error.
Backups will have been maintained and updated in a secluded offsite location which will allow the systems to continue running once again without submitting to the attacker. The recovery efforts are the priority to ensure efficient business continuity. This incident will then be reviewed along with the disaster recovery plan. The actions taken along with recovery speeds will be reviewed and tested to improve upon the plan. This allows for effective recovery and regulatory compliance.
XV. Conclusion
This report has successfully designed and created a security programme that utilizes the principles of Zero Trust, as ResilientIntellect expands into the EU. Zero Trust Architecture was a suitable solution as it minimizes a lot of the risk that ResilientIntellect faced due to its reliance on external providers for cloud infrastructure and hybrid workforce that operates outside traditional networks. The security programme uses strict risk management and security controls to strengthen cybersecurity whilst resuming normal business operations. Under DORA and NIS2, the programme sustained continuous improvement whilst complying with regulatory requirements. This solution has provided ResilieintIntellect with a sustainable and scalable security framework for long-term operations.
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