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1. Introduction

The aim of this Assessment is to research and build/deploy a Virtualized network. The
first task at hand will be to research the different types of hypervisors available as well
as do brief analysis on IP Addressing and Routing. The second task will consist of
choosing the hypervisors most suitable for this assignment considering available
resources. On top of that, it is needed to download and set up the chosen hypervisor,
configure IP addressing and finally do tests and troubleshooting. The third and final
task will be comprised of a short reflection regarding the assessment e.g.: whether
there were any problems whilst troubleshooting, downloading or setting up the
hypervisor. The scenario given for this assignment is to assume | have been hired as
an IT Tech by a Multinational Corporation called NOSS2026 which operates at two

locations: Swansea and London.

2. Research Report

2.1 Hypervisor

A hypervisor is a software which enables various virtual machines (VMs) to run on one
physical server. Each virtual machine has its own operating system (OS) and the main
hypervisor’s task is to allocate physical computing resources as instructed and/or
needed. Essentially, what this piece of software does is enable its users to run multiple
operating systems at once sharing the same physical computer resources. In terms of
variety, there are Type 1 and Type 2 hypervisors. Starting with Type 1, commonly
referred to as metal hypervisor or native hypervisor, its main purpose is to take place

of the host operating system and interact directly with the central processing unit



(CPU), memory and physical storage. Due to its nature, it is highly efficient and offers
an extra layer of security because it is directly connected to the CPU which makes it
harder for an attacker to compromise the system. A notable drawback, however, is that
these types of hypervisors often require a separate management machine to control
all the different VMs and the host hardware. In comparison with a type 1 hypervisor, a
type 2 hypervisor (also referred to as hosted hypervisor) does not run directly on the
underlying hardware. It runs as an application in an OS. These hypervisors are often
used by individual PC users such as engineers, security experts testing malware and
business users in need of access to an application only available on other operating
systems. Hosted hypervisors offer a quick and intuitive installation of an alternative

OS perfect for enthusiasts and experts alike.

2.2 |IP Addressing

Every device which is part of a network must be addressable, this means that it can
be reached by referring to it under a preset of different addresses. In other words, IP
addresses already exist in a network and must be given to each device or location
either automatically or manually. IP addresses help devices communicate with one

another.

Currently, we have two revisions of the IP protocol which are used worldwide on

systems: IPv4 and IPv6. IPv4 is a 32-bit address split into four octets [2].
Example: 192.168.1.10
Binary representation: 192 = 11000000 168 = 10101000 1 = 00000001 10 = 00001010

Originally, IPv4 used address classes:



IPv4 Address Classes and Ranges

A ClassA  0.0.0.0 - 127.255.255.255
B ClassB 128.0.0.0 - 191.255.255.255
ClassC 192.0.0.0 - 223.255.255.255

ClassD 224.0.0.0 - 239.255.255.255

E ClassE 240.0.0.0 - 255.255.255.255

Class A is reserved for very large networks, Class B for medium networks, Class C for

small networks, Class D for multicast and lastly Class E for research purposes [3].

Nowadays, modern networks use CIDR, also known as Classless Inter-Domain

Routing, instead of classes.
The structure of IPv6 is in the form of a 128-bit address shown in hexadecimal.
Example: 2001:0db8:85a3:0000:0000:8a2e:0370:7334

This address can also be simplified by removing leading zeros and consecutive groups
of zeros. Therefore, the example address | used previously would end up looking like
this: 2001:db8:85a3::8a2e:370:7334



Network portion Interface ID

9g9g9g9:99g9g9:9gggag. E OO0 OO0 X000 O

Global Routing prefix Subnet ID Host
n <= 48 bits 64 - n bits

The IPv6 protocol offers different types of advantages including virtually unlimited
addresses, optional NAT (Network Address Translation), easier administration with
DHCPV6, built-in security (IPsec support) ... among others which make |IPv6 superior
to the outdated IPv4 protocol [4].

2.3 Research on Routing

Routing protocols determine how data travels between networks. Their main purposes
are to find the best path for data packets across networks, to exchange routing
information between routers, to maintain updated routing tables and to adapt to
network changes thus ensuring reliable connectivity. To put it simply, routing protocols

make networks more efficient, resilient and scalable.



Dynamic Routing

[3]

The way routing protocols operate is firstly, routers identify directly connected
networks and communicate them to other routers, then the routers exchange full
routing tables, and they share the state of their links. The routing tables are built and
maintained dynamically, based on metrics such as hop count, bandwidth, delay... In
the event of a link failing, routers detect the failure, recalculate routes and converge
on the best available paths. All of this happens automatically, which is a major

advantage of dynamic routing protocols.

Static routing means routes are managed by an administrator, they are simple to set
up for small networks, they are predictable and secure and use low amounts of CPU
and bandwidth. On the other hand, static routing is not scalable, and it requires manual

updates for any network change.

In dynamic routing, routes are learned automatically using routing protocols like OSPF
(Open Shortest Path First), EIGRP (Enhanced Interior Gateway Routing Protocol) ...
Dynamic routing offers automatic adaptability to network changes, scalability and
reduced administrative engagement. However, it uses more CPU, memory and
bandwidth, it is more complex to configure and there is a risk of routing loops if it is not
properly configured [6] [7].

Considering | have a Debian Server acting as a DHCP Relay, Static routing would be
the most suitable because | would like to easily document my findings and | also do
not plan on benefiting from the scalability Dynamic routing offers.
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2.4 Research on Network Services
Virtual Private Networks (VPNs), Dynamic Host Configuration Protocol (DHCP), Active

Directory Domain Services (AD DS), and Certificate Authorities (CAs) are essential

technologies for secure and efficient enterprise network operations.

A VPN (Virtual Private Network) creates an encrypted tunnel which protects data
travelling between remote users or sites and the internal network. VPNs commonly
use TLS or IPsec for authentication and encryption, with certificate authentication

considered best practice for strong identity assurance [8].

DHCP (Dynamic Host Configuration Protocol) automatically assigns IP configuration
such as IP address, subnet mask, default gateway and DNS to client devices. This
reduces manual errors and simplifies administration, especially when paired with a
DHCP Relay [9] [10].

Active Directory Domain Services (AD DS) provides centralized authentication,
authorization and policy management within a Windows domain. AD DS stores
information about users, computers and resources. Best practices include enforcing

strict passwords and access controls, auditing privileged accounts among others [11].

Certificate Authorities support Public Key Infrastructure (PKI) by issuing and managing
digital certificates used for encryption, authentication, and data integrity. Their primary
responsibilities include certificate lifecycle management, revocation handling, and
maintaining trust chains. Best practices emphasize protecting CA private keys,
monitoring the PKI environment, developing a robust certificate registration
procedure... [12] [13]

3. Technical Documentation

In the next part of the assignment, | will be creating 4 virtual machines: 1 Windows
Client and 1 Windows Server, and 1 Debian client along with 1 Debian Server using
Oracle Virtual Machine. The main goal will be to deploy a working network, configure
the IP correctly and do testing and troubleshooting making sure the connectivity

between clients and servers is successful.



B8 Winserver19 [Running] - Oracle VirtualBox O Editor Copilot

File Machine View Input Devices Help

&) Windows Setup

Installing Windows

Status

J/ Copying Windouws files
Getting files ready for installation (90%)
Installing features
Installing updates
Finishing up

1 Collecting information o) Installing Windows
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16:12
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This is the installation process of the Windows Server, it was advised we install the

2019 version due to it being the most stable.

Machine  View  Input  Devices

BOXT WO Y @B rightct

~Anag

16:16
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The Windows Client was already installed. In this case | chose Windows 11 Pro, the

choice of Windows Client was not as relevant in comparison to the Windows Server.
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File Machine View Input Devices Help
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This is the installation process of the Debian Client.




& Winserver19 [Running] - Oracle VirtualBox Editor Copilot

File Machine View Input Devices Help
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P 16:37
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Command used: route add 192.168.2.0 mask 255.255.255.0 20.0.0.2 -p

The purpose of this command is to tell the Windows Server to send any Debian LAN

traffic to the Debian Server.
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Machine View Input Devices Help

Dec4 5:17PM

vboxuser@DebianServer: ~

GNU nano 8.4 /etc/sysctl.conf *
net.ipv4.ip_ forward=1

K¢ Help gy Write out gi§ Where Is @§ Cut Ml Execute ¥ Location
B¢ Exit flil Read File g\ Replace Qi Paste B Justify Wi Go To Line

bt /51 2 Fr™ S & Mo
17:17
04/12/2025

N

N Z NG 2D D) @

Next, | move to the Debian Server and | enable IP forwarding making use of the
command nano /etc/sysctl.conf. Inside, | type the command net.ipv4.ip_forward=1 and

| proceed to save and exit.
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hine View Input Devices Help

Dec4 5:20PM

vboxuser@DebianServer: ~ Q =

new location (use only with -d)
--non-unique allow using duplicate (non-unique) UID
, --password PASSWORD use encrypted password for the new password
--prefix PREFIX_DIR prefix directory where are located the sfetc/* fi

--remove remove the user from only the supplemental GROUP

mentioned by the -G option without removing
the user from other groups

-R, --root CHROOT DIR directory to chroot inte

-5, --shell SHELL new login shell for the user account

-u, --uid UID new UID for the user account

-U, --unlock unlock the user account

-v, --add-subuids FIRST-LAST add range of subordinate uids

-V, --del-subuids FIRST-LAST remove range of subordinate uids

-w, --add-subgids FIRST-LAST add range of subordinate gids

-W, --del-subgids FIRST-LAST remove range of subordinate gids

-Z, --selinux-user SEUSER new SELinux user mapping for the user account

--selinux-range SERANGE new SELinux MLS range for the user account

root@ebianServer:~# nano /etc/sysctl.conf
root@DebianServe # sysctl -p
net.ipv4.ip forward = 1
root@ebianserver:~# [I

=5 "
ENG &= ) & (4550005

Moving forward, | make sure to verify it is enabled using the command sysctl -p. It

seems to be working correctly.

&

Basic

D General Network
Adapter 1 Adapter 2 Adapter 3
System
Display
Attached to Internal Network
Storage Name  LANZ2

Audio

Network

Serial Ports &) Virtual Cable Connected

USB

Shared Folders

Serial Ports
User Interface
Port 1

Cancel

17:33

= v
I B e

Before moving forward, | need to make sure to add 2 more network adapters in
Virtualbox, Adapter 2 and 3.
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Basic

General Network

Adapter 1 Adapter 2 Adap
System
Display
Attached to Internal Network

Storage Name  TRANSIT

Audio
Deny
Network

Serial Ports Virtual Cable Connected

3

UsB

Shared Folders

Serial Ports
User Interface

=
O
O
5
»
=
»
I 4
-
@

Port 1

Cancel

04/12/2025

This is the third adapter which will act as the Transit.

¥ Debian Server [Running] - Oracle VirtualBox

File Machine View Input

- Dec4 5:40PM

vboxuser@bebianServer:~$ ip -br addr

vboxuser@DebianServer: ~

UNKNOWN 127.8.0.1/8 ::1/128
up
up
up
vboxuser@bebianServer:~$ su -

Password:

root@ebianServer:~# ip addr add 192.168.2.1/24 dev enp@s8
root@DebianServer:~# ip link set enp@s8 up
root@DebianServer:~# ip addr add 20.0.0.2/30 dev enp@s9
root@debianServer:~# ip link set enp@s9 up
root@debianServer:~# ip -br addr

UNKNOWN 127.0.0.1/8 ::1/128

up
up 192.168.2.1/24
up 20.0.8.2/30

Following, | went to the Debian Server’s terminal, and | assigned the LAN IP and the
Transit IP.
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‘*‘ WinServer19 - Settings

Basic Expert

E General Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4
System

Enable Network Adapter
Display Attached to Internal Network
Storage Name  LAN1
. Adapter Type Intel PRO/1000 MT Desktop (82540EM)
Audio
Promiscuous Mode Deny
Network
i MAC Address  08002705D1C9

Serial Ports Virtual Cable Connected

USB

Serial Ports
Shared Folders

Port 1 Port 2 Port 3 Port 4

ERsesGvradn

User Interface —
| | Enable Serial Port

Help

17:46

= i
ENG 7 v &8 04/12/2025

Moving forward, | need to configure the Network settings for the Windows Server, so
the ping command works properly. | set up adapter 1 as Internal Network and gave it
the name LAN1.

-

Basic

D General Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

System
Enable Network Adapter
Display Attached to Internal Network
Storage Name  TRANSIT
) Adapter Type Intel PRO/1000 MT Desktop (82540EM)
Audio
Promiscuous Mode Deny

Network

b MAC Address  08002724D53D

Serial Ports Virtual Cable Connected

USB

Serial Ports
Shared Folders

Port 1 Port 2 Port 3 Port 4
User Interface

ERssGradmn

(") Enable Serial Port

17:47
04/12/2025




| also set up the Adapter 2 as Internal Network and gave it the same name of TRANSIT

found in the Debian adapter’s name. Names must match otherwise they will not be

connected.

Machine View Input Devices Help

= @ | r Manage Tools. View

Trymaj

Windowa

= . It : . - - E
0 Lo ﬁggnsersl I+ &« Network and Internet » Metwork Connections v & Search Network Connections @
= Al . .
Nicahla thi L s .
= Qeazniza_x icxblashicashuad davics Internet Protocel Version 4 (TCP/IPw4) Properties X |7 | o
B Al Gt mor v
l General
Networking  Sharing
[ Dont You can get IP settings assigned automatically if your network supports
Connect using: this capability. Otherwise, you need to ask your netwark administrator

i Intel(R) PRO/1000 MT Desktop Adapter & for the appropriate [P settings.

() Obtain an IP address automatically

This connection uses the fallowing items ®Use the following [P address:

E3Client for Microsoft Networks [P address:
T3 File and Printer Sharing for Microsoft Net Subnet mask: 255 , 255 ., 255 . 253

13 Qo5 Packet Scheduler
1 Intemet Protacol Version 4 (TCP/IPv4) Default gateway: L
] 2 Microsoft Network Adapter Muttiplexar P
Microsoft LLDP Protocol Driver Obtain DNS server address automatically

Hide

., Intemet Protocol Version 6 (TCF/IPvE) (@) Use the following DNS server addresses:
<
Preferred DNS server: l:l
nstall... Uninstal
= Alternate DNS server: l:l
Description
Transmission Control Protocol/Intemet Pratocol ) 3
wide area network protocol that provides camm] [validate settings upon exit Advanced...

across diverse interconnected networks

Cance

Zitems 1 item selected z =

, [
BORET#MOMN &Driontc ;

18:17
04/12/2025

Next, | need to manually set the IP address under Internet Protocol Version 4
(TCP/IPv4) found in Network and Sharing Center.
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E_'r'g WinServer19 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

L |

Recycle Bin

B8 Command Prompt

100%

18:20
04/12/2025

Checking that everything is set up correctly. All appears to be in order.
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File Machine View Input Devices Help

nes in mil
imum = 1ms
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After that, | tested the connectivity in Command Prompt. It works perfectly.
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File Machine View Input Devices Help

- Dec4 6:47PM

vboxuser@DebianClient: ~

vboxuser@debianClient:~$ su -

Password:

root@ebianClient:~# ping -c 3 20.0.0.1
ping: connect: Network is unreachable
root@ebiancClient:~# |

=1 2 M3 & Mo cen
18:47

|} b
N a 5
N GONG DDE s

I’'m unsure what | did wrong in the last step but the ping from the Debian Server did

not work. | will try again using a different approach.

G w & O

1Pv4 Prefi

i

Enable IPv6
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First step is to create a Nat Network 1; this Network will be the Windows one. | set up
the appropriate CIDR to the one shown in the topology and enabled DHCP.

a
a
|
L
a
a
a

| did the same with a second Nat Network; this one pertaining to the Linux counterpart

with the appropriate CIDR shown in the topology.

*

Basic

D General Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4
System

Enable Network Adapter
Display
Attached to NAT Network

Storage Name NatNetworkl
Audio Adapter Ty Intel PRO/1000 MT Desktop (82540EM)

Promiscuous Mc Deny
Network
MAC A

Serial Ports Virtual Cable Connected

UsB

Shared Folders e

Port 1 Port 2 Port 3 Port 4

0
=
»
)
4
|
o

User Interface .
[ | Fnahle Serial Part

Cancel Help

19:00
s = v
e NG BHE o000
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System

Display

Storage

Audio

Network

Serial Ports

USB

Shared Folders

HEERssOGvradn

User Interface

Network

Adapter 1 Adapter 2

Adapter 3 Adapter 4

Enable Network Adapter

Attached to

Name

Adapter Type
Promiscuous M

MAC A

Serial Ports

NAT Network
NatNetwork1
Intel PRO/1000 MT Desktop

Deny

Virtual Cable Connected

Port 1 Port 2 Port 3 Port 4

(1 Fnahle Sarial Brrt

Cancel

ENG

Help

19:01
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Next, | will connect the Windows VMs to NatNetwork1 for both the Windows Server

and the Windows Client as shown in both screenshots above.

*

Basic
D General
System
Display
Storage
Audio
Network
Serial Ports
UsB

Shared Folders

o
O
9
»
&
»
4
[
=

User Interface

Network

Adapter 1 Adapter 2

Adapter 3 Adapter 4

Enable Metwork Adapter

Attached to

Name

Adapter Type
Promiscuous Mode

MAC

Serial Ports

NAT Network
NatMetwork2
Intel PRO/1000 MT Desktop (82540EM)
Deny
7801141

Virtual Cable Connected

Port 1 Port 2 Port 3 Port 4

7] Fnahle Serial Part

Cancel
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-

Basic

D General Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4
System

. Enable Network Adapter
Display
Attached to NAT Network

Storage Name NatNetwork2
. . ; - 3
Audio Adapter Type Intel PRO/1000 MT Desktop (

Promiscuous Mode Deny

Network
MAC Address  08002767D6BS

Serial Ports Virtual Cable Connected

USB

Shared Folders Eeualilonts

Port 1 Port 2 Port 3 Port 4

ERssOGOvrvadn

User Interface .
[ | Fnahle Serial Part

Cancel Help

19:03

+
D E 120025

Same process with the Debian Server and Client counterparts but instead of

connecting them to NatNetwork1, | connected them to NatNetwork?2.

Machine View Input Devices

&/ « Network and Internet > Metwork Connections ~ & Search Network Connections

Nicahle thic netunde device Nizanace thic cann. ection Rename this connection >

Networking

Internet Protocol Version 4 (TCP/IPvd) Properties
General
‘fou can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings

() Obtain an IP address automatically

(@) Use the following IP address:

1P address:
Subret mask:

Default gateway:

Obtain DNS server address automatically

@) Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8
1.1

Alternate DNS server: 192 . 168

[ validate settings upon exit Advanced. ..

Cancel

20:03

=3 i
= ) & 00005

Next step is to set up the Windows Server with the appropriate IP address shown in

the topology.
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& « Network and Internet > Network Connections »

Rename this connection ~ »
Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
Obtain an IP address automatically
© Use the following IP address:
IP address:

Subnet mask:

Th
5
5
5
)

Default gateway:

© Use the following DNS server addresses:
Preferred DNS server: 192
Alternate DNS server:

b
Vahdate settings upon exit

B Q search

Doing the same for the Windows Client.

hine View Input Devices Help

Dec4 8:17PM

vboxuser@DebianServer: ~

Llow-hotplug enp@s3
iface enp®s3 inet static

address 192.168.2.1

netmask 255.255.255.0# This file describes the network interfaces available §
# and how to activate them. For more information, see interface ).

source /etc/network/interfaces.d/*
ack network interface

iface lo inet loopback

Write Out gl§ Where Is Cut @l Execute Location
‘. i Replace Paste M Justify Go To Line

ﬁ I s =] [‘_|. '#5 9 [l Right Ctrl
E B - +

04/12/2025

Making use of the text editor nano, | configured the correct IP address on the Debian

Server.
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File Machine View Input Devices Help

- Dec4 8:20PM

Cancel Wired

Details Identity 1Pv4 IPv6 Security

IPv4 Method Automatic (DHCP) Link-Local Only
° Manual Disable

Shared to other computers

Addresses

=) Mumj 192.168.2.10 255.255.255.0 192.168.1.1

& Appearar

88 Apps
A Notificatic
Q Search
@ OnlIneAg Routes

@ Sharing

& Wellbei

Vi P MBS @ Bright i

20:20

e = 4
ke ENG T D ED 05005

Lastly, | needed to configure the proper IP address for the Debian Client counterpart.

| did so by locating the network settings.

in11pro [Runni

File  Machin
8 Customize Settings

#8 « Windows Defender Firewall > Customize Settings

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.

Private ork settings

° Turn on Windows Defender Firewall

g © Turn off Windows Defender Firewall (not recommended)

Public network settings

° Turn on Windows Defender Firewall

° © Tumn off Windows Defender Firewall (not recommended)

Cancel

BOWE 2 MDOEYN @B rign i

Q Search

To be able to ping the Windows client, | had to disable Firewall.
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Machine View Input Devices Help

EX Command Prompt

+ 100%

20:46
04/12/2025

As seen in the picture above, | tried multiple times to reach 192.168.1.10 (Windows

client) but it was not possible due to the Windows Firewall protecting the machine.

7 Command Prompt

- ﬂ. Microsoft Windows [Version 10.0.26200.7171]
4 (c) Microsoft Corporation. All rights reserved.

C:\Users\estef>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: e ime< TTL=255
Reply from 192.168.1.1: 2 time<lms TTL=255
Reply from 192.168.1.1: 2 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = U4, Lost = @ (0% loss),

Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = Oms, Average = Oms

C:\Users\estef>|

AONGsr BTN S
]

The ping to 192.168.1.1 (Windows server) from the Windows client was successful.
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chine View Input Devices Help

Dec4 8:51PM

vboxuser@DebianClient: ~

vhoxuser@bebianClient:~$ ping 192.168.2.1

.168.2.1 (192.168.2.1) 56(84) bytes of data.

from 192.168.2.1: icmp_segq=1 tt1=255 tim .80 ms
from 192.168.2.1: icmp_seq=2 ttl1=255 ti .547
from 192.168.2.1: icmp_seq=3 tt1=255 ti .291
from 192.168.2.1: icmp_seq=4 tt1=255 ti .354
from 192.168.2.1: icmp_seq=5 tt1=255 ti .295
from 192.168.2.1: icmp_seq=6 tt1=255 ti .314
from 192.168.2.1: icmp_seq=7 ttl=255 ti .283
from 192.168.2.1: icmp_seq=8 ttl1=255 ti .596
from 192.168.2.1: icmp_seq=9 tt1=255 ti .289
from 192.168.2.1: ilcmp_seq=1@ ttl=255 time=0.320
from 192.168.2.1: icmp_seq=11 tt1=255 time=0.401
from 192.168.2.1: icmp_seq=12 tt1=255 time=0.415
from 192.168.2.1: icmp_seq=13 ttl=255 time=0.388

This is the Debian Client side pinging the Debian Server. It is working.

File  Machine  View  Input  Devices

- Dec4 9:06 PM

vboxuser@DebianServer: ~

vboxuser@DebianServer:~$ ping 192.168.2.10

.168.2.10 (192.168.2.10) 56(84) bytes of data.
from 192.168.2. icmp_seq=1 ttl=64 ti .30 ms
from 192.168.2.10: ttl=64

from 192.168.2.16: ) ttl=64

from 192.168.2.10: i ttl=64

from 192.168.2.10: ttl=64

from 192.168.2.16: ttl=64

from 192.168.2.16: i ttl=64

from 192.168.2.10: ttl=64

from 192.168.2.10: icmp_seq=9 ttl=64 time=6.

BOorEsMOTN @ Bright i

it Crl

21:06

a 5
ENG = ) & 150025

This is the Debian Server pinging the Debian Client successfully.
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View Input Devices Help

b Tl dg 5 ]
BOEMEIF#MOEYN @R 100%

21:08
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When trying to ping the Debian Server from the Windows Server the connection is
unsuccessful because Nat networks in Oracle are isolated from one another by default

and do not automatically route traffic between them.

Decd 9:11PM

vboxuser@DebianServer: ~ Q

vboxuser@Debianserver:~$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

ping: Warning: time of day goes back (-465502807321214529us), taking countermeas

ures

ping: Warning: time of day goes back (-465502807321214364us), taking countermeas

ures

64 bytes from 192.168.1.1: icmp_seq=0 ttl=255 time=0.000 ms

wrong data byte #16 should be 0x10 but was Oxc®

#16 c0aB 1180ad6o803df f8316900001beal 0000010111

2 13

|#48 14 15 16 17 18 19 1a 1b

ping: Warning: time of day goes back (-465502807321214340us), taking countermeas

ures

64 bytes from 192.168.1.1: icmp_seq=0 ttl=255 time=0.000 ms (DUP!)

wrong data byte #16 should be 0x10 but was 0xc@®
c0aB1180ad6oB03df f83169000601beal 0000010111

14 15 16 17 18 19 la 1b
ping: Warning: time of day goes back (-465502807321214322us), taking countermeas
ures
64 bytes from 192.168.1.1: icmp seq=0 ttl=255 time=0.000 ms (DUP!)
lwrong data byte #16 should be 0x16 but was 0xc@
€0 a8 1180 ad60B803df f8316900001beal0000010 111

B OME#mOrmS &8 righcr

Same thing occurs when trying to ping the Windows Server from the Debian Server.
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4. Reflection

Going into this assignment, | personally thought it was going to be an easy task to
complete which would not take a long time. My judgment was somewhat accurate,
however, only for the first part of the assignment, the research. When it comes to the
second task, which was the practical side, | ran into a plethora of problems which took
long to understand and eventually fix. For example, my first idea was to implement the
networks via static routing because | thought it would be the simpler way which would
also provide an easier path to document my work. Additionally, and for the sake of this
assessment, there was no point in using dynamic routing since | was not going to
make use of the scalability it offers. However, upon trying and trying and running into
problems | could not manage to find a fix to; | opted to ditch that path altogether and
decided to employ dynamic routing combined with a bit of static routing to achieve the
end goal of completing this assignment. | was thoroughly proud of my work as soon
as | managed to make all the pings work and for all the networks to function as
intended. | personally also enjoyed the trial and error involved in finishing the second
part of this assessment. Overall, it was a great experience which will help me elevate

my skills and understanding of Virtual machines and networking.
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