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Ransomware


Ransomware is defined by Winder [1] as a form of malware, which is commonly spread by email attachments. Once this email attachment is opened, it will encrypt your files and request your ransom. Any business is at risk of varying forms of ransomware, no matter how large or small. Ransomware can be disastrous to an ill-informed company and Matti Kon [2] states a shocking fact that “more than 70 percent of companies hit by ransomware attacks find themselves out of business within six months”. However, a business who is educated in the prevention of ransomware, and therefore taken the steps required for prevention of a ransomware attack, will make it almost impossible for attack to happen.

Ransomware is detrimental to a company and is on the rise across the globe. It is described by Kujwa [3] as being “Game Over” malware. This form of malware is considered more detrimental due to its ability to actually encrypt all files, ensuring data is lost forever (or at least lead you to believe so). Ransomware does not always inform you as soon as it starts scanning your computer; it can in fact wait weeks to ensure that all files are fully encrypted before it makes itself known to a user. Ransomware has grown in popularity due to the cheap and easy nature of demanding and receiving money, and it has been estimated that it has generated hundreds of millions of pounds for criminals, by Winder [1]. 

A business may take several steps once ransomware attacks. However the most effective and therefore recommended is, of course, prevention. Kon [2] suggests two vital steps in the prevention of ransomware, starting with ensuring all systems are up-to-date. Up-to-date systems are assumed to have the most effective anti-virus software installed. Arguably more important than this though, is education. As ransomware most commonly attacks through phishing emails, knowledgeable staff will be cautious of any potential phishing attacks. Staff, who are ill informed however, are innocently one click away from potentially originating business destruction.  Ransomware can present itself in various forms, one of the most vicious being ‘Crypto Wall’.

According to Peters [4], Crypto Wall will not only infect your files and request ransom; it will also infect any back-up files you may have, making it almost impossible to restore any data that has been lost. It can rename your files, making identification of important data files unobtainable. It was released in 2014 and can attack all versions of Windows. It is noted on ‘Bleeping Computer’ [5] that when first infected, Crypto Wall scans your computer to locate any files and encrypt them, ensuring the user is no longer able to access the files. It will then request to pay ransom, usually in bitcoin, for users to gain access back. The cost of ransom will gradually increase until received.  

 A fundamental question when attacked by CryptoWall is ‘Should we pay the ransom?’ Although the initial ransom is not usually a ‘break the bank’ amount of money, often around $1000 dollars of bitcoin, there is no guarantee that the criminal will decrypt your files, leaving you out of pocket, and in no better position. According to Peters [4], 19% of all users who have been attacked by Crypto Wall and pay the ransom, will gain access to their files again. 
Instead of making a payment to the criminals, as long as you have taken previous preventable techniques i.e. back-up files, then you are able to decrypt your files. According to Bleeping Computer [5] there are different potential methods to take when attacked by CryptoWall to restore your data. Back-ups is the first and foremost method to restore your data files, thus suggesting that frequent backups of all data files is an excellent prevention method for any potential malware attack. Another suggestion, one that is only valid if you are aware of the attack early on, are file recovery software. Crypto Wall will scan your computer and create copies of all your files; it will then encrypt the copies and delete the originals. This is where a file recovery software, for example ‘R-Studio’ can restore your original copies, as long as Crypto Wall is caught early on. 
Crypto Wall is not the only vicious form of Ransomware that businesses fall foul to. They all have their similarities when it comes to the degree of damage that they can do to a vulnerable business. According to Brunau [6], ‘Bad Rabbit’ is one of the most common and prevails through an ‘Adobe Flash Update’ along with ‘Jigsaw’ who, once infected will continually delete files until ransom is paid. Another form and possibly the most famous following an attack on the English NHS in 2017 is ‘Wanna Cry’. Field [7] conveys that ‘Wanna Cry’ cost the English NHS £92 million, all believed to be due to poor cyber security and using 17-year-old software, making them incredibly vulnerable to an attack.  
As discussed previously, good practice within Cyber Security takes form in Education and forever keeping relevant. Up-to-Date systems can avoid ransomware being able to encrypt your files and education for everyone within your work force is vital in the prevention of ransomware. Insists that an effective strategy to compel good practice in cyber security is to implement firewalls at a network level, which will limit and potentially block any data encryption being performed.
To conclude, ransomware can be destructive to any business, no matter what size. It is imperative that a business, to protect themselves from all forms of ransomware, conforms a robust procedure in the prevention of ransomware, one in which includes the education of all workforce along with a secure back up system.  
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