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SWWCTE E-Safety Policy

Scope of the Policy

This policy applies to all members of the Centre community (including staff, Stu-
dent teachers, volunteers, visitors, community users) who have access to and are
users of the SWWCTE ICT systems, both in and out of the University.

Background / Rationale

New technologies have become integral to the lives of young people in today’s so-
ciety, both within primary and secondary schools, universities and in their lives out-
side.

The internet and other digital and information technologies are powerful tools,
which open up new opportunities for everyone. Electronic communication helps
teachers / lecturers and Student teachers learn from each other. These technolo-
gies can stimulate discussion, promote creativity and increase awareness of con-
text to promote effective learning. Student teachers should have an entitlement to
safe internet access at all times.

The requirement to ensure that Student teachers are able to use the internet and
related communications technologies appropriately and safely is addressed as

part of the wider duty of care to which all at SWWCTE are bound. A centre e-
safety policy should help to ensure safe and appropriate use. The development

and implementation of such a strategy should involve all the stakeholders in educa-
tion from the head of centre to heads of school, senior leaders, programme coordi-
nators, support staff, members of the community and the Student teachers them-
selves.

The use of these exciting and innovative tools in the universities and at home has
been shown to raise educational standards and promote trainee achievement.

However, the use of these new technologies can put Student teachers at risk
within and outside the universities. Some of the dangers they may face include:

. Access to illegal, harmful or inappropriate images or other content
. Unauthorised access to / loss of / sharing of personal information
. The risk of being subject to grooming (e.g. victim of cat-fishing) by those

with whom they make contact on the internet.

. The sharing / distribution of personal images without an individual’s consent
or knowledge

. Inappropriate communication / contact with others, including strangers
. Cyber-bullying
. Access to unsuitable video / internet games

. An inability to evaluate the quality, accuracy and relevance of information on
the internet

. Plagiarism and copyright infringement
. lllegal downloading of music or video files
. The potential for excessive use which may impact on the social and emo-

tional development and learning of the young person.



Many of these risks reflect situations in the off-line world and it is essential that
this e-safety policy is used in conjunction with other centre policies (eg behaviour,
anti-bullying, Acceptable Use policies).

As with all other risks, it is impossible to eliminate those risks completely. It is there-
fore essential, through good educational provision to build Student teachers’ resil-
ience to the risks to which they may be exposed, so that they have the confidence
and skills to face and deal with these risks.

The Centre must demonstrate that it has provided the necessary safeguards to
help ensure that they have done everything that could reasonably be expected of
them to manage and reduce these risks. The e-safety policy that follows explains
how we intend to do this, while also addressing wider educational issues in order
to help Student teachers and young people to be responsible users and stay safe
while using the internet and other communications technologies for educational,
personal and recreational use.

Development / Monitoring / Review of this Policy
This e-safety policy has been developed by the Lead in TEL.

Consultation has taken place with the following key stakeholders:

. Head of Centre

. Primary Lead/Director & Secondary directors
. Senior Lecturers/Lecturers

. Partnership Schools

. Support Staff

. IT Centre Technical staff

Consultation has taken place through the following:

. Staff meetings

. University Lectures / Tutorials
. Centre Trainee Forums

. Student Self Evaluation team
. Mentor Training Sessions

. Centre website / newsletters

Schedule for Development / Monitoring / Review

The Centre will monitor the impact of the policy using:

. Logs of reported incidents

. University monitoring logs of internet activity (including sites visited)

. Internal monitoring data for network activity

. Surveys / questionnaires of Student teachers, staff and partnership school

Roles and Responsibilities

The following section outlines the roles and responsibilities for e-safety of individu-
als and groups within the Centre.

Management Board of The South West Wales Centre
of Teacher Education

The Management Board of The South West Wales Centre of Teacher Education are
responsible for the approval of the E-Safety Policy and for reviewing the effective-
ness of the policy. This will be carried out by the Heads of School receiving regular
information about e-safety incidents and monitoring reports.

The role of the Head of School will include:



. regular meetings with the E-Safety Co-ordinator
. regular monitoring of e-safety incident logs

. regular monitoring of filtering / change control logs

reporting to Head of Centre
Primary Lead/Director and Secondary Directors:

. The Primary Lead/Director and Secondary Directors are responsible for en-
suring the safety (including e-safety) of members of the Centre community, though
the day to day responsibility for e-safety will be delegated to the E-Safety Co-
ordinator.

. The Primary Lead/Director and Secondary Directors are responsible for en-
suring that the E-Safety Coordinator and other relevant staff receive suitable CPD
to enable them to carry out their e-safety roles and to train other colleagues, as
relevant

. The Primary Lead/Director and Secondary Directors will ensure that there is
a system in place to allow for monitoring and support of those in the Centre who
carry out the internal e-safety monitoring role. This is to provide a safety net and
also support to those colleagues who take on important monitoring roles.

. The Primary Lead/Director and Secondary Directors will receive regular
monitoring reports from the E-Safety Co-ordinator.

* The Primary Lead/Director and Secondary Directors should be aware of the pro-
cedures to be followed in the event of a serious e-safety allegation being made
against a member of staff or trainee.

E-Safety Coordinator :

. takes day to day responsibility for e-safety issues and has a leading role in
establishing and reviewing the centre e-safety policies / documents

. ensures that all staff are aware of the procedures that need to be followed in
the event of an e-safety incident taking place.

. provides training and advice for staff
. liaises with school ICT technical staff
. receives reports of e-safety incidents and creates a log of incidents to in-

form future e-safety developments,

. meets regularly with Primary Lead/Director and Secondary Directors to dis-
cuss current issues, review incident logs and filtering / change control logs

. reports regularly to Primary Lead/Director and Secondary Directors

ecturing and Support Staff

are responsible for ensuring that:

. they have an up to date awareness of e-safety matters and of the current
Centre E-safety policy and practices

. they have read, understood and signed the Centre Acceptable Use Policy /
Agreement (AUP)

. they report any suspected misuse or problem to the E-Safety Co-ordinator
for investigation / action / sanction

. digital communications with Student teachers (email / Virtual Learning Envi-
ronment (VLE) / voice) should be on a professional level and only carried out using
official school systems

. e-safety issues are embedded in all aspects of the curriculum and other
Centre activities

. Student teachers understand and follow the school e-safety and acceptable
use policy



. Student teachers have a good understanding of research skills and the
need to avoid plagiarism and uphold copyright regulations

. they monitor ICT activity in lectures, extra curricular and extended Centre
activities
. they are aware of e-safety issues related to the use of mobile phones, cam-

eras and hand held devices and that they monitor their use and implement current
school policies with regard to these devices

. in lectures where internet use is pre-planned Student teachers should be
guided to sites checked as suitable for their use and that processes are in place
for dealing with any unsuitable material that is found in internet searches

. are aware of the potential for serious protection issues to arise from, sharing
of personal data, access to illegal / inappropriate materials, inappropriate on-line
contact with adults / strangers, potential or actual incidents of grooming and
cyber-bullying

Student teachers:

. are responsible for using the Centre ICT systems in accordance with the Uni-
versity Acceptable Use Policy, which they will be expected to sign before being
given access to university systems.

. have a good understanding of research skills and the need to avoid plagia-
rism and uphold copyright regulations (Module Handbooks).

. need to understand the importance of reporting abuse, misuse or access to
inappropriate materials and know how to do so

. will be expected to know and understand Centre policies on the use of mo-
bile phones, digital cameras and hand held devices. They should also know and
understand Centre policies on the taking / use of images and on cyber-bullying.

. should understand the importance of adopting good e-safety practice when
using digital technologies out of the university and realise that the Centre’s E-
Safety Policy covers their actions out of the university, if related to their member-
ship of the Centre

Education — Student teachers

Whilst regulation and technical solutions are very important, their use must be bal-
anced by educating Student teachers to take a responsible approach. The educa-
tion of Student teachers in e-safety is therefore an essential part of the Centre’s e-
safety provision. Student teachers may require the help and support of the Centre
to recognise and avoid e-safety risks and build their resilience.

This e-safety policy was approved by the
Management Board of The South West 1st September 2011
Wales Centre of Teacher Education on:

The implementation of this e-safety policy

TEL L.
will be monitored by the: ead

Monitoring will take place at regular

. Annually
intervals:

The Head of Centre will receive a report
on the implementation of the e-safety
policy generated by the Head of School in
consultation with TEL Lead (which will
include anonymous details of e-safety
incidents) at regular intervals:

End of Semester 1

End of semester 2

The E-Safety Policy will be reviewed
annually, or more regularly in the light of
any significant new developments in the
use of the technologies, new threats to e-
safety or incidents that have taken place.
The next anticipated review date will be:

September 2015

Should serious e-safety incidents take
place, the following external persons /
agencies should be informed:

Dyfed Powys/South Wales Police and
Student services




E-Safety education will be provided in the following ways:

. A planned e-safety lecture will be provided as part of Undergraduate and
Postgraduate prgramme - this will cover both the use of ICT and new technologies
in the university and outside of the university

. Key e-safety messages should be reinforced as part of a planned pro-
gramme of tutorial / pastoral activities

. Student teachers should be taught in all sessions to be critically aware of
the materials / content they access on-line and be guided to validate the accuracy
of information

. Student teachers should be helped to understand the need for the student
AUP and encouraged to adopt safe and responsible use of ICT, the internet and
mobile devices both within and outside school

. Student teachers should be taught to acknowledge the source of informa-
tion used and to respect copyright when using material accessed on the internet

. Staff should act as good role models in their use of ICT, the internet and mo-
bile devices

Education & Training — Staff

It is essential that all staff receive e-safety training and understand their responsi-
bilities, as outlined in this policy. Training will be offered as follows:

. A planned programme of formal e-safety training will be made available to
staff. An audit of the e-safety training needs of all staff will be carried out regularly

. All new staff should receive e-safety training as part of their induction pro-
gramme, ensuring that they fully understand the Centre e-safety policy and Ac-
ceptable Use Policies

. The E-Safety Coordinator will receive regular updates through attendance at
regional and national training sessions and by reviewing guidance documents re-
leased by WG, NACE and others.

This E-Safety policy and its updates will be presented to and discussed by
staff in staff / team meetings.

. The E-Safety Coordinator will provide advice / guidance / training as re-
quired to individuals as required

Curriculum

E-safety should be a focus in all areas of the curriculum and staff should reinforce
e-safety messages in the use of ICT across the curriculum.

. in lectures where internet use is pre-planned, it is best practice that Student
teachers should be guided to sites checked as suitable for their use and that proc-
esses are in place for dealing with any unsuitable material that is found in internet
searches.

. Where Student teachers are allowed to freely search the internet, eg using
search engines, staff should be vigilant in monitoring the content of the websites
the young people visit.

. It is accepted that from time to time, for good educational reasons, Student
teachers may need to research topics (eg racism, drugs, discrimination) that may
normally result in internet searches being blocked. In such a situation, staff can
request that the Network Manager (and other relevant person) can temporarily re-
move those sites from the filtered list for the period of study. Any request to do so,
should be auditable, with clear reasons for the need.

. Student teachers should be taught in all lectures if appropriate to be criti-
cally aware of the materials / content they access on-line and be guided to vali-
date the accuracy of information

. Student teachers should be taught to acknowledge the source of informa-
tion used and to respect copyright when using material accessed on the internet.

Use of digital and video images - Photographic, Video




The development of digital imaging technologies has created significant benefits

to learning, allowing staff and Student teachers instant use of images that they
have recorded themselves or downloaded from the internet. However, staff and
Student teachers need to be aware of the risks associated with sharing images
and with posting digital images on the internet. Those images may remain avail-
able on the internet forever and may cause harm or embarrassment to individuals
in the short or longer term. There are many reported incidents of employers carry-
ing out internet searches for information about potential and existing employees.
The school will inform and educate users about these risks and will implement poli-
cies to reduce the likelihood of the potential for harm:

. When using digital images, staff should inform and educate Student teach-
ers about the risks associated with the taking, use, sharing, publication and distri-
bution of images. In particular they should recognise the risks attached to publish-
ing their own images on the internet eg on social networking sites.

. Staff are allowed to take digital / video images to support educational aims,
but must follow university policies concerning the sharing, distribution and publica-
tion of those images. Those images should only be taken on university equipment,
the personal equipment of staff should not be used for such purposes.

. Care should be taken when taking digital / video images that Student teach-
ers are appropriately dressed and are not participating in activities that might bring
the individuals or the Centre into disrepute.

. Student teachers must not take, use, share, publish or distribute images of
others without their permission.

. Photographs published on the website, or elsewhere that include Student
teachers will be selected carefully and will comply with good practice guidance on
the use of such images.

. Student teachers’ full names will not be used anywhere on a website or
blog, particularly in association with photographs without their written permission.

. Written permission from Student teachers will be obtained before photo-
graphs of Student teachers are published on the Centre website.

. Student teachers work can only be published with the permission of the
trainee.

Data Protection

Personal data will be recorded, processed, transferred and made available accord-
ing to the Data Protection Act 1998 which states that personal data must be:

. Fairly and lawfully processed

. Processed for limited purposes

. Adequate, relevant and not excessive

. Accurate

. Kept no longer than is necessary

. Processed in accordance with the data subject’s rights
. Secure

. Only transferred to others with adequate protection.

Staff must ensure that they:

. At all times take care to ensure the safe keeping of personal data, minimis-
ing the risk of its loss or misuse.

. Use personal data only on secure password protected computers and other
devices, ensuring that they are properly “logged-off” at the end of any session in
which they are using personal data.

. Transfer data using encryption and secure password protected devices.

When personal data is stored on any portable computer system, USB stick or any
other removable media:

. the data must be encrypted and password protected



. the device must be password protected (many memory sticks / cards and
other mobile devices cannot be password protected)

. the device must offer approved virus and malware checking software

. the data must be securely deleted from the device, in line with school policy
(below) once it has been transferred or its use is complete

Communications

A wide range of rapidly developing communications technologies has the potential

to enhance learning. The following table shows how the school currently considers

the benefit of using these technologies for education outweighs their risks / disad-
vantages:
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Use of blogs

When using communication technologies the school considers the following as
good practice:

. The official Centre email service may be regarded as safe and secure and is
monitored. Staff and Student teachers should therefore use only the university
email service to communicate with others when at university, or on university sys-
tems (eg by remote access).

. Users need to be aware that email communications may be monitored

. Users must immediately report, to the e-safety coordinator in the first in-
stance — in accordance with the school policy, the receipt of any email that makes
them feel uncomfortable, is offensive, threatening or bullying in nature and must
not respond to any such email.

. Any digital communication between staff and Student teachers (email, chat,
VLE etc) must be professional in tone and content. These communications may
only take place on official (monitored) school systems. Personal email addresses,
text messaging or public chat / social networking programmes must not be used
for these communications.

+ Student teachers should be taught about email safety issues, such as the risks
attached to the use of personal details. They should also be taught strategies to



deal with inappropriate emails and be reminded of the need to write emails
clearly and correctly and not include any unsuitable or abusive material

+ Personal information should not be posted on the school website and only official
email addresses should be used to identify members of staff.
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Unsuitable / inappropriate activities

Some internet activity eg accessing child abuse images or distributing racist mate-
rial is illegal and would obviously be banned from school and all other ICT sys-
tems. Other activities eg Cyber-bullying would be banned and could lead to crimi-
nal prosecution. There are however a range of activities which may, generally, be
legal but would be inappropriate in a University context, either because of the age
of the users or the nature of those activities.

The Centre believes that the activities referred to in the following section would be
inappropriate in a Centre context and that users, as defined below, should not en-
gage in these activities in the university or outside the university when using univer-
sity equipment or systems. The Centre policy restricts certain internet usage as
follows:

Promotion of any kind of discrimination v
Promotion of racial or religiows hatred v
Threatening behavicur, including v
promaotion of physical violence or mental

harm

Any other information which may be v

offensive 10 colleagues or breaches the
integrity of the ethos of the school or

brings the school ino disrepute
Using school systems 10 run a private business v
Uploading, downloading of transmitting commercial software or anvy copyrighted materials v
belonging to third parties, without the necessary licensing permissions
Revealing or publicising confidential or proprietary information (e.g. fi lal | p ] v
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Creating or propagating puter vi or other harméul files v
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It is hoped that all members of the school community will be responsible users of
ICT, who understand and follow this policy. However, there may be times when in-




fringements of the policy could take place, through careless or irresponsible or,
very rarely, through deliberate misuse. Listed below are the responses that will be
made to any apparent or actual incidents of misuse:

If any apparent or actual misuse appears to involve illegal activity ie.

. child sexual abuse images

adult material which potentially breaches the Obscene Publications Act
. criminally racist material
. other criminal conduct, activity or materials

The SWWCTE flow chart should be consulted and actions followed in line with the
flow chart, in particular the sections on reporting the incident to the police and the
preservation of evidence.
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If members of staff suspect that misuse might have taken place, but that the mis-
use is not illegal (as above) it is essential that correct procedures are used to inves-
tigate, preserve evidence and protect those carrying out the investigation. In such
event the Centre flow chart diagram should be followed.

It is more likely that the Centre will need to deal with incidents that involve inappro-
priate rather than illegal misuse. It is important that any incidents are dealt with as
soon as possible in a proportionate manner, and that members of the Centre com-
munity are aware that incidents have been dealt with. It is intended that incidents
of misuse will be dealt with through normal behaviour / disciplinary procedures as
follows:



Staff ActionslSancﬁms
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See below for a summary of the main points from relevant Parliamentary Acts
Relating to the SWWCTE E-Safety Policy

Copyright, Designs and Patents Act 1988

This Act, together with a number of Statutory Instruments that have amended and
extended it, controls copyright law. It makes it an offence to copy all, or a substan-
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tial part, which can be a quite small portion, of a copyright work. There are, how-
ever, certain limited user permissions, such as fair dealing, which means under cer-
tain circumstances permission is not needed to copy small amounts for non-
commercial research or private study. The Act also provides for Moral Rights,
whereby authors can sue if their name is not included in a work they wrote, or if
the work has been amended in such a way as to impugn their reputation. Copy-
right covers materials in print and electronic form, and includes words, images,
sound, moving images, TV broadcasts and many other media.

Malicious Communications Act 1988

Under this Act it is an offence to send an indecent, offensive, or threatening letter,

electronic communication or other article to another person. Additionally under the
Telecommunications Act 1984 it is a similar offence to send a telephone message,
which is indecent, offensive, or threatening.

Computer Misuse Act 1990

This Act makes it an offence

¥ to erase or amend data or programs without authority;
¥ to obtain unauthorised access to a computer;

¥ to "eavesdrop" on a computer;

¥ to make unauthorised use of computer time or facilities;
¥ maliciously to corrupt or erase data or programs;

¥ to deny access to authorised users.

Criminal Justice & Public Order Act 1994

This defines a criminal offence of intentional harassment, which covers all forms of
harassment, including sexual. A person is guilty of an offence if, with intent to
cause a person harassment, alarm or distress, they:-


http://www.childreninwales.org.uk
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¥ use threatening, abusive or insulting words or behaviour, or disorderly be-
haviour; or

¥ display any writing, sign or other visible representation which is threatening,
abusive or insulting, thereby causing that or another person harassment, alarm or
distress.

Trade Marks Act 1994

This Act provides protection for Registered Trade Marks, which can be any symbol
(words or images) or even shapes of objects that are associated with a particular
set of goods or services. Anyone who uses a Registered Trade Mark without per-
mission can expose themselves to litigation. This can also arise from the use of a
Mark that is confusingly similar to an existing Mark.

Data Protection Act 1998

The University has a comprehensive Data Protection Policy, of which the following
statement is the summary.

Human Rights Act 1998

This act does not set out to deal with any particular mischief or address specifi-
cally any discrete subject area within the law. It is a type of "higher law", affecting
all other laws. In the context of the University, important human rights to be aware
of include:

¥ the right to a fair trial
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¥ the right to respect for private and family life, home and correspondence
¥ freedom of thought, conscience and religion

¥ freedom of expression

¥ freedom of assembly

¥ prohibition of discrimination

¥ the right to education

These rights are not absolute. The University, together with all users of its IT serv-
ices, is obliged to respect these rights and freedoms, balancing them against
those rights, duties and obligations which arise from other relevant legislation.

Regulation of Investigatory Powers Act 2000

The Act states that it is an offence for any person to intentionally and without law-
ful authority intercept any communication. Monitoring or keeping a record of any
form of electronic (including telephone) communications is permitted, in order to:

¥ Establish the facts;

¥ Ascertain compliance with regulatory or self-regulatory practices or proce-
dures;
¥ Demonstrate standards, which are or ought to be achieved by persons us-

ing the system;

¥ Investigate or detect unauthorised use of the communications system;
¥ Prevent or detect crime or in the interests of national security;
¥ Ensure the effective operation of the system.



Monitoring but not recording is also permissible in order to:

¥ Ascertain whether the communication is business or personal;

¥ Protect or support help line staff.

The University reserves the right to monitor e-mail, telephone, and any other com-
munications in line with its rights under this act. The Lawful Business Practice
Regulations allow exceptions to the basic principle of non interception as stated in
the RIPA, and allows interception without consent in certain instances.

Freedom of Information Act 2000

The Act, intended to increase openness and transparency, obliges public bodies,
including Higher Education Institutions, to disclose a wide range of information,
both proactively and in response to requests from the public. The types of informa-
tion that may be have to be found and released are wide-ranging, for example min-
utes recorded at a board meeting of the institution or documentation relating to
important resolutions passed. Retrieval of such a range of information places a
considerable burden on an institution subject to such an information request. In
addition to setting a new standard of how such bodies disseminate information
relating to internal affairs, the Act sets time limits by which the information re-
quested must be made available, and confers clearly stated rights on the public,
regarding such information retrieval. Therefore all staff have a responsibility to
know what information they hold and where and how to locate it. The University
has adopted a comprehensive publication scheme.

Communications Act 2003

This act makes it illegal to dishonestly obtain electronic communication services,
such as e-mail and the World Wide Web.

Criminal Justice and Immigration Act 2008

This act increased the penalties for publishing an obscene article. It also intro-
duced fines for data protection contraventions when organisations 'knew or ought
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to have known that there was a risk that the contravention would occur, and that
such a contravention would be of a kind likely to cause substantial distress or dam-
age, but failed to take reasonable steps to prevent the contravention.'



