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Introduction

   This report covers a review of the security issues and the mitigations plans with the respect to the database management system used by the estate agency. 
   Estate agencies’ sales and business information are stored in the Microsoft SQL Server database. The top management of the estate agency suspects that there are fraudulent activities taking place within the sales department, and they need the database administrator support to implement the database audit. 
   The different types of database audit strategies that can be employed by the estate agency to prevent further fraudulent activities is detailed in this report.


Aims and Objectives

   The main goal is to carry out the proper procedures and techniques that are best to carry out for a better administrative management security.
   Problems:
· Staff is creating tables to hide the sales activities which are made. 
· Some sales records are being deleted from the sales table, after the sales transaction occurs. 
   Objectives:
· Identify the sales agents involved in the fraudulent activities.
· Impose Strong Database Audit functionality to prevent these activities in the future.

Security Approach

   The best way of reducing the fraudulent activities is to implement triggers in the relational database management system. 
   A trigger is an SQL block stored on the server, which runs when an event occurs that changes the state of certain database objects (for example, when the user does any modification in the database).
   DDL triggers – This type of audit triggers fires upon DDL commands (like CREATE, ALTER, DROP) and several systems defined stored procedures which perform DDL operations (Foster, 2016).
   DML (Data Manipulation Language) triggers – is a special type of trigger that runs automatically whenever a SQL statements like: INSERT, UPDATE or DELETE, are executed (Foster, 2016).
   In this case, the plan is to create a DDL Trigger for the Estate Agency Database and DML Trigger for the Sales Table.











Audit Scripts & Results

1) The script to create the Audit table 
“PRGDatabaseAudit” 
CREATE TABLE [dbo].[PRGDatabaseAudit]
(	[DatabaseName] [nvarchar](100) NULL,
	[TableName] [nvarchar](100) NULL,
	[EventType] [nvarchar](100) NULL,
	[LoginName] [nvarchar](100) NULL,
	[SQLCommand] [nvarchar](3000) NULL,
	[AuditDateTime] [datetime] NULL
) ON [PRIMARY]

2) The script to create DDL trigger on the Estate Agency database
CREATE TRIGGER PRGDatabaseAudit_Trigger   
ON DATABASE   
FOR CREATE_TABLE, ALTER_TABLE, DROP_TABLE 
AS  
DECLARE @Data XML  
SET @Data = EventData()  
INSERT PRGDatabaseAudit  (DatabaseName,TableName,EventType,LoginName,SQLCommand,AuditDateTime)   
VALUES   
   (
   @Data.value('(/EVENT_INSTANCE/DatabaseName)[1]', 'nvarchar(100)'),
   @Data.value('(/EVENT_INSTANCE/ObjectName)[1]', 'nvarchar(100)'),
   @Data.value('(/EVENT_INSTANCE/EventType)[1]', 'nvarchar(100)'),
   @Data.value('(/EVENT_INSTANCE/LoginName)[1]', 'nvarchar(100)'),    
   @Data.value('(/EVENT_INSTANCE/TSQLCommand)[1]', 'nvarchar(3000)'),   
GETDATE() ) ; 
GO  


   The below screenshot, shows DDL commands executed by user.
[image: ] 

   This screenshot shows the audit table data after trigger execution.
 [image: ]
3) Script to create audit table “PRGSaleAudit” for storing DML audit data.

CREATE TABLE PRGSaleAudit
(

 AuditID  int not null IDENTITY(1,1)
,Property_id int not null
,Transact_Type varchar(50) not null
,Transact_User varchar(50) not null
,Transact_date date not null

)  
4) Script to create INSERT trigger “Tblsales_InsertTrigger” on the Tbl_Sales Table.

CREATE TRIGGER dbo.[TblSales_InsertTrigger]
ON dbo.[Tbl_sales]
FOR INSERT
AS
BEGIN

   INSERT INTO dbo.PRGSaleAudit
   (property_id,Transact_Type,Transact_User,Transact_Date)    
   SELECT p.property_id,'INSERT', s.first_name, getdate()
   FROM inserted i 
   JOIN Tbl_property p ON i.property_id=p.property_id
   JOIN Tbl_salesagent s ON s.salesagent_id= i.salesagent_id
   WHERE i.accepted=1

END;
GO
5) Script to create DELETE trigger “Tblsales_DeleteTrigger” on the Tbl_Sales Table

CREATE TRIGGER dbo.[Tblsales_DeleteTrigger]
ON dbo.[Tbl_sales]
FOR DELETE
AS
BEGIN
   INSERT INTO dbo.PRGSaleAudit
   (property_id,Transact_Type,Transact_User,Transact_Date)
   SELECT p.property_id,'DELETE', s.first_name, getdate()
   FROM deleted d 
   JOIN Tbl_property p ON d.property_id=p.property_id
   JOIN Tbl_salesagent s ON s.salesagent_id= d.salesagent_id
   WHERE d.accepted=1

END;
GO

6) Script to create UPDATE trigger “Tblsales_UpdateTrigger” on the Tbl_Sales Table

CREATE TRIGGER dbo.[Tblsales_UpdateTrigger]
ON dbo.[Tbl_sales]
FOR UPDATE
AS

BEGIN

   INSERT INTO dbo.PRGSaleAudit
   (property_id,Transact_Type,Transact_User,Transact_Date)    
   SELECT p.property_id,'UPDATE', s.first_name, getdate()
   FROM deleted d 
   JOIN Tbl_property p ON d.property_id=p.property_id
   JOIN Tbl_salesagent s ON s.salesagent_id= d.salesagent_id
   WHERE d.accepted=1


   INSERT INTO dbo.PRGSaleAudit
   (Property_id,Transact_Type,Transact_User,Transact_Date)
   SELECT p.property_id,'UPDATE', s.first_name, getdate()
   FROM inserted i 
   JOIN Tbl_property p ON i.property_id=p.property_id
   JOIN Tbl_salesagent s ON s.salesagent_id= i.salesagent_id
   WHERE i.accepted=1
END;

This screenshot shows the DML Commands executed by the user
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This screenshot shows the captured audit table data after trigger execution.
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   Assumptions 

   From the above screenshot can be identified the property_id 98 and its details that has been inserted by the user - MarkZ.
   The same property_id was Updated by MarkZ, from the old value - 98 to the new value -100.
   Also, the Delete command was executed by MarkZ on the same date, to delete the Property_id - 100.




Transaction and Concurrency

1) Transaction
   A transaction can be considered a sequence of SQL statements executed by a single user.
   The execution of operations to modify a database must be controlled, as there are some sequences of operations that should be performed together in order to maintain the consistency of the database. The server must ensure that the execution of the instructions from the transaction can be performed entirely. If at least one instruction cannot be executed, then the whole transaction needs to be cancelled (Delaney, 2013).
   Example:

BEGIN TRAN T1

INSERT INTO [dbo].[Tbl_property]
           ([property_name],[property_location],[category_id],[floors],[bedrooms],[bathrooms],[living_area],[land_area],[list_price],[vendorid] ,[street],[type],[status],[zip])
VALUES('Supreme Homes','GI',1,2,1,2,2047,47014,5799.63,60,'1230 Addison Road','Sales',0,NULL)

COMMIT;


2) Concurrency
   The concurrency is the ability to allow multiple users to perform several processes to the shared data, at the same time. This capability ensures proper access to users and applications in accordance with defined data control policies.
   By formulating the above idea differently, the concurrency can be defined as an activity of distributing the data contained in the database, between different users, in such a way that the process of this division is complete and transparent to the users (Delaney, 2013).

   Example:
User 1: Runs the below Update command on [Tbl_salesagent]

BEGIN TRAN T1

UPDATE [dbo].[Tbl_salesagent]
         SET [phone] = '0939399333'
 WHERE [salesagent_id]=6

COMMIT;

User 2: Read the same data [Tbl_salesagent]

SELECT salesagent_ID ,phone FROM [Tbl_salesagent]  










ACID Properties of Transactions

1) Atomicity
   All of the changes made in a transaction cannot be divided, so these changes (included in the transaction) are either executed together or cancelled (as a single operation).
   A transaction must be atomic, in the sense that all the changes made within the database are committed or revoked (Watt, 2006).

   Example:
   We are updating the status column in Tbl_property and INSERT a row in Tbl_Sales, using a single transaction. Either both should COMMIT or ROLLBACK. 
[image: ]

2) Consistency
   A transaction that starts working on a consistent database, must always leave it in a consistent state at the end.
   In this sense, a transaction cannot violate the existing restrictions at the database level.
   In most cases these restrictions are modelled as a form of constraints integrity (NOT NULL, PRIMARY KEY, etc.).
   If a transaction contains an operation that violates an integrity constraint, then
all changes made to the transaction will be revoked.
   Example:
   In the case there is a transaction which encounters a system failure when updating the Tbl_property(table) with a new status, the system will roll back the updates. 

3) Isolation
   Each transaction is executed independently (changes in one transaction cannot be interleaved with other operations to modify the same data in the database – the operations that are already in another transaction). As a consequence, changes already made in one transaction, do not depend on another transaction, so two transactions on the same data are executed serially (Watt, 2006).

4) Durability
   Once the changes are made successfully by a transaction, they will persist and can no longer be revoked. Even in the case of a hardware and software incident, the effects of the committed transactions are found in the recovery after the incident.
   From this point of view, each management system must contain mechanisms through which the effects of all committed transactions are also recorded in the system logs in order to be restored in case of incident (Watt, 2006).
Dirty Read, Unrepeatable Read and Lost Update Problem

1) Dirty Read 
   A transaction reads data that has been written again by another unfinished transaction, and the completion can end with the cancellation of changes already read by the current transaction (Vieira, 2007).
   Example:
   In the below example, if the first transaction is failing for some reason, then [list_price] will revert back to the previous value. But the second transaction already read the incorrect value of [list_price].

BEGIN TRAN T1

UPDATE [dbo].[Tbl_property]
         SET [list_price] = 5000
 WHERE [property_id]=102
COMMIT;

GO
BEGIN TRAN T2
SELECT [list_price] FROM [Tbl_property]  WHERE [property_id]=102
COMMIT;

2) Unrepeatable Read Problem
   A transaction reads the data again (which it also read earlier) and finds that another transaction has modified or deleted this data, so this new reading does not provide the same data in the same transaction (Vieira, 2007).
   Example:
   In the below example, once the second transaction reads the column [property_location], the write operation in the first transaction will change the value of the column [property_location]. Thus, when another read operation is performed by the second transaction, it will read a new value of [property_location], which was updated by the first transaction.

BEGIN TRAN T1

SELECT * FROM [Tbl_property]  WHERE [property_id]=102

UPDATE [dbo].[Tbl_property]
        SET [property_location]= 'MADRID'
 WHERE [property_id]=102 

COMMIT;

BEGIN TRAN T2

SELECT [property_location] FROM [Tbl_property]  WHERE [property_id]=102

GO

SELECT [property_location] FROM [Tbl_property]  WHERE [property_id]=102
COMMIT;



3) Lost Update Problem
   One transaction reads data (which also was read earlier) and finds that another transaction has added new records, so this new reading provides additional data.
   Example:
   In the next example, the first transaction is changing the value of [list_price] column values, but it gets overwritten by the update done by the second transaction, on same column value, [list_price]. Therefore, the update that has been done by the first transaction is lost.

BEGIN TRAN T1

UPDATE [dbo].[Tbl_property]
   SET [list_price] = 5000 
WHERE [property_id]=102
COMMIT;

BEGIN TRAN T2

UPDATE [dbo].[Tbl_property]
   SET [list_price] = 10000
COMMIT;







Two-Phase Locking

   The two-phase locking protocol requires that each transaction comply with the protocol for using locks: all locking operations take place before the first unlocking operation (Ottinger, 2015).
   A transaction can be divided into two phases:
· growing phase - in which new locks can be made, but no unlocks are made;
· the shrinking phase - in which all unlocks are made, but no new locks can be made.
   A transaction must obtain a lock before executing the desired operation. A transaction that obtained a lock will not be able to get more (Ottinger, 2015).

   Example:
BEGIN TRAN T1 --- > First phase it acquires the required LOCK 

UPDATE [dbo].[Tbl_property]
   SET [list_price] = 5000	This is locked Point
 WHERE [property_id]=102

COMMIT --- > Second phase releases the acquired LOCK 

GO

BEGIN TRAN T2  --- > Wait for Transaction1 to release its LOCK

SELECT * FROM [Tbl_property]  WHERE [property_id]=102	 Executed after Tran1

COMMIT  
Conclusions

   In this report it was described how the fraudulent aspects can be appropriately handled in the relational database management system with the help of audit triggers. 
   The report shows a case where the auditing scripts along with the screenshots allow the interpretation of audit logs. Also, this report covers the general database ACID Properties along with Transaction Control and Locks behaviours in the database management system.
   As a best practice, the reviewing of the SQL audit data should be performed periodically, minimally once a week, by checking the most critical actions and researching for any action that could break the company security policies. This will prevent the occurrence of any threat or minimum catch from the beginning.  
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