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Abstract

Designed due to the horrific events which have unfolded in Ukraine due to invasion of Russian forces Chimera is an experiment of the implementation and analysis of a covert network maintenance and radio reconnaissance device. Chimeras aim is to provide a solution to allow Network Engineers to do their role safely by implementing remote login to Chimera allowing the Network Engineer to manage and maintain a network through the installed Ryu SDN (Software Defined Network), whilst having the capability of utilising the SDR (Software Defined Radio) by using a connected RTL SDR controlled by an of a shelf SDR (Software Defined Radio) software solution GQRX which is installed on the main system which allows for remote access which is Raspberry PI 4 with a Kali Linux OS (Operating System), whilst allowing for live listening of intercepted communications and the capability to save intercepted radio transmissions as WAV file and be sent to the end users computer. Due to the Russian forces very common use of unencrypted communications implementing a device such as Chimera can make the difference between a successful invasion to failed one and the same for a counterattack. Due to the technologies used Chimera can remain hidden keeping it covert and can be implemented on both virtual and physical thus allowing for implementation on different types of covert networks such as dark fibre networks. Due to the capability of Ryu SDN, it made it possible to create an Open Flow switch by using a Raspberry PI Zero for physical device testing and to create a test bed use of a Raspberry PI 4 with Mininet installed for virtual Network testing. The project includes an analysis into the implementation of the experiment and in depth look into what went wrong and the identified limitations of Chimera after implementation.
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[bookmark: _Toc131162234]1.0 Introduction

Before the war began in Ukraine, Ukraine’s network infrastructure had no real security in place however, internet usage constantly ran in the higher 90 percent according to Triolan statistics who is a collective of independent network operators which is the major ISP to Ukraine. As the days grew closer to the start of the invasion small numbers of outages began to happen with numbers dropping down to mid-80s then on 10th of March 2022 internet usage for all of Ukraine dropped down to 20 percent.

The internet usage dropped to 20 percent because of successful cyber-attacks on the countries routing equipment which made the equipment unrecoverable from a remote access scenario with the aim to leave civilians without communications (1).

As recent events in Ukraine have shown the invading Russian forces are holding engineer’s hostage within places of interest such as the nuclear power plants. If the engineers had a way to do their work remotely without having to attend in person their lives would not be in danger, and they would not be kidnapped. (2)

Chimera allows engineers to carry out their tasks remotely and securely without putting themselves at risk. Due to the main goals of invading forces, it is important that Chimera remains covert as it would be a main target for them. To remain covert Chimera would need to remain as small as possible.

During dangerous events such as natural disasters or war conflict it is likely that Critical Infrastructure is adversely affected, this can be in the form of physical damage or damage through cyber-attacks which affects the SCADA/ICS. By implementing a self-sufficient energy source such as a solar panel in combination with a battery with a life span to keep the power on to allow it to provide its basic functions for example this would provide stability to IoT device Chimera and will allow it to function should there be no power in the local vicinity. By using advanced programming practices there is also the capability of reducing the functions of IoT to make the power it has left last longer (3-4). 

As seen in the recent events in Ukraine technologies are being used for evil means such as the use of drones to kill innocent civilians and sabotage to the countries Critical Infrastructure leaving civilians without electricity and heating. Without electricity network infrastructure cannot operate and thus affecting an areas defensive and communication systems. 

It is no secret that the world is dangerous, and events can unfortunately happen instantly that can turn a once safe part into a dangerous area which puts people's lives at risk whether it be in the form of a natural disaster or a conflict of land. Regardless of the cause many lives are put at risk and one of the key elements needed to keep citizens alive is communication and knowledge through use of their IoT devices which is reliant on internet connections.
  
When catastrophise happen the extent of the damage caused or the horrific implications are not normally witnessed until after the event has happened, Chimera will allow for real time up to date intelligence which in return will allow for more fast decisive action to be implemented more efficiently. 

IoT devices are not known reputable for being reliant against weather conditions and other extreme forces so the physical design of IoT devices need to be considered which includes water and dust proofing, shock proofing and being able to work as intended after being dropped from a height or hit hard with a heavy object. 

The maintenance of network equipment within dangerous areas is vital and it can be extremely dangerous or even impossible on occasions for Network Engineers to maintain network systems without putting their own lives in jeopardy. By implementing SDN technology with use of IoT devices to allow the engineers to remote access into the devices securely with Blockchain implementation to secure the connection will reduce the risk posed to them (5). 
IoT devices can also provide a vital role in obtaining live intelligence on ongoing dangerous/conflicted zones which can be in the form of people's location trapped in rubble due to earthquake or civilians being captured by enemy invading enemy forces in their hometown gathering live intelligence can be key to their survival. By implementing small covert robust IoT devices which are securely built from the ground up with Blockchain technologies will allow for vital intelligence to be gained which could save so many people’s lives in many different scenarios. 

In conflicted zones where military conflicts are frequent the use of technologies using radio frequencies are heavily relied upon in the form of communication systems for intelligence purposes and deadly weaponry. By implementing covert SDR equipment it allows for sniffing/snooping of invading forces communications, signal jamming and even remote access to military equipment such as drones which has proven recently with Russia using Iranian drones as kamikaze objects to attack innocent civilian In Ukraine city Kyiv can save thousands of lives (6). 

At the present time the likelihood of Nuclear War is increasing daily, and it is paramount that the country prepares for it as best possible. By implementing covert IoT device Chimera it will be possible to work as a dual homed ISP through use of satellite alongside cable making it more capable than other traditional devices to be more reliant during unprecedented times. 

It is no secret that IoT devices are being released with major security flaws which put users at risk, this is something that cannot be allowed to happen in conflicted zones when it comes to warfare due to the possibility of the enemy using the technology to their own advantage by exploiting vulnerabilities due to the device security not being sufficiently tested and implemented. Through implementing the latest security technologies and methods this will provide the best defence should the covert devices be detected by the enemy. 

[bookmark: _Toc131162235]1.1 Aims
The following are the aims of Chimera:
· Small covert device to remain undetected.

· Secure in all aspects so it cannot be hacked.

· Provide remote access for network engineers to safely do their job in dangerous environments through SDN (Software Defined Network) technology.

· Provide vital intel from nearby devices to relevant authorities such as radio chatter, and device signals from SDR (Software Defined Radio) technology.

[bookmark: _Toc131162236]1.2 Objectives
The following are the objectives of Chimera:
· Literature Review on problems discussed in introduction.

· Methodology

· Design and implementation of hardware.

· Implementation of the main body which is to be the main system of the experiment Chimera which is the main foundation to provide a base to work from.

· Implementation of SDR (Software Defined Radio) to provide intel from devices in range of invading forces or trapped civilians.

· Implementation of SDN (Software Defined Networking) technology to allow network engineers to do their job safely in dangerous areas.

· Analysis and monitorization of the outcome.

· Evaluation of the completed experiment

· Conclusion of the completed experiment

· Evaluation of the experiment.

[bookmark: _Toc131162237]1.3 Conclusion
This project (Chimera) is justified due to the fact that the horrendous events such as the ones regarding the war between Ukraine and Russia are ongoing. By implementing solutions such as Chimera in conflicted zones can help protect innocent civilian lives through allowing for maintenance of network infrastructure which is a target by invading forces to be done remotely whilst gathering vital intelligence in regard to invading forces communication chatter.
Due to the small size that Chimera is intended to be, it could remain covert, provide a lifeline and with right implementation of technologies such as Blockchain remain secure should it be detected. Chimera could also allow for the detection of espionage within the local vicinity which could mean the difference between a lost battle or a successful one.
Although the project will not be a full development for Chimera there will be design recommendations which will most certainly lay the foundation for development to commence should the experiment be successful in the main 3 parts (SDR (Software Defined Radio), SDN (Software Defined Network) and the main body which is the host system for the stated parts to be hosted and work from and to allow for connection to all the specified parts).








[bookmark: _Toc131162238]2.0 literature Review
The following is review of literature for each individual part of Chimera based on the introduction including aspects surrounding the needs for such a device to be implemented such as hardware and software comparisons alongside methods used to keep such a device secure and fully operational. Similar products which are already available and being used will also be included in the literature review to compare and see how they have been implemented and used on the field in a live environment(s) for each part of the experiment Chimera.
[bookmark: _Toc131162239]2.1 Main military methods and targets during war
The following is a review of literature for military methods and targets within a conflicted war zone such as Ukraine (7-9).
[bookmark: _Toc131162240]2.1.1 Methods
During warfare the main aim is to make the enemy unable to fight. To do this the most effective way is through offensive actions which are planned beforehand. The most common offensive actions are:
· Destruction through disruption.
· Degradation.
· Seizures.
· Neutralization.
· Exploitation.

Each offensive action used is to meet each objective as effectively possible to have the best possible outcome to help reach the main aim of the War.
As stated in the introduction Ukraine sub came to a successful large cyber-attack just before Russia began its invasion which with the objective to disrupt and neutralize Ukrainian systems and communications.
[bookmark: _Toc131162241]2.1.2 Targets
To make an objective as effective as possible it is paramount that the method used is suitable for the target. The main types of targets in warfare are:
· Geographical area.
· Complex
· Installations 
· Systems

Targets are classified as one of the following:
· Political
· Economic
· Military

As the war in Ukraine has progressed so too has the methods in targeting systems such as rather than just using cyber-attacks to disrupt and neutralize, at the start Russia was using cyber-attacks to neutralize and disrupt critical infrastructure but now they have resorted to using deadly force through use of munitions which is most currently aimed at the energy sectors of Ukraine leaving civilians with electricity and gas over winter.
[bookmark: _Toc131162242]2.1.3 Covert Intelligence Gathering
As previously discussed, when an invading force invades their focus is a strategic set of objectives which includes communication systems to blind defensive forces from seeing their positions, numbers, tactics, etc. to stop counter attacks. By implementing Covert devices, it would be difficult for invading forces to find them thus providing the defensive forces with vital intelligence from enemy numbers to civilian wellbeing [10-11].
When properly implemented, covert intelligence gathering devices can mean the difference between a successful counterattack or a failed one thus reducing the number of casualties in the conflicted zones.
Covert Intelligence devices are not only used in war zones but are also used in civilian situations regarding police when they investigate criminals such as getting a mole to wear a wire which consists of a microphone and recording device which allows vital evidence to be recorded which makes for a successful conviction whereas if it was not used there would not be a successful conviction.
For devices to remain covert being well hidden is not enough it is also paramount that any signals which the device outputs are not detected because if the invading forces can pick up on a signal they will be able to detect the device and could hack into it and use it for their own means.
[bookmark: _Toc131162243]2.1.4 How can Chimera help?
Due to its small size, it can be covertly hidden out of sight making it a hard-to-find target whilst keeping communications live within a graphical area which is under attack or occupied by invading forces.

[bookmark: _Toc131162244]2.2 Countries Network Infrastructure
A countries Network infrastructure consists of Hardware and Software which takes specialist engineers known as Network Engineers to implement and maintain.
To maintain Network Infrastructure, it is necessary for the network engineers to attend to the sites of hardware in person which if in a conflicted area can put the Network Engineers life in danger (12-13).
[bookmark: _Toc131162245]2.2.1 Network Infrastructure Hardware
Hardware that is used in city infrastructure is different depending on whether it is smart or not. Smart cities consist of upgraded fiber cables and wireless technologies which connect everything together to increase efficiency for the government services and welfare of its citizens whereas non-smart cities are not connected together.
Hardware that is used in a smart city are many different IoT devices in conjunction with Wireless network devices, routers, switches, and firewalls which communicate with other surrounding hardware such as home appliances, vehicles, and sensors.
[bookmark: _Toc131162246]2.2.2 Network Infrastructure Software
For a smart city to work efficiently the hardware needs to work in tandem with software which includes APIs to make the hardware work as intended, UI (User Interface) to allow for easy operation and maintenance of the technologies. Software is also implemented to allow for data to be analyzed, which helps to keep the cities running as efficiently as possible (14).

[bookmark: _Toc131162247]2.3 Raspberry PI Solutions
The following is a review of literature for using Raspberry PIs to provide solutions to problems.
Raspberry PIs is most used to learn programming skills, build hardware projects, do home automation, implement Kubernetes clusters, and Edge computing. They can even be used in industrial applications.
Some Raspberry PI solutions are robotic mobile solutions with skeletal robotic structures prebuilt so are basically plug and play (15-18).
[bookmark: _Toc131162248]2.3.1 Why Raspberry PI?
Raspberry PIs is excellent for providing project solutions to problems due to their small size, cheap prices, and the fact that there are endless possibilities and additional parts to suit needs.
Raspberry PIs come with different hardware specifications, and all have the capability to increase internal storage. Due to their small sizes, they are excellent space savers.
Raspberry PIs can work as a normal PC and at an efficient rate and at a greatly reduced size with continuous support.
Multiple Raspberry PIs can be clustered together to make them more powerful to handle more complex tasks. A cluster would be done when the tasks required by the solution requires more CPU usage for example research concluded that running an SDN application alone uses 42 percent of CPU usage so a single PI would not be sufficient at running both the SDN and SDR simultaneously thus when a cluster would be necessary (19-23).
[bookmark: _Toc131162249]2.3.1.1 Raspberry PI Operating Systems
The following is a list of the commonly used Operating systems for the Raspberry PIs (24):
· Raspberry PI OS (Operating System) – This Operating System is made specifically for Raspberry PI and works on all PI models. It is best suited for beginners to the Raspberry PI.
· Ubuntu – this operating is the best-known Linux OS (Operating System) and is considered the best alternative to Raspberry PI OS. Ubuntu works best on the Raspberry PI 3 and 4.
· Kali Linux – this operating system is most commonly used by cybersecurity researchers and hackers due to vast amount penetration testing tools. Raspberry PI 4 is fully supported for Kali Linux.

The are many other Operating Systems for the Raspberry PI but these are the three that are best suited to the needs of this experiment.

[bookmark: _Toc131162250]2.3.2 Raspberry PI solutions like Chimera
With the use of third-party software, a Raspberry PI can be used as SDN controllers and switches, and a few Raspberry PIs can be used to make a fully operational network which provides more security than an average home network (19-24).
When implemented with extra pieces of hardware and SDR software a Raspberry PI can be made into a standalone SDR without the need of purchasing an individual SDR, but projects have proven that its best to purchase a standalone SDR device to work alongside a Raspberry PI due to the amount CPU usage that is used.
Just like all other types of technologies, the Raspberry PI has adapted over the years to be more efficient and capable of more complex tasks. The most common use of Raspberry PIs consists of PI 3 b plus and 4 models due to their capability to do more than their predecessors with the first being released in February 2012 which only had a single core 700 MHz CPU and 256 megabits of RAM whereas the latest PI 4 has a quad core 1.5ghz CPU and 4 gigabit of RAM.
[bookmark: _Toc131162251]2.3.3 Raspberry PI Security Issues 
It is very well documented that the Raspberry PI operating system is not secure out of the box and becomes a lot less secure when connected to outside devices, there are over 200,000 devices connected to the internet using the original Raspberry PI OS which makes it a large target for threat actors (25).
All Raspberry PIs has the same default Passwords which is either “root”, “raspberry” and the first thing that needs to be done to make it secure is to change the default password by using the passwd command.
Due to the way the Raspberry PI OS operates it is commonly overlooked about updating the OS as it needs to be done through a terminal rather than GUI which puts the Raspberry PI at further risk due to not being efficiently patched when vulnerabilities are identified. It is possible to get the Raspberry PI OS to update itself but due to users needing to know basic Linux commands this is rarely implemented.
The commands to update the Raspberry Pi OS are as follows:
“Sudo apt update”
“Sudo apt full-upgrade”
Implementation of “unattended-upgrades” can be installed which will allow for the OS to regularly check and update itself when an update has been found.
Another well documented security issue within a Raspberry PI is the SSH connection. The SSH connection allows for remote access in to the PI device but becomes a vulnerability when the device connects to the internet.
The most successful documented ways to secure the PIs SSH is to use two factor authentication methods by using applications such as Authy and have strong unique passwords using Key Authentication. SSH Key Authentication makes it harder for an attacker to interpret and perform a MITM (Man In The Middle) attack. 
The standard size of a SSH key is at 2048 characters long which generated using cryptographically methods which makes it difficult for attackers randomly replicate. When SSH Key Authentication is combined with passphrase it makes it harder for an attacker because the attacker would need to steal both to bypass the security.
SSH Key Authentication and Two Factor Authentication can work together to give the best possible security.
Raspberry PI OS does not come with a built-in firewall like other operating systems which makes it more vulnerable but thankfully a firewall can be installed to make it more secure by installing UFW which can be easily managed through the PI terminal.
The command to limit traffic is “sudo ufw limit 22/tcp” and the command to allow traffic is “sudo ufw allow 443”. Once the firewall has been configured the following command is then used to turn it on “sudo ufw enable”.
Due to the lack of security on the Raspberry PI OS it is necessary to implement a scanner which continuously scans for any attempted attacks. The software which is most documented at successfully doing this Fail2Ban. Fail2Ban adds another layer of security to the SSH connection.

[bookmark: _Toc131162252]2.4 Software Defined Networking
Software defined Networking known as SDN allows for a network to be controlled and/or used via software which allows for consistent management of an entire network (26-29). 
Software Defined networks consist of three layers which are:
· Application Layer
· Control Layer
· Infrastructure layer

Advantages
· Cost Saving – due to SDN being more virtual based and offers the ability to automatically reroute or to stand-up new functions and routes it takes away the need for purchase of new network equipment.

· Reliability through Automation – SDN gives engineers the ability to re-route networks remotely an example as follows: when an outage occurs, a software defined network can be configured to automatically re-route around the affected area and maintain the connections needed.

· Efficient Network management – by offering real-time visibility into networks performance it provides the ability to optimize the network’s performance and to drive its efficiency.

· Fast scalability – by offering automated scaling-up and scaling down combined with the additional visibility SDN brings, gives engineers the operational ability to normalize traffic across a wide space, and to do it efficiently.

Disadvantages
· Changes of infrastructure to implement – requirement of change in the entire network infrastructure to implement SDN protocol and SDN controller including a complete reconfiguration of the network. 
· Cost - increased cost due to reconfiguration.
· Specialist training - Staff Needs to be trained.
· New tools - new management tool needs to be procured.
· Vulnerabilities - Security is a big challenge in SDN.

[bookmark: _Toc131162253]2.4.1 Types of SDN Software
There are four main types of SDN software with each one having its own unique purpose and are as follows:
· Open SDN – this type consists of a centralized control plane which uses OpenFlow for the southbound API of traffic from the physical and/or virtual switches to the SDN controller.

· API SDN – this type is different to the Open SDN due to it working by employing functions for network devices through remote connection using methods such as CLI, SNMP and REST API.

· Overlay model SDN – this type of SDN does not address physical networks but builds virtual networks on top of the current hardware. Operating on an overlay network it offers tunnels with channels to data centers to solve connectivity issues.

· Hybrid Model SDN – this type of SDN is also called automation-based SDN which blends SDN features and traditional network hardware by using automation tools such as agents, Python, etc.

[bookmark: _Toc131162254]2.4.1.1 SDN (Software Defined Network) Software Solutions
The following is a list of some of the most commonly used SDN (Software Defined Network) Software (30-33):
· Floodlight SDN – Floodlight SDN is a SDN Controller which uses the protocol OpenFlow to orchestrate the flow of traffic within the SDN (Software Defined Network) environment and is compatible with OpenStack which is a set of software tools which help manage and build cloud computing platforms. Floodlight SDN can work with both physical and virtual OpenFlow compatible switches. Floodlight controller is open source but has had conflicts with Cisco in the past.

· OpenDayLight (ODL) – OpenDayLight is a modular open platform which is used for automating and customizing networks of any scale and size. This is open software defined networking of which architecture is built around the OSCP controller.

· HPE VAN (Virtual Application Networks) SDN (Software Defined Network) Controller – this one provides a new generation of application-based network services, providing open application programming interfaces (APIs) to allow developers to create innovative solutions to dynamically link business requirements to network infrastructure via either custom Java programs or general-purpose RESTful control interfaces. This type of SDN is more designed for large enterprises rather than small projects.

· Ryu SDN Framework – RYU SDN is a component-based software defined networking framework which provides software components with well-defined API which allows developers to easily create new network management and control applications. 

All Ryu code is available free under the Apache 2.0 license.

Ryu SDN supports the following protocols and more for managing network devices:
1. OpenFlow 1.0 to 1.5 and Nicira extensions
2. Netconf
3. OF-config

[bookmark: _Toc131162255]2.4.2 Types of SDN Hardware
SDN can be implemented into existing hardware but uses software controllers and APIs to manage and maintain a network which makes it different to traditional networks due to it being more virtually based rather than physical (26-29).
[bookmark: _Toc131162256]2.4.3 SDN Security Issues
Just like all other forms of great technology SDN has its own security issues which need to be addressed when implementing. These security issues are as follows:
· Control plane layer attack – an attacker can cause network manipulation by constructing false data on the network through a compromised controller from which the attack can initiate further attacks.

· Data Plane – responsible for transferring traffic with the control plane logic to the next hop the data plane is vulnerable to two types of attacks which are:

1. Traffic Diversion – this is where the attacker compromises the network element to redirect network traffic.
2. Side channel attack – this is when the attacker takes advantage of the network information to see if there are in any rules for traffic in place.

· Application plane – this plane involves the control and data planes functions from which they get from this plane’s applications, the attack this plane is vulnerable to is App manipulation which is when the attacker gains access to any SDN application.

All parts of the SDN can be affected by the following attacks:
· Distributed Denial of Services (DDOS).
· Packet Sniffing
· ARP Spoofing attack
· API exploitation
· Password guessing and Brute Force attacks.

[bookmark: _Toc131162257]2.4.4 SDN security solutions
The following are solutions that can be implemented to secure SDN from the previous stated security issues (26-29):
DDOS – Entropy to analyze users’ behavior which is defined by the randomness of packet collections which is received, the higher the rate of packets then the higher the entropy.
Packet Sniffing – Encryption through SSL certificates to secure the connections between the network devices and controllers which is implemented on the data plane and is initiated in the handshake and data transfer phases.
ARP Spoofing – Mixture of precautionary solutions as follows:
· ARP Authentication
· Operating System Patching
· Dynamic ARP Inspection (DAI)
· ARP Mitigation Tools
· Static ARP Mappings
 
API Exploitation – Bot implementation with precautionary measures capable of the following:
· Monitorization and management to handle API calls from Automated Scripts.
· Rudimentary authentication dropping.
· Implementation of measures preventing the use of human like bots to block API access.
· Limit IPs, sessions, and tokens based on the total API usage through implementation of token-based rate limits.
· Strong encryption
Password Guessing and Brute Force – use of algorithms like vendor switch, strong passwords which are frequently changed are the most common however the following are some other options that can also be used:
· Account locks after so many failed attempts
· Logins which are time bound
· Query based authentication.
· One time authentication for passwords
· Captcha implementation
· Login through unique IP Address
Blockchain implementation is an excellent security solution for SDN when it can be implemented successfully as it covers most of the vulnerabilities identified.









[bookmark: _Toc131162258]2.5 Software Defined Radio (SDR) 
Software Defined Radio (SDR) is a radio communication system which modulates and demodulates radio signals through the use of software. Unlike traditional radio communication systems, these radio devices are highly versatile and flexible. SDR is an emerging technology used for connections in an ever-increasing wireless world (34-37).
Software Defined Radios (SDRs) are a suitable choice for a broad array of markets which includes various mission critical applications such as radar, test and measurement, magnetic resonance imaging (MRI), global navigation satellite system (GNSS), low latency links and spectrum and monitoring.
Software Defined Radio (SDR) can be programmed to operate a particular frequency which can be tuned via software (or firmware) whereas traditional radios that are hardware based and are usually designed to operate at specific frequency ranges or for specific applications which cannot be changed easily as the radio transceiver and components in the Front End are optimized to operate at a particular frequency. Software Defined Radios can be programmed to operate at a specific frequency. 
[bookmark: _Toc131162259]2.5.1 SDR Software types
Software Defined Radios require special compatible software which is needed to make them work as intended to which there are many for each specific need. The following are the common types of software used in Software Defined Radios which falls under 5 categories:
· Waterfall Receivers – this type is categorized by a real time vertical spectrogram which shows the frequency spectrum of the receiver’s passband overtime and simulates functions of wideband RF receivers such as, tuning, demodulation modes, filters, and listening to demodulated audio. This type is useful for exploring the RF spectrum and selectively demodulating parts of it.

· Standalone Decoders – these applications are written to specifically decode one or more digital modulations and protocols, like aircraft ADS-B transmissions, POCSAG pager messages, etc.

· Libraries – this type provide digital signal processing routines, without imposing a particular paradigm on their integration and are a lightweight alternative to frameworks.

· Frameworks – this type offers a suite of operations and an API to flexibly define custom receivers, transmitters, or signal processing in general and are useful for rapidly prototyping SDR projects but may also be integrated into standalone applications.

· Web interfaces – this type provides a browser frontend to an SDR with server-side processing for demodulation and decoding, and a client-side waterfall and audio. This type is like a waterfall receiver which is accessible through a browser.

[bookmark: _Toc131162260]2.5.2 SDR Hardware
There are many different versions of Software Defined Radios (SDR) with many being best suited for a unique need, the following list is most popular ones used (40-43):
· HackRF One - Can transmit or receive radio signals from 1 MHz to 6 GHz, it is designed to enable the test and development of modern and next-generation radio technologies. The HackRF One is open-source hardware that can be used as a USB peripheral or programmed for stand-alone operation.

· Ubertooth one SDR – Suitable for Bluetooth experiments it is an open-source 2.4GHZ development platform which can monitor Bluetooth traffic and send and receive 2.4ghz signals.

· RTL-SDR Blog- a software defined radio receiver it tunes from 500 kHz to 1.7 GHz with up to 3.2 MHz (2.4 MHz stable) of instantaneous bandwidth, it is the Perfect for use as a computer-based radio scanner and works on Windows, MacOS, Linux, Android, and even embedded Linux computers like the Raspberry Pi.

· KiwiSDR - is a Software Defined Radio (SDR) covering shortwave, longwave and AM broadcast bands, various utility stations, amateur radio transmissions, worldwide, in the spectrum from 10 kHz to 30 MHz, this SDR is a custom circuit board which connects to the BeagleBone GreenorBeagleBone Black computer. 
A HTML5 browser and internet connection enables it to listen to a public KiwiSDR anywhere in the world allowing up to four people to listen simultaneously to one radio independently.
2.5.2.1 SDR (Software Defined Radio) Software Solutions
The following is a list of commonly used SDR (Software Defined Radio) Software Solutions (38-39):
· SDRsharp – Written in C# SDRsharp is a DSP (Digital Signal Processor) PC based application for SDR (Software Defined Radio) which supports most SDR hardware which includes the ones previously mentioned in this literature review. It provides the user with a GUI (Graphical User interface) which allows for additional plugins allowing the end user to customise it to their needs.
· 
· GQRX – An open source SDR (Software Defined Radio) receiver GQRX is powered by the QT graphical toolkit and the GNU Radio. This SDR software solution supports all devices mentioned previously in the literature review including the RTL SDR and HackRF one. GQRX provides the user with GUI (Graphical User Interface) and provides the following functionalities: 
1. Discovery of devices attached to the computer.
2. Processing of I/Q data from devices which are supported.
3. Frequency changes, apply and gain a variety of corrections (frequency, I/Q balance).
4. SSB, AM, CW, FM-W and FM-N (mono and stereo) demodulators.
5. Special FM mode for NOAA APT.
6. Variable band pass filter.
7. AGC, noise blankers and squelch.
8. FFT plot and waterfall.
9. Playback and record audio to and from WAV files.
10. Playback and record raw baseband data.
11. Spectrum analyzation which disables all signal processing.
12. Remote control through TCP connection.
13. Audio output streaming over UDP.
Due to GQRX being licenced under the GNU General Public licence the end user can modify this software to meet their unique needs if needed and repair themselves if necessary.
· HDSDR – As freeware HDSDR is a SDR (software Defined Radio) program which is implemented on Windows machines namely windows machines from Windows 2000 up to Windows 11. The main features of this program are as follows:
1. A separated large waterfall and spectrum display for output and input signals.
2. AF and RF spectrum and waterfall is optically zoomed to fit window length independently of FFT resolution bandwidth.
3. Extreme low speed waterfall to help identify patterns for noise detection or short-wave condition monitoring.
4. ECSS, SSB, AM, FM, and CW demodulation.
5. Basic transmission (TX) functionality in modes Am, FM, SSB and CW.
6. Some command line options with profile management.
7. I/Q modulated signal pair for the TX input signal (Microphone) is produced on the TX output.
8. Noise reduction, squelch, noise blanker, adjustable band pass filter, anti-alias filter.
9. Automatic notch filter and up to 10 manual adjustable notch filters.
10. Playback and record IF, RF and AF WAV files with recording schedule.
11. Frequency manager for EIBI.
12. Omni Rig support (CAT) to control additional hardware.
 
· Uni SDR link – this software allows Unitruncker to control SDR-console v2 which allows the user to follow trunked voice communications. Uni SDR requires >NET framework version 4.0 or higher to function and is commonly implemented on Windows 7 and 8 systems.
[bookmark: _Toc131162261]2.5.2.2 Antenna
Software Defined Radio (SDR) antenna’s physical size are proportional to the wavelengths it is designed to receive. An example of this is as follows, antennas designed for reception at 15 MHz tend to be much larger than those designed for 100 MHz, and especially larger than a Wi-Fi antenna designed for 2.4 GHz (44).
Small stock monopole antenna that typically comes with RTL-SDR dongles is limited in performance and frequency response to higher UHF frequencies. It can be a disappointed when they are not able to pick up much aside from some UHF signals and very strong FM stations however, this is entirely to be expected for an antenna of its design and size, especially when used at a low elevation and indoors.
Antennas which can receive a broad range of frequencies or Wideband antennas, are popular with SDRs, as they can accommodate the wide tuning range an example of this is, the discone (an omnidirectional antenna that looks like a disc on a cone) is a common wideband antenna design however, to get the most performance out of any dedicated antenna, it should be placed outdoors and at high elevation.
[bookmark: _Toc131162262]2.5.3 SDR Security Issues
Just with all technologies Software Defined Radios (SDRs) can be used for both Defensive purposes and Offensive purposes. The vulnerabilities within Software Defined Radios differentiate and are dependent on the devices used during implementation alongside them such as the hardware they are connected to and the software which is used to meet their purpose goals/objectives.
[bookmark: _Toc131162263]2.5.3.1 SDR Offensive Capabilities
The following are the types of attacks which can be carried out using Software Defined Radio Technologies (45-46):
· Sniffing – this is a technique that the SDR carries out in reception mode and that affects the confidentiality of a transmission, whether it is only encrypted or encrypted, as long as the software tools are available for it. It is also possible to obtain the identity of the sender and receiver, instant of transmission establishment and disconnection, signal intensity level, type of modulation and the frequency bandwidth used.

· Side Channel Attack – consisting of the collection and analysis of information from physical parameters, such as noise/radiation, from the integrated circuits as they carry out their processing operations. SDRs in receiving mode, carry out this non-invasive attack by affecting the confidentiality of the transmission, which is extremely difficult to detect.

· Jamming – this is a denial-of-service (DoS) attack in which transmission is blocked from either the receiving or the emitting end by emitting RF signals to insert noise into the radio channel or channels being used.


· Spoofing – this when a false, yet valid, signal can be generated using SDR, for the attacked receiving equipment, with a false signal, it is possible to send erroneous data or even inject malicious code to take total or partial control of the receiver, altering how it operates, degrading the transmission or making it vulnerable to other attacks.

· Replay Attack – this is when the SDR captures a transmission, copies it, and later forwards it, it then becomes a legitimate device (spoofing) within a communications network, or it simply sends the copies, degrading the communication or even causing a flood DoS (Denial of Service) attack.

· Flood Attack – this can be achieved through spoofing or a replay attack, the receiver’s availability is compromised by an attacking sending SDR, upon receiving a large number of messages in such a short time that it cannot process them, like a DoS attack.

· Reinjection Attack - this is an attack similar to the replay attack, but in this case the message is modified before being forwarded thus, the integrity and confidentiality of a transmission is compromised.
It is not uncommon for attackers to implement a range of attacks to meet their goal. Attacks can be carried out when in receiving and transmission modes.
[bookmark: _Toc131162264]2.5.3.2 SDR Defensive Capabilities
SDR defense options are limited by its operating mode, emission/reception, and by the capabilities offered by the associated hardware and software.
The main defense capability of SDR is the monitorization of wireless communications which can be focused on the following:
· Radio frequency spectrum
· Detecting signals that are suspicious due to frequency peaks noise
· Origin of the interference (radio direction finding)/communication failures
· Use of an FFT display or algorithms designed for that purpose. 
· Analysis of messages that is carried by the RF signal, as would be done in a sniffing attack.

[bookmark: _Toc131162265]2.6 Blockchain Technologies
An advanced database mechanism Blockchain Technology allows for transparent information sharing within a network. Data of a Blockchain database is stored in blocks with each block being linked together in a chain. The data cannot be deleted, nor the chain modified without consensus from the network due to this blockchain technology can be used to create unalterable or immutable ledger for tracking orders, payments, accounts, and in other projects within different industries (47-48).
Blockchain Technology provides assurance that the data being received from point A to point B is legate and has not been tampered with in any way.
Blockchain Technologies work in the following way:
· The first step is to record the transaction – Blockchain transactions are recorded as a data block and show the movement between a party to another whether it be digital or physical assets. The following are examples of details which are recorded:

1. Who is involved in the transaction.
2. What happened during the transaction.
3. When the transaction occurred
4. Where the transaction occurred
5. Reason for transaction
6. Amount of assets that was exchanged.
7. Preconditions which were met during transaction.

· The second step is to gain Consensus – The majority of participants in the blockchain network need to agree that the recorded transaction is valid, this is dependent on the type of network.

· The third step is to link the blocks – After consensus transactions on the blockchain are written into blocks which are similar to pages in a ledger book along with a cryptographic hash. The purpose of the hash is to allow for detection due to the value of the hash being changed should any alterations be made.

As a new block is added the verification of the previous blocks will become stronger thus making the entire blockchain stronger.

· The fourth step is to share the ledger – the distribution of the latest copy of the central ledger to each participant.
Blockchain Technologies have four main types of networks which are as follows:
· Public Blockchain Networks – this type is permissionless allowing everyone to join with all members having the same rights to read, write and validate the blockchain. This type is commonly used to exchange and to mine cryptocurrencies.

· Private Blockchain Networks – known as managed Blockchains, this type is owned and controlled by an individual organization whom determines who can join the network and controls what rights they have.

· Hybrid Blockchain Networks – this type combines elements from both Public and Private Blockchain Networks allowing companies to set up both simultaneously with the permissions and use smart contracts to see if private transactions have been made for public members.

· Consortium Blockchain Networks – Governed by a group of organizations they share the responsibility of maintaining the Blockchain and determining the access rights to data.

Blockchain Technologies use protocols to adapt its principles to certain industries and applications, the most common protocols are as follows:
· Hyper Ledger Fabric – Used by Enterprises to build private Blockchain applications quickly. This protocol is an open-source project with a suite of tools and libraries.

· Ethereum – a decentralized open-source Blockchain platform. This protocol allows people to build public Blockchain applications.

· Corda – Another open-source project but is designed for businesses allowing to build interoperable Blockchains for strict privacy transactions.

· Quorum – Derived from Ethereum, this protocol is open source which is designed for use within a private blockchain allowing only a single member to own all the nodes.

[bookmark: _Toc131162266]2.6.1 Blockchain Technology Features
Blockchain Technology consists of the following features:
· Decentralization – this is the transfer of control and decision making from centralized entity such as an individual, group or company to a distributed network. This feature uses transparency to reduce the need for trust amongst the participants, it also deters the participants from exerting authority over each other in ways that causes the functionality of the network to degrade.

· Immutability - this feature stops things from being altered by stopping participants from tampering transactions once they have been recorded to the shared ledger. If a mistake is found in the transaction, a new transaction must be added to reverse the mistake and both transactions will be visible to the network.

· Consensus – this feature is when rules are established about participants consent for recording transactions, new transactions can only be recorded when the majority of participants give their consent.

[bookmark: _Toc131162267]2.6.2 Key components of Blockchain Technology
The following are the main components of Blockchain Architecture:
· Distributed Ledger – this component is the shared database within the blockchain network where the transactions is stored like a shared file of which all team members may edit allowing anyone with editing rights to delete the entire file however, there are strict rules for those who can and cannot edit and entries cannot be deleted once they have been recorded.

· Smart Contracts – these contracts are programs stored on the blockchain system which run automatically when certain conditions are met which are used to self-manage contracts without using third parties.

· Public Key Cryptography – this component is the security feature which identifies each participant uniquely who is in the blockchain network of which two sets of keys are generated by this component for each member. One of the keys is a public key which is common to all in the network and the other is a private key which is unique to each member. Both of the keys work together to access the ledger data.

[bookmark: _Toc131162268]2.6.3 Blockchain Development
Blockchain has been developed for many projects and many industries with the following being the top areas in 2022:
· Green Blockchain initiatives – due to the high carbon emissions and energy used by blockchain technologies this is the biggest Blockchain trend under development.

· NFTs (Non-Fungible Tokens) – consisting of Blockchain technology and artwork this was the biggest development for Blockchain technologies in 2021 and was second in 2022.

· Cryptocurrencies – All cryptocurrencies use Blockchain technology and as the price of cryptocurrencies grew so to did the demand and popularity.

· Blockchain IoT integration – Due to the level of added security Blockchain technology adds to devices it is becoming common practice to implement it into devices to make them more secure.

· Manufacturing and tracking – due to the recent covid pandemic Blockchain technologies was developed to work with record keeping of vaccines as they were made and tracking as they were released to the public.

[bookmark: _Toc131162269]2.6.4 Blockchain Implementation
As stated previously Blockchain technologies have many advantages to its implementation in all forms of technologies with research being commenced globally from manufacturing factories to implementation of the technology in smart vehicles allowing them to communicate with one another whilst actively travelling to destinations.
Dependent on the need of implementation a type of protocol that has previously been discussed would be used.
[bookmark: _Toc131162270]2.6.4.1 Blockchain implementation in SDN
As stated previously SDN (Software Defined Networks) does not come without its own problems however it is heavily documented that if it is successfully implemented alongside Blockchain technology it becomes more reliant and trustworthy whilst providing added security and fixing what would be vulnerabilities without it (49).
The following are the vulnerabilities which will be fixed when Blockchain is implemented:
[bookmark: _Toc131162271]2.6.5 Blockchain Security Issues
Although made to be secure Blockchain technology is not secure itself and comes with its own vulnerabilities which are as follows (50):
· Sybil Attack – Generating a variety of fake network nodes hackers would use them to acquire the majority consensus and provide disruption to the chain’s transactions.

The solution to a Sybil Attack is to use acceptable consensus algorithms and to monitor the behavior of alternative nodes to check that square measure solely forwarding blocks from one user.
· Endpoint Vulnerabilities – This when hackers steal users’ keys from their devices such as mobile phones after monitoring them.

The solution to this vulnerability is not save blockchain keys as txt files, use anti-virus packages on devices and to review system security often of the devices being used.

· 51% attack – this happens when an individual collects quite ½ hash rate and gains control of the whole system. This allows for modification of the order of transactions and stall them from being confirmed and can also lead to double spending.

The solution to a 51% attack is to ensure the hash rate is higher and improvement to monitor mining pools.

· Phishing Attacks – This where a hacker steals a user’s credentials through sending emails and messages which a user would believe to be from a credible source and will enter their login details through the fake link attached which the hacker will then have access to.

The solutions to this type of attack is as follows:

1. Use extra layers of security in browsers.
2. Use malicious link detection software on devices.
3. Reconfirm any suspicious emails before clicking on them.
4. Don’t click on links if they have not been reviewed.
5. Don’t connect to public or open networks.
6. Keeps systems updated.

· Routing Attacks – Hackers use accounts anonymity to intercept data as it is sent to ISP because the blockchain application and network rely on real time movement of large quantities of knowledge. This type of attack is hard to detect due to no disruption to operation and data transmissions.

Solutions to this type of attack are encryption, implementation of secure protocols with certificates, use strong complex passwords with frequent changes and user training and awareness of threats.

· Private keys – Private keys need to be strong and not weak otherwise they are useless to experienced hackers.

[bookmark: _Toc131162272]2.7 Conclusion
With all review of literature above considered it is concluded that there is enough information to make the relevant decisions regarding each part of Chimera including the hardware and software which will be and all the test environments for each part of the experiment Chimera.





















[bookmark: _Toc131162273]3.0 Research and Development Methodology

[bookmark: _Toc131162274]3.1 Introduction
The methodology/methodologies which are used during any type of project are crucial to any and can mean the difference to a successful outcome to a failed one no matter the project type.
[bookmark: _Toc131162275]3.2 Development Methodology
Research onion methodology will be used throughout Chimera experimentation and the data which will be collected will be from the physical devices used to show that it works as intended.
Due to needing a bespoke software-based control panel the development which will be used for that will be Waterfall due to the changes which will come as the experiment continues to commence.
[bookmark: _Toc131162276]3.3 Research Methodology
[bookmark: _Toc131162277]3.3.1 Introduction
The research methodology is a crucial part to any experimental project and can mean the difference to a successful outcome to a failed one. The research methodology chosen for this experiment is the Research Onion.
[bookmark: _Toc131162278]3.3.2 Research Onion
The research onion methodology is a useful tool when it comes to research projects because it allows for organization and structuring for the research projects different stages. In return the research onion methodology allows researchers to ensure all the necessary elements are covered which allows for any gaps within the research to be identified [51].
The research onion methodology consists of 6 layers which are as follows:
· The outer layer which represents the research question and objectives.
· The next layer represents the literature review which is a summary of research on the chosen topic.
· The third layer represents the research design which explains the methods and techniques that is to be used to collect and analyze data.
· The fourth layer represents the collection of data of which the data is collected using various methods like surveys, experiments, and interviews as examples.
· The fifth layer represents the timeframe of the allotted time of which the experiment is going to be carried out. A breakdown of time frame for each part of the experiment is included within this layer. 
· The innermost (sixth) layer represents the conclusion and findings of the research which is the summary of the research and its implications along with the data analysis which is when the data is examined and interpreted to find answers to the research question.
In the case of this project Chimera the research onion will be implemented as follows:
· Outer (first) layer – How can a covert network maintenance and radio reconnaissance device be implemented and what type of data can be analyzed from such an implementation. 

· Second Layer – Review of literature relating to the following topics (not in order):
1. Small hardware capable of running off the shelf and bespoke hardware.
2. Operating Systems relevant to the experiment.
3. Similar products that have been made/implemented.
4. Main focus areas in dangerous/conflict areas
5. Types of radio communications used in present conflict zones.
6. Vulnerabilities of identified hardware.
7. Software to run alongside the hardware to meet aim. 

· Third Layer – The design element of the experiment can be found in section 4.0 of which goes into depth regarding the design of the implementation, identified risks to the project and timeframes.

It is clear from the literature review that Ubuntu is commonly used and would be the safest OS to use however, Ubuntu does not provide the extra tools and would not be much of an experiment if it was to be the chosen OS thus the reason why Kali Linux will used for this experiment. Due to Kali Linux being Linux based there should not be any compatibility issues as compared to Ubuntu.

In the case of Chimera three Raspberry PIs will be used two as a cluster will be needed to run both the SDN management software and the SDR software simultaneously and a third PI (namely a PI zero) implemented as an OpenFlow switch and Mininet running on a Raspberry PI 3 as an end node to simulate a large network. The PI zero will be used as an open flow SDN switch to show the successful connection between it and the SDN controller. 

A HackRF will be used along with different antennas to implement the covert radio surveillance part. A high frequency from the literature review will be used to test and analyze the SDR capabilities. The data collected will be from owned devices on an agreed frequency a communication will then be recorded through the SDR and saved as a WAV file which if successful will be able to be successfully played back and be capable of being transferred to the users computer. Another test will be that the SDR functions can be fully operated through remote access.

Should what has been stated fail a contingency for all possible scenarios has been planned this includes hardware issues, compatibility issues, software issues and issues relating to the general workstation equipment. All necessary purchases have been made in regard to the main experiment and contingency plan in case of unforeseen problems and emergency with a set emergency budget.

The main system which is the main Raspberry PI 4 otherwise known as the body part will have the capability to allow remote control over VNC, secure file transfer through FTP server being installed (as a contingency should VNC software fail) and from the VNC software. The main system will be the main foundation of connecting all of the parts together and the experiment would be a failure should it fail and will work as the main control panel for the user to use all specified functions through use of a bespoke control panel however, should it not be possible to implement the second PI as the SDN controller and both the SDR and SDN are implemented on to the body PI then the desktop will serve as the control panel. The body will be tested by running all mentioned software/functions which are intended to be implemented simultaneously.

Should there be any implantation of Blockchain data will be collected from the ledgers of each part of the experiment of which it has been successfully implemented to prove that the Blockchain has been successfully implemented.

· Fourth Layer – The data collected throughout Chimera would be interception data relating to the SDR will be from the high frequency device in the form of live interception and saved WAV files. The tests will be carried out both on the main system of chimera before remote access and another test of gathering data with remote access. The reason for this way of data gathering is to determine that Chimera SDR works as intended on both parts.

The data collected from the SDN would be screenshots, photos, and video recording of the implementation of the open flow switch through remote access and its successful communication with the SDN controller and the virtual network which is to be provided by Mininet. If implemented successfully the SDN will be able to configure the traffic within the network thus all configurations of the related network devices whether physical or virtual will also be collected and documented.

Should Blockchain technology be implemented further data in relation to the Blockchain will be collected in the form of the Blockchain contract information which would be expected to be implemented throughout all parts of Chimera and the workstation remotely access the experiment.

· Fifth Layer – the longitude that the experiment will be done over a set managed time frame which can be seen in the Gannt Chart in section 3.3.4 with in the methodology section of this report, which has been and will continue to be updated until the end.

· Sixth Layer – It will be a discussion of the findings of what was successful and what was not and where there will need to be improvements to reach the aim along with any further recommendations. Any problems that are identified will be discussed in detail and how the problem was overcome.

The discussion of findings will include how well the software works with hardware along with any additional software/hardware which could be implemented within the experiment should further research be possible.

By analyzing all data mentioned in the fourth layer it will confirm if the experiment has been successful or not, thus laying the foundation for the sixth layer which will be a discussion of the findings. Patches and updates will be carried out on all parts of Chimera as they are identified or needed.
[image: Diagram, engineering drawing

Description automatically generated]
(Fig 1. Chimera Research Onion Methodology)

[bookmark: _Toc131162279]3.3.2.1 Limitations
Due to the cost, risks and time only unencrypted radio transmission data in a secure environment will be gathered from an identifiable device owned by the owner so to reduce the risk of accidental eavesdropping. Due to the common use of High Frequency unencrypted communications by espionage Russian groups in Ukraine this does not affect the experiments aim.
Due to cost and time a full 3d printed case will not be implemented and only a design with the dimensions will be discussed based on the literature review. Due to no case implementation, there will be no accurate data relating to performance and temperature if Chimera was to be implemented in the field, this would also affect the any actual data relating to physical damage such as Chimera being in a building which is hit by a missile and the building collapses on Chimera.
Due to cost no bespoke Power Supply such as solar powered or Unit will be implemented during this experiment.
[bookmark: _Toc131162280]3.3.3 Risk Matrix
The following is the risk Matrix for Chimera showing all identified risks throughout the experiment.
	Risk ID
	Date Raised

	Risk
Description
	Likelihood of risk occurring

	Impact of risk occurring
	Severity
	Mitigation actions

	1
	04/10/2023
	Individual development phases go over allotted time.

	


Medium
	


High
	


High
	Creation of contingency time for obstacles within each phase of the development
to mitigate identified risk.


	2
	04/10/2023
	Issues regarding compatibility in regard to each piece of hardware connecting to one another.

	



Low
	



Medium
	



High
	Relevant research has been done and a software Control Panel is to be implemented if needed which will fix any software issues. Additional hardware has been purchased as an extra contingency.


	3
	04/10/2023
	Technical issues regarding development system (main workstation).

	


Medium
	


High
	


Medium
	Following back up solutions have been implemented Cloud back up, removable storage devices and use of University IT labs if needed. A spare development workstation has also been purchased thus mitigating this risk.


	4
	04/10/2023
	Problems caused by lack of skills such as programming. 

	



Medium
	



High
	



High
	Open-source premade programs available to limit need of complex programming skills and contingency plans have been discussed.


	5
	04/10/2023
	Failure after implementing Chimera.

	




Medium
	




Medium
	




Low
	Project is in three parts meaning each part is its own entity with relevant testing being done throughout the development phases. A failure on one part will not impact the other parts.


	6
	04/10/2023
	Budget/Cost of the project


	



Low
	



Medium
	



Low
	Calculations of parts and relevant software made prior to project commencement and a set budget has been made for emergency funding should there be any issues.


	7
	04/10/2023
	Blockchain implementation issues due to compatibility issues.

	






High
	






High
	






Low
	Without the Blockchain technology being successfully implemented Chimera will not be as secure as intended thus causing vulnerability issues. Even though Chimera can work as intended without Blockchain it is paramount that the vulnerability be patched in some way should Blockchain fail but this can be implemented as a future improvement if needed.


	8.
	04/10/2023
	Hardware failure
	

High

	

High
	

High
	Excess hardware has been purchased and an emergency budget has been made.


	9.
	04/10/2023
	Unforeseen incidents which causes delay.

	


Medium
	


Medium
	


Medium
	Extra time has been given in regard to development phases of the project as can be seen in the Gantt Chart. 


	10.
	05/11/2022
	Test/collection radio frequency devices for the SDR are not intercepted by the tested technology.

	


Medium
	


Medium
	


Medium
	Replace HackRF with RTL-SDR and retest, if fail use Arduino with antenna to output high frequency for demonstration and data collection purposes.


	11.
	05/11/2022
	Accidental interception of other local devices not owned by experimenter.

	


Medium
(Due to location however would normally be high)
	


High
	


Low
	Change experiment frequency immediately and do not store any accidental interception. Note the accident but no more detail other than date, time and frequency so to avoid in the future. Experiment being carried within a controlled environment.


	12.
	05/11/2022
	Security Vulnerabilities
Being overlooked in parts of experiment.

	




Low
	




High
	




High
	Relevant research has been completed in regard to all technologies being used in experiment as shown in literature review.

Literature review is being updated throughout experiment giving all parts up to date security. 

Penetration tests to be filled in in regard to each part of experiment to make sure all known vulnerabilities have been patched and can be found in appendices.









[bookmark: _Toc131162281]3.3.4 Gannt Chart
The following is a Gantt Chart for Chimera detailing the time frame for the whole experiment and the time which has been allocated to each of parts of Chimera. The Gantt chart has been attached to the appendices in section 1.A for the reader to have a look at more thoroughly (52).
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(Fig 2. Chimera experiment Gantt Chart)
[bookmark: _Toc131162282]3.3.5 Contingency plan
Due to Chimera having three different parts of which each are unique trending technologies within their own right without the endless possibilities of the Raspberry PIs when implemented with extra hardware which are the following (53):
· SDN – Contingency for the SDN is in the form of an extra Raspberry PI, a PI zero and an Arduino kit in the form of hardware issues.

· SDR – Contingency for the SDR is in the form of a SDR-RTL, an Arduino with two antennas, miscellaneous antennas, a spare Raspberry PI and an extra PI Zero.

· Body – Contingency for the Body has been split into two options which are as follows:

1. Implement the body using a cluster of 2 Raspberry PI 3 should one of the Raspberry PI 4 fail.

2. Overclock the 8gb Raspberry PI 4 to run both the SDR and SDN independently thus taking away the need for use of two Raspberry PIs when implementing the experiment in return reducing its size.

It means that Chimera can be focused on any of these parts of technology for example should there be an issue with the hardware an Arduino can replace or support the current hardware previously discussed or more in-depth research can be taken into any of technologies discussed over one of the others should one of the parts fail. 

[bookmark: _Toc131162283]4.0 Design
Due to Chimera being an experiment the design is going to have to be an example of how Chimera could look when finally implemented once all aims have been met.
The final design would be dependent on which technologies would work best to meet the needs but due to this just being an experiment the design will be focused on the use on the following technologies:
[bookmark: _Toc131162284]4.1 Topology
The following Topology has been designed to give the reader a better understanding on how Chimera is intended to work after implementation.
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(Fig 3. Chimera Topology)
[bookmark: _Int_ji8a0XjB][bookmark: _Int_SeLosxYj][bookmark: _Int_QP9dLN9k]Knowledge used for implementation will be from GNS3 SDN course which uses OpenFlow with the PIs to create the SDN through communication with SDN controller. Due to the nature of the HackRF it is not yet certain that single Master will be sufficient to run both the SDN and the SDR so as a contingency an extra PI will be purchased as a contingency and is proposed to work as a cluster with the main master PI thus being sufficient to handle both tasks (54).
[bookmark: _Int_TTKWa76D][bookmark: _Int_GrdU75m3][bookmark: _Int_wAL01svi]As seen in Fig 3, the green zone represents Chimera. The red represents the devices which the HackRF will gain knowledge from. The blue represents the network which the SDN (Software Defined Network) will be managing, and the purple is where all relevant intel is sent, which is HQ through VNC connection which gives the user in HQ direct remote-control access to Chimera.
Chimera will be able to SSH into physical OpenFlow switches so they can also be remotely upgraded without the need for personnel to enter dangerous areas.
[bookmark: _Int_6Snip6EK][bookmark: _Int_cD25Zeb8]Due to the type of equipment and references being used all work will be carried out on open-source OS which for experiment purposes will ideally be Ubuntu on the PI’s however, it has become clear that Kali is the better option for the HackRF thus Kali Linux will be the chosen OS (55).
[bookmark: _Int_OZvttg4G][bookmark: _Int_aAL8XK9m][bookmark: _Int_XXzC4Rbl][bookmark: _Int_9JWGp3VK]Although the HackRF can send and receive signals it cannot do both simultaneously so it will need to send the intel to the master pi which will then be sent to HQ via a secure connection separate to the remote SDN connection, but both are capable of having Blockchain implementation to provide the highest level of security possible should a successful implementation be discovered.
[bookmark: _Toc131162285]4.4 Proposed Final Design
Based on the Hardware which has been most successfully used throughout the research in the literature review the following design has been chosen to best meet the requirements of Chimera.
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(Fig 4. Proposed design for experiment)
As can be seen from the above image the proposed design for the experiment consists of two Raspberry PI 4s, one 8gb which is the main body and is in the white and red case and one 4gb which will host the SDN which is in the black case with the raspberry on it. Connected to the to the main body is intended to be the HackRF which will serve as the SDR in combination with RaTLSnake antennae. 
The SDN will be tested through the implementation of a physical OpenFlow switch which will be implemented in the PI Zero, a virtual network which will be implemented in the black colored PI through Mininet and a basic Raspberry PI which will work as a normal computer. SDN to be used is Floodlight with Ryu SDN as a contingency.
The SDR will be tested by intercepting radio communication between two walkie talkies using a set frequency. Should the HackRF fail a RTL SDR has been made available as a contingency. The intended operating software for the SDR is GQRX.
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(Fig 5. SDR Nestling two-way radio BF-88E series used for communication interception experiment)
The main PI will be tested through successful workings of both SDR and SDN through remote access from a workstation. VNC Viewer is software intended for remote access and file transfer (56).















[bookmark: _Toc131162286]4.5 Chimera Flowchart
The following flowchart is to show the processes of how Chimera is intended to function during experimentation:
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(Fig 6. Flowchart of Chimera experiment)





[bookmark: _Toc131162287]5.0 Implementation
The following implementation will clearly show the reader each step which has been taken to build the experiment Chimera.
The implementation has been put in order to the stages that was needed in following order:
· The main system (the body of Chimera) 
· The SDN (Software Defined Network) System (the head of Chimera)
· The SDR (Software Defined Radio) system (the tail of Chimera)

[bookmark: _Toc131162288]5.1 Tools Used
The following is a list of all tools which were used during the experiment (57):
· Small Phillips screwdriver.
· USB SD card reader.
· Anti-static wrist band

[bookmark: _Toc131162289]5.2 Related Courses Attended
The following are the list of courses which were attended to make this experiment possible (58-59):
	Course

	Cost

	GNS3 Academy: Practical SDN and OpenFlow fundamentals by David Bombal

	£49.99 (three courses included)

	GNS3 Academy: Cumulus Linux Fundamentals (Cumulus SDN) by David Bombal

	Three course bundle

	GNS3 Academy: Pica8 white box switching fundamentals (Pica8 SDN)

	Three course bundle

	Udemy: SDR Ethical Hackers and Security Researchers 5.0

	£59.99

	Udemy: SDR Ethical Hackers and Security Researchers 4.0

	£59.99

	Udemy: SDR Ethical Hackers and Security Researchers 3.0 

	£24.99

	Udemy: SDR Ethical Hackers and Security Researchers 2.0

	£24.99

	Udemy: SDR Ethical Hackers and Security Researchers

	£84.99

	Udemy: Blockchain A-Z- Learn how to build your first Blockchain.

	£59.99



	Courses Total Cost:

	£364.93



[bookmark: _Toc131162290]5.3 Cost of Chimera
The following costs are the total costs that have been made throughout the experiment which includes all hardware and software related costs regarding the implementation and including those in the contingency plans to make this experiment a successful one (60). 
	Device

	Cost

	2 Raspberry PI 3 B models 4gb

	£85

	1 Raspberry PI 4 model 4gb kit

	£120

	1 Raspberry PI 4 model 8gb kit

	£150

	HackRF One

	£250

	RTL SDR
	£49.99


	Raspberry PI Zero and kit
	£35


	2 128gb SD extreme cards

	£50

	3 preinstalled 32gb SD cards

	£32

	2 Raspberry PI fans
	£11.99


	RaTLSnake Antenna Bundle

	£30

	ANT500 Antenna
	£49.99


	USB wireless keyboard and mouse

	£15

	5 USB ethernet cables

	£25

	2 USB hubs
	£15


	6 cat 5 cables

	£20

	WiMAX it 7-inch raspberry pi touchscreen 
	£62.99




	Total cost:
	£ 1,061.96


The final cost does not include costs for the main workstations, monitors or other hardware and software which are used for research and to help with the implementation of the experiment.
[bookmark: _Toc131162291]5.4 Implementation of Hardware and Software
As can be seen from the above image the final experiment has been somewhat changed from the proposed design due to hardware failures with HackRF One and overheating issues with Raspberry PI 3s however, this has not impacted the experiment due to the contingencies that were put in place and the successful implementation of PI Zero OpenFlow switch and Raspberry PI 4 Mininet network environment along with the RTL SDR implementation to replace stated HackRF One. A test form is attached to Appendices section 1.B for the reader to view, the test est form was filled in during the implementation of the experiment.
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(Fig 7. Final set up for Chimera experiment)
The following is the final implementation of hardware and software used for the project experiment Chimera. As stated previously, Chimera is in three parts so have been separated into separate parts for easier understanding for the reader.
[bookmark: _Toc131162292]5.4.1 Main system (Body)
The main system of Chimera, also known as the body part, consists of a single Raspberry PI 4 which has 8gb of Ram along with a 128gb SD card of which contains the systems OS and is its main storage. The Raspberry PI has had a fan added for cooling when it begins to get hot to stop it from malfunctioning. A red and white case has always been added to protect the device from any potential physical damage from the outside world (61-63).
A single Raspberry PI 4 was decided when the Ryu SDN was chosen to be the SDN Controller due to requirements to run being less than the originally planned Floodlight SDN, thus one of the reasons why the 8gb was chosen over the 4gb for the final implementation.
Kali Linux OS was chosen due to the type of things Chimera is needed to do and the extra tools which are pre-installed taking into consideration the targeted audience and environments the experiment is aimed at (namely conflict zones like Ukraine). Kali OS allows for an offensive approach if needed whereas other OS such as Ubuntu does not thus provide the user with more options. In relation to offensive capabilities (62).
The Operating System was installed using Etcher to flash the Operating System onto the relevant 128gb SD card. Extreme Pro SanDisk SD cards were decided to be used in the implementation to allow for the highest possible transfer speeds.
VNC Viewer was installed using X11VNC installation for remote access to Chimera due to the fact that it allows for audio thus allowing the person who is remoting in to listen to the SDR chatter live which allows them to make informal decisions from a safe distance. A bespoke file needed to be implemented to allow for VNC Viewer to be constantly active to allow for remote login because without it, it would have needed to be manually turned on each time it wanted to be used thus defeating the objective for this alteration to the sharex11vnc was needed. VNC Viewer is needed due to the user needing to access the SDR software namely GQRX as it uses GUI (Graphical user Interface) rather than a CLI (Command Line Interface). VNC Viewer uses port 5900 for remote access (64).
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(Fig 8.VNC Viewer successful remote access to Chimera main Body master PI)
The FTP server has been implemented to allow for easy file transfer between Chimera and the user. This is beneficial as to retrieving SDR (Software Defined Radio) recordings from Chimera so they won’t be lost should Chimera be compromised (66).
[bookmark: _Toc131162293]5.4.2 SDR (Software Defined Radio (Tail))
The RTL SDR was chosen for the SDR hardware due to the originally planned HackRF one being damaged and not functioning (USB light not activating meaning no data transmission). Although it was not the first choice but the contingency it has still been successful at doing what is needed when used in combination with the chosen antenna and SDR software (65).
GQRX was chosen as the software to be used for SDR when it became evident that the HackRF one was not functioning as intended. GQRX has been very successful with the RTL SDR according to other researchers so that was why it was chosen whereas SDRsharp is a better option for the HackRF one. GQRX allows Chimera to 
[image: ]
(Fig 9. GQRX GUI intercepting communication transmission)
Noolec RaTLSnake M6 V2 – Premium 3 antenna bundle was chosen to be implemented with the SDR due to other researchers having great success with it in combination with both the RTL SDR and HackRF one. The Noolec RaTLSnake M6 V2 came with three antennae as follows (67):
· Helical (black stubby antenna), 
· DVB-T2 (black stubby antenna with blue bands)
· Telescopic.

For the purpose of the test the DVB-T2 antenna was used due to other researchers having great success with it. However, it is important to note that different antennae are needed for the different types of needs.
Based on the unencrypted communications used by Russian troops and Espionage groups in Ukraine Nestling two-way Radios have been used to test the SDR (Software Defined Radio) and as can be seen from below image it has successfully intercepted the communications between the two-way radios.
Video recording of successful radio channel interception using the SDR can be found in appendices section 1.C and 1.D.
5.4.3 SDN (Software Defined Network (Head))
Ryu SDN controller was implemented after it became apparent that Floodlight SDN could not be implemented into Chimera. Ryu SDN has actually worked out better than imagined due to the way it has been developed. Floodlight SDN could not be Implemented due to being unable to successfully JDK-8 or JDK-7 which turned out to be large proportionate of extra time being used due to the other modifications that needed to be implemented such as Maven installation (71) and many file alterations including the update package of eventlite due to compatibility issues which were all successfully implemented (68-70).
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(Fig 10. Ryu SDN GUI topology viewer)
Ryu SDN provides the user with many options as shown in the images below which allows the user to choose from the shown options in the images. If the wrong script is chosen a warning appears stating that the open flow version is not supported. When the correct script is run alongside the correct open flow switches packets can be seen being received by the SDN controller. Ryu SDN allows for the user to see connect devices using the built in GUI which is run by the command run gui_topology/gui_topology.py which displays connected devices through the browser via a web server which uses port 8080 as seen in the above image.

[image: ]
(Fig 11. Ryu SDN controller 1 of 2)
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(Fig 12. Ryu SDN controller 2 of 2)
Other researchers have successfully implemented Floodlight on Kali Linux in the past, but it seems no longer possible and only seems possible on Ubuntu, this can serve to be problematic for future researchers due to making others believe that something is possible when it clearly is not, and will no doubt take up a lot of their valuable time like what has happened during this experiment. Videos that are no longer relevant due to the fact that the old solutions cannot be implemented due to outdated methods and software should be removed as to stop other researchers from wasting valuable time or at least noted on the guides that it does not work for a specific reason on certain systems, hardware, or software anymore.
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(PI Zero Openvswitch installation)
As can be seen from the above image the Raspberry PI Zero converted into an OpenFlow switch to communicate with the Ryu SDN Controller installed in the main body PI 4. Due to its small size the Raspberry PI Zero works perfectly as an OpenFlow switch when implemented alongside SDN controllers that are compliant with OpenFlow protocol.
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(Fig 13. Setting Ryu SDN controller as PI Zero controller)
A bridge had to be created for the PI Zero to communicate with the SDN controller which as you can see the from the above image the ip address to Ryu SDN controller was 192.168.0.33 running through port 6633 which is standard port Ryu SDN. Ethernet 0 is the port used for communication to the SDN controller. To set the controller the following command needs to be used: sudo ovs-vsctl set-controller ovsbr0 tcp 192.168.0.33:6633 and a ip route had to be created to allow for successful communication with the controller. As can be seen from the below image the PI Zero Open Flow was successfully connected to the SDN controller before updating Dist-packages (72).
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(Fig 14. Successful connection with open switch and SDN controller)
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(Fig 15. Installation of bridge utilities to PI Zero OpenFlow switch)
Due to the numerous alterations of files and time running out the 4gb Raspberry PI which was intended to be used as the main SDN controller could not even have Mininet implemented to test the Ryu SDN controller which is now implemented on the main body 8gb ram Raspberry PI 4 so the Raspberry PI Zero OpenFlow switch has been used to test the controller instead.
The PI Zero SDN OpenFlow switch has SSH enabled to allow for remote access to the CLI (Command Line Interface) to allow for remote maintenance and updates should the SDN controller fail for any reason (73).
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(Fig 16. PI Zero open Flow switch SSH enablement) 
A Raspberry PI 3 B model was also implemented with Ubuntu server 2.4 LTS installed along with Mininet to provide a test broader bed for the SDN network, but Mininet could not be successfully installed due to dependency issues and overheating of the device that’s why the Raspberry 4 4gb was implemented as the Mininet test bed instead. Git had to be installed for the successful installation of Mininet (74-77).
[image: A close-up of a computer screen

Description automatically generated with low confidence]
(Fig 17. Additional software installation for Mininet implementation)
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(Fig 18. Successful test of Mininet on Raspberry PI 4 after installation)















[bookmark: _Toc131162294]6.0 Analysis and Discussion of Findings 
The following is an evaluation of the final implementation of the experiment Chimera based on the hardware and software which was implemented and the results of the data and tests from the final implementation of the experiment.
[bookmark: _Toc131162295]6.1 OS installation software
Before the installation of the OS on all three Raspberry PIs two different pieces of software were used to flash the OS image to the SD card. Etcher was used on the main body system PI which was Kali OS and also on the PI zero which was Raspbian OS Lite (Bullseye). On an intended Raspberry PI 3 which it was attempted to provide the Mininet test bed which intended to have Ubuntu Server 22.04 LTS was flashed to SD card using Raspberry PI Imager v1.7.4 successfully Raspberry PI imager was used after the Raspberry PI 3 on a Raspberry PI 4 4gb with an installation of Raspberry OS lite (Bullseye).
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(Fig 19. Kali Linux installed on Raspberry PI 4 Chimera body)
When comparing Etcher and Raspberry PI imager to one another the Raspberry PI Imager is the better one of the two due to the fact it has everything in one place for due to the OS is easy to select via a scroll down box and there is no need to download the OS prior like in Etcher and Raspberry PI Imager allows for SSH and Wi-Fi network settings to be implemented whilst flashing the OS to the SD card thus saving time on configuration (78-79).
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(Fig 20. Photo of using Raspberry PI imager to install Ubuntu server onto SD card)
[bookmark: _Toc131162296]6.2 Main System (The body) 
The hardware of the main system itself is the Raspberry PI 4 which has 8gb of RAM and 128gb SD card, it is fully capable of running both the SDR and SDN without the need of a cluster or the need to overclock. The only modification which needed to be made was a fan to keep the main body cool as it will get hot when operational after a period of time.
As previously stated, Kali Linux OS was installed. There were no issues with the installation of the OS however, there were some compatibility issues in regard to both the SDR and SDN which required adjustments to file configurations and additional software to be installed.
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(Fig 21. Installing RTL SDR configuration files)
There was no need in the end for the development and implementation of a control panel due to there only being one master PI which provides the user with connection to all parts of Chimera through Operating System GUI desktop of Kali Linux allowing for ease of navigation between the SDN, SDR and other installed applications that are pre-installed with Kali Linux.
Remote access and file transfer has been enabled as stated previously through VNC using software called VNC Viewer. 
OpenDayLight and Floodlight SDN were not capable of installation on the Raspberry PI 4 main body PI due to the fact they both require JDK-8 to function which could not be installed during this project. There are older versions of Floodlight which can be implemented providing that the successful installation of JDK-7 is implemented however, this installation still has the same issues as JDK-8 when trying to install on the main PI as it is, so it is no solution to the project as it currently stands. Ryu SDN was successfully installed, worked with the system with Python 2.7 installed and communicated with the PI Zero OpenFlow switch after the switch had been configured.
As stated previously GQRX is the SDR software which has been implemented on the main system (body PI) to provide the user interface to the RTL SDR and/or any other related connected devices. As a GUI (Graphical User Interface) GQRX is an excellent solution to meet the aim of this experiment and the installation process regarding the software installation was straight forward. The problem with communication between the SDR and main system was with the hardware configuration to the system itself. 
As a whole with all the stated pieces of software installed the Raspberry PI 4 as the main system (the body) along with the Operating system Kali Linux has met its aim and objective by providing the foundation to allow both the SDN (Software Defined Network (the head)) and the SDR (Software Defined Radio (the tail)) work as intended and be compatible with it.
[bookmark: _Toc131162297]6.3 SDN (Software Defined Network)
Ryu SDN framework was the final implementation which communicated with the PI Zero OpenFlow switch. Ryu SDN turned out to be a better choice over Floodlight and OpenDayLight due to it not needing the same Java Development Kit and being able to run bespoke software made by the user in Python if needed. Due to Ryu SDN being Python based it allows for better compatibility with more systems than the other SDN solutions mentioned and allows for further bespoke solutions to be added due to the Apache 2.0 license it has.
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(Fig 22. Installation of Ryu SDN)
It has been noticed that Ryu SDN has not had any updates for 2 years which has caused compatibility issues with the latest up to date software installed on present systems and is only going to become more difficult to implement as time goes by due to not supporting new technologies. Other developers and researchers recommended implementing it with Python2-is-Python3 and Python2-dev which was installed by other researchers after updating the Python distribution package to 3.11 but evidently was not a successful solution to the problem (80-81).
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(Fig 23. Ryu SDN error after updating Python Distribution Package to 3.11)
Although Ryu is mainly CLI (Command Line Interface) based through Python scripts it still provides the end user with an up-to-date topology which shows the devices within the connected network allowing for easier management than it would without this feature.
Working in combination with the experimental virtual network Mininet, the PI Zero open flow switch, Ryu SDN and the main body PI this part of the experiment has been a success however it should be noted that as the technologies and software update Ryu SDN will no longer be a suitable choice unless the developer release an update making it work with the new technologies as keeping old technologies without updating can cause other parts of the Raspberry PI to fail which could include the SDR and other added software.
Due to Ryu SDN being able to be installed on the main PI rather than adding a second to serve as the SDN it makes Chimera smaller thus allowing for easier hiding of the device keeping it covert. Due to the small size of the open flow switch it can also be implemented with the main system Raspberry PI (the body) and work as an extension of the head and still remain hidden in dangerous environments meaning that Chimera is not only suited for virtual networks but real ones as well thus allowing for further capabilities.
[bookmark: _Toc131162298]6.4 SDR (Software Defined Radio)
As previously stated, the original plan was to implement the SDR with the HackRF One to which the configuration software was implemented on the main system, but the hardware had a problem with the USB data connection (USB light not showing) it turned out to be a faulty micro-USB lead which was not 2.0. When a new lead was purchased the USB light turned on when device was connected to main workstation without any configuration software being implemented. Due to time running out the RTL SDR was implemented in place of the HackRF One. The RTL SDR needed configuration software to be installed to function as intended with the SDR software GQRX.
It was found that if the HackRF One had been implemented in place of the RTL SDR then a jamming signal could have been implemented using HAVOC firmware in combination with PortaPack which is bespoke firmware which can be implemented inside of the HackRF which in return would theoretically block invading troops communications allowing for disruption or even a successful counterattack by defending forces (82).
As a whole the SDR (Software Defined Radio) implementation has successfully met the original aim and objectives of this experiment and is fully functional using the combination of the main body master PI, RTL SDR and the SDR software GQRX. Due to the small size of the RTL SDR and flexible RaTLSnake antenna cable it allows for Chimera to remain covert due to keeping a small size and allowing for the antenna to be positioned further away from the main device which allows for easier hiding of the experiment.
GQRX notably allows for easy switching between SDR hardware providing they have been set up to the main system to be made compatible prior.
GQRX provides the user with the ability to save recordings as WAV files and provides remote access. However, it does not provide a way to allow the user to upload those the files to another system other than the one the software is installed on. GQRX allows the user to add extensions to the program which in return provides the user with many options and allows for Chimera to be modified to adapt to the user’s needs. Due to GQRX display it allows for the user to easily detect possible intelligence and allows the user to tune in rather accurately.
[bookmark: _Toc131162299]6.5 Evaluation
As stated in the previous parts as a whole the experiment has been a success but if it had to be done again then a bigger budget would have to be recommended and POE (Power Over Ethernet) hats would have to be added to the experimental Raspberry PIs as there is a lot of power cables which can be confusing when switching cables.
The main body system Raspberry PI still remains fully adaptable due to being capable of having new hardware pieces implemented and for the purpose of this experiment it was not even overclocked which still remains available if needing more power for additional processes. The SD card can easily be cloned and changed to a 256gb if more space is needed for future development.
Before being attempted again it would be recommended that an update be provided for Ryu SDN to work with the latest technologies and due to the experience from the experiment no other SDN solution should be used unless it has the same requirements as Ryu SDN and provides the same adaption capabilities.
If more time was available a virtual environment using docker and Omada could have been implemented to provide more research into a solution from that point of view. Also, a deeper look into what extensions could be added to GQRX to provide the reader with a greater understanding of the capabilities of SDR (Software Defined Radio) technology.
Ideally a bench test would have been ideal between the HackRF One and the RTL SDR to see which would be best suited for the field if Chimera had to be implemented but due to the issue with USB 2.0 cable this was not possible.
The 7inch touch screen purchased for the experiment was never intended to work as touchscreen for Chimera however, taking into consideration it has the capability for a Raspberry PI to be mounted on the back and the wireless capabilities of the Raspberry PI it would have been and still could be of benefit experimenting with this further especially if a sim card can be implemented in some way as it would give the user the capability to use Chimera wirelessly and become portable. 


























[bookmark: _Toc131162300]7.0 Conclusion
The purpose of this experiment was the Implementation and analysis of a covert network maintenance and radio reconnaissance device which has been compatible with, however it will not work should the python distribution be updated which at present restricts future updates of the whole system thus allowing for more research into making Ryu SDN compatible the latest technologies.
Blockchain technology has been heavily noted in the literature review however it was never implemented, this was due to the compatibility issues which occurred with Python distribution packages in relation to Ryu SDN it was a concern that if the packages were updated to allow for development of bespoke Python program solutions that the other parts of Chimera would then begin to fail. Blockchain development would require development with the latest distribution packages due to it needing to be fully secure and the fact that it is relatively new technology and is heavily reliant on what the latest distribution packages have to offer.
Although restricted to Python 2.7 distribution package it does not mean that Chimera is not capable of being implemented with bespoke software, but the user will have to keep this mind as it will without a doubt cause issues and restrictions in the future.
In relation to the SDR (Software Defined Radio) the software GQRX can be overwhelming and can take the user a long time to become accustomed to the layout and how it works so it may be better if a more easier to use solution is made which is just developed primarily for the use relating only to the needs of what has been tested within it during this experiment however, this would be a lengthy process on its own thus why an off shelf solution was implemented instead.
Overall, Chimera as an experiment has been over successful due it laying a foundation for future researchers due to all the future research which can be done with it from adding additional hardware, additional software to the software already installed and the implementation of future technologies whilst fixing the compatibility issues with any of the stated.
If possible a PI Zero 2 would have been purchased in place of the original PI Zero OpenFlow switch along with a bigger SD card other than its 32gb Sd card, due PI Zero 2 having more capabilities it would have allowed for more testing and may have taken away the need for the other Raspberry PI 4 to be implemented as a Mininet test bed due to it being possibly installed on the Open Flow switch should be theoretically possible due to Mininet using the same software packages as the PI Zero Open Flow switch.
It is clear that Chimera possesses the capability to be implemented either in a normal network or even a covert dark fiber network which the experiment is primarily aimed at, and it does not matter whether the network be a virtual or a physical network providing the Open Flow protocol is implemented in the network.
Ideally it would have benefited the experiment if a bespoke software could have been implemented on the device to test its capabilities which in this case would have been the researchers own bespoke project Cerberus V2.0 which was a previous degree project. Through implementing a bespoke program, it would have allowed for even deeper research into compatibility with Chimeras main body Raspberry PI as it currently stands with the SDN (Software Defined Network) and SDR (Software Defined Radio) implemented.
As a final closing conclusion, the experiment Chimera has been tested because of the identified a problem in the form of invading forces invading areas, espionage prior to invasion and the disconnection of communications within an invaded area. Invading forces use of unencrypted communications. The experiment has concluded that Chimera can intercept unencrypted radio chatter from the invading forces through remote access which allows access to GQRX software which gives control of the SDR (Software Defined Radio) RTL SDR, save the collected intel of the radio chatter as WAV file and send it back to HQ or the users own workstation/computer, provide remote access for additional software to implemented and maintenance to the device and allow for remote access to use the Ryu SDN (Software Defined Network) to control the flow network traffic using the Open Flow protocol.
The experiment Chimera definitely presents plenty of further revenues regarding future research through all aspects previously stated due to the fact that the technologies used are relatively new technologies with the capabilities not being full know yet when taking into account the possibilities of solutions all three parts of Chimera can be used for in the coming future one of which seemingly seems to be the implementation of blockchain with SDN (Software Defined Network) (83).
It is not recommended that the 7inch display be implemented with chimera due to how small it is and it really does strain the eyes when trying to look at data and code.




















[bookmark: _Toc131162301]8.0 Reflection
Chimera as an experiment has been challenging and rewarding at the same time, it has provided the opportunity to learn skills which would have not usually been possible in a workplace or other safe environment. 
It has shown the importance of testing hardware before implementing said hardware into a project and to verify sources before following their guides and recommendations which caused a large waste of time which could have been spent on the implementation of other technologies rather than trying to fix the compatibility issues.
The experiment has provided the researcher to complement their skillset by allowing for the research of a hardware solution whereas the researchers previous project was development of a software solution thus providing a well-rounded set of experience to prepare the researcher for the next stage in their career whether it be Academic or Industrial.
A foundation has now been prepared for a bespoke device to be developed by combining this experiment Chimera with a previous project Cerberus of which concluded that it best be implemented on a standalone device like Chimera thus now allowing for Chimera to move to development stage and be implemented within an actual home network allowing for further research and development.
The courses that were attended to provide the necessary knowledge to implement this experiment were of great detail and without them this experiment would not have been successful however, the GNS3 academy courses are designed for the students to use pre built VMs (Virtual Machines) with the SDN pre-installed on Ubuntu Operating Systems which could not be implemented on the Raspberry PIs along with outdated installation videos regarding the installation of the SDNs mentioned in the Literature Review which as stated are not compatible with the current modern technologies at the time of writing and implementing this experiment which in return took more research than what was previously planned due to the compatibility issues with chosen hardware and software used.
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File '/usr/\uca\/\xh/nythnn:Anlﬂist-nn\uzes/ryu/ulﬂs.py'. Line 16
PR Angor D Aot peckiat meane)
File -/m/m/mxns,u/wm\n/.
YOI SDOLEATRL g partramn
1<irozen mportiin, boo
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		Chimera Experiment Tests

		Chimera Main System PI (The body)		Testing Type		Expected Output		Does it work?		What is problems?		Problem Fix		Was fix succesful?

		Operating System (OS)		Kali Linux installation		Suucesful installation of Kali linux		Yes		No		N/A		N/A

		SDR file congiguration file installation		HackRF One and RTL SDR file configuration		Succesfull installation (display version of SDR)		Yes		No		N/A		N/A

		SDN Floodlight Installation		 SDN Floodlight install		Succesful SDN Floodlight install		No		Floodlight Sdn not compatible due to Java development kit version 8 being needed		Cant install Java development kit 8 need to use alterbnative SDN solution		No

		Ryu SDN framework Installation		Ryu SDN install		Succesful RYU SDN install		No		Outdated packages evenlite and Maven		Update evenlite and Maven packages		Yes

		Remote Access solution VNC Viewer		VNC Viewer install		Successfuk installation of VNC Viewer		Yes		No		N/A		N/A

		SDR software GQRX installation		GQRX install		GQRX communicates with SDR		Yes		Can only communicate with RTL SDR and not HackRF One		HackRF One USB 2.0 faulty		Yes

		SDR (Software Defined Radio(the tail))

		SDR version showing on main system		Is SDR configured		GQRX and Main System command line verify SDR		Yes		No		N/A		N/A

		GQRX communication interception		Communication interception		Can eavesdrop on communication		Yes		No		N/A		N/A

		Recording saving		Can intercepted communications be recorded and saved		Recording saved WAV files and can be played back		Yes		No		N/A		N/A



		SDN (Software Defined Network(the head))

		PI Zero OpenFlow switch development		Create a physical OpenFlow switch		OpenFlow switch communicated with Ryu SDN		Yes		No		N/A		N/A

		Mininet of Raspberry PI 4 for virtual testing with Ryu SDN		Create Mininet virtual test bed		Virtual test bed communicates with Ryu SDN		No		Ubuntu 22 server line errors		Uninstall Ubuntu Server and replace Rasperry PI OS Lite Bullseye		Yes

		Ryu SDN succesfully works		Ryu SDN communicates with both Pis		Ryu SDN control of data flow		Partially		Ryu SDN worked perfectly with the Openflow switch but only partially with the mininet		Problem is unknown but after updating everything it has caused more problems		No

		File transfer (Main System)

		VNC File transfer of WAV files		WAV files transferred to muser machine		Can download and upload files between Main system PI and users computer		Yes		No		N/A		N/A
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