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Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to do Social Engineering Attacks.

ETHICAL STATEMENT

The tools and technigues you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Social Engineering Tools

Task 1. Use SET to harvest credentials from social websites

Task 2: Use Netcraft Toolbar and PhishTank to detect phishing sites and
protect your network

ICONS Used in this document:

ﬂ Find out the outcome/ Answers/ Solution
[

L% liss
| | Do research and complete the task. Need referencing/ in-text citations.

Shall be included as a part of your coursework.

Recommended Screenshot (with Timestamp) for your Coursework.

v—| Recommended to address this part in your Coursework.
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Lab Topology

Guide to Setup
your Lab

—
Attacker
Machine

‘ Victim Machine

Victim Machine

Victim Machine

= Attacker Machines: Kali Linux, Parrot, Ubuntu (Its your Choice)

= Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux
(CentOS, Debian)

Why to use these tools? These tools are used to scan the networks ﬂ
and identify hosts, ports, and services. It is one of the components ‘.
of intelligence gathering that can be used by attackers to gather L
information and create a profile of their targets
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You need Kali Linux, Windows Client to complete this activity.

Task 1

Let’s get into a scenario:

You are receiving a link from your friend asking to look at his post in LinkedIn
or any social media websites. You click on the link, and it takes you to the official
login page. You enter your credentials and login. It loads and asks for the login
credentials again. No doubts for you, (maybe thinking of some internet/
application issue) and logging in again. It takes into your account. But you could
not see your friend’s post.

Maybe, (General users) think that the link is not working. | the mean time, your
eyes caught another interesting post and started focusing on it.

Your friend sets you a trap by sending the link. It is to harvest your credentials.
Because you did click the link, that was sent to you, your username and
password are now with your friend.

(No worries ahh!!! It’s your friend. Your friend might not harm you)

Your friend might me a victim of an attack. His account might have been
compromised by a Criminal (hacker) who sent you a link in the name of your
friend setting you a trap through the link.

(o)
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You are the target for the attacker. He knows about your friends’ details.
Spoofs your friend’s id/ number and sends an email/text message to you.

The outcome is

“Now your username and password are with some criminal”

Imagine the next day morning. You wake up anddd.....

It is a nice story. But is it possible?

Yes

How?

1. In Kali Linux, Open Social Engineering Toolkit.

Agree to the terms

ial-Engineer Toolkit is a product of Truste

al-Engineer kit is a pro

Visit: http __
visit: https

from the menu: F
rom the menu t from the menu:

Select Social-Engineering Attacks - Website Attack Vectors
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What is Spear-Phishing Attack? What are their vectors? ﬂ

What are the other Social Engineering Attacks found in SEToolkit? Try to
simulate one of the attacks (not listed in the activity) and document the outcome.

LS S 88

Select Credential Harvester Attack Method - Site Cloner - Give your Attacker
machine IP Address as the POST back address. - Give the name of the site to
clone. (in my case it is LinkedIn)

What would you do to target a victim outside your network? By giving this

private IP address of the attacker, will you receive the harvested information if

your target is outside your local network? Document your thoughts with

necessary references, screenshots, and citations. 7]
®

Address with a catchy link name and send to your own email (in this case — for

2. Use any communication medium (Email/ Text/ Whatsapp etc) to embed the IP
demonstration purpose).

What catchy name did you use? Document the steps with adequate

screenshots. ﬂ
e
o

3. Login to your Windows Client machine (in Virtual Lab). Open your
communication medium (Email/ Text/ Whatsapp etc) and click the link.
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(Note: The actions may vary depending on the communication medium you
selected.)

Which webpage opened on clicking the Ilink? Document your
observations on the webpage. (2]
[

0.10.11

ums U Kali NetHunter Exploit-DB

Linked )

(-]
[

w ([ Signin )

Password Show

Forgot password?

4. Give your user credentials and click login.

What happened after clicking login? What is your observation here? [ ? |
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6. Document.
a. Observations on Site Cloner
v = b. Observations on targeting a victim outside your network. (Step 1)

v= c. Simulate and document another Social Engineering Attack using the
Toolkit. (Other than Site Cloner)
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You need Windows Server 2019, to complete this activity.

Task 2

Download Netcraft Toolbar.

7. In Windows Server 2019, Open your installed browser. Download and Install
Netcraft Toolbar for your browser.

. ACICHBE. 1695T0S 12346175 1995120220 @ chrome web store & s

Homa > Extansions > Netaratt Extention

toolbar neteraft X & Q

:
i . Netcraft Extension
! AN (it Wt (Elbmor o S Tk Ofered byt netcraticom

/About 50,200 resuits (0.38 seconds) WA KAk 147 | Productvity | & 500001 men

nitps e neteratt com  foors
Tools | Netcraft Owriew | Pivscyprctiom Reews  Sowport  Releid
Use our what ntcastctuse shle 1 using, which ses are

Ihe most populr, Now rekatie common hosting | OCSE.

Ditps i netcrat com  apps £
Netcraft Protection Apps & Extensions | Netcraft

New phishing attacks surface every day exposing you. your financial Getads. and your
passwords to scams and fraud. The Netcraft apps provide protection that Is
Srowser Mall Reperter App - Help

Ditps:(ww netcraft.com &
Neteraft | Internet Research, Cybercrime Disruption and PCI ...
Beentesting ana irs amazingly Theyre a treat
el provider, 5o this & a drect feed

" | "7
£~ chrome web store . Add "Neteraft Extension™? £ sionin

It can:

Home » Extensions > Netcraft Extensi¢ Read and change all your data on all websites

Add extension ‘ Cancel

Netcraft Extensi

Offered by: https://www.netcraft.com

% % W W I 147 ‘ Productivity | 2 50,000+ users
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Options

b
s when subemitting phish o misake reports.

i
DoEG

e
o Uve OWASP Tup 10 pesject

can be hasted o0 LinwdWindaws wilh Apschels
B

[ &
[ &
[ &
C
<
[ &
[ &
o

The Heterah Caension is dissbled 20 it ol webites,
unpratoctes from maliciaus sty

8. Open your browser and visit websites. Test the website based on the
information provided by the Netcraft Toolbar.

9. Try to visit any website that is identified as a phishing site. Did Netcraft Toolbar
react to that?
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10.Scenario: You receive the following message in your inbox:

TODAY

Hermes-UK: Sorry we missed you yesterday. To reschedule, please visit
https://hermes.check-reschedule-online.com 8:18 am &/

Now, based on the earlier lectures and recent activity, you must be aware of
phishing attacks and have idea about appropriate tools to identify the phishing

sites.
a.

Copy the above link and paste in it the browser where you installed
Netcraft Toolbar. (Note: The links given here are to be used only in
lab environment. DO NOT use in your production environment. The
link is a real phishing link and not a simulated one)

What happened? Did Netcraft respond to this phishing site? Record your
outcome.

»

METCRAFT

Suspected Phishing

Report mistake

Visit anyway
o ¥ f in @

Rate Netcraft

Now, lets use another tool. Search Phish Tank in your browser

Which link did you use to download the tool? Why?
What is the purpose of this tool?

Click on the PhishTank website. Paste the above link in the below input
box and click “Is it a phish?” Button.

P 3
PhlShTal'lk’ Out of the Net, into the Tank.

[EUS Add A Phish  Verify A Phish  Phish Search  Stats FAQ Developers  Mailing Lists My Account

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free AP

Found a phishing site? Get started now — see if it's in the Tank:
[https‘//hermes.check—reschedulernn\ine.:on’i ] Is it a phish?|
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e. What was the outcome?
PhishTank

Home Add APhish Verify APhish PhishSearch Stats FAQ D

Submission #7328621 is currently offine

Submitted : Mar 13th 2022 8:23 AM UTC)

https://hermes.check-reschedule-online.com

Verified: Is a phish
As verified by kiss Romantic Netsafe emidaniel

ISNOT aphish 0%

P e [

Confirm postcode
For full tracking and parcel delivery
options, enter the postcode of your

original delivery address.

Postcade * ’

Please enter a postcode

f.  You could also look at some of the suspected phishing websites. Use
those phishing links in your browser and check the outcomes from
netcraft. Document (D2) your findings and analysis.

Reoent
“vou can help! Skan in o reqlster (free fasts) to verify these suspected phishes.

™ Submitted by
4anz7 werkrom
Za2% ‘sacfrom
2463125 My &
b wertrom
P st
Mdnaz Misha ¢
M3 Hicha #
s izt #
a4 My #
m03 s
pIHH shslima
pIEE abslima
an07 ey
p2t e
a0 hmze
‘2 e wasaste shoban.
New to PhishTank?

‘Subsaibg to the PhisiTank mating fss.
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Record your Reflection:

L

Understanding on all the activities

Understanding about various tools used

New/ Similar tools you identified and used

Compare and Contrast the tutorial tools with your identified tools

Rate yourself: How confident are you to do footprinting and reconnaissance
activity ethically?

Any other Troubleshooting Steps, you need to share?

AR S o

o



