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[bookmark: _Toc225457162]Introduction
This report presents the research and practical work completed for Coursework 1 in the Network Operating Systems and Services module. The task involved designing and implementing a virtualised network for a simulated company, NOSSLONDON2026, operating across Birmingham and London.
The report is structured into three sections. Task 1 covers the key theoretical concepts, including hypervisors, IP addressing, routing, and network services. Task 2 describes the practical implementation, such as virtual machine setup, network configuration, and connectivity testing. Task 3 reflects on the challenges faced and the knowledge gained during the project.
[image: ]All virtual machines were deployed using Oracle VirtualBox 7.2.6 as a Type 2 hypervisor, running Windows Server 2019, Windows 10 Pro, and Debian Linux within a VLSM-based network across two NAT Network segments.

Figure 1: Topology For this Course Work 1

[bookmark: _Toc225457163]Task 1
· Research on Hypervisor
· Hypervisors enable hardware virtualisation by allowing multiple virtual machines to run on a single physical system. They are classified into Type 1 (bare-metal) and Type 2 (hosted) hypervisors. [1]
· Type 1 hypervisors, such as VMware ESXi and Microsoft Hyper-V, run directly on hardware, offering better performance and security, which makes them suitable for enterprise use.
· Type 2 hypervisors, such as Oracle VirtualBox and VMware Workstation, run on top of a host operating system. Although they have some performance overhead, they are easier to use and more suitable for testing and educational environments.
[image: ]
Figure 2: Figure 1 Topology for Coursework 1 & 2
· For the NOSSLONDON2026 network, which includes a Windows Server 2019 Domain Controller (AD DS, DNS, DHCP) and a Debian DHCP Relay server, VirtualBox (Type 2) was chosen as a practical solution for development and testing.[1],[2]
· Although Type 1 hypervisors offer better performance for production environments, VirtualBox is more suitable for this coursework due to its cross-platform support, open-source nature, and low hardware requirements. [2]
· The network connects Birmingham (192.168.100.0/24) and London (192.168.200.0/24) via a point-to-point link (10.0.0.0/30), which can be effectively simulated using VirtualBox to test routing and DHCP relay between sites.[3],[4]
· Research on IP Addressing:
· Internet Protocol (IP) addressing allows devices to be identified and communicate across networks. IPv4 uses 32-bit addresses (e.g., 192.168.100.10) and is still widely used, while IPv6 provides a larger 128-bit address space with improved scalability and security. [5]
· Routers use IP addresses and routing tables to forward data, while switches operate at Layer 2 using MAC addresses, enabling efficient communication across networks.[6][5], [7]
· Subnetting divides networks into smaller segments, improving performance and reducing broadcast traffic. In the NOSSLONDON2026 topology, Birmingham uses 192.168.100.0/24 with Server1 (192.168.100.10) and Client1 (192.168.100.20), while London uses 192.168.200.0/24 with Server1 (192.168.200.20) and client (192.168.200.40).[6], [4]
· A point-to-point subnet (10.0.0.0/30) is used between sites, providing two usable IPs for efficient connectivity. This design applies VLSM, using /24 for LANs and /30 for inter-site links. DHCP simplifies IP assignment, while DHCP Relay extends this across subnets.[3], [5]

[image: ]
Figure 3: Topology for Coursework 01( This Coursework)
	Site
	Subnet
	Device
	IP Address

	Birmingham
	192.168.100.0/24
	Server1(Win Server 2019)
	192.168.100.10

	Birmingham
	192.168.100.0/24
	Client1 (Win 10 Pro)
	192.168.100.20

	London
	192.168.100.0/24
	Server1 (Debian CLI)
	192.168.200.10

	London
	192.168.100.0/24
	Client1 (Debian GUI)
	192.168.200.20

	Inter-site Link
	10.0.0.0/30
	Server1 Interface
	10.0.0.1

	Inter-site Link
	10.0.0.0/30
	Server1 Interface
	10.0.0.2


Table 1: IP Configaration Chart for that topology

· Research on Routing
· Routing enables data to travel between networks by selecting the best path. It can be static or dynamic. Static routing is manually configured, making it simple and predictable, while dynamic protocols such as OSPF and RIP adjust routes automatically but require more resources. [8][4]
· For the NOSSLONDON2026 network, static routing is the most appropriate choice due to its simple two-site design connected by a single link (10.0.0.0/30).[3], [4]
· Each server is configured with routes to the remote subnet: Birmingham sends traffic to 192.168.200.0/24 via 10.0.0.2, and London sends traffic to 192.168.100.0/24 via 10.0.0.1. This ensures reliable communication and supports services such as DHCP Relay across networks.[6] [4]
· Research on Network Services
· Modern enterprise networks rely on core services such as DHCP, Active Directory (AD DS), and DNS to manage users, devices, and communication [8], [4]
· o The Windows Server (B-DC – 192.168.100.10) in the NOSSLONDON2026 configuration offers Domain Controller, DNS, and DHCP services, allowing for centralized administration and automatic IP allocation.[8]
· o The Debian server serves as a DHCP relay, ensuring cross-subnet IP assignment by sending requests from the London network to Birmingham.[3], [5]
· Client machines, such as Client1, join the domain, authenticate through Active Directory, and receive network settings via DHCP, reflecting a typical enterprise setup.[8], [4]

[bookmark: _Toc225457164]Task 2
[bookmark: _Toc225457165]
2.1 Hypervisor Justification
For this coursework, Oracle VirtualBox 7.2.6 was chosen as the Type 2 hypervisor to set up the NOSSLONDON2026 virtual network environment. This choice was made based on practical use, research, and how well the tool fits the academic requirements, while also allowing future expansion for Coursework 2.[1], [2]
[bookmark: _Toc225457166]2.1.1 Evidence-Based Justification
1. Cross-Platform Compatibility: VirtualBox works on different operating systems such as Windows, macOS, and Linux. This makes it easier to build and test the network regardless of the system being used, which is useful in a learning environment.[2], [1]
2. Cost Efficiency: VirtualBox is free and open-source (GPLv2), meaning there are no licensing costs involved. Compared to paid options like VMware Workstation Pro, this makes it more suitable for students and academic projects with limited budgets. [1]
3. NAT Network Feature: VirtualBox includes a NAT Network option that allows virtual machines to communicate within an isolated network while still having access to the internet if needed. This is important for simulating separate locations such as Birmingham (192.168.100.0/24) and London (192.168.200.0/24). [1], [3]
4. Snapshot and Clone Features: The snapshot function allows saving the current state of a virtual machine before making changes. This is especially useful for Coursework 2, where services like DHCP, DNS, IIS, and RDS will be configured, as it allows recovery if something goes wrong. [1], [2]
5. Guest Additions Support: VirtualBox Guest Additions improve performance and usability by enabling better drivers, shared folders, and smoother mouse control. This helps when working with multiple virtual machines at the same time. [1]
6. Hardware Virtualization: VirtualBox supports Intel VT-x and AMD-V technologies, allowing better performance that is close to real hardware. This benefits systems like Windows Server 2019 and Debian running inside the virtual environment. [2], [9]
[bookmark: _Toc225457167]2.1.2 Comparison with Alternatives:
	Feature
	VirtualBox
	VMware WS
	Hyper-V

	Cost
	Free Free (GPLv2)
	£199+ License
	Windows Pro+

	Host OS
	Win/Mac/Linux
	Win/Linux
	Windows Only

	NAT Networks
	Yes (Built-in)
	Yes 
	Internal Switch

	Snapshots
	Unlimited
	Unlimited
	Checkpoints



Table 2: : Hypervisor Comparison.
[bookmark: _Toc225457168]2.1.3 Future Scalability (Coursework2)
VirtualBox is capable of supporting the additional services required for Coursework 2, such as DHCP server configuration on B-DC, DNS management, IIS web server setup, and Remote Desktop Services. The use of a NAT Network will also allow the implementation of DHCP Relay between different network segments, helping to demonstrate communication across subnets.[3. 3. 5]
[bookmark: _Toc225457169]2.2. Download and Setup:
[bookmark: _Toc225457170]2.2.1 Evidence of Download and installation. 
[bookmark: _Toc225457171]2.2.1.1 Download and Install VirtualBox Open browser to:
 https://www.virtualbox.org/wiki/Downloads 
Download and Install VirtualBox
[image: ]
Figure 4
VirtualBox was used to create and manage virtual machines for both Windows and Linux systems. It was downloaded from the official website and installed using the default setup options, including USB and networking features.[1]
After installation, VirtualBox 7.2.6 was launched successfully, and the version details confirmed that the setup was completed correctly, as shown in the screenshot above. [1]
[bookmark: _Toc225457173]2.2.1.2 Download Windows Server 2019
Open browser to https://www.microsoft.com/en-us/evalcenter/download-windows-server-2019
Download Windows ISO Downloads(64bit-edition)
[image: ]
Figure 5 Windows 2019 Server Download Page
[bookmark: _Toc225457174]2.2.1.3 Download Windows 10 
Open browser to Download Windows 10
Download Windows ISO Downloads(64bit-edition)
[image: ]
Figure 6  Windows10 Download page
[bookmark: _Toc225457175]2.2.1.4 Download Debian Linux 
Open browser to https://www.debian.org/download 
Download Debian 13.3.0 ISO (amd64bit-netinst)
[image: ]
Figure 7 Debian Server & Client Download page
[bookmark: _Toc225457176]2.2.1.5 Creation of Virtual machine
Windows Virtual Machines (Birmingham Site):
[image: ]
Figure 8 VirtualBox Manager showing Windows VMs created: Server1 (Windows Server 2019)
[image: ]
Figure 9: VirtualBox Manager showing Windows VMs created: Clien1 (Windows 10)
VirtualBox Manager showing Windows VMs created:
[image: ]
Figure 10: VirtualBox Manager showing both Debian VMs created: DebianServer (Debian Server CLI) and DebianClient-1 (Debian Client GUI)
Each virtual machine was created using the VirtualBox New VM wizard, following the required naming convention. The OS type and version were selected according to the system (Windows Server 2019, Windows 10, or Debian).[1]
Servers were allocated 2048 MB of RAM, while clients received 1024 MB. Each VM used a dynamically allocated VDI disk with at least 20 GB. The ISO file was then attached via Settings > Storage before the first boot.[1], [2]

[bookmark: _Toc225457177]2.2.1.6 Operating System Installation Evidence 
Desktop screenshots confirming successful OS installation:
[image: ]
Figure 11: DebianServer Desktop - Windows Server 2019 logged in showing Server Manager
[image: ]
Figure 12: DebianClient-1 Desktop - Windows 10 Pro logged in showing desktop
[image: ]
Figure 13: DebianClient-1 page read to login - Debian
[image: ]
Figure 14: DebianServer page read to login - Debian
Each operating system was installed by booting the virtual machine from the attached ISO image. For Windows Server 2019, the Standard Evaluation (Desktop Experience) edition was selected in order to have access to a full graphical interface. The installation process included selecting the unallocated virtual disk, creating a user account, and completing the initial system configuration (OOBE).[2], [1]
For Windows 10, a similar installation process was followed, using a local account setup. For the Debian virtual machines, the graphical installer was used. The DebianServer machine was configured without a desktop environment, resulting in a command-line (CLI) server, while : DebianClient-1 was installed with the GNOME desktop environment.
In all cases, the appearance of the desktop or login screen, as shown in the screenshots above, confirms that the operating systems were installed successfully.
[bookmark: _Toc225457178]2.2.2 Netwrok Deployment 
[bookmark: _Toc225457179]2.2.2.1 Nat Network Configuration in Virtualmachine:
[image: ]
Figure 15: VirtualBox: File > Tools > Network Manager showing BirminghamNAT -Windows (192.168.100.0/24)
[image: ]
Figure 16:  VirtualBox: Network Manager showing LondonNAT -Linux (192.168.200.0/24)
Two NAT Networks were created in VirtualBox: BirminghamNAT-Windows (192.168.100.0/24) and LondonNAT-Linux (192.168.200.0/24), representing each site.
DHCP was disabled to allow manual IP configuration, ensuring full control and consistency. The screenshots confirm both networks were set up correctly.[3], [4]
[bookmark: _Toc225457180]2.2.2.2 Windows VMs Connected to NATNetworkBirmingham-Windows:
[image: ]
Figure 17:  Server1 VM Settings > Network > Adapter 1 attached to NAT Network: BirminghamNAT-Windows
[image: ]
Figure 18: Client1 VM Settings > Network > Adapter Client1 attached to NAT Network: BirminghamNAT-Windows
Each VM was connected to the correct NAT Network by changing Adapter 1 from NAT to NAT Network in the Network settings.
Server1 and Client1 were assigned to BirminghamNAT-Windows (192.168.100.0/24). The screenshots confirm the configuration was applied correctly.[1], [3]


[bookmark: _Toc225457181]2.2.2.3 Linux VMs Connected to NATNetworkLondon-Linux: 
[image: ]
Figure 19: DebianClient1 VM Settings > Network > Adapter 1 attached to NAT Network: NATNetworkLondon-Linux
[image: ]
Figure 20: DebianServer1 VM Settings > Network > Adapter 1 attached to NAT Network: NATNetworkLondon-Linux
Using the same process, Server1 and Client1 were connected to NATNetworkLondon-Linux (192.168.200.0/24).
This separation is intentional, as no routing is configured, so Birmingham and London cannot communicate. The screenshots confirm the configuration was applied correctly.[3], [4]


[bookmark: _Toc225457182]2.3. Configure IP Addressing 
IP Configuration Evidence for Birmingham (Windows Server & client): 
[image: ]
Figure 21: Windows 2019 Server (Server1) - Birmingham IP Configaration:
[image: ]
Figure 22: Windows 10 (Client1) - Birmingham IP Configaration
Static IP addresses were configured on the Windows VMs via the Network and Sharing Centre.
Server1 was set to 192.168.100.10, and Client1 to 192.168.100.20, both using subnet mask 255.255.255.0 and gateway 192.168.100.1.
The ipconfig /all output in the screenshots confirms the configurations were applied correctly.

IP Configuration Evidence for London (Linux Server & Client):
[image: ]
Figure 23: Debian Client  (DebianClient1) - London IP Configaration
[image: ]
Figure 24:  Debian Server (Server1) - London IP Configaration
Static IPs were configured on Debian VMs using CLI and GUI methods.
On Server1 (CLI), /etc/network/interfaces was edited to set IP 192.168.200.30 with subnet 255.255.255.0 and gateway 192.168.200.1, then the network service was restarted.
On Client1 (GUI), GNOME Network Manager was used to set IP 192.168.200.40 with the same subnet and gateway.
The ip addr show output and screenshots confirm the configurations were applied correctly.
[bookmark: _Toc225457183]2.3.2. The above topology gives network address for the networks:
[image: ]
Figure 25: Network IP address from BirminghamNAT-Windows for windows
[image: ]
Figure 26: Network IP address from NAT NetworkLondon-Linux for Linux
[bookmark: _Toc225457184]2.4. Test and Troubleshoot
[bookmark: _Toc225457185]2.4.1. Perform Connectivity tests 
· Outcome
The screenshots confirm successful connectivity within the Birmingham network. Server1 (192.168.100.10) and Client1 (192.168.100.20) were able to ping each other, verifying correct network connection and IP configuration on NATNetworkBirmingham-Windows.
Connectivity within the Windows network was successful. Ping 192.168.100.10 and Ping 192.168.100.20 (two screenshots)

[image: ]
Figure 27: Client1 (192.168.100.20) pinging BirmServer01 (192.168.100.10) – replies received successfully, confirming two
[image: ]
Figure 28: Server1 (192.168.100.20) pinging BirmClient01 (192.168.100.10)- 4 packets sent and received, 0% packet loss,
Successful connectivity within the London (Linux) network: 
[image: ]
Figure 29@ Server1 (192.168.200.20) successfully pinging Client1 (192.168.200.10). All transmitted packets were received with 0% packet loss, confirming reliable communication between both virtual machines within the same London network
· Outcome 2:
The screenshots confirm no connectivity between the Birmingham and London networks, as expected. Since no routing is configured, communication is not possible at this stage.
Ping tests verify that both networks operate as separate and isolated segments.
[image: ]
Figure 30: Server1 (Birmingham) attempting to ping LondServer01 (London): Run 'ping 192.168.200.30' – It show 'Request
[image: ]
Figure 31: Server1 (London) attempting to ping Server01 (Birmingham): When run 'ping -c 4 192.168.100.10' – It show
· Analysis of Connectivity Results
Successful intra-site pings confirm correct NAT Network operation and IP configuration. Failed cross-site pings show intentional network isolation between 192.168.100.0/24 and 192.168.200.0/24, with no routing configured.
In Coursework 2, routing will be added to enable inter-site communication and support DHCP Relay.
[bookmark: _Toc225457186]Task 3
[bookmark: _Toc225457187]3.1 Reflect on the following
[bookmark: _Toc225457188]3.1.1 Technical Reflection – Network Deployment and Testing
Deploying the NOSSLONDON2026 network across four VMs presented several challenges that required structured troubleshooting. This section outlines the main issues and their solutions.Challenge 1: NAT vs NAT Network Solution. [6], [4]
Initially, all VMs were set to NAT mode, which prevented communication between them. This is because NAT isolates each VM, while NAT Network allows shared connectivity within the same network.[1], [3]
To fix this, two NAT Networks were created and VMs were reassigned. After this, intra-site communication worked correctly, highlighting the importance of understanding virtual networking.[1]
· Challenge 2: Static IP Configuration on Debian
On Server1, the IP was first set using ip addr add, but it did not persist after reboot.
This was fixed by editing /etc/network/interfaces to configure a static IP, which remained after restarting the network service. This highlights the difference between temporary and permanent configurations in Linux. [10], [5]
· Challenge 3: Windows Firewall Blocking Ping Requests
While testing Server1 (192.168.100.10) and Client1 (192.168.100.20), ping initially failed despite correct configuration.
This was due to Windows Firewall blocking ICMP by default. After enabling the ICMPv4 Echo Request rule, connectivity was restored. This reflects real-world firewall impact on networks. [8], [5]
· Challenge 4: Cross-Site Connectivity (Expected Behaviour)
Cross-site pings between Birmingham and London failed as expected, since no routing was configured. The “Network is unreachable” message confirmed proper network isolation, a common practice for security and traffic control. [6]
· Summary
Issues were resolved using a structured approach, checking adapter settings, IP configuration, routing, and firewall rules. Tools such as ipconfig /all and ip addr show confirmed configurations. This reflects real-world troubleshooting practices.[5]
[bookmark: _Toc225457189]3.1.2 Personal Reflection
Before this coursework, my understanding of networking was mainly theoretical. Applying it in practice highlighted the gap between theory and real implementation, helping to build practical skills.[6]
A key lesson was interpreting error messages correctly. For example, “Network is unreachable” was initially seen as an error, but it actually confirmed that no routing was configured. This improved my troubleshooting approach.[5]
I also learned the difference between NAT and NAT Network—where NAT isolates VMs and NAT Network enables communication. Working with both Windows and Linux showed how the same tasks require different methods, reinforcing the need for adaptability.[1]
Overall, this project provided valuable hands-on experience and a strong foundation for Coursework 2, including services such as DHCP, DNS, and routing.[4].
[bookmark: _Toc225457190]
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