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[bookmark: _Toc57714471]Introduction
This report outlines the IT Security recommendations for a Bring Your Own Technology (BYOT) framework for the CoffeeCapulus company. 
[bookmark: _Toc57714472]Information Security Principles
Whilst increased functionality is important security must not be overlooked. The main goals of security are to maintain the confidentiality, integrity and availability of information, systems and networks, this is known as the CIA Triad.
[bookmark: _Toc57714473]CIA Triad
· Confidentiality - ensuring information and systems are only available to authorised users.
· Integrity - ensuring the data has not been changed or modified without authorisation.
· [image: ]Availability - ensuring that information and systems can be used for authorised purposes by authorised users whenever and however needed.   				Fig 1: CIA Triad

Every security control put in place to secure the data and network relates to confidentiality, integrity and/or availability.
[bookmark: _Toc57714474]Privacy
As CoffeeCapulus deals with financial and customer data privacy laws and industry standards must be adhered to. These include but are not limited to:
· GPDR (General Data Protection Regulation) [1]
· Article 5(1)(f) states that personal data must be:
· “processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.”

· PCI DSS for credit card payments [2]
· Data Protection Act 1998 [3], the 7th principle states that:
“appropriate technical and organisational measures shall be taken against accidental loss or destruction of, or damage to, personal data.”
1.1 [bookmark: _Toc57714475]Information Security Management System
An overall information security management system uses risk management to establish, implement, operate, monitor, review, maintain and improve information security. 
The ISO/IEC 27000 is a group of internationally recognised standards which provides best practice for information security management. 
This report is based on the ISO/IEC27001 (2013) Information Security Management System requirements and the ISO/IEC 27002 security controls.

[bookmark: _Toc57714476]Bring Your Own Technology (BYOT)
The CoffeeCapulus company is under pressure to allow staff and customers use personal devices to access the company’s network and/or resources. Confidentiality, integrity and availability of company and client data must be maintained. This report considers the advantages and disadvantages of this scheme and outlines considerations for a BYOT security policy.

[bookmark: _Toc57714477]What is BYOT
Bring Your Own Technology (BYOT) in an initiative undertaken by many organisations to secure the use of personal devices on a corporate network.
With BYOT the user owns the device and is responsible to maintain and support it. These means the company has significantly less control over the device that will corporate owed devices. Security of the data is the main concern and the following must be considered and planned for:
· the type of data held
· where the data is stored
· how it will the data be transferred
· potential for data leakage
· blurring of personal and business use
· the device’s security
· what to do if the user leaves the company
· what to do if the device is lost, stolen or fails. 

[bookmark: _Toc57714478]Advantages and Disadvantages
	Advantages
	Disadvantages

	Lower asset acquisition costs for the organisation
	Cost for the employee

	Users are familiar with the technology
	Device disparity e.g. Vendor, Operating System, features etc

	Flexibility
	Security concerns

	Increased Productivity
	Lack of privacy for users

	Improved employee engagement
	Software difficulties

	
	Data retrieval issues

	
	Legal issues


Table 1: Advantages and Disadvantages of BYOT

[bookmark: _Toc57714479]Security considerations
CoffeeCapulus should consider the following:
1. Introduce a Zero Trust security model. This ensures only authenticated users can access the network and resources
2. Enable Multifactor authentication (MFA)
3. Enable Role-based access control (RBAC)
4. Run regular security awareness training
5. Introduce a BYOT policy and update the Acceptable Use Policy
6. Ensure there is a process in place to remote-wipe corporate data from staff devices when an employee leaves the company or if the device is lost or stolen.

[image: ]
Fig 2: Security considerations [4]

[bookmark: _Toc57714480]Computer Security
1.2 [bookmark: _Toc57714481]Vulnerabilities
A vulnerability is an absence or weakness of countermeasure. Vulnerabilities occur in software, hardware or personnel.
Once a vulnerability has been identified it is given a CVE (Common vulnerability and exposures) number and published CVE - Common Vulnerabilities and Exposures (CVE) (mitre.org)
It is crucial for IT Security team to be aware of new vulnerabilities and sign up for the latest patches. A clear and consistent patch policy is required.
1.3 [bookmark: _Toc57714482]Threats
A threat occurs when a vulnerability is identified or exploited by a threat agent. 
[image: ]
Fig 3: Sources of IT Security Threats
[bookmark: _Toc57714483]Threat actors
[image: ]
Fig 3: Top 5 threat actors 2020 Sources of threats:
[bookmark: _Toc57714484]Threat actor motivations
[image: ]
Fig 4: Threat actor identities and motivations [5]
1.4 [bookmark: _Toc57714485]Main cyber security trends for 2020
[image: ]Fig 5: 2019 cyber-attacks per region [6]	
1.5 [bookmark: _Toc57714486]Mobile Attacks
75% of mobile applications would fail basic security tests [7] so it is not surprising that within the last 4 years mobile attacks have increased by 1400% [8]. Whilst campaigns are becoming more sophisticated social engineering and watering hole techniques continue to be a threat vector. The best countermeasure is user training and a security awareness program.
1.6 [bookmark: _Toc57714487]Data Breaches
Studies have shown that most data breaches go undiscovered for over 200 days [9]. 
The average total cost of a data breach is £ 2,899,246.00 [10].
With the attacks on mobile devices topping the board globally [6] one of the biggest concerns for CoffeeCapulus is a possible data breach. 
Between 2004-2020 (to date) over 10 million records have been leaked [11].

[image: ]
Fig 6: Size of data breaches between 2004 to November 2020 [11].
So far in 2020 there have been 273% more data breaches than in 2019 [12].
1.7 [bookmark: _Toc57714488]General threats, vulnerabilities and countermeasures
Please see annex A for table of potential threats, vulnerabilities and possible countermeasures for CoffeeCapulus (please note list is not exhaustive).
1.8 [bookmark: _Toc57714489]Risk
Everything we do with cyber security boils down to risk.
Risk is the likelihood that a threat actor will exploit a vulnerability and its impact [13].
Risk can be determined as the product of threat, vulnerability and the value of the asset:
[image: See the source image]Risk = Asset x Threat x Vulnerability
Fig 7: 2020 Risk Map [14] 
The current top 10 security risks [9] include:
	Risk
	Further information

	Injection 


	Code injection happens when an attacker sends invalid data to the web application to try to make it do something it was not designed to.


	Broken Authentication 


	Issues within the applications authentication process can allow an attack to gain control.


	Sensitive Data Exposure
	

	XML External Entities (XXE) 


	Attack occurs when an input is processed by a weakly configured XML parser.


	Broken Access Control


	Allows an attacker to access unauthorised functionality, data, view sensitive files or change access rights.


	Security Misconfiguration  


	Can occur with any device on the network. For example, default accounts and passwords are not changed. Unneeded applications are not disabled. Sharing permissions are not changed from default.


	Cross-Site Scripting (XSS) 


	Occurs when an attacker injects malicious scripts into a website

	Insecure Deserialization 


	Deserialization takes data from a file and builds it into an object. Insecure deserialization risks untrusted or unknown data being used to create the object instead.


	Using components with known vulnerabilities 

	This includes unsupported and out of date software.

	Insufficient logging and monitoring


	Can allow an attacker to maintain persistence, move across the network and effect the CIA of data.


Table 3: OWASP top 10 security risks 2020 [9]

[bookmark: _Toc57714490]Top 5 BYOT Specific Risks

	
	Risk
	Countermeasure

	1
	Lost or stolen devices
	Introduce Mobile Device Management (MDM) Solution with the ability to lock or wipe device.

Enable multifactor authentication (MFA)

	2
	Unsecure networks
	Use company VPN 

Create unique security profiles for each end user


	3
	Malicious Apps
	Use an MDM solution that supports customise app controls.

Ban devices which have been rooted or jailbreak


	4
	Unsecure data transfer
	Implement encryption policy

Use an MDM solution that allows user and company resources to be kept separate using containers.


	5
	Lack of BYOD security policy
	Create BYOD security policy which clearly outlines the user’s and company’s rights and responsibilities



Table 4: Top 5 BYOT risks
1.9 [bookmark: _Toc57714491]Risk Management
With all the will in the world is it not possible to put controls in place for every possible risk, therefore it is vital to carry out a risk assessment based on the organisations risk appetite.

[bookmark: _Toc57714492]Risk assessments
Risk assessment are a tool used in risk management to identify vulnerabilities and threats, assess the impact and determine what controls to implement [15].
[image: ]
Fig 7: The ISO/IEC 27005:2018 Information Security Risk Management process [16]
The risk assessment helps CofeeCapulus make an informed decision to implement one of more of the following risk management strategies and put in place appropriate security controls.
	Risk acceptance
	A method for handling risk that involves understanding and accepting the level of risk as well as the potential cost of damages


	Risk avoidance
	A method of handling risk that involves stopping the activity that causes the risk or choosing an alternative with is less risky


	Risk mitigation
	A method of handling risk that involves defining the acceptable risk level the organisation can tolerate and reducing the risk to that level.


	Risk transference
	A method of handling risk that involves passing the risk onto a third party


	Table 5: Risk management strategies


[bookmark: _Toc57714493]Security Controls
A security control is a measure or mitigation put in place to reduce the risk of something bad happening or to improve the security of a system or process.
There following table explains the different types of security controls:
	Control
	Examples

	Administrative controls
	Policies, procedures, processes etc.

	Technical controls
	Firewalls, encryption technologies, access control lists etc.

	Physical Controls
	Gates, guards, mantraps, locks etc.


Table 6: Types of security controls
1.10 [bookmark: _Toc57714494]Control Functions
There are 6 separate control functions:
	Control function
	Examples
	Control type(s)

	Deterrent
	Fences, guards, CCTV, system warning banners
	Physical, technical

	Preventative
	Firewall rules, Intrusion Prevention System (IPS), file permissions
	Technical

	Corrective
	Network traffic shunting, personal suspension
	Technical, administrative

	Detective
	Intrusion Detection System (IDS), audit logs, alarms, video
	Technical, physical

	Compensating
	Extra guards
	Physical

	Recovery
	Date backups, hot/cold recovery sites
	Technical, physical


Table 7: Control functions and examples

[bookmark: _Toc57714495]Network Security
1.11 [bookmark: _Toc57714496]Securing Network Access
CoffeeCapulus uses the following controls:
· Anti-malware tools
· Data Execution Prevention (DEP)
· Application whitelisting
· Firewalls
· Intrusion Detection System (IDS)
1.12 [bookmark: _Toc57714497]Organising networks
To improve security CoffeeCapulus should consider the following:
· Clear topology and network segregation.
· Use well configures switches either physically segment hosts onto different LANS or preferably segment logically onto virtual LANS (VLANs).
· Routers to connect and separate LANS
· Use load balancers to share workload/network traffic between network devices (routers, firewalls or hosts).
· Use Network Access Control (NAC) 
· Network firewalls using up-to-date Access Control Lists (ACL) to filter IP traffic into or out of the network.
· Use DMZ (Demilitarised Zone) to connect the internal network to the internet.
· Configure NAT (Network Address Translation) to hide internal IP address.
A diagram to show a potential network design is provided in Annex C.
1.13 [bookmark: _Toc57714498]Securing the network
[bookmark: _Toc57714499]Firewalls
A firewall is a device that restricts and filters traffic between two networks. There are many types of firewall including:
· Static Packet-Filtering Firewalls
· Proxy/Application Layer Firewalls
· Dynamic/Stateful Packet-Filtering Firewalls
CoffeeCapulus uses a packet filtering firewall. 
[image: ]
Fig 8: Packet filtering firewall [17]
The CoffeeCapulus Cisco firewall is deployed on the router at the edge of the internal network to connect to the internet as per best practice. 
These firewalls can only operate on level 3, the network layer, of the OSI Model: [image: ]
Figure 9: The OSI Model [18]
Packet Filtering Firewalls use rules defined within Access Control Lists. Traffic not meeting these rules are dropped.
Advantages and disadvantages of these types of firewalls are listed below:
	Advantages
	Disadvantages

	Low cost 
	Cannot support complex rule-based models as they only operate at the network layer.

	Low resource requirement
	Port is either open or closed

	Suitable for small networks
	Can be vulnerable to IP spoofing


Table 8: Packet filtering firewall advantages vs disadvantages
It is the responsibility of the CoffeeCapulus IT Security team to check the firewall configuration following any changes to the rule base.
[bookmark: _Toc57714500]Best Practice
Cisco recommends the following best practices [19]:
· Position firewalls at key boundaries
· Do not just rely on a firewall for security
· Create rules to deny all traffic by default and only allow services that are needed
· Access to the physical firewall boxes must be strictly controlled
· Monitor firewall logs
· Use a good change management process.
1.14 [bookmark: _Toc57714501]Servers
Main considerations for securing servers includes:
· Protect the server’s physical security
· Limit access with permissions and privileges, use the least privilege method
· Use a strong password
· Encrypt drives, consider using servers with a Trusted Platform Module (TPM)
· Restrict remote access
· Only use verified software
· Use firewalls
· Use separate environments
· Conduct regular audits
· Use a proxy server to improve security, confidentiality and
[bookmark: _Toc57714502]DDOS protection
A major risk for the CoffeeCapulus web server is a distributed denial of service (DDOS) attack.
[image: ]
Fig 10: DDOS attack [20]
There are several possible solutions to protect against a DDOS attack:
· F5 
· Cloudflare
· AWS Shield
To calculate the estimated cost of a DDoS attack please use the calculators provided below:
Calculate the Cost of DDoS Attacks by Akamai
DDoS Attack Cost-Calculator by Neustar
[bookmark: _Toc57714503]Virtual Private Networks (VPNs)
A VPN creates a secure encrypted tunnel over the internet [21].
Some of the encryption technologies used are Data Encryption Standard (DES), Triple DES (3DES) and Advanced Encryption Standard (AES). [19]
CofeeCapulus uses VPN technology for remote workers, this could be extended to include physical security controls, as shown in the diagram below, to improve CoffeeCapulus’ security posture.
[image: ]
Fig 11: Example of connecting physical security controls to a VPN

[bookmark: _Toc57714504]IPSec VPN vs SSL/TLS VPN
The below table compares the two types of VPN. CoffeeCapulus currently uses IPSec VPN but consideration should be given to the SSL/TLS option as this provides better security.
	IPSec VPN
	SSL/TLS VPN

	Uses IPSec protocol to make the VPN tunnels
	Uses SSL traffic over port 443 to make VPN tunnels

	Operates at the network layer of the OSI model
	More secure that IPSec VPN 

	Needs VPN client software
	Provides client less access


Table 9: IPSec VPN vs SSL/TLSVPN [22]
[bookmark: _Toc57714505]Physical Security
Physical controls combine physical and technical controls to provide another layer of defence. Physical security helps protect against theft, protects data, systems, networks and CoffeeCapulus’ most valuable asset, its users.
Physical controls have both security and safety considerations.
1.15 [bookmark: _Toc57714506]Perimeter and safety controls
CoffeeCapulus uses the following controls:
· Fencing and barricades
· Signs and lighting
· Locks and access control lists
· Guards and CCTV
· Mantraps
· Protective cabling
· Alarms and Intrusion Detection Systems
Subject to requirements and cost the following access controls are available:
· Biometrics
· Proximity readers
1.16 [bookmark: _Toc57714507]Environmental security
CoffeeCapulus uses the following environmental controls:
· Fire suppression systems
· HVAC
· Monitoring
A risk assessment is needed to establish if Electromagnetic interference (EMI) and radiofrequency (RFI) shielding is required.

[bookmark: _Toc57714508]Information security
Protecting customer and proprietary data is vital to CoffeeCapulus but before we can protect anything, we need to understand what we have, for this data organisation and classification is key. The NIST Federal Information Processing Standards (FIPS) Publication 199, Standards for Security Categorisation of Federal Information and Information systems provides an excellent framework for IT data classification. 
1.17 [bookmark: _Toc57714509]Data Sensitivity
CoffeeCapulus uses the following 4 levels (or labels) for data sensitivity:
1. Confidential
2. Private
3. Proprietary
4. Public
1.18 [bookmark: _Toc57714510]Personally Identifiable Information (PII)
NIST SP800-122, “Guide to Protecting the Confidentiality of Personally Identifiable Information PII” [23] provides a good starting point with many examples.
Different laws and standards have slightly different definitions of what is PII. For example, PCI-DSS standard considers the following PII:
· Account number
· Cardholder name
· Expiry date
· CVC number
[bookmark: _Toc57714511]Regulatory or legal requirements
The main acts to consider in the UK are:
· GDPR
· Human Rights Act 
· Financial Services Act
· Markets in Financial Instruments Directive
· Freedom of Information Act
1.19 [bookmark: _Toc57714512]Date encryption
Encryption is a reversable process which ensures the confidentiality of data.
	States of data
	Examples

	Data-at-rest
	Data in storage

	Data-in-transit
	Data being sent or received from a user or host

	Data-in-process
	Data currently being used by the CPU


Table 12: The three states of data
[bookmark: _Toc57714513]Public and Private Cryptography
There are two methods of encrypting data, public-key (or Asymmetric) and private-key (or Symmetric).
Symmetric cryptography uses a single key to both encrypt and decrypt data.
Asymmetric cryptography needs two mathematically related keys. One key encrypts and the other key decrypts the data.
Please see Annex B for the advantages and disadvantages for both types of encryption.

[bookmark: _Toc57714514]Hashing
Hashing does not encrypt text; it creates a unique non-reversable representation called a hash or message digest. CoffeeCapulus uses hashing to ensure integrity of intellectual information.
1.20 [bookmark: _Toc57714515]Circumstances where encryption is appropriate
When considering cryptographic use [24] it is important to consider the classification of information (in-rest, in-transit and in use).
Data of high importance or a high classification should be encrypted with a stronger level of encryption.
Passwords must be stored and transmitted in an encrypted format.
Emails but be configured to use TLS 1.2.
[bookmark: _Toc57714516]Digital Signatures and Certificates
Secure websites use digital signatures and certificates.
Every connection to the CoffeeCapulus website needs a key exchange and to verify the identity of the website using a digital certificate.
New digital certificates must use SHA-2. Any certificates currently using SHA-1 must be updated to SHA-2 as soon as possible.
CoffeeCapulus certificates are issued by an independent Certificate Authority.
[bookmark: _Toc57714517]Cryptographic key management
CoffeeCapulus cryptographic key material must be managed in line with HMG Information Security Standard Number Four [25].
Cloud providers must not have access to cryptographic keys for cloud-based systems, these must be stored in-house.

[bookmark: _Toc57714518]Mobile Device Management (MDM)
When considering introducing a BYOT policy an appropriate MDM is a vital tool. It is important to choose a product that supports:
· Ability to encrypt the hard drive and RAM
· Uses a PIN to access the device
· Locks the device when a specified number of incorrect PINS are entered
· Ability to separate user and company data
· Ability to remote wipe company data if the device is lost, stolen or the employee leaves the company.
1.21 [bookmark: _Toc57714519]Advantages and Disadvantages of using MDM software
Like any security control it is important to remember that MDM is not a complete solution. Therefore, it is important to understand any drawbacks and put compensating controls in place.
	Advantages
	Disadvantages

	Allows companies control and secure access to mobile devices 
	Has network and administrative requirements 

	Allows mobile devices on the corporate network
	Can be expensive

	Provides identity and access management
	Needs training to administer the tool

	Delivers email, calendar and contacts to mobile devices
	Can’t always prevent data leakage 

	Securely manages data on mobile devices
	Some MDM solutions cannot protect data well enough in some VPN implementations

	Works with VPN and Remote Access
	Security patching difficulties due to different OS’s

	Provide mobile application management
	

	Provide application sandboxing
	

	Provide device monitoring
	

	Allows remote device wiping and locking
	


Table 13: Advantages and disadvantages of MDM solution
Compensating controls may include:
· Users use a secured VPN or Wi-Fi connection
· Supply a corporately managed data storage solution
· Create a security policy
· Provide appropriate training and awareness



1.22 [bookmark: _Toc57714520]MDM comparison

















	Vendors
	Deployment
	Management
	Devices supported

	
	
	Data
	Deployment
	Inventory
	Software
	

	Miradore
	Installed
Mobile
Cloud
	ü
	ü
	ü
	ü
	Apple
Android
Windows

	HexNodeMDM
	Installed
Mobile
Cloud
	ü
	ü
	ü
	ü
	Apple
Android
Windows

	Jamf Pro
	Installed
Mobile 
Cloud
	ü
	ü
	ü
	ü
	Apple

	Jamf Now
	Cloud


	ü
	ü
	ü
	ü
	Apple 



Table 14: MDM comparison

[bookmark: _Toc57714521]Miradore vs HexNodeMDM
From the comparison of the top MDM rated solutions for 2020 (above) Miradore and HexNode MDM are the top contenders and a granular comparison is provided below:





 

	
	HexNodeMDM
	Miradore

	Starting price
	Not provided by vendor
	$2.00/month (£1.50/month)

	Best for
	Any organisation
	Small and medium size businesses but offers scalability

	Number of Users
	10-1000+
	1-1000+

	Additional Product Features
	Automatic User/Device Recognition
	Automatic User/Device Recognition

	
	Endpoint Management
	Endpoint Management

	
	Wireless Network Support
	Wireless Network Support

	
	Synchronisation scheduling
	

	Support
	Business Hours
	Business Hours

	
	Online
	Online

	
	24/7 (Live Rep)
	

	Training
	Webinars
	Webinars

	
	Documentation
	Documentation

	
	In Person
	

	
	Live Online
	


Table 15: HexNodeMDM vs Miradore

 
[bookmark: _Toc57714522]Conclusion
BYOT offers several benefits for CoffeeCapulus, its users and customers. An MDM solution, effective security controls, clear policy and user buy in is essential for the success of the initiative.
Miradore is the more suitable MDM solution for CoffeeCapulus’ current and future requirements. 
CoffeeCapulus does not currently use Network-Based Intrusion (IDS) or Network-Based Prevention (IPS).
As CoffeeCapulus’ global sales grow, and network requirements increase an IDS or IPS solution should be considered as another layer of protection against cyber-attacks.
1.23 [bookmark: _Toc57714523]IDS vs IPS
	IDS
	IPS

	Is passive and focuses on detection
	Is active and focuses on detection and prevention

	Sensor is installed out of band
	Sensor is installed in band to the network traffic

	Does not process in real time
	Processes in real time

	Needs a network tap or port mirror
	


Table 10: IDS vs IPS
1.24 [bookmark: _Toc57714524]Types of IDS/IPS systems
Like firewalls there are several different types of IDS/IPS systems:
· Anomaly based system compares traffic against a baseline of known behaviours
· Signature based system compares traffic against a group of pre-configured signature files of known malware
· Heuristic systems combine the best of both anomaly and signature-based systems.
[bookmark: _Toc57714525]False positives vs false negatives
The quality of the IDS/IPS detection analytics is essential and must be carefully considered to create the best balance between false positive alerts and the more serious false negatives.

[bookmark: _Toc57714526]Further work
Further research into cryptographic encryption methods is required along with general cloud security.









[bookmark: _Toc57714527]Annexes
[bookmark: _Toc57714528]Annex A – CoffeeCapulus threats, vulnerabilities and countermeasures 
	Threat
	Vulnerability
	Countermeasure

	Data tampering
	Using inadequate segregation of duties
	Enforce segregation of duties

	New malware enters CoffeeCapulus network
	Anti-malware controls not updated with new signatures
	Enforce frequent signature updates. 
IT Security to keep up to date with indicators of compromise.

	Data on lost asset compromised
	No encryption enabled
	Full-Disk Encryption utilised

	Man-in-the-middle attacks
	Passing sensitive data in clear text
	Utilise VPN

	Social engineering 
	Ineffective user education
	Continual user education and security awareness

	Unrecorded loss of asset
	Lack of auditing controls
	Regular hardware audits

	Malware introduced via removable media
	Removable media allowed to be used
	Communication ports disabled where not required

	Untested/unauthorised software in use
	Standard users allowed to install software
	Adequate device hardening utilised, only administrators can install software.

	Elevation of privilege
	Administrators able to modify their own access levels
	Administrator accounts closely monitored for changes

	Disclosure of confidential data
	Failing to limit database access to those with need-to-know
	Use least privilege accounts.

	Repudiation
	Lack of security of log data, user accounts shared
	Log data secured from modification in line with policy, user accounts to be assigned to an individual

	Credential theft
	Storing passwords in insecure locations/with devices
	Create easy to remember passwords, consider using approved password managers

	User has access rights too high for role
	Access rights not checked once assigned
	Regular reviews of all user access rights

	Brute force/dictionary attacks
	Using weak passwords
	Use strong password policies

	Retrieval of clear text configuration secrets
	Storing clear text configuration data
	Do not store credentials in clear text

	Encryption cracking
	Using the wrong algorithm or a key size too small
	Periodically change keys

	Loss of decryption keys
	Failing to secure encryption keys, distributing keys in an insecure manner
	Key management policies in line with best practice industry guidelines

	Data loss/sabotage
	Poor physical protection of assets
	Strong physical security policy

	Data loss
	Weak sanitisation policies
	Sanitisation policies in line with best practice industry guidance

	Sensitive data exfiltrated
	Protectively marked data stored on standalone PC
	Standalone PCs must not be used for storage of protectively marked data

	Malicious content received by staff
	Lack of checks on inbound emails
	Email filtering configured and applied

	Man-in-the-middle interrupts sensitive outbound email
	Email sent in plaintext
	Encryption used for sensitive outbound emails

	Attacker covers their tracks
	Failing to secure audit files
	Store and protect log data

	No visibility of attack
	Inadequate logging and reporting
	Logging and reporting utilised, active continuous monitoring completed

	Attacker exploits an application without trace
	Failing to record and/or audit required information
	Identity malicious behaviour

	Back door
	Any software allowed to be installed
	All new software to be tested and approved software register maintained

	Breach of copyright law
	Unlicensed software installed
	Standard users prevented from installing software

	New exploit introduced, loss of functionality and availability
	Patch not tested
	Patches must be tested and approved before roll-out

	Malicious traffic allowed through firewall
	Poor firewall configurations
	IT Security to check firewall rule base changes

	Introduction of code containing bugs
	Lack of testing prior to introduction to live service
	All code to be tested by someone outside of the development process

	Loss of access to third party supplier system
	No availability requirements agreed with supplier
	Supplier agreements in place and kept up to date

	Loss of data via external link
	Data link supplied to external party without need-to-know
	Each link individually assessed, business need specified, and requirements specified in written agreement

	Incident not reported
	Lack of user knowledge regarding incident handling
	Incident handling process in place
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	Advantages
	Disadvantages
	Examples

	Symmetrical
	Quick
	Need to share key securely
	AES

	
	Not resource intensive
	
	3DES

	
	Useful for sending small and large messages
	
	Blowfish

	Asymmetrical
	No need to send over the whole key pair
	Slow
	RSA

	
	Can be used for encryption and digital signatures
	Very resource intensive
	Diffie-Hellman

	
	
	Only useful for small messages
	PGP
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Please note for simplicity the password for all devices in this diagram is password.
Passwords must:
· Be memorable
· Be a minimum length
· Be immediately changes from default or if user suspects compromise
NCSC [37] no longer recommends password complexity or expiration, instead suggests the use of “three random words”.
Single Sign on systems and Multi Factor Authentication (MFA) should be considered where appropriate.
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[bookmark: _Toc180306280][bookmark: _Toc180306586][bookmark: _Toc180307053][bookmark: _Toc180307175][bookmark: _Toc180307225][bookmark: _Toc180307618][bookmark: _Toc219275673][bookmark: _Toc57714532]1. 	Policy Purpose and Description
The objective of this policy is to outline the IT security requirements to ensure the confidentiality, integrity and availability of communication within, from and to CoffeeCapulus.

[bookmark: _Toc57714533]2. 	Delivery and Monitoring

This policy is applicable to all personnel.


[bookmark: _Toc57714534]3. 	Review of Policy

This policy is subject to review on at least an annual basis.  Ad hoc reviews may be necessary to account for urgent changes.

[bookmark: _Toc57714535]4. 	Amendments to Policy
Any changes to this policy must be approved by the Chief Information Security Officer, with whom ownership of this policy rests.

[bookmark: _Toc57714536]5. 	Policy Sections
5.1 Network security management 
5.1.1 Network controls 
Management of the CoffeeCapulus network rests with Infrastructure Support. All systems connected to the CoffeeCapulus network, and all data held on these systems, must have clearly identifiable owners who are responsible for the security aspects of the system and associated data. 
Global Ethical Hacking Health Checks will be undertaken in line with current best practice. 
Scanning of the CoffeeCapulus estate for rogue wireless access points should be completed monthly. 
Network operations must be segregated from other work. Network access must be logged and recorded. 
All modifications to CoffeeCapulus Network must be subjected to the Change Control process and be approved by the Infrastructure Manager. The Infrastructure Manager is responsible for ensuring that all proposed Network-related changes do not undermine or adversely affect the security of CoffeeCapulus Network. Any change with the potential to affect CoffeeCapulus’ cyber security posture must be approved by the Infrastructure Manager or authorised IT Security personnel. 
Access to CoffeeCapulus systems and associated data is predicated upon successful authentication of system credentials. 
CoffeeCapulus systems and data may only be accessed by and processed on appropriately accredited (CoffeeCapulus) and authorised (partner/third party) computer equipment and systems. 
External connections to the CoffeeCapulus Network are permitted only where there is a clear justification based on business need and effective baseline security posture established. Suitable agreements will be in place with external organisations connected (or hoping to establish a connection) to the CoffeeCapulus Network. The agreements will include security provisions that address the assessed risk presented by the connection. 

5.1.2 Security of network services 
Security features for network services provided by third party providers must be identified, documented and included in service agreements. 
Provision of third-party supplier products must be made via the change management process.

5.1.3 Segregation in networks 
Networks must be segregated to meet the requirements of development, testing and operational environments. Network perimeters must be clearly defined with the required security features deployed at each. 

 5.1.4 Firewalls 
Firewalls must be NCSC certified under the Commercial Product Assurance (CPA) scheme or independently assessed by appropriately authorised bodies under NCSC guidelines. Configurations should adhere to best practice guidance as defined by vendors.
External facing firewalls must be configured to allow only specific services and traffic (e.g. HTTP, SMTP) to pass between known and well-defined sets of hosts. 
Each firewall rule in place must be supported by an authorised business case and security risk assessment. 
Firewalls can be used to create DMZs within the CoffeeCapulus Network, which effectively creates a buffer zone protecting an internal system against external attack. 
Firewalls should be configured to silently drop packets instead of actively blocking requests. 
Firewalls must be configured to fail closed. 
Firewalls must be configured to only allow approved traffic, which is the minimum required for business functionality, with a final clean-up rule set as the last rule. 
Rule bases should be as short as possible. 
Those outside the network must not be able to: 
• see or map the protected network 
• directly address the firewall. 
Requests to make changes to firewall policy must be made via the change management process.
IT Security shall hold read only access to firewall rule bases, logs and configuration records for auditing purposes. 

5.2 Cloud security 
Further information on considerations for Cloud Services can be found both in NCSC’s Cloud Security Guidance and CSA’s Security Guidance for Critical Areas of Focus in Cloud Computing. 

5.2.1 Contractual agreements 
Cloud services must be supported by relevant contractual agreements as determined by the commercial team. Contracts must be compared against the relevant sections of the CSA’s Cloud Controls Matrix, and must include consideration for the below, for further information see NCSC’s Cloud Security Guidance.
Data management: 
• classification of data 
• protection of data at rest, in transit, and in processing, including the format/structure and final sanitisation 
• separation between other users of the cloud host 
• limitations on the provider’s use or re-use of data including for compliance/regulatory purposes 
• exit strategy, including data portability to another provider and cryptoshredding 
• logging and auditing 

Contract terms:
 • resilience and availability 
• the geographic location for storage, processing and management of data 
• physical security of data centres and the assets within 
• equipment disposal 
• disaster recover expectations 
• limitations of liability and damages Contract management 
• defined responsibilities (including determining controllers and processors) for both CoffeeCapulus and the provider including service management, data privacy and security commitments
• contact routes including change management, incident management and escalation 
• changes to contracts, including the rights of a provider to change terms, or change or suspend service 
• supply chain security.

5.2.2 Access and administration 
The design, implementation and management of cloud administration services must be in line with Principle 12 (Secure service administration) of NCSC’s Cloud Security Guidance. 
Access to cloud administration services must be in line with Principle 9 (Secure user management) and Principle 10 (Identity and authentication) of NCSC’s Cloud Security Guidance and should be regularly tested for compliance. 
Where available, multi factor authentication (MFA) must be enforced. 
Access right must be provisioned and reviewed in line with the CoffeeCapulus User access management policy. 
Access to external interfaces must not be publicly accessible, and must only be possible from designated endpoints, further information can be found in Principle 11 (External interface protection) of NCSC’s Cloud Security Guidance. 
Administrators should make use of training available for relevant cloud products and remain up to date with new developments and updates. 
Administrators should seek to recommend security improvements where new tools become available which offer enhanced security functionality. 
Logging and auditing must be in line with Principle 13 (Audit information for users) of NCSC’s Cloud Security Guidance. 
Regular health checks of CoffeeCapulus cloud environments must take place.

5.2.3 Cryptography 
Any data leaving the CoffeeCapulus network, including during transfer to the cloud, must utilise appropriate encryption in line with Principle 1 (Data in transit protection) of NCSC’s Cloud Security Guidance and NCSC’s guidance regarding foundation and prime cryptographic profiles. 
Data in the cloud must remain protected both at rest and in use. This is especially important for files often containing sensitive data (e.g. metadata, log files) where integrity is essential. 
Cryptoshredding should be used in line with Domain 5 (Information Governance) of CSA’s Security Guidance for Critical Areas of Focus in Cloud Computing where data requires deletion. 
Where encryption in the cloud is incompatible with business applications or services, techniques such as tokenisation should be considered on a case-by-case basis. 
Key management must be in line with the CoffeeCapulus Cryptographic key management policy. Further guidance can be found in Domain 11 (Data Security and Encryption) of the CSA’s Security Guidance for Critical Areas of Focus in Cloud Computing.


Annex 1 – Associated standards and frameworks
ISO 27002:2013 
HMG Security Policy Framework (SPF) 
Cabinet Office Minimum Cyber Security Standard
CIS Critical Security Controls for Effective Cyber Defence 
NIST Cyber Security Framework 
EU General Data Protection Regulation (GDPR) 

Annex 2 - Related threats, vulnerabilities and countermeasures
	Threat
	Vulnerability
	Countermeasure

	Man-in-the-middle attack
	Passing sensitive data in clear text
	Utilise VPN

	Malicious traffic allowed through firewall
	Poor firewall configurations
	IT Security to check firewall rule base changes

	Loss of access to third party supplier system
	No availability requirement agreed with supplier
	Supplier agreements in place and up to date
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