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[bookmark: _Toc134759341]Background 
On the 28th of January 2023 US and Canadian officials became aware of a suspected Chinese spy balloon when it entered Alaskan air space. Operating at an altitude of approximately 18,200 m, the balloon was tracked by US reconnaissance aircraft. 7 days later, on the 4th of February 2023, a US F-22 Raptor shot down the balloon over US territorial waters [1]. A subsequent recovery operation was then launched to retrieve as much debris as possible for analysis. During the event, the US accused China of using the balloon for intelligence gathering, a statement which China has denied - maintaining that the object was a weather monitoring balloon. [2]
[bookmark: _Toc134759342]Issue 
The use of low detectability balloons for signals intelligence gathering represents a potential security risk for any nation.  Without knowing the types of sensing arrays deployed on such vehicles target intelligence cannot be discerned. Therefore, effective counters cannot be introduced to minimise the intel a potentially adversary is trying to acquire.
[bookmark: _Toc134759343]Recommendations 
1. Reassess UK radar detection parameters and adjust if required to increase awareness of surveillance balloon presence.
2. Monitor outcomes of US investigation on what intelligence gathering may have occurred. This will help mitigate any intelligence threats from surveillance by knowing to cease comms or employ jamming etc.
3. If outcomes suggest a legitimate surveillance threat, develop countermeasures.
[bookmark: _Toc134759344]Timing 
From above:
1. Urgent, advise implementation as soon as possible.
2. Ongoing/non-urgent - dependent on US investigation pace and information sharing.
3. Dependent on outcome of point 2.
[bookmark: _Toc134759345]Discussion 

[bookmark: _Toc134759346]Reported information[footnoteRef:1]  [1:  It should be noted that: as the event of the Chinese balloon incident unfolded and continue to unfold, most information is obtainable only from news outlets. Although this reported information may come from official sources, it must be recognised that what is presented to the public may not be the fully accurate. Details will evolve with time as more information becomes available. 
] 

The physical appearance and structure of the balloon are some of the best covered details in media reports. Despite this, there are discrepancies in suggested dimensions for the balloon. One source states that the balloon is approximately 60m in diameter [3], whilst another suggests it is only about 45m in diameter [4]. The size is important as it influences further assumptions about the size of the payload and any equipment that can then be extrapolated from the available images such as Figure 1. The use of balloons with a military application is not new, and they present an interesting alternative to spy planes, drones, or satellites for intelligence gathering. Unlike satellites which may pass over areas of interest rather quickly, they offer more control over their area of operation [5]. Additionally, they are not as easily detectable as planes, the explanation for this is discussed in the Detection section. [5]
[image: Image shows a US fighter pilot flying by the Chinese balloon]
[bookmark: _Ref134749140][bookmark: _Toc134759419]Figure 1- image of the balloon from the US DOD, taken from BBC
Based on the photo of the balloon, a solar panel array attached to a large frame suspended from the balloon can be clearly seen. The vehicle is known to have had propulsive capability and is believed to have been of a “super-pressure design”. This type of balloon can stay airborne for much longer than expanding balloons. Officials have been quoted as saying that the estimated payload capacity would be “hundreds to thousands of pounds”, for the fuselage and equipment [7].
[bookmark: _Toc134759347]Assumptions on physical attributes
Several rough calculations were made in aid of this report which can be found in Appendix A – calculations.
If the phrase “hundreds to thousands of pounds” is taken as a ball-park figure, then that provides a potential payload capacity of approximately 1130 kg. 
The balloon volume was calculated to be approximately 111100 m3.
Based on an estimated diameter of 60m for the balloon, the amount of solar power that could be generated by the solar array could be about 25 kW. 
The weight of such a solar array (based on common commercial values for solar panel mass per square meter [8]) would be about 450-900 kg. Or, 40-80 % of the overall payload capacity. Assuming a best-case scenario for the balloon where the solar panel weight is less, that allows for approximately 690 kg of sensing equipment and any means of propulsion.
[bookmark: _Toc134759348]Assumption verification
Previous Chinese balloon research has been carried out with balloons of a similar description to that from the 2023 incident. One such balloon with a volume of 180,000 m3 was able to lift a payload of 1.2 tons to an altitude of 30,000 m. These values for payload mass, balloon volume, and altitude are all within the same order of magnitude as those stated above [8].
Furthermore, a leak on the social media platform Discord later in 2023 provided additional information on the design of the Chinese balloon. This included details of a 1.2 m parabolic dish, possible foil-lined gimballed sensor, possible mast antenna, and several unidentified sensors. The leaks also include that engineers from the National Space Intelligence Centre estimate that the potential power generation from the solar panels would be around 10 kW. Again, this value is similar to the order of magnitude that had been calculated [9].
Figure 2 shows a labelled diagram of the suspected equipment on the balloon from a leaked US document – now widely published by mainstream media. To date this is the most detailed breakdown of potential equipment that the balloon may have been carrying.
[image: ]
[bookmark: _Ref134754493][bookmark: _Toc134759420]Figure 2- image from Washington Post news article, original source - NGA
If the value of the radar dish is diameter is accurate, then the estimated length of fuselage and solar array is roughly correct at approximately 30m.
[bookmark: _Toc134759349]Potential spectral exploitation
Although many of the sensors visible in images have not yet been identified, a collection of potential sensors for different areas of the electromagnetic (EM) spectrum have been speculatively explored to aid in estimating the potential capability of the Chinese Balloon. These suggestions have been created to cover as much of the electromagnetic spectrum as possible, however some areas have been given greater focus due to the information that is now available on the suite of sensors of the Chinese balloon and the nature of useful intelligence that can be gathered from each area of the spectrum.
[bookmark: _Toc134759350]Radio waves and microwaves
Communications intercept and data transmission:
The radio wave and microwave areas of the EM spectrum are used for communication amongst other applications, and therefore could be used for transmission of data collected from other sensors. Due to the balloon being sent on extremely long journeys and with the possibility of destruction/crashing without retrieval it is unlikely that information would have been simply stored onboard. For this reason, it is logical to assume that some form of data transmission was taking place. Additionally, where it has been stated that the balloon had steering capabilities, it may have needed to receive commands via transmission from to direct it. However, it has been stated from the Chinese that the balloon has “limited self-steering capabilities” so it is unlikely that direct control instructions were being received [10]. In addition to receiving instruction any antennas could be used for intercepting communications signals and re-transmitting them for analysis. Based on the size of the parabolic dish antenna it can be speculated that the wavelength used for transmission would lie somewhere in the region of 2.9 cm (see Appendix A – calculations). This lies in the SHF radio band, and is comprised of microwaves which are used for satellite communications and microwave relay stations. This further supports the notion that the balloon is being used primarily for signals intelligence gathering. [12]
Mapping
One leading theory is that the balloon was being used for synthetic aperture radar (SAR) mapping. SAR makes use of a moving antenna to improve the resolution of radar imagine. Real aperture radar uses its antenna to send out a radar pulse and then receives a reflected signal from a target object. Over long distances a radar pulse will spread out according to the inverse square law and may cover an area several orders of magnitude larger than the original antenna diameter. This limits the resolution of any imaging. Synthetic aperture radar illuminates a target scene with several pulses at long distances, but makes use of a moving antenna which can receive each pulse as it travels past the target. This mechanism generates the same effect as if a much larger antenna had been used to receive any reflected signals, providing much higher resolution images. This makes it advantageous for mapping, additionally, longer wavelengths of EM can pass through visual atmospheric obscurants such as clouds. Additionally, polarised mapping can be used to identify different materials in the radar image [11]. Literature values for peak power required for synthetic aperture radar operation give  15 kW as a figure. This is more than the 10 kW suggested as the potential power available to the balloon, but is again within the right order of magnitude [12]. Data from SAR when used to produce images can take up a lot of storage. This would require either on-board storage of information or enough bandwidth to transmit.
[bookmark: _Toc134759351]Infrared
Infrared sensors can be used to identify objects emitting heat. This information can be valuable in identifying vehicles/people/sites of interest such as power generation or server farms. Currently infrared optics are commercially available which can detect vehicles at up to 18km away, and people at up to 15km away. This is well within the 12,600 m altitude that the balloon was operating within. Such off the shelf sensors weigh approximately 17.5 kg making their inclusion negligible when compared to the potential total payload mass capacity [13]. Furthermore, military infrared search and track (IRST) devices are often gimbal mounted on aircraft. These sensors have been reported to be able to identify and track targets at over 150 km away. Such a device could be the identified gimbal mounted sensor from the leaked information [14]. 
[bookmark: _Toc134759352]Visible light
Videos and photography:
Commercial cameras exist that can distinguish features at distances of up to 70 km for video footage. It would be feasible for a camera or video camera to have been placed on the balloon for taking images of the ground. This is not a new reconnaissance tool, with post examples such as the U2 spy plane taking images with a camera from an altitude of 18,000 m with a resolution of 76 mm [15]. The obvious drawbacks to using visible light sensors is that they are only useful during the daytime, and may not be able to provide as detailed resolution as some of the other methods described -such as SAR. Additionally, atmospheric obscuration is an issue such as cloud cover or fog, which further limits data collection.
[bookmark: _Toc134759353]Ultraviolet
Ultraviolet (UV) radiation monitoring is not very common in military applications. Whilst it can be used in ordnance for target tracking, it is unlikely to have any benefits for surveillance and information gathering. It is therefore assumed that the balloon has no need for UV sensing capabilities.
[bookmark: _Toc134759354]X-rays
It is unlikely that the balloon has any x-ray sensors on board as there would be no need for them.
[bookmark: _Toc134759355]Gamma rays
It is unlikely that the balloon would have any gamma ray detectors onboard as it would have no need for them. The only potential use for gamma ray sensing would be to detect/locate sites containing special nuclear materials which may indicate the presence of an adversary’s nuclear weapons. However due to the inverse square law, any radiation at sea level on the ground would have decreased in intensity by a factor of 1/18,2002 by the time it reached any detector. 
[bookmark: _Toc134759356]Multispectral/Hyperspectral
Multi and hyperspectral sensors collect data on more than one area of the EM spectrum. The difference is that multispectral sensors operate between certain wavelengths and observe only discrete bands of the EM spectrum within this range. A hyperspectral sensor may still only operate within a certain range of wavelengths, but does so in a continuous manner, collecting more information than a multispectral sensor. These sensors have been explored as a military targeting capability. However, there are several drawbacks that make the inclusion of multispectral/hyperspectral sensor on the balloon unlikely:
· High cost
· High noise
· Interference from atmosphere
· Produces a lot of data – would need high bandwidth to transmit data or very large storage capacity for data retrieval
[16]
To place such a high-cost piece of equipment on an asset which may crash or be shot down coupled with the difficulty in accessing/transmitting any gathered information are what make this suggestion an unlikely candidate. 
[bookmark: _Ref134747147][bookmark: _Toc134759357]Detection
The opportunity for EM surveillance using a balloon is well established. However, they also present a challenge with regards to detection for nations seeking to identify them. Balloons can come in various different shapes and sizes and are made out of different materials compared to planes and other, more conventional aircraft. It has been stated by officials that their radar cross-section (RCS) is smaller than that of an aircraft. This does not mean that they are impossible to detect, however a smaller RCS has meant that they have been discounted from radar scanning data as noise or objects of insignificance. By adjusting radar settings, the balloons will still be identifiable via radar. Additionally, to having a small RCS, balloons do not have engines to stay aloft in the air, instead relying on buoyancy. This means that their infrared signatures are negligible, which also makes them harder to detect. [5]

[bookmark: _Toc134759358]Concluding points
Given the current information available, it is reasonable to assume that the Chinese balloon had an adequate payload capacity and enough on-board power production to contain a small suite of EM sensors for surveillance. The more difficult detectability of the platform makes it an ideal method of conducting intelligence gathering on a potential adversary. Given the options of currently available EM sensing technologies, it seems most likely that the balloon would be able to exploit the radio, microwave, infrared, and visible light areas of the spectrum. Within these areas, intelligence gathering through transmission interception seem the most likely, along with traditional photography/video of the ground. Although SAR is a strong possibility as a potential use for this kind of platform, satellites can produce radar images with a resolution of down to 50 cm X 50 cm [16], without the risk of getting shot down. But the potential for a balloon to have more directional control and an ability to make several passes over a certain area may make this risk worthwhile. 
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[bookmark: _Ref134758737][bookmark: _Toc134759360]Appendix A – calculations

[bookmark: _Toc134759361]Payload mass
If taking quoted suggested payload mass of hundreds to thousands of lbs to mean 900 – 2500 lbs then mass range for payload:


Mass range approximately 410 kg – 1130 kg
1130 kg to be taken as payload worst-case scenario (worst case presenting the largest threat in this instance) 

[bookmark: _Toc134759362]Balloon volume

Based on assumption that balloon is a sphere with diameter 60 m

Volume approximately 111100 m3

[bookmark: _Toc134759363]Solar panel array size
[image: A picture containing screenshot, text
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[bookmark: _Toc134759421]Figure 3 - roughly dimensioned fuselage with solar array
From the original pilot photo from the BBC, assuming the length of the fuselage and solar array is roughly the same as the diameter of the balloon, then the traced-out dimensions should be roughly correct. 
Solar array area approximation:
One array

Combined area of array

Solar array area approximately 100 m2
[bookmark: _Toc134759364]Solar panel array mass
Based on commercial data, solar panels weigh between 10-20 lbs or 4.5-9kg
Mass of array in kg will be either:

Or


As a percentage of payload mass this would be:

Or


Taking worst case scenario (lightest panels), actual payload mass is:

Therefore, total sensor and propulsion payload totals approximately 680 kg
[bookmark: _Toc134759365]Solar panel array power output
Using most efficient solar panel made to date (26.82% efficient), as a worst-case threat scenario, the power output of the array will be equal to the efficiency of the panel multiplied by the power per 1 m2 of area, multiplied by the area of the array. The power per unit area hitting the Earth’s surface is assumed to be 1 kWm-2:

Therefore, power produced by solar array is approximately 25 kW
[bookmark: _Toc134759366]Radar wavelength based on antenna

A formula for the gain of a parabolic antenna is:

Where:
G = gain in dB
D = diameter of dish
K = efficiency
𝜆 = wavelength
The equation can be rearranged for solve for wavelength:

Taking assumed values of 40 for gain, and 0.6 for efficiency (typical values for a good transmitter), the equation gives an estimated wavelength of:


Approximately 2.9 cm
2
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