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[bookmark: _Toc214293869]Introduction
The following reflective statement explores my technical understanding gained from the completion of chapters 2,3 and 4 of the Cisco Certified DevNet Associate course [1]. These chapters focus on ‘the DevNet developer environment’, ‘software development and design’ and ‘understanding and using APIs’.

[bookmark: _Toc214293870]The DevNet Developer Environment
Working through chapter 2: DevNet Developer Environment deepened my understanding of how Cisco supports continuous learning. The learning labs for this chapter included self-paced tutorials that provided a comfortable environment to enhance my technical understanding without the pressure of a time constraint. Being able to retry the quizzes multiple times removed the fear of making mistakes. It also provided opportunities to learn when questions were answered incorrectly. 
The labs covered a wide range of technologies, including easy to follow videos explaining data formats, APIs, REST APIs, tools and programming languages and infrastructure as code. However, when working through the labs, it became apparent that the layout of developer.cisco.com has changed, and the lab instructions not updated. This was noticed in the line “Notice that the Sandbox Catalog can be found on the left of the page” when I instead found it located in the centre after scrolling down. 
The DevNet sandboxes were useful in further enhancing my technical understanding. These realistic virtual environments for testing and development allowed me to further develop my technical skills. Engaging with sandboxes demonstrated the value of validating scripts within environments where mistakes do not affect live systems. 
The DevNet Exchanges provided a clear overview of the benefits of the code exchange, with sections on automation, code and ecosystem exchanges. It emphasised the importance of community-driven innovation. This section of the chapter explained the use of shared repositories through GitHub’s API. This enables developers to use and adapt already existing solutions for challenges they are experiencing. This gave me an understanding of how collaboration would accelerate innovation in the field. 
Finally, I learned about the developer support framework that provides developers with technical assistance. This comes in the form of tickets, forums and other community interactions. This shows how developers within the community support one another. 

[bookmark: _Toc214293871]Software Development and Design
Chapter 3: Software Development and Design enhanced my understanding of each stage of the development process. It proved useful in helping me understand the phases of the software development lifecycle (SDLC). The phases are as follows (1-6): requirements and analysis, design, implementation, testing, deployment, and maintenance. This section emphasised how each stage builds on the previous stage, creating a structured workflow. 
Comparing different development models e.g. waterfall, agile scrum, and lean also proved to be insightful. I found the agile method relevant for how it promotes flexibility, collaboration and continuous improvement. 
The section on Software Design Patterns expanded my awareness of solutions to common programming challenges.  A total of 23 patterns are split into three main categories: creational, structural and behavioural. Two patterns explored in detail were the ‘Observer Design Pattern’, and ‘Model-View Controller’. Understanding these allowed me to see how clear separation of responsibilities can simplify complex applications. 
Learning about version control systems deepened my appreciation for collaboration in software development. Learning about Git clarified how distributed version control allows developers to track changes and manage branches to collaborate effectively. The extra features available from GitHub such as code review and documentation amplify this. Developing more of an understanding surrounding configuration commands e.g. ‘.diff’, has expanded my technical ability when utilising Git. 
I also developed a better understanding of clean code from this chapter. It became clear how classes and clear annotations can be used to make your code understandable to other developers in the field. Learning about reviews and testing methods such as unit, integration, and test-driven development made me appreciate how early testing leads to easily maintainable software. 
Lastly, learning about data formats such as XML, JSON and YAML strengthened my understanding of how information is exchanged and processed across different systems. 
[bookmark: _Toc214293872]Understanding and Using APIs (Application Programming Interface)
Whilst working on chapter 4, my understanding of the functionalities and practical application of APIs was strengthened. Learning that an API serves as a bridge between software components helped me appreciate its role in enabling automation and integration across platforms.
I was able to develop an understanding of API design styles and how they vary. There are synchronous APIs which provide immediate responses; and asynchronous APIs which return data after processing by triggering a ‘callback’. This provided a clear idea of real life scenarios where each design could be applied.
The chapter also provided valuable information on three popular API architectural styles: RPC, SOAP, and REST. The graphics used in this section proved valuable to understanding the functionalities of each API architecture, as well as some of the six constraints of REST APIs: client-server, stateless, cache, uniform interface, layered systems, and code-on-demand. 
The following section included a detailed introduction to APIs. This provided me with a clear understanding of the HTTP requests and the types of responses you can receive. The sequence diagram used in this section proved particularly useful in visualising these events. 
I also learnt that it is important to protect these systems from misuse. This was learnt in section 4.5 ‘Authenticating to a REST API’. Understanding the difference between ‘authentication’ and ‘authorisation’ showed how access control strengthens system security. 
Understanding rate limits and webhooks allowed me to develop my technical understanding of system control. Rate limits are used to prevent server overload, while webhooks allow for real time data on events. 
Troubleshooting API calls taught me the importance of understanding the error codes and messages you can potentially receive from the API server. This improved my confidence in diagnosing and resolving API-related faults. Whilst the labs within the module proved to be more technically challenging, they also played a role in developing my technical abilities to integrate REST APIs using python. 

[bookmark: _Toc214293873]Conclusion
To conclude, completing these chapters has significantly enhanced my technical understanding and practical skills. The labs proved challenging to follow at times due to updated site layouts and technical difficulty, however completing them proved valuable in enhancing my abilities beyond theoretical understanding. The skills learned will also be relevant in the real-world, proving to be useful in career advancement within the field. 


[bookmark: _Toc214293874]Case Study
[bookmark: _Toc214293875]Introduction
This case study will analyse how an organisation can address current challenges using technologies such as network programmability and DevOps. Oswalt and co-authors explain in their book, that network programmability allows you to automate and simplify common networking tasks. These include configuration, management, operation, and the connectivity of network devices.  Another term used with similar meaning is software defined networking (SDN). This covers a range of technologies, including network function virtualisation, APIs, network automation and more [2]. DevOps signifies the integration of development and operations. It involves automated development, deployment, and monitoring within the network [3]. It also emphasises continuous integration and continuous delivery (CI/CD) and version control. CI/CD summarises the practices that aim to automate and streamline the software development and delivery process, as well as the practice of maintaining a version control repository [4]. These new trends within network engineering are decreasing the need for manually applying changes to network devices, reducing the likeliness of human error whilst improving time efficiency. 
This case study will investigate a South Wales based bakery chain. This organisation manages 40 stores in total, as well as a central production bakery and head office. The company also operates a centralised data centre at its head office. The numerous locations are geographically dispersed across Pembrokeshire, Carmarthenshire, Swansea, and Neath Port Talbot. Each store relies on digital systems such as, internet access, sale terminals, stock management, temperature monitoring IoT sensors, and applications for reporting and ordering. Reliable network connectivity between stores and headquarters is essential for supporting these services. As the company continues to modernise operations, the network efficiency and consistency has become increasingly essential. 
This case study aims to analyse how the organisation can address operational challenges through the adoption of network programmability and DevOps methodologies. Two main challenges were identified for the organisation. The first being their reliance on manual, command line interface (CLI)-based configuration processes. This slows down the set-up of all digital services needed within new stores, as well as upgrades made to current stores. These delays increase labour requirements, extend timelines, and increase the risk of misconfiguration. 
The second challenge concerns configuration and policy inconsistency across sites. This is where variations in virtual local-area network (VLAN) structures and firewall rules, lead to performance inconsistencies and security weaknesses at various locations. These issues directly affect business continuity, compliance with regulations and customer experience. 
By exploring how automation tools, API-driven solutions, configuration templates and CI/CD based management can mitigate these kinds of challenges; the case study aims to demonstrate the potential for this organisation to significantly enhance the reliability and efficiency of its network infrastructure. 
[bookmark: _Toc214293876]Analysis
Python is currently one of the leading choices of language for network automation. This is due to its clear and simple syntax and extensive ecosystem of libraries. When used effectively, network engineers can automate repetitive CLI based tasks. This includes the configuration and deployment of VLANs across devices, updating access control lists, and policy changes [5]. In the organisation’s environment Python scripts can be used to automate the provisioning of new switches at store locations. This will ensure that all VLANs and security settings are assigned according to a centralised template. This directly addresses the challenges of time-consuming manual configurations and the inconsistencies across them. 
Another useful tool for automating tasks is the use of REST APIs. Their use allows applications or services to communicate via HTTP. The operations that can be used include GET, POST, PUT, and DELETE. Data is exchanged in formats such as JSON or YAML. They are also flexible, scalable and easily integrated into modern networking environments [6]. This is especially useful for tackling the organisations challenges. The use of REST APIs could provide a consistent, automated method of managing network devices across all locations. APIs from vendors like Cisco can allow network engineers to push standardised Wi-Fi, firewall and VLAN policies from the head office data centre to all stores. This would massively reduce configuration inconsistencies.
The YANG (yet another new generation) data modelling language is another method of tackling the challenges faced by the organisation. Bojana Martinovic and co-authors explain that this language is used to ‘model configurations and data that have been manipulated by the NETCONF protocol’ [7]. NETCONF is a mechanism that allows network devices and configurations to be managed. The testing and verification involved in YANG modelling can be used to create an additional level of precision to the organisations network management capabilities. Templated YANG models can be implemented to ensure all branches’ routers, switches, access points and end devices adhere to consistent standards and policies. This is yet another measure that could reduce inconsistencies across the network and improve efficiency. 
Utilising CI/CD pipelines would further enhance this workflow by validating all changes before they are implemented within the system. To implement a CI/CD pipeline the organisation would need to do the following: Perform syntax checks on configuration templates, simulate configuration changes, run automated tests, deploy validated changes to pilot groups and only complete full roll out after successful verification [8]. The organisation would also need to employ version control methods for their network scripts. This can be done using Git. This will improve collaboration between developers and increase efficiency. 
The implementation of these network programmability and DevOps tools and practices will come with many opportunities for improved workflow performance. A significant benefit to its implementation is that automation can facilitate the development and deployment of networking configurations. In this context, there will be a reduction in human error, leading to increased consistency and security across the network [9].  This is becoming increasingly necessary for the organisation due to its growing number of branches within the region. It is also clear that once implemented, there will be a significant decrease in the time taken to provision and manage network devices. This would free up engineer time, allowing them to focus more energy on tasks that cannot be automated. The reduced bottleneck of manual provisioning will also aid the scalability of the organisations network.
Network automation will benefit workflow performance through faster provisioning. However, whilst the opportunities of implementing automation across the network are very appealing, it is important to consider the broader implications of automation within the organisation. An article by Shamus McGillicuddy highlighted results from a 2022 survey on the ‘pitfalls’ of data centre network automation. There are drawbacks with how the automation will affect other networking tools and systems. This is an important consideration for the organisation to make before implementing any large changes. Another struggle that occurs at the planning stage is the preparation of a budget for a project of this scale. It is likely that the initial costs of the project would be high [10]. 
It is also important to consider the challenges that would be faced at the implementation phase. It is likely that issues related to the organisations current infrastructure could arise. There is the possibility that legacy network devices that are unable to accept automation are still in use. The cost and time spent replacing these devices is an important consideration. In addition to this, devices on different network operating system versions could cause conflicts, resulting in scripts failing to run. It is stated that 44% of the surveyed organisations struggled to implement automation pipelines [10]. This could also be due to the skill level required for successful implementation of network automation. The learning curve for network programming and DevOps practices is large, and the organisation may not have the staff capable of implementing such a change. This is another cause for increased cost, either in outsourcing the job, or training and upskilling the staff that are already employed. 

[bookmark: _Toc214293877]Conclusion
This case study has analysed how network programmability and DevOps practices can address operational challenges faced by the organisations distributed network of bakery franchises. By pivoting away from manual, CLI-based configurations and adopting automation tools such as Python scripting, REST APIs, and YAML data modelling, the organisation could significantly reduce provisioning time and decrease the number of inconsistencies within the network. This will mean consistent security policies across all branches. The integration of DevOps methodologies such as version control through Git, and CI/CD pipelines would further enhance the reliability and overall efficiency of the network. 
The analysis demonstrates the need for network automation for organisations with multiple sites. Whilst it can lead to reduced operational costs after successful implementation and deployment, the initial set up costs of the project can be very high. This means that large scale network automation may not be possible for the organisation, without increasing their budget for digital services. 
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