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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.0.0/20, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.0.0 /21
	255.255.248.0
	172.16.0.1
	172.16.7.254
	172.16.7.255

	D
	172.16.8.0 /23
	255.255.254.0
	172.16.8.1
	172.16.9.254
	172.16.9.255

	F
	172.16.10.0 /24
	255.255.255.0
	172.16.10.1
	172.16.10.254
	172.16.10.255

	E
	172.16.11.0 /26
	255.255.255.192
	172.16.11.1
	172.16.11.62
	172.16.11.63

	A
	172.16.11.64 /27
	255.255.255.224
	172.16.11.65
	172.16.11.94
	172.16.11.95

	C
	172.16.11.96 /29
	255.255.255.248
	172.16.11.97 
	172.16.11.102 
	172.16.11.103

	G
	172.16.11.104 /30
	255.255.255.252
	172.16.11.105
	172.16.11.106
	172.16.11.107

	H
	172.16.11.108 /30
	255.255.255.252
	172.16.11.109
	172.16.11.110
	172.16.11.111	Comment by Ian Lewis: All correct, well done



[bookmark: _Toc37297564]What is an IP Address?
A network can consist of many machines. Each of these machines have a unique identifier to them, similar to each house has a unique address. Using that analogy, the other computers on the network can use this identifier to know where to send packages of data, similar to how you can use the address of a house to know where to send a package. This identifier is known as an IP address. 
All computers on the internet use the TCP/IP (Transmission Control Protocol/Internet Protocol)(See Section: IPv4 Addressing) as a standard for how to communicate on a network. There are two standards for IP addresses: IPv4 and IPv6. All computers use an IPv4 address but a lot of computers nowadays are looking to switch to IPv6 instead. Both versions have similar features but work in different ways.[endnoteRef:1] [1:  HowStuffWorks.com (2011) “What is an IP Address?” [Online] Available: https://computer.howstuffworks.com/internet/basics/what-is-an-ip-address.htm [Accessed: 8th April 2020]
] 

[bookmark: _Toc37297565]IPv4 Addressing
IPv4 is an addressing standard that is associated with approximately 4.3 billion devices. When ARPANET, a computer network funded by ARPA (Advanced Research Projects Agency) of the US Department of Defence, first launched back in 1969, it operated across 4 hosts, each with unique addresses for online communication. This identifier was made up from 8-bit numbers. This was called the NCP (Network Control Protocol). By 1981, it had evolved to host approximately 200 hosts across various universities and research facilities. The pressure from other systems who wanted to be hosted on this network spurred DARPA to start work on the TCP and IP standards. These were released and implemented through 4 versions, with version 4 (IPv4) becoming a standard in late 1981. In 1983, ARPANET retired and adopted this standard on to their network as well.[endnoteRef:2] [2:  Prefixx.net (2020) “The History and Evolution of IPv4 Address Space” [Online] Available: https://prefixx.net/news/ipv4-history [Accessed: 9th April 2020]
] 

IPv4 addresses are split into 5 different ranges, known as ‘classes.’ Each of these classes allow for a range of valid IP addresses. These classes are:
Class A – 1.0.0.1 to 126.255.255.254 – It supports 16 million hosts on each of 127 networks.
Class B – 128.1.0.1 to 191.255.255.254 – It supports 65,000 hosts on each of 16,000 networks.
Class C – 192.0.1.1 to 126.223.254.254 – It supports 254 hosts on each of 2 million networks.
Class D – 224.0.0.0 to 239.255.255.255 – This class is typically reserved for multicast network groups, a communication method between a group of computers on a network.
Class E – 240.0.0.0 to 254.255.255.254 – This IP class is reserved for future use or research and development purposes.
Class C is the most common class under which IP addresses fall.[endnoteRef:3] [3:  ComputerHope.com (2019) “What is IP?” [Online] Available: https://www.computerhope.com/jargon/i/ip.htm [Accessed: 9th April 2020]
] 

As mentioned earlier, IPv4 is the most widely used standard of IP addresses. IPv4 works by defining IP addresses in a 32-bit format. For example, An IPv4 address would look like this:
XXX.XXX.XXX.XXX
Each of these 3-digit sections can contain a number from 0 to 255, bringing the total number of IPv4 addresses available to 4,294,967,296. This is a problem because the number of systems connected to the internet is fast approaching that number. We do not have enough unique identifiers for every system.[endnoteRef:4] Thus, a new addressing standard was invented…  [4:  TechTerms.com (2009) “IPv4” [Online] Available: https://techterms.com/definition/ipv4 [Accessed: 9th April 2020]
] 


[bookmark: _Toc37297566]IPv6 Addressing
IPv6 is another addressing standard that is widely considered a step up from IPv4, despite the fact that it is less commonly used. The big difference between these two standards is that IPv6 defines addresses using a 128-bit format, as compared to the 32-bit addresses of IPv4. An IPv6 address could be presented as such:
XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX
As you can see, the address is divided into eight groups, each separated by a colon and containing 4 hexadecimal digits. The IPv6 address is split into 2 parts, a network and a node component. The first 64 bits/4 groups of the address is the network component. IT is used for routing. The second half, the node component, is used to identify the address of the interface.
Because of the length of IPv6 addresses and the number of bits that they consist of, IPv6 addresses will most likely never run out. Estimations show that it is possible to have over 340 undecillion IPv6 addresses. An undecillion is a number equal to 1 followed by 34 zeros, the full number would look like this:
340,000,000,000,000,000,000,000,000,000,000,000
This is obviously a massive improvement over IPv4, which only consisted of 4.3 billion potential addresses. IPv6 addressing is also better than IPv4 in other ways too. For example, it has more efficient routing, simplified packet processing , support of multicast packet flows and a few more on top of them. The main reason that every system hasn’t had IPv6 implemented yet is because implementation takes time, effort and technical skill. Also, communication between IPv4 and IPv6 machines is simply not possible and requires gateway equipment. Another small point, IPv6 addresses are longer, harder to read and more difficult to remember. Maybe in a decade or so, it will be brought in as standard but for now, it just remains used by big companies and internet service providers.    
IPv6 will have to be brought in at some point, as we simply do not have enough addresses to deal with the constantly expanding world of technology. It is only a matter time. Until then, IPv4 will remain the standard for IP addresses on machines all around the globe.[endnoteRef:5]	Comment by Ian Lewis: Sound overview, a little light on security and advanced features [5:  TechTarget.com “IPv6 Address” [Online] Available: https://internetofthingsagenda.techtarget.com/definition/IPv6-address [Accessed: 9th April 2020]
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