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Research, Analyse and Investigate Cybersecurity incidents and
perform digital forensic assessment

Task 1

1.Introduction

Digital forensics has become one of the most important disciplines within cybersecurity due to the
increasing number of cybercrimes, insider threats, data breaches, and cyber espionage incidents.
Digital forensics refers to the identification, preservation, acquisition, examination, analysis, and
presentation of digital evidence in a manner suitable for legal proceedings [1]. Cybersecurity
professionals, private organizations, and law enforcement agencies all benefit from the discipline's
assistance in investigating incidents involving digital communications, cloud platforms, computers, and
mobile devices [2]. The significance of digital forensic investigations has skyrocketed in recent years
[3]. This is due to the fact that modern businesses continue to heavily rely on digital technologies.

2.Current State of Digital Forensics and Forensic Tools

Digital forensics has evolved considerably over the last decade. Traditional investigations mainly
focused on personal computers and storage devices, whereas modern investigations frequently
involve smartphones, cloud environments, social media platforms, Internet of Things (loT) devices,
and virtual infrastructures [4]. Consequently, forensic investigators require sophisticated tools capable
of processing large volumes of data while maintaining evidential integrity [5].

Cellebrite UFED, which facilitates the acquisition and analysis of mobile devices, is one of the most
widely used tools. Cellebrite makes it possible for investigators to retrieve deleted messages, call logs,
geolocation data, application data, multimedia content, and application data [6]. Similarly, EnCase is
widely used in law enforcement and corporate investigations because of its powerful imaging, analysis,
and reporting capabilities [7]. FTK Imager is commonly used for forensic acquisition and hash
verification, while Autopsy provides a popular open-source platform supporting timeline generation,
keyword searches, metadata analysis, and file recovery [8].Although these tools provide
comprehensive functionality, challenges remain when investigating encrypted devices, distributed
cloud storage, and anti-forensic techniques designed to conceal digital evidence [9].

3.Intersection of Digital Forensics and Cybersecurity

Digital forensics and cybersecurity are closely related disciplines that complement one
another.Cybersecurity primarily focuses on preventing, detecting, and responding to cyber threats,
while digital forensics focuses on investigating incidents after they occur and determining how the
attack was performed [10].

When organisations experience cybersecurity incidents such as ransomware attacks, insider threats,
data breaches, or intellectual property theft, digital forensic investigators are often responsible for
identifying the source of the attack and reconstructing the sequence of events [11]. The findings
generated through forensic investigations assist organisations in improving security controls,
strengthening incident response procedures, and supporting legal action against perpetrators [12].

Consequently, digital forensics has become an essential component of modern cybersecurity
frameworks and incident response strategies [13].
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4.Emerging Trends in Digital Forensics

Artificial intelligence (Al) and machine learning are increasingly being integrated into forensic
investigations. These technologies help investigators analyse large datasets, identify patterns,
automate repetitive tasks, and prioritise relevant evidence [14]. Al-assisted forensics may significantly
reduce investigation times while improving analytical efficiency [15].

Cloud forensics has also emerged as a significant field of study. The widespread adoption of cloud
computing means that digital evidence is frequently stored across geographically distributed
infrastructures operated by third-party service providers [16]. This creates challenges relating to data
acquisition, jurisdiction, and evidence preservation [17].

Another emerging trend is 10T forensics. Smart devices, wearable technologies, and connected sensors
generate large volumes of potentially valuable evidence. However, device diversity, limited storage
capabilities, and proprietary architectures often complicate forensic investigations [18].

Mobile device forensics continues to grow rapidly as smartphones increasingly become primary
communication and storage platforms. Applications such as WhatsApp, Telegram, Signal, Instagram,
and cloud storage services often contain critical evidential information during investigations [19].

5.Key Challenges in Digital Forensics

Despite technological advances, digital forensic investigators continue to face several significant
challenges. Encryption remains one of the most prominent barriers because modern operating
systems and applications increasingly implement strong security protections [20]. End-to-end
encryption significantly limits access to communication records and may hinder evidence recovery
efforts.

Another challenge is the increasing volume of data examined during investigations. Modern devices
can store terabytes of information, requiring investigators to identify relevant evidence efficiently
within vast datasets. Cloud storage services further complicate investigations because evidence may
be distributed across multiple jurisdictions and owned by different service providers.

Additionally, anti-forensic techniques such as secure deletion, metadata manipulation, steganography,
and anonymisation tools continue to evolve, making forensic investigations more complex and time-
consuming.

6.National and International Job Market

The global demand for digital forensic professionals has increased substantially due to the growing
frequency and sophistication of cybercrime. Organisations across both public and private sectors
require specialists capable of investigating digital incidents, preserving evidence, and supporting legal
proceedings.

Within the United Kingdom, opportunities exist within police digital forensic units, cybersecurity
consulting firms, financial institutions, government agencies, and law enforcement organisations such
as the National Crime Agency (NCA). Internationally, significant demand exists across North America,
Europe, Australia, and Asia-Pacific regions, where organisations continue to invest heavily in
cybersecurity capabilities.

Common job roles include Digital Forensic Analyst, Mobile Forensic Examiner, Incident Response
Specialist, Cybercrime Investigator, Threat Intelligence Analyst, and Digital Forensic Consultant.
Professional certifications such as CHFI, GCFA, CFCE, and EnCE often provide additional career
advantages in the competitive job market.
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7.Conclusion

Digital forensics has become an essential discipline for investigating cybercrime and supporting
modern cybersecurity operations. Contemporary forensic tools such as Cellebrite, FTK, Autopsy, and
EnCase enable investigators to analyse diverse forms of digital evidence while maintaining evidential
integrity [6], [8]. Emerging technologies including artificial intelligence, cloud forensics, and loT
investigations continue to transform the field, although encryption, anti-forensic techniques, and
growing data volumes remain major challenges [14], [20]. As cyber threats continue to increase
globally, demand for skilled digital forensic professionals is expected to remain strong across both
national and international job markets.

Task 2

1. Case Background

Quantum Tech reported a suspected insider-related security incident involving valuable Al-related
corporate information. Emma, a recently appointed senior engineer, was identified as the primary
subject of interest following concerns regarding potential disclosure of confidential information to
external parties. Joe was identified as a possible intermediary involved in communications relating to
external contacts and prospective meetings.

A digital forensic investigation was authorised to examine multiple mobile devices and identify
evidence relating to communications, coordination activities, negotiation discussions, location
information, travel records, and other artefacts relevant to the reported incident.

The purpose of the investigation was to determine whether recovered digital evidence demonstrated
planning, coordination, communication, or attempts to disclose confidential corporate information.

2. Investigation Scope
The investigation focused on the following objectives:
e Identification and acquisition of digital evidence from seized mobile devices.
e Verification of evidence integrity through cryptographic hashing.
e Recovery and examination of communication artefacts.
e Correlation of communication records with travel-related and location-based evidence.
e Reconstruction of a forensic timeline.
e Identification of the roles of involved individuals based solely on recovered evidence.

e Preparation of a legally defensible forensic report.
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3. Evidence Inventory

The investigation involved the examination of multiple digital devices recovered during the inquiry.
Table 1 summarises the evidence sources and the primary artefacts identified during forensic analysis.

Evidence ID Device Uique Identifier Relevant Artefacts Recovered
E01 Huawei POT-LX1 P Mobile Device WhatsApp, Images, Timeline Data,
Smart Extraction Location Artefacts
. . Mobile Device

EO2 Nokia C2 2nd Edition ) Images, Documents, Metadata Artefacts

Extraction
Mobile Device Images, Travel Artefacts, Hotel

EO3 Samsung Galaxy A13 I . v & Y

Extraction Photographs

Timeline Artefacts, Device Metadata,

EO4 Samsung Galaxy A14 IMEI 358867374199958
Images

Table 1. Evidence Inventory

The recovered evidence consisted of four mobile devices acquired using forensically sound procedures.
Examination focused on communication artefacts, media files, timeline records, travel-related
evidence, and device metadata. The collected artefacts were subsequently correlated to reconstruct
events, identify communication patterns, and establish relationships between recovered digital
evidence sources.

4. Chain of Custody and Evidence Integrity

Evidence integrity is essential within any digital forensic investigation because evidence must remain
unchanged from acquisition through examination. Cryptographic hash verification is commonly used
to demonstrate that digital evidence has not been modified following acquisition.

All acquired forensic images were verified using SHA256 cryptographic hash values within Cellebrite
Physical Analyzer. Cryptographic hashing remains a recognised forensic approach for validating
evidential integrity and admissibility.

Verification results confirmed that extracted data remained unchanged throughout the investigative
process.
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Figure 1. SHA256 Verification

Following acquisition, cryptographic hash verification was performed to ensure the integrity and
authenticity of all forensic images. SHA256 hashing was utilised because it provides a reliable
mechanism for detecting any modification to acquired evidence and is widely accepted within digital
forensic investigations.

Device SHA256 Hash Value Verification Status
Huawei POT-LX1 P d5193dbf8246c09fdde73be8558343985a Verified
Smart b24a2elcl42e4d64el16e2b6507e31f
Nokia C2 2nd a693656c260e339069756be8005346e970 Verified
Edition 33d0ccf2f79add56cd69c9eaed13ab
Samsung Galaxy 0e585c4fe8160254253be515a16ff94b7fdf Verified
Al13 88b248b67d45cfdef8753a9a3195
Samsung Galaxy 46c0872c1b8986c8d53069ddf4874f041e8 Verified

Al4 18e15bf89d64c9842dd0bb6c40c5e
Table 2. Hash Verification Summary

Table 2 demonstrates that all acquired forensic images successfully passed SHA256 verification.
Matching hash values confirmed that no alterations occurred between acquisition and analysis.
Consequently, the acquired evidence was considered authentic, reliable, and suitable for forensic
examination. The integrity verification process supports the admissibility and evidential value of the
recovered artefacts throughout the investigation.
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5. Forensic Methodology

The investigation followed recognised digital forensic procedures consisting of identification,
acquisition, preservation, examination, analysis and reporting stages. Consisting of acquisition,
verification, extraction, analysis, correlation, and reporting.

5.1 Evidence Acquisition

The devices were acquired using Cellebrite UFED. Device information was recorded prior to acquisition
to establish a reliable evidential reference and ensure accurate identification of the examination
target.

@ Celiebrite UFED 7.76.0.24 [Educational] - &8 X

DEVICE DETECTED
YOUR DEVICE'S INFO

Device properties

o
o
L4 ‘ Model: Rooted: Insights from installed apps:

Samsung GSM SM-A145F D... Yes You can get insights from installed
Device name: Security patch: applications.

SM-A145P 2023-03-01

To upload the app categorization DB
0s: IMEI: g0 to the setting menu

Samsung GSM SM- Android 13 358867374199958
A145F_DS Galaxy A14 358867374199966
USB cable 170 or Original Cable [IRalEEd Apps:
MT6769V/CB 8
Total used 34 GB (of 64 GB) - 30 GB free

® Pictures ® Videos @ Audio/Music ® Documents @ Archives Downloads @ Other

CONTINUE

Figure 2. Device Identification Prior to Acquisition

The documented device characteristics provide traceability and support continuity of evidence
throughout the investigation.

An appropriate extraction profile was selected to maximise the recovery of artefacts relevant to the
investigation objectives.
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(@ ceiiebrie UFED 775024 [Educationall - &8 x

SELECT CONTENT TYPE

|j‘ SAMSUNG GSM SM-A145F_DS GALAXY Al4
=2/ USB cable 170 or Original Cable

[/ Extract from

Device E Memory Card

[E» Choose data types to extract Skip extraction popups ¥ All

9, Call Logs @ Locations El Advertising ID 8 Contacts

&) swvs G mms ) calendar E7 Pictures

ﬁ Audio/Music ] videos J’ Ringtones Documents

ID Archives

Figure 3. Extraction Scope Selection

The selected acquisition scope ensured that communications, media files, and supporting artefacts
were available for examination.

5.2 Examination Environment

Analysis was conducted using Cellebrite Physical Analyzer. following acquisition, the forensic image
was imported into the analysis environment for examination and artefact processing.

Tips & Tricks

io

Welcome x
Welcome to Cellebrite Physical Analvzer & Open 0 Setings
~ Casevizard

Recent files

Open case e Load evidence
Sele stractions

® Load evidence +nd R

.- EvidenceCollection  Rename

Examination tools

DABCCATOS Assessment Mobile Images\Huswe: POT L1 P Smart UFED Huswe: 2

Naxt

Figure 4. Loading Forensic Image into Physical Analyzer
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Successful image loading enabled systematic analysis of recovered evidence and supporting
metadata.

Application decoding was performed to identify relevant user-generated artefacts and
communication records.

@ Selcctive opps decoding - @ x

Selective apps decoding

Select apps to decode and review from the apps installed on your examined device.

a
19 apps selected
N S ——
' x
> E’é Browser
Q S o
> @ 5 e comgeegiesndrad sppsiachy
Gemait °
™M x
> B JY Developertoals comgex ok
Google Chrome: ..
> 8 g v q x
> @ (5] Business Q- o x
com googlesndroidyoutute
> i
8 [ Socisl networking [E ——— .
00 comamazonmShop android s
> @ Unknown
[:Dg Bookingom:Hot.. @
00 combosking

Google Docs
com guogle.android appsdocs

Google Drve °
com googlendraid appsdocs

Google Play Store
comandroidvending

1B e P @

Include extemal app data that may have been
shared withen th e

B UK ‘at risk of recessio.

Figure 5. Selective Application Decoding

The decoding process improved visibility of application data and facilitated detailed investigative
analysis.

The forensic dashboard provided an overview of recovered artefacts and device information.
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Samsung GSM_SM-A14... i Welcome Tips & Tricks O Extraction Summary (1) O Extraction Summary (1) O Extraction Summary (1) © Extraction Summary (1) Extraction Summary (1) x
Huawei_POT-LX1 P Smart
© Detected Model_Nokia C2 2nd Edition + Add extraction & Add external file © Project settings B Generate report & Open Virtual Anabyzer
© Samsung GSM_SM-AI137F Galaxy A13
O Detected Model_Note 14 Insights from Installed Apps

% Galary a14 Image Hashes

P pew
Samsung GSM_SM-A145F_DS Galaxy A14 'z, @ N

& 25°C Mostydowsy A~

Figure 6. Examination Dashboard

The selected methodology ensured evidence preservation while maximising artefact recovery and
analytical repeatability. The dashboard confirmed successful processing and readiness for detailed
forensic examination.

6. Communication Analysis

Recovered WhatsApp artefacts provided the most significant body of evidence within the
investigation. Communication artefacts were prioritised during analysis due to their potential
evidential value within the investigation.

SQLite wizard - a8 x

Select database

Huawe POT-LX1 B Smart

ik Graphical tmebar ¥
a
B0 e = e € | X A|g Decodedby ~ | Apphcation = | Row cod T Name ~ pan = | Size (oyte: Created - Modified | Accessed ~ | Changed = Deletsd
] " Gm
] a s Meet
1 6 Gmai 1
1 Gma 1
1 3@ s Meet 1
1 9 ém 1
1 Meet 1
T = o snapehar . 6
[] 2 Whatzlpp 9)
ak 133 Deds ftem Huawei POT-LX1 P Smart.zip/data/datalcom.whatsapp/s se-What anager
Al androld_metadata (1} AElE a
- a
E M | tocoke
st master ® o

Figure 7. WhatsApp Database Artefacts
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The recovered databases confirmed that communication records were available for forensic analysis.
The recovered databases confirmed the availability of communication records suitable for further
examination.

6.1 Initial Contact

The communication timeline began with the identification of direct interactions between involved
individuals.

@ Celiebrite Physical Analyzer 773011 - =] x
dract  Python  Plugins  Report  Help Tips & Tricks Adsanced I’y
Huawei_POTLX1 P Smart ® Chat (Genle: WhatsApp (grou... x O Installed Applications (109) © Deviee Locations (1465) © Installed Applications (4) Q Extraction Summary (1) Exraction Summary (1)
© »@Chat
c Deta "
Analyzed Data
¥ = Manual Data Collection (40) ® @@
o ~  Select/Desclect a... a
s9g05) ] port H Action Q
- WhatsApp (grouped by tabl a
B0 e —v 5 T XA P QDS pticpants v || Start Time Lot Actity .o = -
i toxtdata: false,
] 1 G 2 o Top-ve 06/06/2023 092231UTC+0) 3170172025 1128:14UTE+0) translatedtext: 0
1 Mmee @) FrErEerED)
@
2
textdata: false,
translatedtext: 0
Q) 20872024 0500:34UTC+ 1)
(]
2
textdata: Hey Joe
Hope you are well
‘Please let me knaw when you are
available for 2 chat,
translatedtext
» 21 User Accounts & Details (257) @  vosemsosanasucs)
Data files -
e
52 Appiications (2509) textdata Hey Joe
1 need your help with something
Archives (151} sensitive.
Do you have time to 1alk?,
Configurations (24) transiatedtext: 0
@ 2oem0aa oramosurces)
Documents (5) Sources
shorteuts ()
Text (5411) Toat 1 Decuplication 1 hems Selectedt 1

Figure 8. Initial Contact Between Emma and Joe

The recovered communication demonstrates direct contact between Emma and Joe and establishes
the starting point for subsequent events. This communication established the initial connection and
provided the starting point for timeline reconstruction.

6.2 Discussion of Valuable Information

Subsequent communications were analysed to determine the nature and significance of the
information being discussed.
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Exarac  Python  Plugdns  Report  Help || Tipsdiivide Q) Adumend rs
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»@chat

=« SelectDecelect a... @

B0 e —v ® T x| A P O QB rrticpmts

ruty - o =

] 1 G a2 ) Top-up 06/06/2023 09:2231(UTCo0)  31/D1/2025 11:2814{UTC0)
L] 7162788

> @ Madia a4y

B Messages(73)
~ W chats (4) 1) (34 messages)
~ W Snapchat(d) (1) (34 messages)
W peter_dover 4) (1 (34 messag
~ B Emalls (71)
& dovpso@gmailcom (71)
> @ Search & web (1s7)
> b sodal Media(73)

> 21 User Accounts & Details (257)
Data files

52 Applications (2509)

B Archives (1451)

& Configurations (24)

®  Databases (995)

@ Documents (5)

@ snorteuts (5 :

Text (6411) Totat 1 Deduplication: 0 eme:

Figure 9. Communication referencing valuables

The recovered messages indicate that Emma described possessing highly valuable information
associated with an Al-based product. The messages demonstrated awareness of information
considered valuable by the sender.

6.3 Buyer Identification Activities

The investigation examined whether communications referenced external contacts or potential third
parties.

|
o
*

Cellebrite Physical Analyzer 7.730.

xwact  Python  Plugins  Report  Help Tips & Tricks Q) Adenced &

Chat (Genie: WhatsApp (grou... x Installed Applications (109) o 146 © Installed Applications (4) O Extraction Summary (1) Extraction Summary (1)

© Huawei_POT-LX1 P Smart

» @ Chat

Analyzed Data

~ = Manual Data Collection (40)

“ W Genie:c 273 messages) —— ~ ~ SclectfDesclect a. <

W Genie: WhatsApp (grouped by tab)
» @ Genie: Contacts (34) B0 ke |—v # T X A PP QS rurticpants = | | stare Time v Lnst Actnity = o =

8 Genie: Passwords (4) 1 7 a2

) Top-up 06/06/2023 092231(UTCA0)  31/01/2025 112814UTC+)
] 447917162788

3 Genie: User Accounts (1)
>0 medapaass

B Messages (75)

1) (1) (34 messages)
seter_dover (4) () (34 message
v @ Emails ()
= dovpso@gmail.com (71)
> @ searchaweh (m157)
> e Socal Modia (73)

> 21 User Accounts & Details (257)
Data files

2 Applications (2509)

B Aschives (1451) Sources (7

@ shorteuts (6)

Text (6411 Tt 1 Decuptinion 1 e

8 27 oy

Figure 10. Search for Potential Buyers
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The communication demonstrates efforts to identify parties potentially interested in obtaining the
information. The recovered discussion indicated efforts to identify individuals potentially interested in
the information.

6.4 Concealment and Secrecy

Communication records were also reviewed for indications of confidentiality or concealment.

@ Celicbrite Physical Analyzer 772011 - & x
ract  Python  Plugins  Report  Help Tips & Tricks Q) adunced &
Huawei POT-LX1 P Smart ® Chat (Genie: WhatsApp (grou... x ) Installed Applications (109) o 146 © Installed Applications (4) o m Extraction Summary (1)
" »@chat
Analyzed Data e -
lection (40) ® % &
@73 messages _ ~  Select/Desclect a. Q
‘ =) T |E # E|Q Bpont itters ctions Q
o
B0 k |—v @ T XA P @ QB ruticipants = | L start Time *  Last Activity ~ o = —
textdata: Not axactly Joa, but |
1 7 w2 e Topup 06/96/2023 092231(UTCH0) 310172025 11:2814UTEH) trust you can find the right buyer.
3 Genie: User Accounts (1 1 LRI “—-—I-l-:_h-l--
wanslatedtext: 0

> O Mediapa3ay

jes (75)
(4 17 (34 messages)
v W Snapchat (4) (1) (34 messages)
W peter_dover(4) (1 (34 message]

wp59EgmaiLcom (71)
> @ search&Web (1157)
> o Social Media 73)

> 21 User Accounts & Details (257)

Porfoct. Lot's koop this
wraps. This could be huge.
Data files both of us.,
LR}
5 Applications (2509) 0 w0204 TATIUTCH)
Archives (1451) Sources (2)

Documents (5)

| shortcuts ()

Text (6411) Totmt 1 Decuphication: 0 hems 111 Selected

Figure 11. Confidentiality Discussion

The recovered communication includes references indicating that the activities should remain hidden
from others. References to secrecy provided important context regarding the sensitivity of the
discussions.
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6.5 Location Coordination

Location-based artefacts were analysed to determine whether communication records could be
supported by movement-related evidence.

Python  Plugins  Report  Hep (TSR pow— &

© Huawei_POT-LX1 P Smart Chat (Genle: WhatsApp (grou... x Installed Applications (109) o 14 © Installed Applications (4] © Extraction Summary (1) Extraction Summary (1)

» @ Chat

Analyzed Data

¥ =  Manual Data Collection (40)
v - Gen 3 messages) I - < SetectDesclecta.
- sApp (grouped by tab) -

5 ) e B0 e |—v s T XA&2 0B rricpms * |1 start Time o Loct Aethity - ® =

8 Gonic: Passwords (4) = 1 7 ma2 L) Top-up 06/06/2023 09:2231UTC+0) 3170172025 11:28:140TC+0)
1 44701162788

4 Gerie: User Accounts (1
> @ Media(43aq) 7
¥ ® Messages (75) Saurces (3]
{34 messages)
¥ W Snapchat(4) (1) (34 messages)
W peter dover(4) (1) (34 message
- m
» = o@gmail.com (71)
> @ Search & Web (1157)
> b Social Media (73)
2t User Accounts & Detail (257)
Data files
3 Appiications (2509)
B Archives (1451)
£ configurations (24)
= Databases (995)
@  Documents (5)
@ shortcuts (6

Text (6411) Totat 1 Dedupication; 0 Items:

Figure 12. Location Sharing Activity

This artefact demonstrates coordination of physical meetings between involved parties. The recovered
location-sharing activity demonstrated coordination between the involved parties.

6.6 Ongoing Negotiations

Additional communications revealed continued interaction over an extended period and provided
insight into planning activities.

Page 15|27



& Prifysgol Cymru
¥ Drindod Dew! Sant
\* University of Wales.

Trinity Saint David

Digital Forensics Analysis

@ cotebrre hysical gz 773011

thon Plug-in: Report  Help Tips & Tricks. Q| Advanced I3

© Huawei_POT-LX1 P Smart Chat (Genle: WhatsApp (grou... x Installed Applications (109) © Device Locations (1465) © Installed Applieations (4) O Extraction Summary (1) Extractien Summary (1)

»@chat

Analyzed Data

¥ = Manusl Data Collection (40)
W Gerie: Chats 1) (273 messages) -
W Gonie: WhatsApp (grouped by tab)

e |—v 7 T XAP OB Puticpns | 4 Stert Time * Lot Activity - o =

Contacts (34)
& Genie: Passwords (4) ] 1 7 w0 Topup 06082023 09223NUTCS0)  31/01/2025 11:2614UTC-0)
3, Genie: User Accounts (1) 1 as7I6zIs

©  Mediaazag)

B Messages (75)

~ @ chats (4) 1) (34 messages)
~ W Snapchatid) (1 (34 messages)
W peter dover 4) (1) (34 messag
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& Configurations (24) o
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Figure 13. Follow-Up Communication Activity

@ cetienne prysical anayze 77301

B &

Python  Plugins  Report  Help Tips & Tricks
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The recovered communications indicate sustained discussions over an extended period and
demonstrate continued efforts to arrange meetings with external parties. Collectively, the recovered
messages demonstrate sustained communication and ongoing coordination efforts.

6.7 Financial Motivation

The final communication review focused on discussions that could indicate motivation for the
identified activities.
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Figure 16. Discussion Relating to Information Disclosure
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Figure 18. Financial Negotiation Discussion

The financial discussions identified within the communications suggest that commercial gain was a
motivating factor behind the activities being discussed. These discussions suggest that potential
financial gain may have influenced the ongoing interactions.
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7. Correlation Between Digital and Physical Evidence

One of the strongest aspects of the investigation involved correlating communication artefacts with
independent physical evidence recovered from the devices.

Hotel-Related Evidence

Media artefacts recovered from the devices were examined to identify evidence capable of
corroborating communication records.
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Figure 19. Hotel Photograph

The photograph provides supporting evidence for discussions involving meetings at hotel locations.
The recovered image provides supporting context for meeting-related discussions identified during
analysis.

Travel-related evidence was reviewed to determine whether movement records aligned with
communication activity.
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Glasgow Travel Evidence

- 8 X
Tips & Tridks
Samsung GSM_sM-A137¢ G... - [IRCIGSCEIUL] @ Images(1190) x O Chat (Genle: WhatsApp (grou... © Installed Applications (109) O Device Locations (1465) O Installed Applications (4) O Extraction Summary (1)
Table View Thumbnail View Folder View  Gallery View

»

Images
Analyzed Data
1000001349,pg | [ -
Application (4) ry
5 Instalied Applications (4) L 9 O«
9 Location Related (1465) =
©  Media (1239)
0 Audio (26)
B images (1190) (6 known files)
> Videos 23)
Data files
32 Applications (1) - ‘
B Archives (1) B
& configurations (1 i3 Save
@ Documents () Name: 1000001342jp5
1 Images
®  Uncategorized (229) S::b’my “e
Path;
Crested:
Accessed:
Modified:
Changed:
Deletec:
Extraction:  File System
MDs: 16961 1b60fe23e3b5250211082764
Source file: 10
Map
Position:
PCERETAIEY Address:
Map Address:

Figure 20. Glasgow Travel Ticket

The travel artefact supports the timeline reconstructed from recovered communications.

Accommodation Evidence
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Figure 21. Manchester Travel Ticket in media
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Manchester Travel Evidence
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Additional transport-related artefacts were recovered during examination of media evidence.
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Figure 22. Manchester Travel Ticket

These records provide further support for meeting arrangements and travel activity identified in the

investigation.

Communication records were compared against independently recovered artefacts to assess
consistency and reliability across evidence sources.

Communication Evidence

Supporting Evidence

Significance

Strength

pattern

time

Glasgow meeting Glasgow rail ticket Confirms travel linked to High
discussion meeting activity
Manchester client meeting Manchester travel ticket Supports external meeting High
arrangements
Hotel meeting references Radisson Blu image Corroborates reported meeting High
location
Negotiation discussions Travel & accommodation Indicates meeting preparation Medium-
artefacts and attendance High
Location sharing activity Timeline location artefacts Demonstrates coordination High
between parties
Buyer-search Travel and hotel evidence Supports external contact High
communications activities
Long-term communication Timeline artefacts Demonstrates continuity over High

Table 3. Evidence Correlation Matrix
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The consistency between communications and recovered travel-related artefacts significantly
strengthens the reliability of the investigative findings. The correlation results demonstrate strong
agreement between communications, travel records, location artefacts, and media evidence.

8. Timeline Reconstruction

Recovered artefacts were organised chronologically to reconstruct the sequence of investigative
events.

Emma contacted Joe
Valuable information discussed
21 Aug 2024 Search for buyers initiated
Secrecy discussed
22 Aug 2024 .—{ Location-sharing activity }
26 Aug 2024 .—[ New contacts discussed J
29 Aug 2024 '—[ Glasgow meeting planned }
31 Aug 2024 .—[ Glasgow travel evidence recovered J
Nov 2024 .—[ Manchester meetings discussed }
22 Nov 2024 .—[ Manchester travel evidence recovered }
Information disclosure discussions
31 Jan 2025 Offshore arrangements discussed
£5 million discussion identified

The completed timeline provides a structured overview of communications, travel activity, and
supporting evidence.
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9. Evidential Reliability Assessment

The reliability of the investigation findings was assessed by examining the consistency, integrity, and
corroborative value of all recovered evidence sources. During the examination process, multiple
independent artefact categories were identified and analysed, including communication records,
timeline data, location information, travel documentation, media files, and cryptographically verified
forensic images. The use of multiple evidence sources reduced dependency on any single artefact and
strengthened the overall reliability of the investigation findings.

Several factors contributed to the evidential reliability of this investigation:

e Cryptographically Verified Forensic Images: All acquired device images successfully passed
SHA256 hash verification, confirming that the evidence remained unchanged throughout
acquisition and analysis.

¢ Recovered WhatsApp Communications: The communication artefacts provided direct records
of interactions, meeting arrangements, coordination activities, and negotiation-related
discussions.

¢ Timeline Artefacts: More than 1,500 timeline artefacts were recovered and used to establish
the chronological sequence of events.

e Location and Coordination Records: Location-sharing activities and recovered geographical
artefacts provided additional support for communication records and movement patterns.

e Travel Documentation: Recovered rail tickets and travel-related images independently
corroborated discussions relating to meetings and external contacts.

e Hotel and Accommodation Artefacts: Photographs of hotel locations and accommodation-
related items provided supporting evidence for meeting arrangements identified within the
communication data.

Cross-Validation of Evidence Sources

A significant strength of the investigation was the ability to correlate communications with
independent physical artefacts. For example, discussions concerning Glasgow and Manchester
meetings were supported by corresponding travel records, while hotel-related communications were
reinforced by recovered hotel photographs. This cross-validation process increased confidence in the
reconstructed timeline and reduced the likelihood that individual artefacts were being interpreted in
isolation.

Consistency Assessment

No significant inconsistencies were identified between the recovered communications, travel
artefacts, location records, and timeline data. The examined artefacts demonstrated a high degree of
consistency across multiple evidence categories, indicating that the reconstructed sequence of events
was supported by several independent sources.

Reliability Conclusion

Based on the successful hash verification of all forensic images, the consistency of artefacts across
multiple evidence sources, and the strong correlation between communication records and supporting
physical evidence, the investigation findings are considered reliable and forensically sound. The use of

Page 23127



@

Digital Forensics Analysis

independently corroborating artefacts significantly strengthens the evidential value of the
investigation and supports the conclusions presented within this report [1], [2].

10. Suspect Profiling
Emma
Role Assessment
Primary Subject
Supporting Evidence
e Initiated communication.
e Referenced valuable information.
e Discussed external disclosure.
e Requested confidentiality.
e Participated in negotiation discussions.
Joe
Role Assessment
Intermediary
Supporting Evidence
e Identified potential contacts.
e Coordinated meetings.
e Shared locations.
e Provided progress updates.

e Participated in financial discussions.

Norman
Role Assessment
Device Examined

The recovered evidence does not provide sufficient information to directly associate Norman with
receiving, purchasing, or possessing the information discussed in the communications.

Page 24|27



¥ Drindod Dewl Sant
" University of Wales.
Trinity Saint Davic

& Prifysgol Cymru
3

Digital Forensics Analysis

R e N
Emma Joe Norman
Primary suspect Suspect — intermediary
— Initiated contact - Identified contacts Examination found no
— Referenced key info — Coordinated meetings direct link to receiving,
— Discussed disclosure — Shared locations purchasing, or possessing
— Requested secrecy — Gave progress updates the information
—Joined negotiations — Discussed finances discussed.
J

Figure 23. Comparative Suspect Profiling

11. Findings

o All forensic images passed o Communications included
integrity verification. secrecy-related discussions.

o Recovered communications linked o Travel artefacts corroborated
Emma directly to Joe. meeting arrangements.

o Communications referenced o Substantial evidence of
valuable Al information. planning and coordination.

o Evidence showed attempts to e Financial discussions indicated
locate potential buyers. monetary motivation.

|

Overall assessment

Findings collectively indicate coordinated planning to
disclose and monetise sensitive information.

Figure 24. Graphical View of overall findings
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12. Conclusion

The forensic examination identified substantial evidence demonstrating communication, coordination,
planning, negotiation activity, secrecy, and financial motivation relating to valuable Al-related
information.

Recovered communications established that Emma and Joe maintained sustained discussions
concerning potential interested parties, meeting arrangements, and proposed commercial
opportunities. Independent travel artefacts, location-sharing records, and hotel-related images
corroborated several of the activities identified within the communications.

Based on the available evidence, Emma appears to have acted as the primary initiator of the activities
discussed, while Joe appears to have acted as an intermediary by communicating with potential
external contacts and coordinating meetings.

The overall evidence supports findings relating to planning, coordination, negotiation activities, and
attempts to identify external parties interested in confidential information.

13. Recommendations
Recommendations for Enterprise
e Implement Data Loss Prevention (DLP) controls.
e Strengthen insider-threat monitoring.
e Restrict access to sensitive intellectual-property repositories.
e Conduct additional employee awareness training.
e Review privileged-access assignments.
Recommendations for Law Enforcement
e Examine cloud-based accounts associated with involved devices.
e Obtain telecommunications records where appropriate.
e Investigate associated financial records.
e Conduct interviews with identified individuals.

e Continue monitoring for additional supporting evidence.
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