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1. Introduction

In today’s world, everything around is interconnected and fully or partly has access to the internet
and this where network security comes in. This document will explain what network security is, the
types of attacks, threats and mitigation techniques, endpoint vulnerabilities, basics and
fundamentals of the network and an explanation of a site-to-site VPN as well as the CISCO ASA. It
will also involve a Cisco Packet Tracer Lab where the provided topology will be configured. The
second part of this document will include creating a network infrastructure for the company “A2Z
Technologies Ltd” based on their requirements such as “Cyber Proactive”, then the project will be
explained, and the choices will be fully justified.

2. Modern security threats

2.1 What is network security?

Network security [1] is a way of making sure that the networks can stay protected from attacks,
unauthorised access or damage to the software or even hardware involving any data classified as
electronic. Network security is responsible for securing the confidentiality, integrity and availability
of data that flows through the network. In order to provide the security, network consists of policies,
guidelines, processes and technologies that are put in place in order to stop unauthorised access,
data leak and deleting information. There are many technologies and aspects that are usually putin
place to provide that support [2], it can be classified as intrusion detection, antivirus, prevention
systems, firewalls, VPN and encryption.

Implementing the above will work, but it needs to be configured as best as possible in order to
provide the most complete security solution. A network should consist of multi-layered defence
system and techniques. The multi-layered defence system should include network segmentation,
data backup and recovery, access controls and security management & monitoring. Network security
protection never ends, it constantly needs to be updated and reviewed as there are thousands of
threats emerging every day and any potential vulnerabilities need to be fixed before the tragedy
occurs.

2.2 Types of threats and attacks

The threats and attacks are constantly evolving every day which means that network security
experts need to be aware of any threats that they might have never heard of or seen before.
Malware [3] is one of the popular threats as the only purpose of malware is to cause damage in form
of trojans, ransomware and worms. The three threats are aiming to get access to a computer
network or just simply cause damage.

Phishing [4] is one of the most popular threats in the modern days as this does not require as much
knowledge as people think. Phishing is a way of tricking the victim into thinking that the website,
email, phone call, text message etc. are coming from a legitimate source and lure them into taking
an action requested in the attack just to get the sensitive data and that can be classified as bank
details or login details.
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Another attack is a “DoS” attack [5] also known as “Denial of Service”. The name of this attack is self-
explanatory as this prevents a certain service from functioning properly. This attack works by
sending an enormous amount of traffic to overload the network server which will make the whole
network temporarily unavailable for everyone.

The next attack is Man-in-the-middle [6] also known as “MitM”. The attacker will slide between the
sender and receiver and capture the traffic flowing between them, this can lead to a leak of sensitive
data. The attacker is also able to inject and redirect traffic without both parties realising.

A popular attack also known as “Password attack” [7] is a huge threat to organisations as the main
and the only purpose of this attack is to break the password and gain access to the network to cause
even more damage.

Organisations tend to underestimate the next threat which is an insider threat [8]. The range of
factors that can cause damage is huge as it varies from employees, security, management to
contractors and many more factors. Anyone who has legitimate access can steal the information and
proceed with causing further damage. There are occasions where it is not intentional and was done
by mistake, in this case the subject will face the consequences in form of a fine or resignation.

The next threat is a physical threat [9] where attackers might physically steal the data or cause
damage to the hardware, this can be done by anyone — outsiders and insiders. Corrupted employees
are often being offered financial gain in return for leaking the data or destroying hardware which
would make the data unrecoverable unless there are backups.

2.3 Tools & procedures used to mitigate malware and network attacks.

There are many different tools and procedures available out there that can be putin place in order
to minimise the risk of becoming a cyber attack victim as no tool or procedure can eliminate the
chance and risk of malware and network attacks.

The most popular and basic step in order to mitigate malware and network attacks is antivirus
software [10] and this is specifically designed to fight danger and eliminate it from the system,
antivirus works by going through every single file and analysing the insides of it to look out for any
malicious code.

Another essential piece of the puzzle is firewall [11]as this is the gate that separates a private
network from public networks and internet in general. It is responsible for managing and authorising
incoming and outgoing traffic. The pre-existing rules created by network professionals are being
used by firewall to determine whether the traffic will be accepted or not.

Intrusion detection and prevention systems [12] act like a security person that is guarding the
entrance to an important data. It will monitor the whole network for any suspicious and unusual
activity. These systems aid the network in preventing attacks such as malware, unauthorised access
and DDoS attacks. IDS and IPS are essential when it comes to implementing a complete security
solution for the company.

In order to maintain a continuous security system, vulnerability scanners [13] are essential to be
configured and installed as vulnerability scanners will continuously run scans and produce reports on
the given day. All systems and applications are part of the test and by doing so, the company can
ensure that there are not any weaknesses or potential security gaps which could open an entrance
to the network for the hackers.
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SIEM systems also known as “Security Information and Event Management” [14] will gather results
from various sources and then analyse it so the company is able to detect threats and dangers in
real-time situation. This allows for a greater and much more efficient event response if the security
incident happens and needs to be mitigated and prevented from happening in the future.

Another important part of making a complete security solution is to implement a network
segmentation [15] as this will allow for separating the network into smaller network and each
“smaller” network is will be able to have different security measures applied and that will reduce
and limit the potential danger and impact that the attack might have on the network as only one
piece of network will be affected instead of the whole network.

Human error is another popular reason why networks are being breached [16] and this is the reason
why user education and training will drastically reduce the chance of network breach as a lot of
users are uneducated when it comes to using a computer safely and often leads to becoming a
victim of phishing. The company should invest into a training or course which would educate every
single employee on how to spot fake emails, create powerful passwords and navigate around tools
safely and efficiently.

2.4 Basics and fundamentals of securing a network.

A secure network is essential when it comes to data protection as it prevents unauthorised access to
make sure that the data stays protected and in order to achieve that, it is essential to follow the aid
below.

One of the most popular security measures where everything should start with are strong passwords
[17] as this is mainly the first line of defence from unwanted access. Considering the passwords are
already strong, the users should also avoid using passwords such as “123456” or “password” as this
can be cracked within a matter of milliseconds.

Network administrators [18] should also consider splitting the network into multiple chunks so it can
be separated from important information so one part of the network can contain non-sensitive data

which might be targeted by the hackers, but they are unaware of what is inside that specific network
segment.

Limiting the resources that can be accessed is one of the fundamentals when it comes to securing
the network [19] as not everyone should have access to sensitive data etc. This can be achieved by
using Windows built-in user account control feature where downloading & installing and pretty
much everything can be adjusted to the point where the administrator needs to enter the password.
Inactive accounts should be monitored and disabled as soon as possible as it poses a risk of an entry
for the hackers, setting up a policy which would require a regular change of password is another way
of establishing a solid system.

Configuring a firewall is an essential and must have feature implemented in the system [20] as this
prevents unwanted connection and decides what websites & applications the employees can access.
Firewalls come in two forms — software based, and hardware based but both work the same by
filtering unwanted packets, connections and traffic in general.

Encryption is another form securing the data [20] as it is another line of defence once the hackers
manages to break through the barriers of security and encryption makes sure that the hacker is not
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able to view the data and the encryption should be mainly applied to sensitive information such as
passwords and credit card details as this is what the hackers are mainly looking for.

Running regular updates and software patches [22] can greatly reduce the risk of being exploited by
zero-day attack and attacks in general because updates and patches usually contain new security
measures and fixes, so it is important to set it to automatic and not worry users about updating it
manually themselves.

2.5 Mitigation of network attacks in small & medium sized businesses

In today’s digital age, small and medium sized businesses are exposed to many cyber attacks such as
network attacks which will significantly damage the financial situation and reputation of the
company, below are some of the most popular and efficient mitigation techniques to prevent that
loss.

Carrying out a user training on how to not expose the network to the hackers and stay away from
phishing attacks can be a starting point [23] because social engineering attacks are extremely easy to
do nowadays and people are still uneducated, a good should be made of an advice on creating
strong passwords, phishing attacks and social engineering attacks in general.

The next step to mitigate network attacks in small and medium sized businesses [24] is to carry out
regular security audits just to make sure that any security vulnerabilities are spotted and fixed
before the attacker exploits them and takes advantage of the findings, a security audit should cover
operating systems and also software applications and to partly fix it, regular updates and patches
should be enabled and installed as soon as possible.

Running regular data backups can significantly save companies reputation [25] if a breach happens
as the data will still be restored thanks to the backup, there are many available software out there
for the companies to schedule data backups. Data can be backed up all the time, nightly, weekly,
monthly or it can be customised.

As mentioned above, implementing a firewall, running regular updates and patches, network
segmenting and implementing access controls are all ways of mitigating network attacks in small &
medium sized businesses.

2.6 Cisco Network Foundation Protection and its purpose in securing the network.

The main purpose of Cisco NFP is to provide the company with a comprehensive and flexible security
solution to protect company’s network from known and unknown attacks. Cisco NFP can be
described as a complete package of many security technologies, and it includes access control and
threat detection. Every network layer is covered by Cisco NFP so the company can stay protected.

The reason why Cisco NFP is so popular is due to its “ISE” that stands for “Identity Services Engine”
that will grant users with granular access control policies for all devices and users that are currently
connected to the network, ISE lets network administrators to create policies based on many factors
and this could vary from user identity, device type to location etc. this adds an extra layer of
security.

The next popular and essential part of Cisco NFP package is the ASA also known as a firewall, this
firewall provides the company with threat detection and mitigation capabilities, ASA comes with ISP,
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firewall and VPN to defend the network from many types of attacks, ASA also comes with AMP also
known as “Advanced Malware Protection” that will prevent any unknown malware.

Cisco NFP also has a feature called “SGT” that stands for “Secure Group Tagging” which will
implement a mechanism that can identify and categorise the network traffic purely on the context of
the traffic and TrustSec which adds and extra layer for secure communication between the devices.

To summarise Cisco NFP, it is a complete security solution package that comes with many security
mechanism which will protect the company from various types of attacks. Every single network layer
is protected thanks to the bundle that Cisco NFP offers and will reject any unknown and known
threats while giving granular access control policies for all devices that are connected to the
networks and users.

2.7 Mitigation techniques against viruses, worms and trojan horses in small & medium
sized businesses

The company should make sure that the systems are protected against viruses, trojans and worms as
it can damage company’s assets and reputation and even financial loss, and it is important for small
and medium sized businesses to stay safe.

The most basic and popular way of staying away from viruses, trojans and worms is to implement an
anti-virus [26] such as BitDefender Endpoint as it is a highly recommended anti-virus which can be
easily managed and configured to company’s needs. This anti-virus runs in the background and has
no interaction with the standard user, it will constantly monitor the system in the background for
anything that should never exist inside the system.

Another effective way [27] of staying away from the threats mentioned above is to train employees
on things that should not be done. The training should consist of a guidance which will outline how
to avoid malicious and phishing websites, how to recognise malicious links and on using powerful
passwords which cannot be cracked within the matter of seconds.

Implementing access control and authentication barriers [28] will significantly reduce the chance of
an unauthorised access happening and sensitive data being leaked and this can be done by
introducing two-factor authentication, password policies which will require a certain amount of
characters and special characters being used when creating a new password and preventing
marketing people from accessing financial documents etc. so every single network member will only
access what is required for them to do work.

Once the breach has happened [29], the proper way to make sure that the data can still be
recovered is by carrying out regular backups, backups should be stored in different locations virtually
and physically to make sure that it is 100% recoverable.

2.8 What are endpoint vulnerabilities and how to secure it?

There are many endpoint vulnerabilities out there [30] and each vulnerability has a way of securing
and fixing the vulnerability, here are some examples: outdated systems and software, lack of
network segmentation, malicious files etc. all vulnerabilities can be prevented by making sure that
the system is set up in a way to automatically download updates and install them overnight as this
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will not interfere with daily tasks that users are doing, network segmentation should also be
implemented as it will divide the network into chunks and each chunk will be responsible for
something different making it difficult for hackers to target the right one that stores sensitive data.
Regularly monitoring the system [31] against malicious activities is another vulnerability that needs
to be secured and this can be done by implementing IDS and regularly going through the logs and by
setting up vulnerability scans, this will speed up the process of fixing the vulnerabilities.

3. Secure network design, management & reporting

3.1 Implementation of a comprehensive security policy

A comprehensive security policy is an essential part of every single organisation’s structure [32] in
order to prevent risks and protect digital and physical assets from danger. It consists of many steps
which need to be followed in order to ensure its full effectiveness. First, the company should know
what threats and potential risks are based on every single operation that might occur inside the
organisation. By knowing the dangers and risks, the policy can be adjusted so it covers everything.

Another step that should be taken is creating the policy which covers the risks and dangers that have
been identified in the beginning. It should also consist of a well-thought guidance about password,
network security, data protection and access control and any other relevant topics. The policy
should also clearly outline responsibilities and roles of each network user to ensure the security is at
the highest possible level.

Every single employee [33] should be provided with training and educated on the guidelines &
procedures and policies to make sure no breach can happen. Monthly and weekly security audits can
also help to prevent the threats and identify the spots which need to have more work on security.

The organisation should also introduce technical controls, and this might include IDS and IPS and
firewalls and anti-virus. Physical security such as access control system, locks, fences, and CCTV is
used to protect physical assets.

Regularly updating and reviewing all the policies [34], procedures and guidelines can help to ensure
that the company is prepared to take on any new dangers and threats that might occur on any
random day, so it needs to stay relevant and effective.

To summarise the implementation of a comprehensive security policy, the company should have a
well-thought policy in order to stay protected from the dangers and threats and to protect their
physical and digital assets.

3.2 Technigues & tools for testing network security

There are many tools that are used to carry out network security testing and it includes:

Penetration testing tools [35] such as Metasploit, Nmap and Burp Suite. These tools will simulate the
attacks against the real network and find potential vulnerabilities and exploits in the system.

There are also vulnerability scanners [36] and some of the most popular ones are Nessus, OpenVAS
and Qualys. The tools just mentioned will scan the network for the most popular vulnerabilities in
software and just operating systems in general.
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It is also important to scan the ports [37] and Nmap & Angry IP scanners are popular tools for doing
it as both will identify all the ports that are open so they can be managed by the network
administrator.

Wireshark and NetScanTools [38] are useful tools which will create a real-time map of the network
so the networking team can have a clear image of what is connected where and what might need
extra security.

The tools mentioned above are basics for testing network security but the most common one is to
carry out a penetration test because the company will hire a professional penetration tester and
allow this person to legally break into the network by executing popular attacks such as brute-force
attack, SQL injection attack, buffer overflow attacks and many more.

4. Layer 2 attacks

4.1 Vulnerabilities and mitigation technigues for securing the layer 3.

Vulnerabilities in layer 3 [39] are exposing the network to certain risks and it includes Do§, IP
spoofing, routing attacks where IP Spoofing consists of the hacker making a fake source IP address
that will send packets to the victim as it might be converted into a DoS attack which aims to
overflow the network with the traffic so it can become unusable. Routing attack aims to lure the
victim into visiting the redirected website so the credentials can be stolen.

To fight those attacks [40], networking team can implement ACLs in order to specify which traffic

can enter the network and what needs to be rejected. Implementing encryption to protect the traffic
that travels throughout the network is another way of securing the layer 3. Introducing Border
Gateway Protocol (BGP) is a way of preventing routing attacks and keeping layer 3 secure.
Remembering to update software and firmware to avoid popular vulnerabilities is another way of
securing layer 3.

Implementing mitigation techniques mentioned above will surely reduce the chance of the network
layer 3 from being breached.

5. CISCO IOS IPS and its implementation

5.1 Network-based instruction prevention systems and its purpose in securing the
network.

CISCO 10S IPS is a system which provides signature-based detection to stop network attacks in real-
time. CISCO I0S & IPS is executed on Cisco based hardware such as switches and routers and all
traffic are analysed when passing through them. Network is constantly monitored for known
signatures and if one is detected, the access is going to be rejected. To ensure its effectiveness,
signatures are updated all the time. CISCO 10S & IPS instantly blocks the danger and either drops it
or resets the network based on the configuration. This security package also comes with reporting,
real-time logging and alerting so network administrators are alerted when there is a danger. The logs
are later used for evaluation on how the attacks was carried out and how it passed through the
security measures.

Page 12 of 26




NETWORK SECURITY — DAWID TROCHIM 1900457

In general, CISCO 10S &IPS provides a way of securing CISCO hardware such as routers and switches
to prevent networking attacks by using signature detection. It allows network administrators to set
up alerts, reports and logging feature. In other words, this security package is essential nowadays for
protecting the network.

5.2 How signatures are helping in detecting malicious traffic?

Signatures are essential [41] when it comes to detecting and stopping dangerous network traffic. In
other words, they are patterns that known malware has and malicious activity in general. Signatures
are created by experts that have analysed past attacks. It is important to regularly update and
review signatures to ensure that their effectiveness is still there as new threats are being created
every day, this will allow the security team to defend the network from the danger.

Overall, signatures are a must-have for every network as this allows the company to stay protected
from new threats and signatures work based on real-time time activity so the danger can instantly
be avoided.

6. Implementation of a site-to-site VPN
6.1 Why is VPN important and how is it helping in security?

A VPN also known as “Virtual Private Network” [42] is a way of allowing users to connect via a secure
and encrypted connection. User’s details such as location and IP address will be hidden making it
certainly more challenging for online trackers to monitor the activity allowing the protection and
privacy. VPNs are also used for staying away from various threats such as hacking, phishing and
malware attacks in general and this is achieved by encrypting the traffic, it will also defend the user
from unwanted access to sensitive data. VPNs are especially important for people that work
remotely from home or any other place that isn’t the office as this ensures that the traffic sent
between the user and company’s network is encrypted. To summarise, VPNs are essential when it
comes to helping in security aspect as VPNs will encrypt the traffic and hide user’s identity such as IP
address and location making it difficult for anyone to track their online activity.

6.2 IPsec VPN and its purpose

IPSec VPNs [43] also known as “Internet Protocol Security Virtual Private Networks” are using IPSec
protocol in order to secure the tunnel between the user and the destination so the traffic can be
safely transmitted because it is encrypted. Both endpoints consist of a shared secret key also known
as IKE — “Internet Exchange Key”, that will be used to authenticate the traffic which is being
transmitted. There are two available modes to use —transport mode and tunnel mode but it
depends on the requirements that the company has e.g., 2 step authentication. To summarise IP Sec
VPN, it is a way of ensuring that both endpoints are secure, and the traffic sent between them is
encrypted when the data is travelling over the internet.
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6.3 How are different types of encryptions, hashes and digital signatures helping to
achieve confidentiality, integrity and availability?

There are a few types of encryption, hashes and digital signatures that are helping to achieve CIA.
One of the first ones [44] is encryption and it converts blank and plaintext into ciphertext to ensure
the confidentiality of data. There are different types of encryptions such as symmetricand
asymmetric that will make sure the data is only accessed by users that are authorised and are in hold
of the working decryption key.

Hashing is a way of turning data into a fixed-size string of characters. Hashing ensures that the data
transferred stays untouched and original, so the integrity is there. A unique fingerprint of the original
data will be created so if the data is altered or modified in anyway, the hash value will change
making it clear and easy to see that the data has been modified.

Digital signatures are using asymmetric encryption to ensure authentication and data integrity is
there. The sender will use a private key to secure the data and confirm its integrity and authenticity.

6.4 Achieving data integrity and authentication with cryptographic hashes.

Cryptographic hashes [45] are used in ensuring the authentication and data integrity. Hashing will
take a small piece of data and create a fixed-length ocutput. The hash function is collision resistant
and one-way. In order to provide data integrity, the sender will attach the hash to the message that
is about to be sent and send it. When the message is received, the receiver can compare the hash
value with the original has value. In order to achieve authentication, the sender will hash the data
and encrypt it with a private key producing digital signature along the way. Once the message is
received, the receiver can decrypt the message with the public key provided by the sender and
compare the hash value to check if the data has been altered.

6.5 How are encryption algorithms helping to achieve data confidentiality?

There are a few symmetric and asymmetric encryption algorithms [46] such as DES, AES, RSA and
Diffie-Hellman etc. all these encryptions have one purpose —taking plaintext to convert it into
ciphertext but they all work differently. E.g., symmetric encryption will use the same key to encrypt
and decrypt the information, but the asymmetric encryption will use a private key and public key to
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encrypt and decrypt the data but how is asymmetric encryption providing confidentiality?

€)== K" Public encryption key
€)== Ky Private decryption key

Plaintext Plaintext
message, m message, m

.\ f ‘ /.
— Ciphertext L

~~Encryption Kg'(m) | Decryption“T m = K (K (m))

i 5 i =Kp(Kp
algorithm algorithm

Alice Bob

Figure 1 - Explanation of asymmetric encryption

The picture above illustrates how the confidentiality is achieved, the plaintext goes through
encryption and becomes ciphertext, it reaches decryption mechanism so the user can see the
plaintext, public encryption key is assigned to the encryption mechanism and private decryption key
is associated with the decryption mechanism.

The symmetric encryption works by two users having a pre-shared key which can be used to encrypt
and decrypt the data, the pre-shared key is usually 80 to 256 bits where it is done in blocks in k bits.
One bit equals 64 which means that each message will be broken into 64 blocks, additionally every
single block will be encrypted independently. The image below helps to understand it clearer.
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Figure 2 - Explanation of symmetric encryption

6.6 How can data confidentiality and authentication be achieved with a public key
infrastructure?

A Public Key Infrastructure also known as “PKI” [47] helps to achieve confidentiality by encryption of
messages and streams. The purpose of confidentiality is to make sure that there will be no
unauthorised access to information flowing around the network, thanks to the PKI — users are now
able to make sure that only the desired receiver of the message will be able to decrypt and view the
message. The purpose of authentication is to make sure that the person accessing the information is
the right and genuine person, PKI allows the sender and the recipient to authenticate if the person
that they are sending or receiving message from is genuine.

7. Cisco ASA and NAT/PAT services
7.1 Advanced Stateful firewall — CISCO ASA

Cisco Adaptive Security Appliance also known as “ASA” is an advanced stateful firewall with many
features such as IPS and anti-malware protection along with VPN features. It works by analysing
packets at every single layer of the network and uses SPI which stands for “Stateful Packet
Inspection” and DPI that stands for “Deep Packet Inspection” to reject threats. Cisco ASA allows the
professionals to configure it in various modes and has an option to choose a modular architecture to
provide some extra security such as Cisco Advanced Malware Protection and Identity Services
Engine. It also comes with a user-friendly web-based or command line interface allowing more
technical and less technical people to configure it and implement policies. It will generate reports
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and alerts allowing professional to have a clear overview on the network, it is an essential hardware
and tool for keeping the network secure. Cisco ASA also comes with NAT and PAT services that
establish communication between public and private networks. NAT is responsible for converting
private IP addresses to public ones; however, PAT will convert public IP addresses to private ones as
this will allow the communication while keeping security of IPv4 addressing.

8. A2Z Technologies Ltd network infrastructure

8.1 Network diagram

=R Dapanean Finanze Dugammnt araseg Diganman

On-Sem BYGOLapms DU Mus fassmr Asche

HTTPS Access o
DUDISED with Mk Faste

Figure 3 - A2Z Technologies Ltd. netwaork infrastructure

Please refer to a separate upload point for a full-sized diagram

The diagram above represents the network diagram that A2Z Technology Ltd would need to
implement to build their safe network infrastructure. The diagram above consists of a ZyXEL ATP700
Advanced Threat Protection Firewall that will provide the security and meet the requirements of the
company, any device or connection will need to be tunnelled via the firewall. There will be two on-
side servers with the access to the cloud along with the HTTPS access and DUO SSO Multi-Factor
Authentication for some extra security. There will be two remote computers setup with a VPN to
access the network drives on-site, these two computers will also have access to the Exchange online,
SharePoint online and office365. There will also be a Drobo NAS data storage so the company have a
safe place to keep their data, this data storage will be protected by the firewall. This network is also
going to consists of two on-site Windows Servers with Active Directory Domain Services such as
DHCP, DNS and File Server, one of the servers will be set up with a site-to-site VPN to access an off-
site Backup Domain Controller known as a backup file server which will be stored in a secure
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location. A2Z Technology Ltd will also have two on-site devices configured with DUO Multi-Factor
Authentication Windows Login (These two computers will be neutral so any department or person
will be able to use it), there will also be a remote BYOD device that will be configured with a VPN
access and Remote Desktop Access to these two devices. This network is also going to consists of a
Wi-Fi access point where all devices and departments will be connected. There are six departments
as per the requirements, each department will consist of an on-site BYOD laptop and on-site laptop
with DUO Multi-Factor authentication configured.

Since the company is aiming to be proactive and make their network infrastructure cybersecurity
resilience, investing in a Cyber Essentials+ certification would be a perfect move to ensure that the
company won't be the next victim of cyber-attacks that happened back in the 2020.

8.2 Justification for choices

The first important choice was to implement a firewall which is a must nowadays as this protects the
organisation from unwanted connections, the firewall that was chosen is called “ZyXEL ATP700
Advanced Threat Protection Firewall” as this has a great way of categorising the applications used by
employees and makes it simple to block or unblock them. This is a brilliant choice for small/medium-
sized businesses as this is powered by cloud intelligence simultaneously improving network
protection. It provides the team with web filtering, Application Patrol, Reputation filtering,
Sandboxing, Anti-Malware and SecuReporter. Administrators are also able to access all that
information via diagram or infographic dashboard which is easy to read.

Another important choice was implementing a data storage which is this case is “Drobo NAS Data
Storage”, there is a strong reason for this choice as Drobo was chosen as an award-winning vendor
for data storage and allows to store data redundantly so even if there is a failure, the data is still
available. It is simple to expand the size, however it is essential to follow the 3-2-1 rule where you
have three different copies of the data, two copies of data located on another storage and one
somewhere in the safe space off-site. It has a clean and readable physical interface that shows what
percentage of capacity has been already used, the temperature and what each colour/button means
and requires the user to do.

There is also a standard and generic Wi-Fi access point which will be secured so any device is able to
get an internet connection.

Moving onto the servers, there will 5 of them in total. Here’s a breakdown of the purpose of each
server:

There are Windows Servers on-site configured with Active Directory Domain Services such as DNS,
DHCP and File server, one of the servers has a site-to-site VPN configured to access an off-site
backup domain control.

Two other servers are on-site with a HTTPS access and DUO SSO with Multi-Factor Authentication
configured to the cloud.

The reason behind having 5 servers is because there are two servers on-site which company might
use with a HTTPS access to carry on with their business need, three other servers are there purely
for management and network infrastructure setup.
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However, there are also three remote devices included — two computers and one laptop. The
computers have a VPN configured to access network drives on-site and there is also a BYOD remote
laptop configured with a VPN and Remote Desktop Connection in order to access one of the
computers in the headquarters. These computers can access exchange online, SharePoint online and
Office365.

As per requirements, there are six departments, and each department will be provided with an on-
site BYOD laptop and on-site DUO Multi-Factor authentication configured. Every department will
access the connection via the Wi-Fi access point.

8.3 Cost Analysis

Since the company is aiming to be proactive and cybersecurity resilience, the hardware/certificates
and software might be quite pricy but will lead to a quality and security. (Remote COMPUTERS are

not included since users are either provided with a laptop or have their own workstation at home).
The hardware such as computers and laptops will be suited to the needs of the company which is a
powerful CPU, 16 GB RAM and a fast SSD to let employees carry on with their work at a good pace.

Cost analysis - table:

Type of device/hardware | Name Quantity Price
Computer Dell OptiPlex 7020 SFF | 2 £220.00 per unit
Desktop PC Computer £440.00 in total

i7 4770 16GB RAM
512GB SSD Windows

10 Pro
Laptop ASUS Vivobook 16 13 £529.00 per unit
M1603QA 16.0 £6877.00 in total

WUXGA 16:10 300nits
Laptop (AMD Ryzen 5-
5600H, 16GB RAM,
512GB PCle 55D,
Windows 11), Silver
Servers 877627-B21 - HP 2 £2199.38 per unit
ProLiant ML350 £4398.76 in total
Gen10 8xSFF
Configure-to-Order
Rack Server

Drobo NAS Data Storage H12 Bay Drobo 1 £4457.48 in total
B1200i 3U Rackmount
NAS supports up to
36TB inc rail kit
Firewall ZyXEL ATP700 1 £4000.00 in total
Total cost: £20173.24
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8.4 Project plan

11tar - 15 Vor ([l Assets preparation

16 Mar - 24 Mar _ Network layout
26 var -5 e ([ office fayout

23 Mar - 5 Apr Hardware allocation

A U ———
2 May - 4 May - Penetration test

5 May - 5 May [} invoice

Mar Apr May
Figure 4- Project plan

The Gantt chart above explains the journey throughout the project by allowing to see the start and
end date of every major important step that was executed during the creation of the project. This
outlie really supported the implementation of every aspect in this project and aided the time
management to finish everything in time. By creating this project plan, there was also a space for
personal improvement in areas such as time management, problem solving, consistency and
discipline since there are other aspects that need to be done as well. This diagram allows the A2Z
Technologies Ltd. To see how the set up and configuration was done in terms of time and how long
it took which might be later be useful for an invoice. In other words, the project plan involved first
setting out goals, what needs to be done, how is it going to be done etc. so there is at least some
foundation, the next step was to prepare and research which assets are suitable for the office
(assets can be found in the table above), another big step was to create a network layout based on
the requirements set out by the A2Z technologies, the next bit of the process involved deciding the
office layout and what is going to be installed where, cabling came next along with the hardware
allocation, after this was successfully achieved, the network configuration and connectivity tests
began. After the network was fully and successfully implemented, the penetration test was required
in order to make sure that the company can stay cyber proactive and dodge a lot of kind of attacks.
The main goal of the project was to make sure that the company is proactive in terms of cyber
security and the network layout will provide and fulfil that requirement.

8.5 Dangers and threats that A2Z Technologies Ltd might encounter.

Modern day attacks and threats are the main dangers and threats that A2Z Technologies Ltd might
encounter such as DDoS attacks, phishing attacks, insider attacks, SQL Injection and many more. The
main one that the company should be aware of is phishing as there are thousands or tens of
thousands phishing attacks happening every second and it is so easy for uneducated employees to
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fall for a phishing attack such as fake email, fake website, fake text, fake call from HMRC and the list
could be endless. This is why it is important to invest into a proper security awareness training. The

company might also become a victim of zero-day exploit attack where there is a security gap inthe

software that the company might be using and still has not been fixed by the developer.

8.6 Steps recommended after implementation.

In order to ensure that the network is “bullet proof”, the company should carry out a penetration
test to make sure that no attacks can get through and to check an overall security of the network, if
the vulnerability is found and the penetration tester manages to break in, then it should be fixed as
soon as possible. Nessus is a network scanner which automatically scans the network looking for all
the vulnerabilities listing them based on the severity and importance as well as explaining what each
vulnerability is so the professionals can instantly locate and eliminate the problem. Qualys agent is
an excellent tool for running daily vulnerability scans and monthly reports, the reports are being sent
to an email address as well so they can be accessed from anywhere if needed. Qualys agent will run
in the background constantly giving a detailed vulnerability scan every day at a certain time and this
optionis superb for companies that want to add that extra layer of safety by knowing if a new
vulnerability has been found.

8.7 Invoice
Please refer to a separate upload point for a full invoice
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9. Conclusion

Overall, this document focuses on providing knowledge and explanation mainly based on Cisco
infrastructure using switches, routers, ASA. It also involves explanations of network fundamentals,
what network security is. Also, types of threats, dangers and mitigation techniques are also
provided. This document also focuses on implementing a comprehensive security policy for the
companies in order to maximise their security. The significance of signatures and how they are
helping in malware detection is also included in this document. Site-to-site VPN has also been
included explaining the purpose of it and benefits. A section on encryption shows how important it is
to encrypt the data and choose the type of encryption wisely based on the requirements and the
needs of the company. The network infrastructure has been created along with the justification for
each choice and project plan. There are recommended steps such as penetration testing, Qualys
agent etc. for a maximum security.
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