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Abstract
‘Internet of things’ technology has expanded rapidly in recent years and with it, so have the security concerns. This report aims to look at the most common security concerns related to IoT and how both IoT providers and consumers can better protect themselves from the associated threats
1.Introduction
The advent of ‘Internet of things’ (IoT) has had a dramatic impact on the global IT landscape since the term was first coined in 1999 by Kevin Ashton [1]. The past decade has seen an exponential increase in the numbers of IoT products and applications created. 
[image: ]
Figure 1 BCG https://www.bcg.com/digital-bcg/internet-of-things.aspx
The benefits of increased IoT adoption are evident for both consumers and businesses alike. However, the sheer number of different pieces of hardware that are now directly connected to either each other, or the internet, pose a drastically increased security concern. Popular products such as Amazon’s Alexa and Google’s home devices have been accused of eavesdropping [2], baby monitors have been hacked and used to threaten parents with kidnap [3] and insulin pumps have been susceptible to having their settings remotely accessed and changed [4]. IoT security is quickly trying to catch up with the speed at which IoT products have been developed, but there is a constant battle to find and remedy vulnerabilities before these vulnerabilities are exploited.
2. IoT Security
With total IoT spending expected to hit $1.2Trillion a year by 2022 [5], IoT security has had to increase dramatically in order to try to keep pace. IoT security spending is expected to increase from $1.2billion in 2017 to $6billion in 2023 [6] and will only continue to expand. For a long period, no standards were created for IoT, effectively allowing a free-for-all when it came to how IoT hardware and software captured, processed and stored personal data. More recently, standards have been created by ETSI (European Technology Standards Institute)  which have begun to build a baseline of acceptable security measures for IoT devices. [7].
3. ETSI Standards
The standards set out by ETSI aim to bring together “widely considered good practice in security for internet-connected consumer devices in a set of high-level outcome-focused provisions” and look to “support all parties involved in the development and manufacturing of consumer IoT with guidance on securing their products” [7]. The scope of the guidelines include, amongst others: 
· connected children's toys and baby monitors;
· connected safety-relevant products such as smoke detectors and door locks;
· smart cameras, TVs and speakers;
· wearable health trackers
· connected home automation and alarm systems;
· connected appliances (e.g. washing machines, fridges); and
·  smart home assistants. [7]
4. Cyber security for Consumer IoT
The standards look to guide vendors on the following security standards.
4.1 Default Passwords
The practice of creating devices that utilise universal, default passwords has been high on the list of issues with IoT devices. In a large number of cases, the default password isn’t changeable, leaving the device permanently vulnerable. Not only do these passwords tend to be easily guessable, such as “admin” or “root”, but often even if this password is changeable, resetting the device resets the password back to the standard default password. These admin passwords can often be found with a quick web engine search and security researchers, such as the IoT Security Research Lab at Ben-Gurion University, have demonstrated the ability to take control of devices using information they have only accessed through google web searches [8]. Secure IoT devices should have unique, changeable passwords that aren’t resettable back to a default value and these passwords should follow best practice set out by NIST [9].
4.2 Vulnerability Reporting
IoT vendors should provide a “public point of contact as part of a vulnerability disclosure policy in order that security researchers and others are able to report issues” [7]. If vulnerabilities are reported, then these should be investigated in a timely fashion. Companies should also be constantly monitoring, identifying and rectifying vulnerabilities in products or services they are responsible for. Not responding to vulnerabilities can leave IoT devices wide open to exploitation. I.P cameras are the most hacked pieces of IoT equipment [10]. Hackers can easily bypass many security measures as a lot of cameras share the same blueprint. This means that once a vulnerability is found in one, a vulnerability is found in all. When this is combined with a delay in, or complete lack of, patching these cameras stay vulnerable to exploitation indefinitely. 

4.3 Up-To-Date Software
Identifying vulnerabilities offers no security benefit if the software itself can’t be kept up-to-date. Any software updates that are developed should be released in a timely fashion and should be clearly described to the end-user as to why the update is needed. Another point to consider, which has come to the fore recently, is any IoT device should have the capability of being updated. In a recent white-paper published by the JSOF research lab, “19 zero-day vulnerabilities in a widely used low-level TCP/IP software library developed by Treck, Inc” [11] were revealed. These vulnerabilities have repercussions for hundreds of millions, if not billions, of IoT devices in a variety of business sectors such as healthcare, manufacturing, defence and energy. After the vulnerabilities were released, it was found that many of the vulnerable devices were not only used in a variety of critical systems, but the software on these devices were unable to be updated, either remotely or locally. This now leaves a large number of industrial IoT devices vulnerable until they are replaced, a process which could take years or even decades. Ensuring that IoT devices can have their software, and sometimes even their hardware, updated securely is a main focus for providing secure IoT technology. As a consumer, when software updates are made available, they should be installed at the earliest opportunity to minimise the time the device is vulnerable.
4.4 Store and Communicate Securely
As a minimum, ETSI suggests that “Credentials and security-sensitive data shall be stored securely within services and on devices. Hard-coded credentials in device software shall not be used” and “Security-sensitive data, including any remote management and control, should be encrypted in transit, with such encryption appropriate to the properties of the technology and usage”. [7] One of the most high profile cases where these fundamental IT security principles were not adhered to revolved around a company called TRENDnet and their “SecurView” cameras. In January 2012, hackers posted live feeds from 700 of their cameras online. [12] After investigation, it become apparent that for a period from April 2010 until the vulnerability was discovered, “TRENDnet transmitted user login credentials in clear, readable text over the Internet, and its mobile apps for the cameras stored consumers’ login information in clear, readable text on their mobile devices” [13]. The Federal Trade Commission stated “It is basic security practice to secure IP addresses against hacking and to encrypt login credentials or at least password-protect them, and TRENDnet’s failure to do so was surprising.” [13]. 
4.5 Apply Least Privilege
A principle that should be applied to all areas of IT security, but is just as applicable to IoT, is that of least privilege. The term least privilege can be defined as providing the “minimum necessary rights to a subject that requests access to a resource for the shortest duration necessary” [14]. In IoT terms, this means:
· Unused software and network ports should be closed.
· Hardware should not unnecessarily expose access to attack (e.g. open serial access, ports or test points).
· Software services should not be available if they are not used.
· Code should be minimized to the functionality necessary for the service/device to operate.
· Software should run with least necessary privileges, taking account of both security and functionality. [7]
A network is only as strong as it’s weakest link, as proven by hackers when they stole 10gb of sensitive data from a casino through an internet connected fish tank [15]. Ensuring that IoT devices only have privileges to carry out their specific role minimises the attack surface and increases their security posture. 
4.6 System resilience
IoT systems should be able to handle both losses of power and network connectivity. Where possible, “IoT devices should continue to operate locally in the case of network outage and should recover cleanly in the case of power restoration” [7]. Other mitigations for system resilience could include measures to protect against DDoS attacks. IoT devices are increasing being infected and used to carry out DDoS attacks against a variety of targets. One of the most infamous cases of IoT related DDoS related to the Mirai botnet. At it’s peak, over 600,000 IoT devices were infected and used to carry out large scale DDoS attacks, some of which totalled over 1 Tbps of traffic, a record at the time [16]. Fixing vulnerabilities in IoT devices and making them resilient to DDoS attacks stops them from being both the culprit and victim in these kinds of attacks. 


4.7 Personal Data Considerations
IoT devices are used for a broad range of personal uses, so in turn, have begun to gather vast amounts of personal data. Wearable fitness trackers can record the heart rate, location, weight, height and age of a user, just to name a few. Home smart assistants can listen to user conversations and have been proven to record these on occasion [17]. End users often don’t realise just how integrated these devices can become in their lives and just what kind of information they can capture and store. ETSI has laid out a variety of separate provisions that focus on a user’s personal data. All of this data should be properly protected by the IoT provider. Users should be told how their “personal data is being used, by whom, and for what purposes, for each device and service. This also applies to third parties that can be involved, including advertisers” [7]. Users need to be given the option to consent to their data being used in any way and this consent can be withdrawn at any time. Data is required be processed in accordance with local data protection laws, such as GDPR [7] [18]. Users should also be able to easily delete any stored personal data they choose and should be provided clear instructions on how to do this. 
4.8 Validating User Input
Just as other applications should, IoT devices and services should validate user input. Systems can be hacked or otherwise subverted if fields that allow user input are not correctly validated, whether this means allowing executable code to be run instead of reading input as text, or allowing out of range entries to be inputted. [7]



5 Conclusion
Whilst security concerns amongst IoT devices are warranted, the landscape has drastically improved over recent years and looks to continue to improve in the future. With the adoption of recently published standards, IoT devices should begin to fall into line with good practice security principles. As governments begin to pass laws that toughen their stance on the security of these devices, companies will be forced to ensure that IoT products and services are adequately protected, tested and updated, minimising the potential for exploitation. This can only be a positive as these devices become more closely integrated within our personal lives and the systems that run the services we consume. The issue still stands that, due to the vast number of IoT devices that are already in use, the issue of historic exploitation of vulnerabilities isn’t going anywhere soon. There are, however, ways for users to minimise the potential impact of these exploits and, often, adhering to some basic IT security good practice can result in their security posture being drastically increased. 
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