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Social media has become a primary source of information for people across the world. While it enables rapid communication and global connectivity, it has also made the spread of misinformation faster and more widespread. The growing use of artificial intelligence (AI) has intensified this issue, as AI tools can now generate convincing fake news, images, and videos that are difficult for users to distinguish from authentic content.
This project focuses on developing a simple website that helps users detect potential misinformation and AI-generated content on social media platforms. The system will allow users to paste a post, caption, or link and receive a credibility score alongside links to trusted fact-checking resources.
The importance of this project lies in the significant impact misinformation can have on society. False information can influence public opinion, damage reputations, and affect health-related and political decisions [1]. Research indicates that many users still struggle to identify false or AI-generated content accurately [4]. A lightweight and user-friendly web-based tool could help users think more critically before sharing questionable information.

[bookmark: _Toc1147062357]2. LITERATURE REVIEW
[bookmark: _Toc1488824927]2.1 Existing Research and Related Work
A growing body of research has examined misinformation and strategies to counter it. Tasnim et al. [1] reviewed COVID-19 misinformation and found that misleading information spread rapidly on platforms such as Facebook and Twitter. Pulido et al. [2] argued that social-media algorithms often prioritise emotionally engaging content rather than factual accuracy. Suárez-Tingil et al. [3] highlighted that users rarely verify sources, allowing false claims to persist online.
More recent studies have focused on AI-generated content. O’Hara and Shackman [4] discussed how large language models can generate highly convincing fake articles. Howard et al. [5] compared human judgement with AI detectors and found that both frequently make errors. Wang [6] conducted a scientometric review of misinformation research and emphasised the need for automated but explainable detection systems.
Additional studies have explored credibility and detection methods in various contexts. Shantatula et al. [7] examined the impact of AI-generated content on marketing credibility. Kolb [8] evaluated the performance of AI content detectors and found inconsistent accuracy. Smith and Von [9] studied the role of emotion in fake-news perception. Lopez and Mel [10] highlighted the need to combine automated tools with public education. Baker and Mehra [11] reviewed detection methods and noted that simple rule-based approaches can still be effective. Lam and Ng [12] examined misinformation in health-related social-media posts and stressed the importance of user awareness.

[bookmark: _Toc669388195]2.2 Comparison of Previous Work
	Author / Year
	Focus of Study
	Approach / Method
	Limitation

	Tasnim et al. (2021) [1]
	COVID-19 misinformation
	Systematic review
	Focused on health context only

	O’Hara & Shackman (2024) [4]
	AI-generated articles
	Ethical discussion
	No prototype testing

	Howard et al. (2024) [5]
	Detecting AI content
	Human vs AI comparison
	Accuracy varied widely

	Wang (2025) [6]
	Mapping misinformation trends
	Scientometric review
	No applied tool

	Baker & Mehra (2024) [11]
	AI-generated media detection
	Bibliometric analysis
	No web-based testing

	This Project (2025)
	Detecting misinformation and AI content
	Simple rule-based web application
	Focuses on accessibility for everyday users



[bookmark: _Toc112725747]2.3 Justification of the Approach
Much of the existing research either remains theoretical or relies on complex AI models that are unsuitable for everyday users. There are relatively few practical tools designed to help non-experts quickly assess the credibility of social-media content. This project addresses that gap by applying insights from previous studies [1]–[12] to create a simple, accessible web-based prototype.

[bookmark: _Toc561968828]3. RATIONALE AND RESEARCH GAP
Despite extensive academic research on misinformation, many studies focus on analysis rather than practical solutions for the general public. Existing AI-based detection tools are often technically complex, require specialist knowledge, or are available only through paid services [4], [8]. As a result, most social-media users do not routinely verify the credibility of online content.
This project aims to address this gap by designing a simple, web-based tool that helps users assess how trustworthy a social-media post might be. Rather than claiming complete accuracy, the system will serve as an awareness and educational tool, offering quick guidance and directing users to reliable fact-checking resources.

[bookmark: _Toc1293182445]4. PROBLEM STATEMENT
Misinformation and AI-generated content are spreading more rapidly than users can verify them. Many individuals lack sufficient digital-literacy skills and tend to judge content based on appearance rather than accuracy [1], [2]. Social-media platforms also struggle to moderate large volumes of content, while advances in AI have made fabricated text and images increasingly difficult to detect [6], [11].
The specific problem addressed by this research is:
How can a lightweight, easy-to-use website help users detect potential misinformation and AI-generated content on social media platforms?

[bookmark: _Toc1289315711]5. RESEARCH AIM AND OBJECTIVES
[bookmark: _Toc2105471321]Aim
To design and evaluate a simple web-based tool that helps users identify potential misinformation and AI-generated content on social-media platforms.
[bookmark: _Toc804479691]Objectives
· To analyse existing approaches for detecting misinformation and AI-generated content.
· To design and develop a prototype website using HTML, CSS, and JavaScript that provides a credibility score and fact-checking links.
· To evaluate the prototype through user testing, focusing on usability and perceived usefulness.
· To provide recommendations for improving online information literacy based on the findings.

[bookmark: _Toc373714879]6. SCOPE AND LIMITATIONS
The project focuses on text-based and simple image-based content from platforms such as TikTok, X (Twitter), and Instagram. The system will identify basic indicators of misinformation using predefined keywords and rule-based logic.
Limitations include:
· No use of advanced machine-learning models or real-time database checks.
· Accuracy depends on predefined logic and keyword selection.
· Evaluation will involve a small user sample due to time constraints.
· The system flags potential concerns rather than verifying factual accuracy.

[bookmark: _Toc794380575]7. METHODOLOGY
[bookmark: _Toc1409318992]7.1 System Development Approach
An Agile development approach will be adopted to allow iterative development, testing, and refinement of the prototype based on feedback.
[bookmark: _Toc1501921071]7.2 Tools and Technologies
· Frontend: HTML5, CSS3, JavaScript
· Backend (optional): Python Flask or Node.js
· Libraries/APIs: Google Custom Search API; lightweight NLP tools
· Design tools: Canva or Figma

[bookmark: _Toc444289810]7.3 Requirements Analysis
Functional Requirements
· Allow users to paste text or URLs.
· Analyse content using keyword-based rules.
· Generate a credibility score (e.g. 1–5).
· Display links to fact-checking websites.
Non-Functional Requirements
· Response time under three seconds.
· Mobile-friendly interface.
· Clear explanation of results.
· Ethical and data-protection compliance.

[bookmark: _Toc1902933655]7.4 System Architecture
The system consists of three main components:
· User Interface: A web page for user input.
· Processing Logic: JavaScript logic that analyses content using predefined keywords and patterns.
· Output Module: Displays the credibility score, explanations, and fact-checking links.

[bookmark: _Toc1397026354]7.5 Data Collection Method
Data will be collected from publicly available social-media posts for testing purposes. Additional qualitative data may be gathered through short user feedback forms to assess usability and perceived effectiveness.

[bookmark: _Toc536575068]7.6 Ethical, Legal and Risk Considerations
· Only publicly available content will be analysed.
· No personal data will be stored.
· The system will clearly state that results are advisory.
· Potential bias in keyword selection will be acknowledged.

[bookmark: _Toc1483656729]7.7 Reliability and Validity
Reliability will be assessed by testing the same content multiple times for consistent scoring. Validity will be evaluated by comparing results with professional fact-checking platforms such as Snopes and PolitiFact [10].

[bookmark: _Toc905088630]8. EXPECTED OUTCOMES & IMPACT
The final output will be a working prototype website that highlights potential misinformation or AI-generated content. The system will provide a credibility score, brief explanations, and links to trusted fact-checking sources.
The expected impact includes increased public awareness and improved critical thinking when engaging with online information. The project may also serve as a foundation for future research involving advanced AI detection, multilingual support, or educational integration [9], [10].

[bookmark: _Toc1423055905]9. PROJECT TIMELINE
	Week(s)
	Task
	Description

	1–2
	Background research
	Review literature on misinformation and AI detection

	3
	Requirements analysis
	Define system requirements

	4–5
	Interface design
	Develop interface mock-ups

	6–7
	Prototype development
	Implement front-end and scoring logic

	8
	Internal testing
	Debug and refine system

	9
	User evaluation
	Gather feedback

	10
	Refinement
	Improve system

	11
	Final evaluation
	Compare with fact-checking sites

	12
	Report writing
	Final submission




[bookmark: _Toc1638198638]10. Conclusion 
This project set out to design and evaluate a simple web-based tool to help social-media users identify potential misinformation and AI-generated content. The literature review showed that while misinformation is widely researched, many existing detection solutions are too complex or inaccessible for everyday users.
In response, this project proposed a lightweight, rule-based prototype that allows users to paste social-media content and receive a credibility score along with links to trusted fact-checking sources. Rather than claiming full accuracy, the tool is designed to raise awareness and encourage critical thinking before information is shared.
Although limited by predefined logic and a small user evaluation sample, the project demonstrates that accessible and easy-to-use tools can play a valuable role in improving digital literacy. With further development, such as enhanced detection methods or broader content analysis, the system could be expanded to better support responsible and informed use of social-media platforms.

[bookmark: _Toc913693988]11. References
 [1] G. Tasnim, S. Hossain, and K. Ullah, “COVID-19-related misinformation on social media: a systematic review,” Bull. World Health Organ., vol. 99, pp. 455–463A, 2021. [Online]. Available: https://pmc.ncbi.nlm.nih.gov/articles/PMC8164188/
[2] M. Pulido, M. Otón, C. Villarejo-Carballido, R. López-García, and A. González-Alvarez, “The role of social media in health misinformation and disinformation during the COVID-19 pandemic,” Int. J. Environ. Res. Public Health, vol. 20, no. 3, 2023. [Online]. Available: https://pmc.ncbi.nlm.nih.gov/articles/PMC10551800/
[3] L. Suárez-Tingil, D. Antonio, and A. R. Martínez, “Prevalence of health misinformation on social media: Systematic review,” J. Med. Internet Res., vol. 23, no. 1, e17187, 2021. [Online]. Available: https://www.jmir.org/2021/1/e17187/
[4] A. O’Hara and J. Shackman, “AI content detection in the emerging information ecosystem,” Ethics Inf. Technol., 2024. [Online]. Available: https://link.springer.com/article/10.1007/s10676-024-09795-1
[5] R. Howard et al., “The great detectives: Humans versus AI detectors in catching large-language-model generated content,” Res. Pract. Technol. Enhanc. Learn., 2024. [Online]. Available: https://edintegrity.biomedcentral.com/articles/10.1007/s40979-024-00155-6
[6] N. Wang, “Mapping the terrain of social media misinformation: A scientometric review,” Technol. Forecast. Soc. Change, 2025. [Online]. Available: https://www.sciencedirect.com/science/article/pii/S0001691825000046
[7] S. Shantatula, Z. Lei, and J. Wiredu, “The effect of AI-generated and user-generated content on social-media marketing strategy,” Int. J. Dev. Res., vol. 14, no. 04, pp. 65318–65321, 2024. [Online]. Available: https://www.researchgate.net/publication/382657936
[8] A. P. Kolb, “Performance of artificial intelligence content detectors using scientific articles,” PubMed, 2023. [Online]. Available: https://pubmed.ncbi.nlm.nih.gov/38909113/
[9] M. Smith and G. Von, “The impact of affect on the perception of fake news on social media,” Societies, vol. 12, no. 12, p. 674, 2022. [Online]. Available: https://www.mdpi.com/2076-0760/12/12/674
[10] J. M. Lopez and K. J. Mel, “Systematic review of misinformation in social and online media,” Sustainability, vol. 15, no. 6, 2023. [Online]. Available: https://www.mdpi.com/2071-1050/15/6/4753
[11] D. Baker and S. Mehra, “A comprehensive review of AI-generated media and detection: Bibliometric insights,” SSRN, 2024. [Online]. Available: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5059062
[12] C. Lam and T. Ng, “Physical-activity misinformation on social media: Systematic review,” JMIR Infodemiology, vol. 5, no. 1, e62760, 2025. [Online]. Available: https://infodemiology.jmir.org/2025/1/e62760



