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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In your lectures, you learnt about Network devices, Network topology, Communication models and IP Addresses. These exercises are a follow up of what you learnt in class about these topics. The use of Packet Tracer Software to design and familiarize yourself with the Cisco Packet Tracer devices, interface, functions, and features, to build and test the connection of a simple network is also incorporated in this exercise 

Task 1 - Use your lecture notes on IP Addresses to complete the table.  The use of Internet can also be used. 

1. A network device has an IP address 192.168.30.2 state whether it is a public network or a private network.  


2. Explain what private IP addresses are and the benefits of using them.


3. List the range of class C IP addresses and explain why we do subnetting.



4. Convert 192.168.30.12 onto binary format.


5. Convert this decimal format IP address into binary format:
a. 192.40.2.1

6. Convert this binary format IP address into decimal format:
a. 11100001.10111110.00010001.01000000

7. A host has an IP address: 10000001.10111110.00010001.01000000 and subnet mask: 10011111.11111111.11111111.00000000

a.  Which class does the address belong to?

b.  Please calculate its subnet address:

8. A host has an IP address: 202.128.16.130  and subnet mask: 255.255.255.224

a.  Which class does the address belong to?

b. (2) Please calculate its subnet address:

9. A host has an IP address: 190.32.17.4  and subnet mask: 255.255.240.0.

a. Please calculate its subnet address:
10. 


Task 2 – Build a Simple Network 

Procedure
You are allocated the IP address 211.11.11.0 and must design a suitable network for the floor plans provided. Subnetting is encouraged but if this does not provide sufficient addresses then you should use NAT, allocating the fixed IP addresses to higher priority users. Each staff room requires 3 network connections while each laboratory requires 20 network connections. The lecture room requires 2 network connections. You must identify all the IP Addresses for the various rooms. 
Requirements
You must:
Design a logical & physical network topology

Recommend appropriate layer 1-3 devices

Assign the IP addresses and subnets
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Task 3 - Practice of Network Commands

· Find the MAC address and IP address of your machine

Option 1. Control Panel  Network Connections  Double click current network connection  Support  Details
Option 2. Go to start (bottom left hand corner)  type cmd at search programs and files  at the command prompt (>) type ipconfig /all

Fill in the following details:
IP Address: _________________________________
MAC Address: ______________________________
Default Gateway: _____________________________

· ipconfig
Display all the network configuration values
	>ipconfig      
	

	>ipconfig ?   
	To get help




· Hostname
Display the hostname of the current machine
At the command prompt (>) type hostname
Fill in the hostname:
Hostname: _________________

· PING
It verifies IP-level connectivity by sending echo request messages.
	At the command prompt (>) type ping [ip address]

	




· pathping
It provides information about network latency and network loss at intermediate hops between a source and destination. Pathping sends multiple Echo Request messages to each router between a source and destination over a period of time and then computes results based on the packets returned from each router. Because pathping displays the degree of packet loss at any given router or link, you can determine which routers or subnets might be having network problems.
	At the command prompt (>) type pathping
	Tells you what this command does

	>pathping [ip address]
	



· tracert
Determines the path taken to a destination by sending Internet Control Message Protocol (ICMP) Echo Request messages to the destination with incrementally increasing Time to Live (TTL) field values. The path displayed is the list of near-side router interfaces of the routers in the path between a source host and a destination. The near-side interface is the interface of the router that is closest to the sending host in the path.
	At the command prompt (>) type tracert [ip address]
	





· nslookup
Look up the IP address of a web address.
	At the command prompt (>) type nslookup www.smu.ac.uk
	Example: find out the IP address of the SMU web



· netstat
Display active TCP connections.
	>netstat ?
	Tells you what this command does, and the parameters you can use for this command.

	At the command prompt (>) type netstat
	Display the current active connections














· Type ↑ key to automatically display your previous commands. 


· Link: http://www.microsoft.com/windows/default.mspx Type the command in the search window and find the reference page.


· For more network commands, visit www.ss64.com/nt



Task 4 – IP address exercises
1.
What does this address stand for?
204.155.2.128/26

Answer: 



2.
Determine whether device A and device B are in the same subnet:

Device A: 172.16.17.30/20                     Device B: 172.16.28.15/20

Answer: (Yes/No. Please give reasons.)


3.
A company has a C class network address 204.15.5.0. 
If using subnet mask 255.255.255.224, please answer:

(1) How many subnets can it have?

(2) Name the range for each subnet

	Subnetwork Address 
	Host Address Range

	
	

	
	

	
	




4.
Again for the same company with Class C network address 204.15.5.0/24.
If you need to deploy a network as shown in the figure, 

(1) What subnet mask will you use?

(2) How many hosts are allowed per subnet?

[image: ]





5.
A company has 450 LAN users. It has been allocated 2 class C IP network addresses. The company would like to add a new department to accommodate extra 100 LAN users. Discuss the possibilities.


 6.
Determine whether device A and device B are in the same subnet:
Device A: 172.16.31.30/20                     Device B: 172.16.32.15/20

Answer: (Yes/No. Please give reasons.)


 7.
A company has a B class network address 172.15.0.0
If using subnet mask 255.255.192.0, please answer:

(1) How many subnets can it have?

(2) How many hosts can be accommodated within each subnet?

(2) Name the range for each subnet

	Subnetwork Address 
	Host Address Range

	
	

	
	

	
	

	
	

	
	





8.
A host has this IP address, 172.15.65.3 /20. Please calculate its subnet address:



9.

A company has a network address 172.15.0.0
If using subnet mask 255.255.224.0, please answer:

(1) How many subnets can it have?

(2) How many hosts can be accommodated within each subnet?

(2) Name the range for each subnet

	Subnetwork Address
	Host Address Range

	
	Start Address
	End Address
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