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Abstract
Discoveries on the different smart home technologies have been made, along with the security implications they hold. Technologies found are devices such as smart thermostats, smart lighting systems and a smart lock. Risks uncovered showcased serious threat to personal privacy with hackers being able to intercept such devices, with other threats being just as concerning. Moreover, information that was looked at then allowed a design to be developed and created, showing a Smart Home concept.
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[bookmark: _Toc40194959]1. Introduction
Research will be completed on the topic of a Smart Home, an IoT concept which is rising on par with technological advancements. IoT, the abbreviation of internet of things, is a network of devices interconnected with built in sensors, a network connection, and features to allow retrieval and an exchange of data with each other to provide a response [1]. Findings of the different technologies available on the market for a smart home, as well as the security risks they hold will be discussed and analysed. Furthermore, based on the information found, a design will then be produced showing an implementation of a real-life smart home scenario. 
[bookmark: _Toc40194960]2. A Smart Home Concept
The concept behind a smart home is for automation through monitoring of the environment, retaining the information and delivering a response, and this does not only include switching a device on or off. It comprises of sensors and software to provide the capability [2]. A smart home device serves as an everyday appliance that provide benefit to the home or lifestyle, and examples include remote control of lighting, heating, electrical and more [3]. There are a range of concepts that a smart home is used for and discussed further in this section will be the different types, available technologies and security issues.
[bookmark: _Toc40194961]2.1 Components of a Smart home
For allowing devices to provide a smart home with features such as monitoring the temperature, lighting and more, they would comprise of the following components that are mentioned in this section. The information retrieved is from a journal article found on Smart Home systems [4]: 
[bookmark: _Toc40194962]2.1.1 Sensors – 
A sensor is part of the device and home to enable detection for the continuous collection of information from the environment it is in, while connected to the local network it will concurrently transfer it to the smart home server. 
[bookmark: _Toc40194963]2.1.2 Processors
Processors are needed to carry out actions of which are local and or integrated, example being what it will do when the sensor sends information such as temperature data.
[bookmark: _Toc40194964]2.1.3 Software API
API is an abbreviation for application programming interface, it holds the software components and it gives the ability to let external sources such as a mobile smart phone to serve the necessary action to process from the data retrieved by the sensor. 
[bookmark: _Toc40194965]2.1.4 Actuators
The actuator will determine the action to perform from the data received that was sent from the sensor.
[bookmark: _Toc40194966]2.1.5 Database 
A connected database which will store the information handled by the sensor, giving the ability to analyse and view what was retrieved.
[bookmark: _Toc40194967]2.2 Types of Smart Homes
Design solutions of a smart home depend on the requirements, research completed suggests there are different types of smart homes that are formed, listed below are the discoveries.
[bookmark: _Toc40194968]2.2.1 Health smart home
Information found from a journal article shows that one of the concepts of a smart home involve a primary goal of catering to those who are unwell and suffering from illness to provide assistance in the everyday tasks and managing the health status of the resident with digital technologies [5]. This design is mainly for the elderly to ensure they can carry out daily necessities safely and by themselves, suggesting that an advantage it holds is the fact it will offer easier living with the monitoring of health at the comfort in their house rather than a hospital or care home. A health smart home offers detection of changes to health concerns such as sleeping patterns, bathroom activity, risks of falling and more of which can be monitored regarding health [6].
[bookmark: _Toc40194969]2.2.2 Energy Conservation smart home
Another concept found on the idea of a smart home is for energy conservation, a home setup with technologies that can monitor the environment and manage power usage. Clear advantages that can be highlighted from this idea is that it will save money from the less energy consumption, less risk of problems arising due to being used less and a “greener future”, [7] meaning less environmental impact. This is important for saving fuel resources and reducing the contribution towards global warming, as it is said electricity generation serves “approximately 40% of global carbon dioxide emissions” [8], and carbon dioxide is the main gas which contributes to the warming [9].
[bookmark: _Toc40194970]2.2.3 Security smart home
This concept is a smart home setup with the purpose to keep the home safe from unwanted visitors. The automation from the connected devices will continually monitor and then notify the home owner or resident when the system detects any unusual activity [10]. Advantages that can be easily determined is the fact that the property can be safe against intruders, action can be taken as soon as possible, and constant monitoring will ease worries while away.

[bookmark: _Toc40194971]2.3 Smart Home Technologies & Security Issues
The technologies available in the market for a Smart Home, with analysis giving the pros and cons on the different technologies available, with security concerns listed.
[bookmark: _Toc40194972]2.3.1 Smart Home Market
Technologies which are in demand in the market of Smart Home. The technologies discussed will be taken from a manufacturer of smart home devices, “Z-wave” [11]. This section will be explaining what the device offers, the advantages, disadvantages, and security problems that they contain. 
2.3.1.1 Smart Thermostat
A popular smart home device is the smart thermostat, this device gives the ease of controlling the temperature of the house in any location with a smartphone. This can relate with an energy sufficient smart home concept due to it also allowing control to turn the technology off whenever [12].
2.3.1.1.1 Pros & Cons
The details found on this item suggest the advantages, which is accessibility and ease of use where it allows the person to control it wherever they would like to with their smart phone. It can save cost, where the resident can remotely turn the smart thermostat off to prevent a bigger total bill. Although it saves money, it can be pricey to install, and how much money it saves depend differently to people due to factors such as their current environment and how often it is on [13].
2.3.1.1.2 Security Risks
Privacy is a security risk that is involved due to the thermostat on a constant monitor for behavioural changes, with connection to the internet it holds the chance for network traffic to be intercepted by hackers [14]. 
2.3.2.2 Smart Locks
Another technology available in the market is a smart lock which provides remote access to the home with use of a smart phone, which also displays when it is locked or unlocked [15]. 
2.3.2.2.1 Pros & Cons
Advantage is that it takes away the need for a key, and allows the resident to open the door at any place, any time [15]. A disadvantage being depending on the manufacturer, lock may need a replacement for new updates deployed [16].
2.3.2.2.2 Security Risks
Possibility of hackers “intercepting the network traffic between the mobile app and the smart lock”, essentially giving them the ability to open and close [16]. 
2.3.3.3 Smart Lighting
A smart lighting system gives the ability to control the lights, this includes setting the colours, turning it off or on and reducing the brightness. In addition, it is possible to create schedules where it will be set at a certain time to the lighting settings given [17]. This can be connected to a health smart home concept, where it provides the easier switching of lights on or off for the elderly as they would not have to stand up.
2.3.3.3.1 Pros & Cons
Advantages of a smart lighting system can be the ease of turning it on while laying down and saving money from the motion detectors turning them off and on automatically. Disadvantages to a smart home lighting can be the fact it may require regular maintenance to assure it works reliably without issues [18].
2.3.3.3.2 Security Risks
Although it just serves as a light bulb, there are still the risk of hackers exploiting through by intercepting the network traffic, a risk that is held between each of the technologies [19].
[bookmark: _Toc40194973]3. Smart Home Design
A smart home concept was created based on the different technologies researched and found. It serves a simple design where the devices connect with each other, firewall to provide security and authorize access and a smart phone for remote activity. The server is connected to a database to store information that is monitored by the sensors.
See 5.1 Appendix A Smart Home Design 
[bookmark: _Toc40194974]4. Conclusion
In conclusion, a multitude of smart home technologies were researched with their security issues, and the main concern was privacy due to the constant monitoring of the devices, and the chances of hackers intercepting the network traffic. The devices discussed were the technologies most in demand, which included a smart thermostat, smart locks, and a smart lighting system. Then onwards, an implementation was created with the information that was researched in consideration.
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