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1. Introduction

This report will look at the potential threat of ransomware viruses, and specifically, the Cryptowall Trojan Virus.


2. Trojan Viruses

Computer viruses are malicious pieces of software that pose a risk to files and even hardware on any given computer system.  They operate by inserting or attaching themselves to legitimate programs or documents that supports the use of macros to execute its code. [1] 
Computer viruses come in myriad shapes and form, but one of the best-known malware threats are Trojan Viruses.
A Trojan, or Trojan Horse, is a type of malware that conceals its true content to fool a user into thinking it’s a harmless file. Like the wooden horse used to sack Troy, the “payload” carried by a Trojan is unknown to the user, but it can act as a delivery vehicle for a variety of threats. [2]
Some common types of Trojan virus include:
· Backdoor Trojans, which allow hackers to remotely access and control your computer.
· Exploit Trojans, which are coded to search out and take advantage of a weakness often specific to a piece of software.
· Banker Trojans, which are designed to target personal information, particularly bank or payment details.
· Distributed Denial of Service or DDoS Trojans, which flood a computer with requests in an attempt to disable it.
· Downloader Trojans, which are written to download additional malware. [2]

3. Ransomware

Ransomware is a specific type of virus intended to extort money from a victim.  This can range from a simple pop-up telling a user that they are vulnerable to virus attack, and should purchase software to prevent harm, to far more advanced Trojan threats, capable of infecting a computer and encrypting any file a user creates, before demanding payment for an encryption key to regain access to the lost files.
Ransomware is difficult to detect, and increasingly so as newer versions are developed. Fundamentally, if you create a file and the virus encrypts it, you wouldn’t know until you attempted to revisit that file.  It is this behaviour that makes Ransomware such a threat to even experience computer users with back-up strategies in place. Common practice with backup strategies is an established routine, for example, backing up files automatically every four hours. If Ransomware infects a computer and the user doesn’t notice before the automatic backup occurs, the infection has spread to the backed-up data as well.
In 2017, a Ransomware attack labelled “WannaCry” was the worst to date. It blocked user access to files or systems, holding files or entire devices hostage and demanding ransom. WannaCry attacked hospitals, companies, universities and government organisations, affecting more than 2,000 victims. [3]


4. CryptoWall

The CryptoWall Trojan has been around since April 2014 [4] and over the years has continued to be refined and developed in to increasingly problematic malware.  Ransomware incidents make up 40% of malware incident reports [5].
4.1 Background 
CryptoWall is a specific type of ransomware that, once it has managed to install itself on a computer, sets about encrypting files so that they can no longer be accessed, before then demanding payment for a decryption key to restore a user’s access.
4.2 Infection
As with any virus, they can come from a number of sources. The infection process doesn’t differ greatly from either virus infection, however, once it has infected a computer, it begins by establishing a network connection to random servers, where it uploads connection information like the public IP address, locations and system information. [6]
A random encryption key is generated, and whenever a file is created by the user encryption is applied.


Best Practice

Since the threat of CryptoWall Ransomware emerged, naturally the world has set about preventative methods by which to protect, or at the very least mitigate the threat of the virus. As the world of computing develops, so too does the combat of “light vs dark”. For every malware development, there will be people developing counter software and procedures.
Research has found a means to protect files by exploiting the fact that most ransomware finds the file extensions and infects files, therefore the main counter-concept is to randomly change the file extensions of valuable files in the system. [7]
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