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Comparative Analysis of Type 2 Hypervisors for Virtualization and Rationale for Choosing VMware

Introduction

Virtualization technology has become integral in modern computing, providing a means to efficiently utilize hardware resources, enhance scalability, and improve overall system management. Type 2 hypervisors play a crucial role in this domain, facilitating the creation of multiple virtual machines on a single physical host. This report presents a detailed analysis of various type 2 hypervisors, focusing on their architecture, features, hardware requirements, advantages, scalability, security, compatibility, and use cases. The report concludes with a justification for selecting VMware over other alternatives based on concrete evidence and compelling arguments.

Type 2 Hypervisors: An Overview

Type 2 hypervisors, also known as hosted hypervisors, run on top of a host operating system (OS) and are often employed for development, testing, and desktop virtualization. Some prominent type 2 hypervisors in the market include VMware Workstation, Oracle VirtualBox, and Parallels Desktop. Each of these solutions offers unique features and capabilities, catering to different use cases and user preferences.

Architecture

VMware Workstation: VMware Workstation employs a robust architecture that includes a kernel module and user-level components. The hypervisor runs as an application on the host OS, allowing users to create and manage multiple VMs.

Oracle VirtualBox: VirtualBox follows a similar architecture, featuring a kernel module (vboxdrv) and user-level components. It provides a comprehensive GUI for VM management and supports a wide range of guest operating systems.

Parallels Desktop: Parallels Desktop, designed specifically for macOS, utilizes a kernel extension to interact with the host OS. It integrates tightly with macOS and offers seamless integration with Windows applications.

Features

VMware Workstation: VMware Workstation excels in providing advanced features such as snapshot management, cloning, and support for virtual networking. It offers a user-friendly interface and supports a vast array of guest operating systems, including Windows, Linux, and macOS.

Oracle VirtualBox: VirtualBox is known for its open-source nature and extensive guest OS compatibility. It offers features like snapshotting, cloning, and virtual machine groups. However, some advanced features may require additional extensions.

Parallels Desktop: Parallels Desktop is renowned for its seamless integration with macOS, allowing users to run Windows applications on a Mac effortlessly. It offers features like Coherence mode, which blends Windows applications with the macOS desktop.

Hardware Requirements

VMware Workstation: VMware Workstation has moderate hardware requirements, requiring a 64-bit processor with virtualization technology (Intel VT-x or AMD-V) support. It efficiently utilizes system resources, providing a smooth virtualization experience.

Oracle VirtualBox: VirtualBox has relatively lower hardware requirements, making it suitable for a broader range of systems. It supports both 32-bit and 64-bit hosts and is compatible with various virtualization extensions.

Parallels Desktop: Parallels Desktop is optimized for macOS and requires a Mac with a sufficient amount of RAM and storage. It leverages macOS capabilities for efficient resource utilization.

Advantages

VMware Workstation: VMware Workstation boasts excellent performance, stability, and a rich set of features. It provides robust support for virtual networking and offers a comprehensive set of tools for VM management. Its snapshot functionality allows users to revert to previous states easily.

Oracle VirtualBox: VirtualBox stands out for its open-source nature, cross-platform support, and broad guest OS compatibility. It is suitable for users seeking a free and versatile virtualization solution.

Parallels Desktop: Parallels Desktop excels in providing a seamless experience for running Windows on macOS. It offers features like Coherence mode and dynamic resource allocation for optimal performance.

Scalability

VMware Workstation: VMware Workstation is highly scalable, supporting the creation and management of multiple VMs simultaneously. It is well-suited for professional developers and IT administrators working with complex virtualized environments.

Oracle VirtualBox: VirtualBox is scalable to a certain extent, allowing users to create and manage multiple VMs. However, it may not be as suitable for large-scale enterprise deployments compared to other solutions.

Parallels Desktop: Parallels Desktop is designed for individual users and small businesses, providing scalability for personal and small-scale virtualization needs.

Security

VMware Workstation: VMware Workstation incorporates robust security features, including encryption, secure boot, and isolation of VMs. It follows industry best practices to ensure the integrity and confidentiality of virtualized environments.

Oracle VirtualBox: VirtualBox emphasizes security by regularly releasing updates and patches. However, as an open-source solution, users should stay vigilant and apply security best practices.

Parallels Desktop: Parallels Desktop prioritizes security on macOS and provides features like secure snapshots. However, the security of Windows VMs may also depend on Windows-specific security measures.

Compatibility

VMware Workstation: VMware Workstation enjoys wide compatibility with various guest operating systems, ensuring a seamless experience for users working with different platforms.

Oracle VirtualBox: VirtualBox supports a broad range of guest operating systems, making it versatile for diverse virtualization needs.

Parallels Desktop: Parallels Desktop is optimized for macOS and provides excellent compatibility with Windows operating systems, offering a seamless integration experience.

Use Cases

VMware Workstation: VMware Workstation is well-suited for professional developers, IT administrators, and businesses requiring a feature-rich and highly performant virtualization solution. It is ideal for complex development and testing scenarios.

Oracle VirtualBox: VirtualBox is suitable for a wide range of users, including developers, students, and hobbyists, due to its open-source nature and cross-platform compatibility.

Parallels Desktop: Parallels Desktop is designed for macOS users who need to run Windows applications seamlessly. It is popular among individuals and small businesses seeking a user-friendly solution for personal virtualization needs.

Justification for Choosing VMware Workstation

Based on the comprehensive analysis of type 2 hypervisors, VMware Workstation emerges as the preferred choice for several reasons:

Performance and Stability: VMware Workstation consistently delivers high performance and stability, ensuring an efficient virtualization experience for users.

Feature Richness: VMware Workstation offers an extensive set of features, including advanced snapshot management, virtual networking, and cloning capabilities. These features contribute to enhanced productivity and flexibility in managing virtualized environments.

Security Measures: VMware Workstation prioritizes security with features like encryption, secure boot, and isolation. This ensures the integrity and confidentiality of virtualized environments, making it a suitable choice for security-conscious users.

Wide Compatibility: VMware Workstation supports a broad range of guest operating systems, making it versatile for various use cases and accommodating diverse virtualization needs.

Scalability: VMware Workstation excels in scalability, making it suitable for professional developers and IT administrators working with large-scale virtualized environments.

Proven Industry Leadership: VMware is an established leader in the virtualization industry, known for its innovation and reliability. Choosing VMware Workstation aligns with industry best practices and ensures access to a robust support ecosystem.

In conclusion, while each type 2 hypervisor has its merits, VMware Workstation stands out as a comprehensive solution that combines performance, features, security, compatibility, and scalability. The decision to choose VMware over other options is based on a thorough evaluation of these factors, providing a solid foundation for reliable and efficient virtualization in diverse computing environments.
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[image: ]Task 2 – Creating Topology

Before we start, this error will be quickly mentioned
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When first attempted to be loaded up, the VM would fail. To fix, the implementor went into the BIOS for their laptop and changed the following:
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---------------------------
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To start with, the first VM to be made will be one of the servers, using Windows Server 2022.
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The ISO used however did not come with an operating system, as such VMware would show a prompt that asks what OS to use. The Implementor chose Windows Server 2019 as this was the most up-to-date choice.
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After the VM has initialised, a command window asks for an admin password to be created. The implementor set the password as Pa55w0rD! as required. However after this the implementor felt that this form of a server wouldn’t be best for ease of use.
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As such, the implementor created a new server VM from scratch using Windows Server 2019 instead.
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Its here where the implementor realised a small mistake made previously, they should’ve chosen desktop experience.
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Here the implementor sets the password as Pa55w0rD! again.
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While the Server VM is installing, the implementor starts to setup the client using a Windows 10 enterprise ISO.
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These are the settings for the client VM the implementor set.
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To prevent issues with speed on the host, the number of cores on the Server have been reduced to 2.
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Reducing the number of cores was not sufficient enough, as such the implementor moved them to their PC.
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Here the implementor sets the IP for the external connections, subnet and default gateway according to the given topology.
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Here the implementor sets up the IP for the internal Lan. (this ends up being incorrect and corrected)
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IP configs for the SW Server.
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When set up on the client, there is no internet connection.[image: ]
The implementor tries to change some network adaptor settings to try and fix.
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Here is it now working as intended.
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IP config for the SW-PC.
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Now the implementor is creating copies of both VMs to function as the LD domain from the topology.
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Here the implementor sets up the config for the LD network adaptors.

[image: ]
Here the implementor sets up the LD internal Lan (again this ends up being corrected).
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This is the set up for the LD PC internal Lan.
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Here is the Ipconfig for all VMs at this stage, however there was trouble getting the VMs to correctly ping each other and as such here is the troubleshooting for that:
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The implementor swapped the InLan around on the servers and gave a new subnet mask
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The simple solution to get them to work was to just check if the firewall was switched off; it wasn’t.
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As of now, the IP 10.X.0.X’s ping to all PCs, however the implementor wanted the PCs to only ping their corresponding server, and the servers to ping their corresponding PCs as well as the other server.
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Turns out, the implementor simply forgot to fully switch off a firewall, as such everything now pings as it should, except LD.
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The implementor tried to change the default gateway, however this changed nothing.
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Here is the Ipconfig display for all VMs at this stage, and this is as far as the implementor could go. Having no other idea as to what could be causing this, the implementor was happy with the stage they got to.
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