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Abstract
 Cloud computing has transformed application deployment and management by offering scalable, on-demand access to shared computing resources. Traditional virtualisation enables multiple operating systems to run on a single physical host, improving hardware utilisation and isolation. However, full virtual machines incur overhead due to separate operating system stacks, resulting in slower deployment and higher resource consumption. 
Containerisation, particularly through Docker, presents a more efficient alternative because containers share the host operating system kernel, providing lightweight, portable, and fast-starting environments. Docker’s use of images, volumes, and networking supports consistent deployments, persistent storage, and secure inter-service communication. When combined with cloud-native practices such as load balancing, auto-scaling, and application gateways, container-based systems deliver highly scalable, resilient, and cost-effective architectures. 
This paper analyses these technologies and presents a practical demonstration to show how containerisation underpins modern cloud-native deployments.
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[bookmark: _Toc216449527]1. Introduction
Cloud computing has transformed the way modern organisations deploy, manage, and scale applications by providing on-demand access to shared computing resources over the internet [1]. As cloud environments evolve, efficiency, portability, and rapid deployment have become essential operational requirements.
Virtualisation emerged as a foundational technology that enables multiple operating systems and applications to run on a single physical machine, thereby improving hardware utilisation and system flexibility [2]. However, traditional virtual machines often introduce overhead due to full operating system stacks, resulting in increased resource consumption and slower deployment times [2].
To address these limitations, containerisation technologies such as Docker have become integral to cloud engineering. Docker provides lightweight, isolated, and portable execution environments that encapsulate application code and its dependencies into reproducible containers [3]. Unlike virtual machines, containers share the host kernel, which contributes to faster start-up times, reduced storage requirements, and improved scalability [3], [4].
This efficiency makes Docker particularly effective in microservices architectures, continuous integration and continuous deployment (CI/CD) pipelines, and distributed cloud-native systems [5]. Key components such as Docker images, volumes, and networking support consistent application behaviour across development, testing, and production environments [1]. Images enable automated and version-controlled deployments, volumes ensure persistent data storage, and Docker networking facilitates reliable communication between services.
As cloud infrastructure becomes increasingly complex, Docker enhances operational efficiency, resilience, and resource optimisation. This report examines Docker’s role in cloud engineering by analysing fundamental concepts—including virtualisation, containerisation, images, volumes, and networking—to demonstrate how these technologies enable scalable and efficient cloud-based applications.
[bookmark: _Toc216449528]2. Principles of Virtualisation
[bookmark: _Toc216449529]2.1 What Is Virtualisation?
Virtualisation is the process of abstracting physical computing resources, allowing multiple virtual machines (VMs) to operate independently on a single physical server [6]. By creating a software-defined layer between hardware and operating systems, virtualisation enables more efficient utilisation of computing resources, reduces infrastructure costs, and provides flexibility in deploying applications. Each virtual machine runs its own operating system and applications in isolation, which enhances security and ensures that faults or failures in one VM do not affect others on the same host. Additionally, virtualisation supports rapid provisioning, migration, and scaling of workloads, which is critical in cloud environments where resource demands fluctuate dynamically. Hypervisors, either type-1 (bare-metal) or type-2 (hosted), are core components that manage these virtual machines, controlling resource allocation and ensuring optimal performance [7]. Virtualisation has therefore become a foundational technology underpinning modern cloud computing, enabling organisations to implement scalable, resilient, and cost-effective IT infrastructures.
[bookmark: _Toc216449530]2.2 Example: Virtualisation of Shared Hardware
In practical demonstrations, Oracle VirtualBox (a type-2 hosted hypervisor) was used to run multiple operating systems including Kali Linux, Metasploitable, and OWASP Juice Shop on a single physical computer. Each virtual machine (VM) was allocated dedicated CPU cores, RAM, and virtualised storage, ensuring that the operating systems functioned independently while sharing the same underlying hardware. This setup illustrates how virtualisation enables hardware resource abstraction, allowing multiple isolated environments to coexist without interfering with one another. Such isolation is essential for testing, security research, and development purposes, as it provides safe and reproducible environments. VirtualBox’s hypervisor manages resource allocation and helps ensure stable performance across all VMs. This example highlights the practical advantages of virtualisation, demonstrating its role in improving hardware efficiency, enabling experimentation, and supporting cloud-computing concepts such as multi-tenancy [8].
[bookmark: _Toc216449531]3. Principles and Benefits of Containerisation
[bookmark: _Toc216449532]3.1 What Is Containerisation?
Containerisation involves bundling an application with its libraries, configuration files, and runtime dependencies into a single lightweight and isolated container [9], [10]. Unlike traditional virtual machines, containers share the host operating system kernel rather than requiring a full guest operating system, which reduces computational overhead and enables faster deployment [9]. This design allows applications to execute consistently across different environments, improving portability and reducing configuration-related issues commonly referred to as the “it works on my machine” problem [10].
Containers are particularly well-suited to cloud-native and microservices-based architectures, where scalability, modularity, and rapid deployment are essential. They integrate effectively with continuous integration and continuous delivery (CI/CD) pipelines, supporting frequent and reliable software releases. In addition, container orchestration platforms such as Kubernetes enhance scalability, resilience, and resource efficiency by coordinating large numbers of containers across distributed environments [11]. Consequently, containerisation has become a core component of modern, efficient, and reliable cloud computing systems.
[bookmark: _Toc216449533]3.2 Benefits of Containerisation
Containers offer several advantages over traditional virtual machines. They start more quickly due to the absence of a full guest operating system and are lightweight and resource-efficient, requiring significantly less CPU and memory overhead [12], [13]. Containers also provide consistent behaviour across development, testing, and production environments, making them particularly suitable for cloud deployment. In addition, containers are easily scalable and can be orchestrated using platforms such as Kubernetes, enabling efficient management of microservices-based applications [12], [14].
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[bookmark: _Toc216449534]3.3 Example: Dockerfile to Build an Image
In class, a simple Dockerfile was used to demonstrate how to build a Docker image for hosting a basic HTML webpage. The Dockerfile contained the following instructions:
[image: A computer screen shot of a computer screen
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The first instruction, FROM nginx:latest, specifies the base image, which in this case is the official NGINX web server image. Using official images ensures that containers are built on trusted, pre-configured environments, reducing configuration errors and improving security [5]. The COPY instruction transfers the local HTML file index.html into the container’s default web directory, /usr/share/nginx/html/, making it accessible via the NGINX server.
Once the Dockerfile is written, the image can be built using the command:
docker build -t mywebserver .
This command instructs Docker to create an image named mywebserver from the Dockerfile in the current directory. This simple example illustrates how Docker enables consistent, repeatable deployments [5], allowing applications to run reliably across different environments. By encapsulating application code and dependencies, Docker images simplify distribution, portability, and scaling in cloud-native workflows.
[bookmark: _Toc216449535]4. Images and Publishing Images
[bookmark: _Toc216449536]4.1 What Are Docker Images?
A Docker image is a lightweight, pre-configured template that encapsulates an application’s code, system libraries, dependencies, and configuration files required to run a container [15], [16]. These images are created using a layered file system, which enables efficient storage, incremental updates, and version control, allowing multiple images to share common base layers while minimising disk usage. Each layer represents a change or addition to the image, supporting modularity and reuse across different containers and deployment environments.
Docker images are inherently portable and platform-independent, allowing applications to run consistently across diverse operating systems and infrastructure without modification [16]. This capability ensures reliable and repeatable deployments across development, testing, and production stages, thereby reducing configuration errors and environment-specific issues. Images can be stored and distributed through public or private registries, such as Docker Hub or enterprise repositories, facilitating collaboration among development teams and supporting continuous integration and continuous delivery (CI/CD) pipelines [17]. By standardising application packaging and deployment, Docker images form a critical foundation for scalable, cloud-native computing.
[bookmark: _Toc216449537]4.2 Example: Pushing an Image to DockerHub
During the practical session, a Docker image was pushed to DockerHub, a cloud-based container registry that enables images to be stored, shared, and accessed globally. The process began with logging into DockerHub using the command:
docker login
Next, the local image mywebserver was tagged with the repository name and version using:
docker tag mywebserver username/mywebserver:v1
Finally, the image was pushed to DockerHub with:
docker push username/mywebserver:v1
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AI-generated content may be incorrect.]Figure 3. Pushing an image to DockerHub
As shown in Figure 3, the Docker image was successfully pushed to DockerHub.
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As shown in Figure 4, the Docker image was successfully pulled from DockerHub.
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Figure 5. Docker Run Image
Figure 5 demonstrates the execution of the Docker image as a running container.
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Figure 6 illustrates the execution of the Docker container created from the published image.
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Figure 7 demonstrates the tagging of the Docker image prior to pushing it to DockerHub.
By pushing images to a cloud-based container registry, developers enable remote servers and collaborators to pull the image and deploy containers consistently, ensuring reproducibility across different environments. Docker Hub also provides versioning, access control, and image distribution features, which are essential for cloud-native workflows and continuous integration and continuous deployment (CI/CD) pipelines. This example demonstrates how container registries support portability, collaboration, and scalable application deployment within cloud computing environments [18].
[bookmark: _Toc216449538]5. Container Volumes
[bookmark: _Toc216449539]5.1 Why Use Volumes?
Docker volumes are a mechanism for providing persistent storage to containers, ensuring that data persists independently of the container lifecycle [19]. Without volumes, any data created inside a container exists only temporarily and is lost when the container is stopped or removed, which can result in critical data loss for applications that require state retention. Volumes reside on the host file system or within managed storage back-ends, enabling containers to store databases, log files, and configuration data in a reliable manner.
In addition to persistence, Docker volumes improve performance by reducing the overhead associated with writing data to container layers and by providing optimised access to underlying storage resources [20]. They also simplify backup and recovery processes, as volumes can be mounted, copied, or migrated independently of running containers. Furthermore, volumes support data sharing between multiple containers, which is particularly beneficial in microservices architectures where services require access to shared datasets. In cloud-native environments, volumes are essential for maintaining application state, ensuring data consistency, and supporting fault-tolerant and scalable deployments. By decoupling storage from compute, Docker volumes form a critical component of robust containerised applications.

[bookmark: _Toc216449540]5.2 Example: Creating a Docker Volume
In class, we demonstrated how to create and use a Docker volume to provide persistent storage for containerised applications. First, a Docker volume named myvolume was created using the command:
docker volume create myvolume
This volume was then mounted to a running container with the command:
docker run -d -p 80:80 -v myvolume:/data mywebimage
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Figure 8. Docker Volume
Figure 8 illustrates the creation and attachment of a Docker volume to enable persistent data storage.
By attaching a volume to a container, any data written to /data inside the container is stored persistently on the host system and remains accessible even after the container is stopped or removed [19]. Docker volumes provide a decoupled storage mechanism that allows containers to remain ephemeral while ensuring that application data is preserved. They also facilitate data sharing between multiple containers, simplify backup and recovery procedures, and offer improved performance compared to storing data within container writable layers. This example demonstrates the importance of volumes in cloud-native workflows and microservices architectures, where stateful applications require reliable and durable data storage.
[bookmark: _Toc216449541]6. Container Networking
[bookmark: _Toc216449542]6.1 Networking in Docker
Docker networking provides the essential infrastructure that enables multiple containers to communicate seamlessly while maintaining isolation and control over network traffic [2], [6]. Containers operate within internal virtual networks, which facilitate secure data exchange without exposing sensitive inter-container communications to external networks, thereby enhancing both performance and security. Docker supports several network drivers, including bridge, host, overlay, and macvlan, each designed for different deployment scenarios. Bridge networks are typically used for container communication on a single host, whereas overlay networks enable secure communication between containers running on multiple hosts, supporting distributed and cloud-scale applications.
Effective networking is particularly critical in microservices architectures, where individual services rely on frequent, low-latency communication to function correctly. Docker networking also integrates with container orchestration platforms such as Kubernetes, enabling automated service discovery, load balancing, and dynamic routing within complex, multi-container environments. By providing flexible, scalable, and secure networking capabilities, Docker supports reliable communication in cloud-native deployments, contributing to high availability, performance, and operational resilience.
[bookmark: _Toc216449543]6.2 Example: Creating a Docker Network
In class, we demonstrated how to create a Docker network to enable secure and reliable communication between containers. First, a custom network named mynetwork was created using the command:
docker network create mynetwork
Containers were then attached to this network. For example, a MySQL database container and an NGINX application container were started with:
docker run -d --name db --network mynetwork mysql
docker run -d --name app --network mynetwork nginx
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Figure 9 demonstrates the creation of a user-defined Docker network for inter-container communication.
[image: ]
Figure 10. Assigning a static IP to a Docker container
Figure 10 illustrates the attachment of containers to a custom Docker network.
By connecting both containers to the same custom Docker network (mynetwork), the application container was able to communicate directly with the database container without exposing internal traffic to the host system or external networks [2], [6]. Docker networks provide isolated virtual networking environments for containers, thereby improving security, performance, and reliability. They also support service discovery, multi-host communication, and integration with container orchestration platforms such as Kubernetes [11], making them essential for microservices-based and cloud-native applications. This example demonstrates how Docker networking enables seamless inter-container communication in scalable and distributed environments.
[bookmark: _Toc216449544]7. End-to-End Practical Demonstration
[bookmark: _Toc216449545]7.1 Preparing Application Files 
For the practical demonstration, three key application files were prepared prior to building the Docker image. The index.html file provided a simple front-end interface, while app.py implemented the backend functionality using a lightweight Python-based web server. A Dockerfile was used to define the build instructions, application dependencies, and exposed network ports, ensuring consistent and repeatable image creation across different environments. Collectively, these components enabled the development of a reproducible and portable containerised application suitable for cloud deployment.
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Figure 11 demonstrates communication between containers within the same Docker network.
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Figure 12. Dockerfile
Figure 12 illustrates the creation of a Docker volume to enable persistent data storage.
[bookmark: _Toc216449546]7.2 Building the Docker Image
Once the necessary project files were prepared, the Docker image was built using the command docker build -t mywebimage. 
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[bookmark: _Toc216449547]7.3 Running the Container Locally
Once the image was successfully built, the container was executed using the command: docker run -d -p 8080:80 --name mycontainer mywebimage. 
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Figure 14. Run Container
[bookmark: _Toc216449548]

7.4 Creating a Repository by Tagging the Image
To prepare the Docker image for publication to a remote container registry, it was tagged using the command docker tag mywebimage username/mywebimage:v1. 
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Figure 15. Tagging Image
[bookmark: _Toc216449549]

7.5 Pushing the Image to DockerHub
The tagged image was uploaded to DockerHub using the command docker push username/mywebimage:v1. 
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[bookmark: _Toc216449550]

7.6 Pulling the Image from the Repository
To validate portability, the Docker image was retrieved from DockerHub using the command docker pull username/mywebimage:v1. 
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Figure 17. Pulling Image
[bookmark: _Toc216449551]

7.7 Running the Pulled Image
After pulling the image from DockerHub, the container was executed using docker run -d -p 9090:80 --name pulledcontainer username/mywebimage:v1. 
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Figure 18. Run Image

[bookmark: _Toc216449552]7.8 Creating a Custom Docker Network
To establish isolated and secure communication between containers, a custom Docker network was created using docker network create --subnet=192.168.10.0/24 mynetwork. 
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Figure 19. Docker Network
[bookmark: _Toc216449553]7.9 Assigning a Static IP to the Container
A container was attached to the newly created Docker network using a manually assigned IP address with the command docker run -d --name netcontainer --network mynetwork --ip 192.168.10.10 mywebimage. Assigning a static IP address is advantageous in scenarios that require predictable network addressing, particularly for databases, backend services, or tightly coupled inter-service communication within microservices architectures. This approach supports stable connectivity and controlled communication flows within cloud-native environments, where reliable service interaction and network isolation are essential [2], [6].
[bookmark: _Toc216449554]7.10 Creating and Using a Docker Volume
To enable persistent storage, a Docker volume was created using the command docker volume create mydemovolume. The volume was then attached to a container using docker run -d --name volumecontainer -v mydemovolume:/data mywebimage. Docker volumes ensure that data persists across container restarts and deployments, which is critical for applications that manage logs, databases, or user-generated content within cloud-native environments [19].
[bookmark: _Toc216449555]7.11 Video Link
A short video demonstration has been produced to illustrate the practical implementation of Docker containerisation concepts covered in this report. The video demonstrates the full container lifecycle, including building a Docker image from a Dockerfile, running a containerised web server, publishing the image to DockerHub, configuring container networking, and using Docker volumes for persistent storage.
The demonstration video is available at the following link (unlisted):
[https://youtu.be/PqtdoNqokcU]
This video supports the practical exercises conducted during class and visually demonstrates how containerisation enables rapid deployment, portability, and efficient application execution in cloud environments.
8. Load Balancing, Scalability, and Application Gateways
[bookmark: _Toc216449556]8.1 Introduction
Cloud computing has become a foundational technology for modern digital services, enabling organisations to deploy applications that are highly available, resilient, and capable of handling fluctuating workloads [22]. As organisations increasingly adopt cloud-native architectures, the need for efficient traffic distribution, dynamic resource allocation, and intelligent routing mechanisms has grown significantly. Three critical concepts—load balancing, scalability, and application gateways—form the backbone of reliable and responsive cloud-based systems. These components help ensure that applications maintain performance, remain fault tolerant, and deliver seamless user experiences during periods of peak demand.
Load balancing plays a vital role in distributing incoming traffic across multiple compute resources, thereby preventing performance bottlenecks and reducing single points of failure [23]. Scalability enables cloud environments to dynamically adjust computing capacity in response to changing workload demands, ensuring that applications remain responsive while optimising operational costs [24]. Complementing these mechanisms, application gateways provide advanced application-layer routing, traffic inspection, and security enforcement, allowing intelligent management of HTTP and HTTPS requests in modern microservices-based architectures [25].
To contextualise these concepts, this report examines a practical scenario involving a cloud-hosted e-commerce application deployed on Microsoft Azure. In this context, load balancers distribute customer traffic across multiple virtual machines or containers, auto-scaling mechanisms dynamically add or remove compute resources as demand fluctuates, and application gateways enforce security policies while optimising request routing [26]. Collectively, these capabilities play a critical role in ensuring that cloud-hosted applications achieve high reliability, strong performance, and efficient resource utilisation.

[bookmark: _Toc216449557]8.2 Cloud Provider Approaches to Load Balancing, Scalability, and Application Gateways
[bookmark: _Toc216449558]8.2.1 Load Balancing
Load balancing is a fundamental technique in cloud computing that ensures incoming network traffic is distributed efficiently across multiple servers, virtual machines, or containers [23]. By distributing workloads evenly, load balancers prevent individual resources from becoming overloaded, thereby improving application responsiveness, reducing latency, and maintaining high availability during periods of peak demand. This dynamic request allocation also enhances fault tolerance, as traffic can be automatically redirected away from failing or underperforming nodes to healthy instances, ensuring continuous service delivery and operational resilience.
Modern cloud platforms, such as Microsoft Azure, provide robust load-balancing solutions to support these requirements. Azure Load Balancer operates at the transport layer (Layer 4), managing TCP and UDP traffic while continuously monitoring the health of backend resources through health probes [26], [27]. Unhealthy instances are automatically excluded from traffic distribution, ensuring that client requests are routed only to available and responsive services. Load balancing further supports redundancy, optimises resource utilisation, and enables scalable deployments in multi-tier and microservices-based architectures. As cloud-native systems continue to grow in complexity, load balancing remains a critical mechanism for achieving reliability, scalability, and efficient system performance.
[bookmark: _Toc216449559]8.2.2 Scalability
Scalability is a key property of cloud computing systems and describes the ability of applications or infrastructure to adjust computing resources dynamically in response to varying workloads [24]. Scalable systems can allocate additional resources during periods of high demand and scale them down when activity decreases, ensuring efficient performance, cost control, and a consistent user experience. Scalability is typically implemented through two approaches: vertical scaling, which increases the capacity of existing servers by adding CPU or memory, and horizontal scaling, which distributes workloads by deploying additional instances, virtual machines, or containers.
A practical example of cloud scalability is provided by Azure Virtual Machine Scale Sets (VMSS). VMSS continuously monitors system metrics, such as CPU utilisation, memory usage, or custom-defined performance indicators, and automatically scales application resources up or down based on predefined rules [28]. For example, during a sudden increase in user activity on an e-commerce platform, additional virtual machines or container instances can be provisioned to handle the increased load. Once demand decreases, excess resources are deallocated to reduce operational costs. This automated scaling capability enhances availability, fault tolerance, and service continuity, making scalability a fundamental principle of modern cloud-native architecture.
[bookmark: _Toc216449560]8.2.3 Application Gateways
Application gateways, often described as Layer-7 load balancers, operate at the application layer of the OSI model and provide advanced traffic management beyond traditional load balancing. They enable intelligent routing based on HTTP and HTTPS attributes, such as URL paths, host headers, and cookies, allowing requests to be directed to appropriate backend services. Application gateways also support SSL/TLS termination, offloading encryption tasks from backend systems to improve performance. In addition, integration with Web Application Firewalls (WAFs) enhances security by protecting applications against common application-layer attacks, including SQL injection and cross-site scripting (XSS) [6]. A practical example of this functionality is Microsoft Azure Application Gateway, which routes incoming web traffic to backend resource pools according to URL-based routing rules [26]. For example, requests directed to /checkout can be routed to a secure payment microservice, while requests to /images may be forwarded to a content delivery service to optimise media delivery. The integrated WAF continuously monitors incoming traffic and blocks malicious requests, providing an additional layer of protection for web applications. By combining intelligent routing, security enforcement, and performance optimisation, application gateways play a crucial role in modern cloud architectures, particularly in multi-tier and microservices-based systems, where scalable, secure, and efficient traffic management is essential.
[bookmark: _Toc216449561]8.3 Why Load Balancing and Scalability Are Complementary Concepts
Load balancing and scalability are two fundamental principles in cloud computing that work together to ensure high performance, fault tolerance, and efficient resource utilisation [23], [24]. Load balancing distributes incoming traffic across multiple servers, virtual machines, or containers, preventing any single resource from becoming overloaded. This process reduces latency, maintains consistent application responsiveness, and supports uninterrupted service delivery, even during periods of peak demand.
Scalability complements load balancing by enabling a system to dynamically adjust its capacity in response to changing workload demands [24]. Horizontal scaling involves adding additional servers or containers as traffic increases, while vertical scaling increases the resources of existing instances. Without scalability, a load balancer would distribute traffic across a fixed pool of resources, which may still become saturated during high-demand periods. Conversely, without load balancing, newly provisioned resources created through auto-scaling mechanisms may remain underutilised, limiting performance gains and cost efficiency.
Together, load balancing and scalability form a synergistic system that enables cloud-based applications to respond effectively to fluctuating workloads. Leading cloud platforms, including Microsoft Azure and Amazon Web Services, combine load balancers with automated scaling capabilities to dynamically provision additional instances while efficiently managing incoming traffic [26]. This combined approach ensures high availability, cost-effective performance, and operational resilience, making it essential for modern multi-tier and microservices-based cloud applications.
[bookmark: _Toc216449562]8.4 Benefits of Combining Load Balancers, Scalability, and Application Gateways
Integrating load balancers, scalability mechanisms, and application  gateways provides significant  advantages for cloud-hosted applications by enhancing reliability, performance, security, and cost efficiency [3], [2].
1. High Availability:
Load balancers distribute incoming traffic across multiple servers, automatically redirecting requests away from failed or underperforming instances. When combined with auto-scaling services or virtual machine scale sets, unhealthy resources can be replaced automatically, ensuring continuous service availability and minimising downtime.
2. Performance Optimisation:
Scalability enables cloud environments to dynamically adjust the number of servers or containers in response to real-time demand. During traffic surges, such as online sales events or promotional campaigns, additional resources are provisioned automatically, maintaining optimal application performance and responsiveness.
3. Secure and Intelligent Routing:
Application gateways operate at the application layer (Layer 7), providing URL-based routing, SSL/TLS offloading, and integrated Web Application Firewall (WAF) protection [6]. Sensitive endpoints, such as authentication or payment services, can be routed securely and efficiently to appropriate backend resources.
4. Cost Efficiency:
Auto-scaling mechanisms decommission excess resources when demand decreases, reducing unnecessary operational costs. Application gateways further improve efficiency by offloading encryption, decryption, and routing tasks from backend servers, allowing compute resources to be used more effectively.
5. Improved User Experience:
The combined use of load balancing, scalability, and application gateways ensures fast, secure, and reliable access to applications, even under unpredictable demand. This integrated architecture is widely adopted by online banking platforms, e-commerce systems, and media streaming services, demonstrating its effectiveness in modern cloud environments.
Overall, the integration of load balancers, scalability mechanisms, and application gateways enables cloud-based applications to manage traffic surges, protect sensitive data, optimise resource utilisation, and consistently deliver high-performance and reliable services.
[bookmark: _Toc216449563]9. Driving Forces Behind Cloud Computing Expansion and the Role of Serverless Functions
[bookmark: _Toc216449564]9.1 Driving Forces Leading to Cloud Adoption
Cloud computing has significantly reshaped the information technology domain by allowing organisations to utilise scalable, on-demand computing capabilities without requiring large initial investments in physical infrastructure. Several key driving forces contribute to the widespread adoption of cloud services, including cost efficiency, flexibility, automatic scaling, and access to managed services [1], [3], [5], [9].
[bookmark: _Toc216449565]9.1.1 Cost Efficiency
Cost efficiency remains one of the primary motivators for cloud adoption. Traditional on-premises infrastructure requires significant capital expenditure (CAPEX) for physical servers, networking equipment, and storage, alongside ongoing maintenance and operational costs. Cloud computing shifts this model towards operational expenditure (OPEX), allowing organisations to pay only for the resources they consume. This pay-as-you-go approach reduces wasted capacity and lowers the total cost of ownership.
Technologies such as auto-scaling and serverless computing further enhance cost efficiency by dynamically allocating resources according to demand. In containerised environments, auto-scaling policies adjust the number of container instances based on workload requirements, thereby preventing overprovisioning. Serverless computing eliminates server management entirely and charges only for execution time and memory usage, ensuring that idle resources incur no cost. This model is particularly advantageous for applications with highly variable or unpredictable workloads.
[bookmark: _Toc216449566]9.1.2 Flexibility and Agility
Flexibility is another significant driver of cloud adoption. Cloud platforms enable rapid application deployment across multiple geographical regions, facilitating global reach and effective collaboration among distributed teams. This capability reduces time-to-market for new services and features, thereby improving organisational agility and innovation cycles.
Both containerisation and serverless computing enhance flexibility in cloud-based systems, although they achieve this through different mechanisms. Containers encapsulate applications together with all required dependencies, enabling reliable and uniform execution across heterogeneous environments. This approach makes containers well suited to complex, long-running, and stateful workloads, including microservices-based architectures. Serverless functions, by contrast, follow an event-driven execution paradigm in which individual functions are invoked in response to defined events, such as web requests or database changes. This fine-grained execution model promotes agility by allowing features to be developed, deployed, and updated independently without disrupting the broader application.
[bookmark: _Toc216449567]9.1.3 Automatic Scaling
Automatic scaling, often referred to as elasticity, is a critical driver of cloud adoption, particularly for applications with fluctuating or unpredictable workloads. Cloud platforms continuously monitor performance metrics such as CPU utilisation, memory consumption, and custom-defined indicators, adjusting resource allocation accordingly. Auto-scaling ensures consistent application performance while optimising both resource utilisation and operational costs.
Containers typically rely on predefined scaling policies configured through orchestration platforms such as Kubernetes, Docker Swarm, or AWS Elastic Container Service (ECS). While effective for predictable workloads, this approach may require manual tuning and capacity planning. Serverless functions, by contrast, scale automatically from zero to thousands of concurrent executions without manual intervention. This rapid scaling capability enables serverless applications to respond effectively to sudden demand spikes, such as flash sales or viral events.
[bookmark: _Toc216449568]9.1.4 Managed Services
Cloud service providers deliver an extensive portfolio of managed offerings, such as data storage solutions, message queuing services, analytical tools, system monitoring platforms, and integrated security services. By handling infrastructure provisioning, configuration, and maintenance, these managed services significantly reduce operational overhead, enabling development teams to concentrate primarily on application development rather than routine system administration.
Serverless platforms integrate seamlessly with managed services. For example, AWS Lambda can be triggered by events from services such as Amazon S3, DynamoDB, or Simple Notification Service (SNS), enabling fully serverless workflows. Containers also integrate with managed services but typically require additional orchestration and resource configuration. Consequently, serverless solutions are particularly well suited to event-driven, microservices-oriented applications that rely heavily on cloud-managed services.
[bookmark: _Toc216449569]9.2 Explanation of Serverless Functions
Serverless computing, commonly known as Functions-as-a-Service (FaaS), is a cloud computing model that removes the need for developers to manage or provision servers. Instead, applications are decomposed into independent functions that are executed automatically in response to specific events, including HTTP requests, file uploads, database updates, or scheduled tasks. Widely used FaaS platforms include AWS Lambda, Azure Functions, and Google Cloud Functions. These serverless functions automatically scale to meet demand, incur costs only for the duration of execution, and support a highly modular and event-driven approach to application development [3], [5].
Serverless computing is particularly suited to event-driven workloads, including authentication services, data processing pipelines, scheduled tasks, and API endpoints. Compared with containers, which provide complete runtime environments, serverless functions offer fine-grained execution with reduced operational overhead and optimised resource utilisation.
[bookmark: _Toc216449570]9.3 Comparison Between Serverless Functions and Containerisation
While both containerisation and serverless computing support the key drivers of cloud adoption, they differ in implementation and suitability:
· Cost Efficiency: Serverless functions incur no cost when idle, whereas containers may consume provisioned resources even during periods of low utilisation.
· Scalability: Serverless platforms scale automatically with demand, while containers require explicit orchestration and scaling policies.
· Flexibility: Containers provide greater flexibility for complex, long-running, or stateful applications, whereas serverless functions are best suited to short-lived, event-driven tasks.
· Operational Management: Serverless platforms abstract infrastructure management entirely, reducing operational overhead, while containers still require monitoring and orchestration.
Despite these differences, both approaches align with the primary drivers of cloud adoption—cost reduction, agility, and scalable deployment—making them complementary technologies depending on application requirements [3], [5].


[bookmark: _Toc216449571]Conclusion
Docker and virtualisation technologies play a fundamental role in modern cloud engineering by enabling scalable, portable, and efficient application deployment models [1], [4], [6]. Traditional virtualisation allows multiple operating systems to share physical hardware while maintaining isolation; however, the overhead associated with full virtual machines has encouraged the adoption of more lightweight, cloud-optimised solutions.
Containerisation, particularly through Docker, addresses these limitations by packaging applications and dependencies into isolated and rapidly deployable units. Core Docker components—including images, volumes, and networking—support consistent, secure, and scalable application delivery across heterogeneous environments. These capabilities align closely with cloud-native design principles and support microservices architectures, continuous integration and continuous deployment pipelines, and distributed cloud platforms.
The practical demonstrations presented in this report, including image creation, Docker Hub publishing, custom networking, static IP assignment, and persistent storage management, illustrate how Docker streamlines cloud-native engineering workflows [2], [6]. Furthermore, the integration of containerisation with cloud-native services such as load balancing, auto-scaling, and application gateways enables enterprise-grade reliability, performance, and security. Cloud platforms including Microsoft Azure extend these capabilities through managed infrastructure, automated scaling mechanisms, and built-in security controls.
Overall, Docker’s ability to standardise deployments, reduce operational complexity, and support scalable distributed systems highlights its critical role within modern cloud computing ecosystems. When combined with cloud-native architectural patterns, containerisation provides the flexibility, resilience, and efficiency required for contemporary enterprise application deployment.
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