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Abstract
Network security is a complicated subject that has historically only been addressed by experienced and well-trained specialists. However, as a growing number of people become "wired," they must be familiar with the fundamentals of network security. This document was written with the basic computer user and information systems manager in mind. It explains the concepts needed to understand risks and how to deal with them and cut through the market hype. Therefore, it is critical that each user become familiar with various aspects of network security. In the article the details of Organization Security are talked about. The security of business networks is a major concern because millions of Internet users can transfer information from the network. The actual idea of the Internet makes it defenseless against assault. The Internet and computers connected to it are under attack by hackers and virus writers. Network security is becoming increasingly important to the Internet's development as business use of the Internet grows. To restrict Internet users' access to their networks, many businesses have implemented firewalls.
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1.1Introduction
1.2 What is the network security
A wide range of technologies, tools, and procedures are included under the umbrella term "network security." In the simplest sense, it can be described as a collection of guidelines and configurations used to safeguard the accessibility, integrity, and secrecy of computer networks and data utilizing both software and hardware technologies. Every organization needs to have some level of network security in place to defend it from the wide range of cyber threats that are now out there, regardless of its size, industry, or architecture.[1]
The network architecture of today is intricate, and it must contend with a dynamic threat environment where intruders are always looking for and trying to take advantage of flaws. Devices, data, programmes, users, and locations are just a few examples of the many different places where these vulnerabilities may be present. Because of this, there are numerous network security management tools and software programmes in use today that address specific risks, exploits, and regulatory non-compliance. It is critical that these protective measures are in place since even a brief period of downtime can result in significant disruption, financial loss, and reputational harm to an organization.[1]
1.3 What is cryptography?
Information can be kept secure with cryptography by being changed into a format that unwanted users cannot decipher. In cryptography, a plaintext communication that can originally be read by humans is converted into ciphertext, or what would appear to an uninformed observer to be gibberish, using an algorithm, or set of mathematical operations.[2]
The intended recipient must be able to use encrypted communication, which is necessary for cryptographic systems. Usually, but not always, this is done by converting the ciphertext back to plaintext.[2]
 



1.4 How do network security and cryptography indulge in the pharmacy?
Nano sensor nodes are put on the human body as part of Wireless Body Area Networks (WBAN) in order to collect and monitor patient data. Body nodes gather information and provide it wirelessly to the medical server (Al-Janabi, 2016). Using cryptographic techniques, it is possible to transform the original data into unintelligible information. The WBANs come in two varieties: intra WBAN and beyond WBAN. While beyond WBAN refers to a network where the gateway offers the connection link to the medical server, intra WBAN includes wearable and body-worn nano sensors. The computational, memory, and power capabilities of sensor hubs are severely constrained.[3]
Information security in WBAN is a topic that has been studied in numerous ways, and this analysis promises to work closely with remote sensors from a variety of angles. It deals with the WBAN environment, and its main goal is to protect patient data against various attacks like the homing attack, the tempering attack, and the plaintext attack while using the least amount of RAM possible.[3]

1.5 How network security and cryptography assist to Indian big pharma?
From expediting drug development and formulation optimization to molecular modelling of new compounds at a degree of precision and utility that was previously unachievable, quantum technologies may have a substantial impact on the pharmaceutical industry as a whole.
Nevertheless, as a result of quantum computing, the pharmaceutical business also faces fresh difficulties. The current public-key based encryption (PKE) procedures are predicted to be broken by error-corrected quantum computers, increasing the risk to intellectual property, including chemicals and formulations, clinical trial records, and sensitive patient data.

Although the Department of Homeland Security believes it might happen as early as 2030, no one can say with certainty when quantum computers will be strong enough to defeat PKE. Adversaries have started using hold Now, Decrypt Later (SNDL) assaults to seize and hold encrypted pharmaceutical data until operational quantum computers are available to decrypt it, knowing the long-term potential economic windfall that is locked within it. In the event that this occurs, the results could be disastrous, costing anywhere from millions of dollars in unrealized R&D to billions of dollars in lost future income.	Comment by Terry Walcott: Please re-read for grammar and spelling mistakes.	Comment by Terry Walcott: Use only the IEEE referencing convention in your work.	Comment by Terry Walcott: Very little reference made to Big Pharma in your proposal. As this is your title , you will need to incorporate more information in your literature review and in essence the creation of a methodology for aiding this process. 


Background 
History of network security
The crime Kevin Mitnick committed recently stoked interest in security. In American history, Kevin Mitnick committed the largest computer-related crime [3]. The losses in U.S. intellectual property and source code from several companies totaled $80 million [3]. Information security has since gained attention.
Financial and personal information is delivered via public networks. Information security must advance in response to the evolution of the information made available online. Because of Kevin Mitnick's offensive, businesses are placing a strong emphasis on protecting intellectual property. The Internet has been a major factor in the advancement of data security.
In the previous time, internet protocols were not created to be secure. The TCP/IP communication stack does not implement security protocols. The internet is now vulnerable to attacks. Communication is now more secure because of contemporary advancements in internet architecture.
History of cryptography
Before the modern era, encryption—the process of turning common information (known as plaintext) into incomprehensible text (known as ciphertext)—was essentially all that was meant by the term "cryptography."[2] Decryption is the opposite, or the process of going from plaintext to the unreadable ciphertext. A cypher (or cypher) is a combination of two algorithms that performs both encryption and reversing decryption. Both the algorithm and a unique "key" are in charge of a cipher's precise operation in each case. The secret key, which is often a brief string of characters, should ideally only be known by the communicants, is required to decipher the ciphertext. Formally, a "cryptosystem" is the ordered list of components that includes the encryption and decryption algorithms that correspond to each key as well as the finite possible plaintexts, cyphertexts, and keys. Keys are crucial in theory as well as in practice since cyphers without variable keys can be easily cracked using only the knowledge of the cypher that was employed, rendering them useless (or even counterproductive) for the majority of uses. In the past, cyphers were frequently employed for encryption and decryption without the need for extra steps like authentication or integrity checks. Cryptosystems come in two flavors: symmetric and asymmetric. In symmetric systems, a message is encrypted and decrypted using the same key (the secret key). Symmetric systems use shorter key lengths than asymmetric systems do, making data handling in symmetric systems faster. A message is encrypted using a public key in asymmetric systems, and it is decrypted using a private key. The security of communication is improved by the use of asymmetric systems.[3] Asymmetric systems are used in RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography), for instance. The widely used AES (Advanced Encryption Standard), which succeeded the earlier DES (Data Encryption Standard), is one example of a symmetric scheme.[4]
A carving in the main chamber of the Egyptian nobleman Khnumhotep II's tomb, dating to circa 1900 BC, is the first documented instance of the application of cryptography (in some form). Hieroglyphic symbols that are more uncommon than others were occasionally substituted by the scribe. The intention wasn't to conceal the message, but rather, maybe, to alter it so that it would take on a more respectable appearance. The inscription, which is the oldest text to do so and was not a secret writing method, still included some kind of modification to the original text. Almost all significant early civilizations have some evidence of the usage of cryptography. The espionage service in India is described in "Arth Shashtra," a famous work on statecraft published by Kautilya. It mentions giving spies instructions in "secret writing," which sounds like an ancient James Bond.[5]

Problem statement of network security 
Although Indian pharma's abilities had long been known, the pandemic brought attention to the industry because of its rapid development of a domestic vaccine. The real differentiator will be the move towards becoming innovators, by creating innovative drugs, digital solutions, and individualised healthcare, thereby improving quality, accessibility, and affordability across the spectrum of care. This is true even though India has a significant role to play in the manufacturing of high-end generic drugs.
Digital transformation, using the cloud, big data/analytics, automation, and AI, is one of the main enablers to do this. However, the pharmaceutical industry requires an essential "cog in its wheel" - "cybersecurity" - to be able to scale this ambition and growth sustainably and build confidence globally.
Problem statement of cryptographic
The conventional pharmaceutical supply chain encounters several issues, such as a lack of transparency, problems tracking medicines, a lack of trust, and the distribution of products that have expired (Sinclair, Shahriar, & Zhang, 2019). Nevertheless, the pharmaceutical sector must continue to distribute and produce drugs while maintaining accurate information about the sources of raw materials (Plotnikov & Kuznetsova, 2018; Huang, Wu & Long, 2018; Haq & Muselemu, 2018; Garankina et al., 2018).
Since they are manufactured outside of the approved pharmaceutical production system, counterfeit medications are dishonest. It can be difficult to spot counterfeit pharmaceuticals since they resemble the real thing so closely. They frequently don't have a visible or detrimental effect because they are made to look exactly like the real product. However, they frequently fall short of effectively treating the condition or affliction for which they were intended, or they may contain unfavorable and lethal substances. Pharmaceutical medications are also utilized for disease prevention, diagnosis, and therapy. According to Jamil et al. (2019) and Anonymous (2018, 100,000–1,000,000 deaths annually are thought to be caused by counterfeit pharmaceuticals, which have become a rising industry in recent years. In addition to harming the reputations and financial standing of real medicine makers, counterfeit drug entry must be stopped immediately to protect patients.



Aim and, objectives
Protecting sensitive information, intellectual property, and private company data from online risks including data breaches, hacking attacks, and cyber espionage is the goal of network security in the pharmacy sector. The pharmaceutical sector deals with extremely sensitive data, such as patient medical records, medication formulations, findings from clinical trials, and financial data.
The main aim is to find out the truth, which is hidden, and which has not been discovered yet. 
Research objectives can be of diverse types such as to gain familiarity with a phenomenon or to achieve new insights into it. 
To portray accurately the characteristics of a particular individual, situation, or a health care sector. 
To determine the frequency with which something occurs or with which it is associated with something else. 
Establish confidence in the pharmaceutical ecosystems.
With the help of network security and cryptography the AI become essential part of pharma sector .


Literature and review
All data sent from one device to another via the internet is protected by network security. Activities involving both programming and equipment, accountability, practicality, regulatory impact, and organization, as well as metrics, characteristics, access control, data in an organization, and functioning. The programmer should be aware of the existence of confidentiality and integrity when developing network security. While confidentiality states that the non-authenticated party does not see the data, integrity ensures that the information gathered by the collector has not been changed or altered after it was sent by the sender.
Cryptography The words "cryptography" and "writing" are both derived from the Greek words kryptos and graphein. The writing of secret information or the study of how to transform data, information, and documents into particularly challenging-to-understand forms is known as cryptography. The goal of cryptography is to prevent unauthorized parties from accessing data, records, and documents (Babu, 2017). Data can be transmitted and stored using cryptography in a special format that only authorized individuals can access and use.
Various cryptographic techniques (Sharma & Gupta, 2017). 
The symmetric algorithm is the most established and widely used technique. To alter the content of a communication in a certain way, a secret key is appended to the message's text. It might be a word, a number, or a random group of letters. Using a key pair, an asymmetric algorithm uses two linked keys. Someone can obtain your public key and text you if they choose. Only you can use a second, private key that is maintained in a secure location.
(Sharma & Gupta, 2017) Symmetric Algorithm When using symmetric algorithms, both the sender and the recipient have access to the same key. It is essential to create a secure and effective way of exchanging secret keys over open networks. Mavroeidis, Vishi, and Jsang (2018) claim that creating an asymmetric algorithm solved the primary distribution problem in symmetric algorithms. Symmetric algorithms include AES, DES, 3DES, BLOWFISH, and RC4 (Faheem et al., 2017; Hossain and others, 2016). 
There has only ever been one prior literature evaluation that specifically addresses blockchain technology applications in the pharmaceutical sector (Fernando, 2019). With the exception of Fernando (2019), no other research on this topic that was based on a literature review was located, and no studies that addressed the problems, difficulties, and solutions associated with the implementation of blockchains in the pharmaceutical business were discovered. As a result, our work represents the first thorough analysis of the literature in this field, including key blockchain technologies in the pharmaceutical sector, several key areas of the sector, as well as current research constraints, issues, solutions, and future directions.
The goal of Fernando (2019)'s literature research was to pinpoint the elements that would make blockchain technology applications in the pharmaceutical sector successful. The authors conducted a meta-analysis of 15 studies and presented information on 21 success variables. Of these, they chose the five that they felt were most crucial: trust, tracking, transparency, traceability, and real-time. Notably, these five variables were very briefly examined, with no reference made to blockchain applications or domain-specific problems. The writers of Uddin et al. (2021) talked about the architectures and difficulties of using blockchain for drug tracing. They discussed concerns about product traceability in the pharmaceutical supply chain and emphasized ways to effectively employ blockchain technology for tracking and tracing to prevent the sale of substandard drugs. The writers did not cover blockchain technology or the problems and difficulties associated with other areas of the technology's applicability in the pharmaceutical business, aside from the pharmaceutical supply chain.
Sandeep Tayal et al.'s review of network security and cryptography [7] referenced that with the development of informal communities and trade applications, gigantic measures of information are created everyday by associations across the world. Because of this, information security poses a significant challenge in terms of guaranteeing data transfer over the internet. With additional clients interfacing with the web, this issue further exhibits the need for cryptography methods. This paper provides an overview of the various cryptographic methods utilized by networks to improve security. Anjula Gupta and others [8] showed how cryptography came to be and what it means, as well as how information security has become a difficult problem in computers and communications. This paper provides a variety of asymmetric algorithms that have enabled us to protect and secure data, in addition to demonstrating cryptography as a means of ensuring identification, availability, integrity, authentication, confidentiality, and security for users and their data. A review led by Callas, J. [9] alluded to points, for example, cryptography, protection upgrading advancements, lawful changes worried about cryptography, dependability, and advancements utilized in security improvement. He said that the future of cryptography will be determined by how society uses it and what society expects it to accomplish. This will depend on regulations, existing laws, and customs. He showed that there are many holes in the area of cryptography for future scientists to fill. Also, the future of cryptography depends on a management system that makes strong keys so that only people with the right keys can access the system, and people without keys can't. Last but not least, Callas said that people's perspectives and ideas about privacy in communication and security mirror the changes in laws brought about by events like the September 11, 2001, terrorist attacks. Therefore, data and information security will always rely on cryptography, both now and in the future. Moving on to the objectives of cryptography, James L. Massey [10] noted that cryptography currently aims to achieve two objectives: confidentiality or authenticity as far as the security that it manages (which can be either viable or hypothetical), he examined both Shannon's hypothesis of hypothetical mystery as well as Simmon's hypothesis of hypothetical realness. 
Ultimately, Schneier [11] presumed that mystery of safety as something to be thankful for is a legend and that it isn't great for security to be confidential, as security totally depending on mystery can be delicate. It would be impossible to regain that secrecy if it were lost. Schneier further communicated that cryptography in light of short mystery keys that can be effectively moved and changed should depend on an essential standard, which is for the cryptographic calculations to be all the while solid and public to offer great security. Accepting public scrutiny is the only dependable means of further improving security. N. Varol et al. 12] looked into symmetric encryption, which is used to encrypt a particular piece of writing or speech. In this study, the content that needs to be encrypted is first turned into an encapsulation chipher that no cipher algorithm can understand.   K. Chachapara, et al. [13] demonstrated a framework that makes use of cryptography algorithms like RSA and AES, with AES being the most secure algorithm in cryptography. The study examined secure sharing with cryptography in cloud computing. Users of the cloud can generate keys for a variety of users, each of whom has different access rights to their files. According to Orman, H. [14], there are a lot of discussions and developments about cryptography. The author said that hash functions are important to cryptography because they give nearly any piece of data a number. When MD5's weaknesses became known, it made it hard to figure out how to design hash functions. According to Gennaro, R. [15], a random process is one whose outcomes are unknown. According to Gennaro, R., randomness is essential in cryptography because it provides a means of creating information that an adversary cannot learn or predict. In the wake of Snowden, Preneel, B. [16] demonstrated cryptography and information security. He also talked about the security of ICT systems, mass surveillance practices, and known ways that sophisticated attackers can bypass or undermine cryptography. Sadkhan, S. B. [17] referred to the primary processes and trends of the fields of cryptography from the time of Julius Cesar to the present day. He also mentioned the current state of Arabic industrial and academic efforts in this field that are related to the existing cryptographic systems and the search for new methods of evaluating information security. 
Therefore, data and information security will always rely on cryptography, both now and in the future. Moving on to the objectives of cryptography, James L. Massey [10] noted that cryptography currently aims to achieve two objectives: confidentiality or authenticity as far as the security that it manages (which can be either viable or hypothetical), he examined both Shannon's hypothesis of hypothetical mystery as well as Simmon's hypothesis of hypothetical realness. Ultimately, Schneier [11] presumed that mystery of safety as something to be thankful for is a legend and that it isn't great for security to be confidential, as security totally depending on mystery can be delicate. It would be impossible to regain that secrecy if it were lost. Schneier further communicated that cryptography in light of short mystery keys that can be effectively moved and changed should depend on an essential standard, which is for the cryptographic calculations to be all the while solid and public to offer great security. Accepting public scrutiny is the only dependable means of further improving security. N. Varol et al. 12] looked into symmetric encryption, which is used to encrypt a particular piece of writing or speech. In this study, the content that needs to be encrypted is first turned into an encapsulation chipher that no cipher algorithm can understand. K. Chachapara, et al. [13] demonstrated a framework that makes use of cryptography algorithms like RSA and AES, with AES being the most secure algorithm in cryptography. The study examined secure sharing with cryptography in cloud computing. Users of the cloud can generate keys for a variety of users, each of whom has different access rights to their files. According to Orman, H. [14], there are a lot of discussions and developments about cryptography. The author said that hash functions are important to cryptography because they give any piece of data a number. When MD5's weaknesses became known, it made it hard to figure out how to design hash functions. According to Gennaro, R. [15], a random process is one whose outcomes are unknown. According to Gennaro, R., randomness is essential in cryptography because it provides a means of creating information that an adversary cannot learn or predict. In the wake of Snowden, Preneel, B. [16] demonstrated cryptography and information security. He also talked about the security of ICT systems, mass surveillance practices, and known ways that sophisticated attackers can bypass or undermine cryptography. Sadkhan, S. B. [17] referred to the primary processes and trends of the fields of cryptography from the time of Julius Cesar to the present day. He also mentioned the current state of Arabic industrial and academic efforts in this field that are related to the existing cryptographic systems and the search for new methods of evaluating information security.

Implementing security and privacy in pharma industry by using standards like HIPAA (Health Insurance Portability and Accountability Act) and PHI (protected health information)

In order for health information technology to serve patients effectively and protect their health data, privacy and security are essential components. The Health Insurance Portability and Accountability Act (HIPAA) establishes minimal government requirements for the privacy and security of protected health information (PHI) to achieve these goals. Since most chemists and chemists file claims online, they are considered covered entities for the purposes of the HIPAA privacy and security requirements. HIPAA is applicable to both organizations and people who submit claims electronically. There are certain legal requirements under both rules for covered entities.

Prescription records, billing information, patient profiles, and counseling records are just a few of the records that fall under the definition of PHI and are kept by pharmacies. Pharmacy systems must therefore adhere to HIPAA security and privacy requirements. It should be noted that PHI is not just restricted to electronic transmissions or media; spoken communications of personally identifiable health information also qualify.
For health care operations, treatment, and payment, PHI may be disclosed in accordance with HIPAA regulations. The vast majority of clinical uses of PHI are included in this exclusion. There are a few more exclusions, including public health reporting, but most other disclosures would need individual patient agreement.
A flexible framework for putting security measures into place is provided by the HIPAA security rule.3 While certain criteria must be followed, others are "addressable," which means they can be carried out by the organization in a way that is compatible with its functionality, infrastructure, and resources. For details, see Table 1.



[image: ]

Risk analysis is heavily emphasized in the security rule, particularly as it relates to electronic systems. The proper security options should be identified and addressed by pharmacies in collaboration with their vendors. The transfer of data across an open network, like the Internet, is a typical illustration of risk that can be readily managed. Data should be encrypted in these situations to preserve privacy. For instance, to prevent eavesdropping, if a pharmacy sends data from one store to another via the Internet, the transfer should be encrypted. Now that common encryption software is easily accessible, this should be a regular procedure. The National Institute of Standards and Technology (NIST) of the US Department of Commerce has a list of acceptable encryption algorithms.




Rationale and Context 
In this day and age, it is evident that the huge pharma industry is growing. The pharmaceutical sector makes significant investments in R&D, which leads to the creation of valuable intellectual property. This intellectual property consists of brand-new medicine compositions, production techniques, results from clinical trials, and private business data. By preventing unauthorised access, theft, and information leakage, network security contributes to the protection of these priceless assets.When it comes to cyber-attacks, the huge pharma industry is a top target for hackers because of the rich data it holds. Malware, ransomware, and phishing assaults are examples of cyberattacks that can compromise sensitive data, disrupt business operations, and result in large financial losses. Network security offers a number of levels of defence that help prevent these assaults, including firewalls, intrusion detection and prevention systems, and data encryption.
Because the pharmaceutical sector is international, businesses frequently have to disclose sensitive information with partners from outside their organisation. As secure communication protocols, Virtual Private Networks (VPNs), and secure email assist ensure that conversations are private and confidential, cryptography and network security approaches play a vital role in these areas.So when it comes to data privacy and security, research into network security and encryption in the pharmaceutical sector is what comes to mind first.








Methodology
The term "reconnaissance" describes the process of gathering data on a target, such as the ex-domain name, IP address, target's personal information, email address, subdomains, employment details, etc. Foot-Printing is another name for reconnaissance. We have a variety of tools at our disposal to learn more about the target, including Net craft, whois, HTT track, Firebug, a data extractor, Recon-ng, a network reconnaissance tool, sublist3r, and others. To detect hosts, IP addresses, operating services, open ports, and services in the target network, scanning is used. Typically, the hacker attempts to create a blueprint of the target during this stage. We have a lot of tools to learn about the target tools, which include- The full network scanner Nmap. One of my favorite network scanning tools is this. Angry IP Scanner: Pings each IP address to determine its mac address and port, Hping3/2, useful for TCP/IP packet building, Network troubleshooting is aided by the use of Net scan Pro, ID Serve for banner capturing and OS fingerprinting, and Nessus, Open VAS, and Qualys for vulnerability detection [10]. Gaining Access - This refers to the actual hacking stage, during which the hacker enters the system. In the third phase, the target machine is taken overusing the vulnerabilities that the hacker exposed in the first and second phases. The attacker is now using a dictionary attack to break passwords, creating a list of password terms to use against the user account. This software uses "brute force" and mixes all possible word combinations. Hash injection attack: it transforms plain text into encrypted form, making password decryption difficult. Security Account Manager (SAM) is where Windows passwords are kept. Passwords for Linux users are kept in a file called "Shadow." Hackers gain access to the target system during the maintaining access phase by taking advantage of security flaws and password cracking. The attacker can now quickly download and upload anything to the target system, and the next time, they can install tools like Trojan horses, keyloggers, and rootkits to obtain access to the machine with ease. Trojan horses are harmful programmes that trick users into believing they are safe to use while secretly stealing all of their data. Target keyboard key movements are captured by keyloggers. Software known as rootkits conceals its presence and compromised status on the target system.
opening the way Once a hacker has acquired access to the target system, the last stage begins. At this point, the hacker must cover all their tracks to prevent detection. A hacker employs the tool Audit pool to vanish from view. By using the Audit pool utility, which is stored in the Windows Nt Resource kit, an attacker can quickly turn off the system's auditing [2].
There are some security precautions that will provide you with a foundational degree of protection against the most prevalent IT hazards. utilize robust passwords, set up a security system, restrict access, utilize security software, Update software frequently, and keep an eye out for intrusions. To ensure effective internet security, use strong passwords.
Put some thought into your password. Ensure that people can only access information and services for which they have been granted permission. One of the main obstacles to stopping the spread of cyberthreats like viruses and malware is a security system, which serves as a kind of gatekeeper between your computer and the internet. Use security tools, such as anti-virus, anti-malware, and anti-spyware programmes, to help identify and get rid of dangerous code if it gets into your network. Updates include crucial security improvements that assist defend against bugs and vulnerabilities that are well-known. Intrusion detectors can be used to keep an eye on network activity and suspicious system behavior [2].
[image: ]


The weaknesses in pharmaceutical industry security are addressed by our suggested plan. Managers and employees who work in the pharmaceutical industry make up the two main groups of users of our programme. As a result of the experimentation work that employees and researchers carry out when creating medicines, the component proportions in such medications are frequently altered.
[bookmark: _Int_0mJHAZQU]Since certain bits of information are particularly private, only authorised individuals, such as the manager, should have access to them. The manager is in charge of all decisions, including whether to hire or fire people and what specifics go into medications. A further layer of protection is added to the application by the secure storage of all cryptographic keys (in encrypted form) on the servers. Let us examine how the Manager and the Employees interact with the system as each user, specifically.

 ETHICAL ISSUES 
This section discusses the research proposal's ethical considerations. Regarding the researcher whose work has been described above, all of the data and material that has been gathered is properly acknowledged in this publication. 
This study article and an ethics form are both submitted for the ethics committee team's approval. Proper reference of the data has been mentioned to prevent plagiarism. Each and every piece of information in the data has been appropriately cited below and has been gathered from a variety of papers, journals, and pharma businesses' security insights.

PLAN OF WORK 
The following steps will be undertaken as a work plan for the final project dissertation.
study the literature to comprehend the body of research already done on the subject, conduct a thorough literature review. Identify research gaps and promising areas for further study.
 
Create research questions and hypotheses: Create research questions and hypotheses based on the literature review that fill in research gaps in the topic of data security and cryptography in pharma industry.
Create a research plan: Create a research approach that is appropriate for the study's questions and premises. Determine the sampling and analysis protocols, then choose the best data gathering techniques, such as surveys, interviews, or experiments.
Data collection and analysis: Gather data using the chosen methodologies, and then examine it using the proper statistical software or qualitative analysis methods.
 Results interpretation: Interpret the data and make inferences that respond to the study questions and hypotheses.
Flowchart of Planning 
Requirement Gathering 
Creeate Create literature review
Study analysis 
DEsigning Research designing/implementation
Results and evaluation 



CONCLUSION 
The cybersecurity strategy for Indian big pharma now includes network security and cryptography as essential elements. These technologies are assisting in the protection of confidential company information, intellectual property, and sensitive data against online dangers such data breaches, insider assaults, and cyber espionage.
hThe following are some concrete ways that network security and cryptography are assisting Indian big pharma:
Secure communication: Cryptography makes it possible for parties to communicate in a secure manner, protecting sensitive data in transit. Encryption technologies can protect emails, file transfers, and other private communications for Indian big pharma businesses.
 Access control: Firewalls, intrusion detection systems, and access control mechanisms are network security solutions that assist Indian major pharma businesses in managing access to their systems, networks, and applications. This guarantees This makes sure that only individuals with permission can access sensitive information and resources.
Compliance: The pharmaceutical sector must adhere to a number of laws and regulations, including GDPR and HIPAA. Indian big pharma may make sure that they abide by these rules and stay out of trouble by putting strong network security measures and cryptography in place.
 Network security solutions help Indian big pharma to identify and respond to cyber threats in real-time, lowering the risk of data breaches and other security issues. Threat detection and response. Indian big pharma may benefit from the speedy identification and mitigation of cyber threats provided by cutting-edge security solutions like security information and event management (SIEM) systems and endpoint detection and response (EDR) solutions.
 
In conclusion, network security and encryption are crucial for defending Indian big pharma's confidential information and proprietary information from online attacks. Indian large pharma may strengthen their cybersecurity posture, adhere to rules, and protect their reputation and competitive edge by utilising these technologies.
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Table 1. HIPAA Security Requirements
Here are the specific HIPAA rules pertaining to PHI security:

(&) General requirements. Covered entities must do the following:

(1) Ensure the confidentialty, ntegrity, and availabiy of al electronic protected
health information the covered entit creates, receives, maintains, or transmits

(2) Protect against any reasonably anticipated threats or hazards to the security or
integrity of such information.

(3) Protect against any reasonably anticipated uses or disclosures of such informa-
tion that are not permitted or required under subpart E of this part

(4) Ensure compliance with this subpart by its workforce.

(0) Flexibilty of approach.
(1) Covered entities may use any security measures that allow the covered ety to
reasonably and appropriately implement the standards and implementation spec-
ifications as specified n this subpart.
2) In deciding which security measures to use, a covered entity must take into
account the following factors:
() The size, complexity, and capabiltes of the covered entity.
(i) The covered entity’s technica infrastructure, hardware, and software security
capabiliies
(iii) The costs of security measures.
(iv) The probabilty and critcaity of potential risks to electronic protected health
information

HIPAA: Health Insurance Portability and Accounsability Act: PHI: protected health inf
mation
Source: Reference 3.





