Understanding Security: Security refers to the precautions taken to guard against unauthorized access, use, disclosure, disruption, alteration, and destruction of resources, information, and systems. It entails identifying and evaluating risks as well as putting precautions in place to stop, notice, and handle security occurrences.

Identifying Security Risks: Identifying security risks entails finding threats, holes, and flaws in your applications, networks, systems, and data. Typical security dangers include:
· Viruses and malware
· unauthorized entry
· faulty passwords
· Attacks using social engineering
· Attacks through phishing
· Attacks through denial of service
· a violation of data
· Insider dangers
· dangers to physical security
· Reduce Security Risks:
· Using strategies to lessen the likelihood and effect of security events is known as risk mitigation. 

Among the techniques for reducing security concerns are:
· putting in place access controls and secure passwords
· Encrypting critical data Updating hardware and software on a regular basis
· implementing firewalls and intrusion detection systems, conducting security awareness training
· conducting routine security evaluations and audits
· putting incident response and emergency recovery plans into action
· monitoring and examining security logs on a regular basis
· exemplary practises
In order to improve the security of your systems and data, follow these recommended practises:
· Update and patch your systems' software on a regular basis.
· Employ two-factor authentication and strong passwords.
· Put a backup and recovery plan in place.
· frequent security audits and evaluations
· Limit user permissions and implement access controls
· Transparently protect critical data while it is in transit and at rest Educate staff about security best practises and run awareness campaigns
· Put a security incident response plan into action.
· Observe and evaluate security logs
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A CI/CD pipeline is a set of procedures for automating the development, testing, and deployment of software. Continuous Delivery (CD) and Continuous Integration (CI) are the two components of the pipeline, respectively.

The first step in the CI/CD pipeline is to commit the code to a version control system. The code is then automatically produced and tested. The code is subsequently deployed to a staging environment if the tests pass. Code is subsequently released to production if the tests pass in the staging environment.

A fantastic method to automate the software development process is with CI/CD pipelines. They may contribute to enhancing software quality and accelerating the release cycle. I have discovered that CI/CD pipelines are a useful resource for any team working on software.
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Step 2/7 : RUN pip install flask
---> Using cache
---> d17b17f1d69e
Step 3/7 : COPY ./static /home/myapp/static/
---> Using cache
---> 920f359868ee
Step 4/7 : COPY ./templates /home/myapp/templates/
---> Using cache
---> 34b177e7be85
Step 5/7 : COPY sample_app.py /home/myapp/
---> 3691ceb2c283
Step 6/7 : EXPOSE 5050
---> Running in 7b3f46842885
Removing intermediate container 7b3f46842885
---> cabba87ea800
Step 7/7 : CMD python3 /home/myapp/sample_app.py
---> Running in f12417d16588
Removing intermediate container f12417d10588
---> ec7b5fd5e658
Successfully built ec7b5fd5e658
Successfully tagged sampleapp:latest
c429fd6993e69cc15662c3093956872395764b03a3faf4b691fabcab345f2770
CONTAINER ID IMAGE COMMAND CREATED
€429fd6993e6 sampleapp "/bin/sh -c 'python3.." 2 seconds ago

STATUS
Up Less than a second

PORTS
0.0.0.0:5050->5050/tcp

NAMES
samplerunning
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2,603 2.60.3-alpine 2.60.2 2.60.2-alpine

This image has been deprecated for over 2 years in favor of the jenkins/jenkins:1ts image provided and 2601alpine 2601 2463alpine 2463 2462
maintained by the Jenkins Community as part of the project's release process. The images found here have not 2.46.2-alpine
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open source and drop-in solution repositories.
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These images have clear documentation, promote
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devasc@labvm:~/labs/devnet-src/sanple-app$ docker pull jenkins/jenkins
Using default tag: latest

latest: Pulling from jenkins/jenkins

32fb02163b6b: Already exists

c09d5e9e1188: Downloading [
256533012712 Download complete
7936e107ffe7: Download complete
3ca683058265: Download complete
0b9fbc92e59f: Downloading [
234b17185d9d: Download complete

3d029949ee6: Download complete

dadc99893dfc: Downloading [=> ] 2.158MB/76.93MB
795d68062d2d2: Waiting

fb7363d543fb: Waiting

1d65c556d569: Waiting

a22ceeaedbsb: Waiting

1 24.17MB/51.63MB

1 27.48MB/98.19MB
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2023-03-14 11:35:26.918+0000 [1d=30]  INFO  jenkins.install.SetupWizard#init:

RRR AR AR AR AR AR AR AR AR Ak
R —

jenkins initial setup is required. An admin user has been created and a password generated.
Please use the following password to proceed to installation:

53db94249e5148db9Be20898ccFBccbb

this may also be found at: /var/jenkins_home/secrets/initialadninPassword
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Customize Jenkins

Plugins extend Jenkins with additional features to support many different needs.

Install suggested Select plugins to
plugins install

Install plugins the Jenkins Select and install plugins most
community finds most useful. suitable for your needs
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Started by user admin
[Pipeline] Start of Pipeline

[Pipeline] node

Running on Jenkins in /var/jenkins_home/workspace/FirstPipeline
(Pipeline] {

[Pipeline] stage

[Pipeline] { (Preparation)

[Pipeline] catchError

{Pipeline] {

[Pipeline] sh

+ docker stop samplerunning

Error response from daemon: No such container: samplerunning
[Pipeline] }

ERROR: script returned exit code 1
[Pipeline] // catchError

(Pipeline] }

[Pipeline] // stage

[Pipeline] stage

[ipeline] { (Build)

[Pipeline] build (Building MySamAppBld)
Scheduling project: MySanAppBld
Starting building: MySanAppBld #7

Build MysanAppBLd #7 completed: SUCCESS
[Pipeline] }

[Pipeline] // stage

[Pipeline] stage

[Pipeline] { (Results)

{Pipeline] build (Building TestApplob)
Scheduling project: TestApplob
starting building: TestApplob #3

Build TestApplob #3 conpleted: SUCCESS
[Pipeline] }

[Pipeline] // stage

(Pipeline] }

[Pipeline] // node

[Pipeline] End of Pipeline

Finished: SUCCESS
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Quick setup — if you've done this kind of thing before
[YsetupinDesktop  or  HTTPS  SSH https://github.com/Rhys-Davie5/my-sample-app.git fual

Get started by creating a new file or uploading an existing file. We recommend every repository include a README,
LICENSE, and gitignore.

...or create a new repository on the command line

echo "# my-sample-app” >> README.md [l
git init

git add README.md

git commit -m "first commit"

git branch -M Main

git remote add origin https://github.com/Rhys-Davies/my-sample-app.git

git push -u origin Main

...or push an existing repository from the command line

git remote add origin https://github.com/Rhys-Davies/my-sample-app.git fis]
git branch -M Main hé

9+ + 09 ¥ oo Mo
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devasc@labvm:

File Edit View Search Terminal Help

start a working area (see also: git help tutorial)
clone Clone a repository into a new directory
init Create an empty Git repository or reinitialize an existing one

work on the current change (see also: git help everyday)
add Add file contents to the index
nv Move or rename a file, a directory, or a symlink
restore Restore working tree files
n Remove files from the working tree and from the index
sparse-checkout  Initialize and modify the sparse-checkout

exanine the history and state (see also: git help revisions)

bisect Use binary search to find the commit that introduced a bug
diff show changes between commits, commit and working tree, etc

grow, mark and tweak

branch List, create, or delete branches
commit Record changes to the repository
switch switch branches

collaborate (see also: git help workflows)

‘git help -a' and 'git help -g' list available subcommands and some

concept guides. See 'git help <command>' or 'git help <concept>

to read about a specific subcommand or concept.

see 'git help git' for an overview of the system.

devasc@labvn:~$ \cd /home/devsac/labs/devnet-src/sanple-app

bash: cd: /home/devsac/labs/devnet-src/sanple-app: No such file or directory
devasc@labvn
devasc@labvn:~$ cd /home/devsac'sHome/labs/devnet-src/sanple-app

>

>
>
>

grep Print lines matching a pattern
Tlog Show commit logs

show show various types of objects
status, Show the working tree status

merge Join two or more development histories together
rebase Reapply commits on top of another base tip
reset Reset current HEAD to the specified state

tag Create, list, delete or verify a tag object signed with GPG
fetch Download objects and refs from another repository

pull Fetch from and integrate with another repository or a local branch
push Update remote refs along with associated objects

S

git innit
git add
git commit -m "Initial COmment"

your common history
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origin https://github.com/accb6019/my-sample-app.git (fetch)
origin https://github.com/accbh6019/my-sample-app.git (push)
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[master (root-commit) 2c26341] Committing my-sample-app files after Lab 7
11 files changed, 134 insertions(+)

create mode 100644 copingtext

create mode 100644 running.txt

create mode 100755 sample-app.sh

create mode 100644 sample_app.py

create mode 100644 static/style.css

create mode 100644 tempdir/Dockerfile

create mode 100644 tempdir/sample_app.py

create mode 100644 tempdir/static/style.css
create mode 100644 tempdir/templates/index.html
create mode 100644 templates/index.html

create mode 100755 userdetails




