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Abstract

The purpose of this project is to build a secure home network and then test against the real attacks in the real-time environment. This document is meant to cover the basics of securing the networks and advanced level of securing it. This document is also going to analyse the modern threats in the cyber security world and solution to these threats. The attacks will be executed in a real-time safe environment using VMware which allows to replicate the actions that would have been done in a real network. The software needed to conduct these attacks are Kali Linux, Windows Operating System, and Android system just to replicate the current modern home network as closely as possible where the Kali Linux is the attacking machine and other operating systems on the network are just normal operating systems and machines that we can see in the modern home network. The software and applications that was used to carry out the first Man in the middle attack was Ettercap and tcpdump, in order to create a fake website with fake login page; Social Engineering Toolkit was used, DoS was done thanks to Metasploit, DDoS was carried out using many consoles and terminals on Kali Linux and Windows 10 in order to DDoS windows 8 and in the real-time scenario there would be multiple machines infected by the malware doing the attack instead of just two, the last one was gmail-hack that allowed to Brute-force the Gmail account that was created for the purpose of this project. 

The literature review was done to gain knowledge about the subject so the theory can be put into practice later. The literature review is an especially important part of this project because it is the foundation of everything, the attacks were carried out based on the knowledge gained from the literature review. The Gantt Chart was created at the very start of the journey and the current one after everything is done was also created just to show how the journey has changed over the time and how it turned out. 

The methodology used to carry out the research is called “Exploratory research”, this particular methodology suits the needs of this project because it helps to improve understanding about the subject and helps the investigator to understand why certain things happened and how it happened and allows the investigator to create a very informative conclusion about the subject or topic. Saunder’s Research onion also helped a lot to do the research and methodology as it was a guidance to successful research.


The results turned out to be as expected, there were issues during the process but a good analysis of why it happened and how to fix it was done and the problems were solved. All the attacks worked out as they should and the results for every single attack were met.	

[bookmark: _Toc371255527][bookmark: _Toc102033258]Chapter 1 


1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc371255528][bookmark: _Toc102033259] Introduction

The problem that will be tackled is the current security level in the modern home network as it is not enough these days and people are unaware of how damaging and dangerous it can be until it hits them. People usually pay for the internet and leave their router and machine either unsecured or have a very little security applied that can be easily tackled with a bit of knowledge and the only way to solve it is to educate the population on staying safe online and doing the basic steps that will be described later in the document so people can stay safe. The main purpose of this project is to build a secure home network and provide a general overview on a home security such as avoiding attacks, staying safe and being aware of the actions online and also protect it from any attacks such as Man-in-the-middle attack where the intruder controls both end points and just gathers the information, DDoS where the large amount of packets is sent to the router or server to the point where connection is lost due to inability to handle that many packets because of multiple machines that are attacking the target etc. and also DoS where one individual is being targeted. Password cracking will be included as well. Once the network is built; it will be tested by trying to penetrate the network and by breaking in. Another important aspect of this project is to simply expand the knowledge about cyber-attacks, threats and how to protect the network from any kind of attacks and how to implement it step-by-step. The implementation of security described later step-by-step should be easy to do for any home user. 

A quick explanation on how to avoid the most common and simple attacks such as “Phishing” will be provided and clearly explained. An explanation of all the methods used to fix the security gaps and any vulnerable spots in the network will be explained. A firewall will also be used later in the project, at the moment not much is known about advanced features of several types of firewalls so this will be something new that will be implemented as the project goes. Simple steps that can be done right away to secure the router such as changing the SSID which is the name of the router that appears in the list when trying to connect, changing the password, enhancing the encryption etc. The expected outcome of this project is to have five attacks tested against the network and make them successful and secure the network against these attacks after they have been carried out and deeply analyse them and explain what has been done and how it was done.

    
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529][bookmark: _Toc102033260] Aim

The main aim of this report is to create a secure home network so it can be penetrated and tested to see if the network is fully secured and vulnerable to any type of attacks, if so then it will be fixed and prevented. However, the clarification of the issue and of how it was fixed will be provided and deeply explained.


1.3 [bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc102033261] Objectives

The objectives are to:
· Gain a broad knowledge about the main subject of this project which is securing the home network and about vulnerable spots of the network as well as fixing the security gaps.
· Establish understanding of all the possible attacks that can happen at any time and find out which are the most common ones and provide a brief and clear solution to them and how to avoid them in the future by applying a few simple steps and features.
· Provide a critical literature review of the aim, objectives, and current research with the aim of providing the level of existing knowledge about the subject.
· Use and present the assets gathered from the research and literature review to produce a secure home network by creating a VMware network to try to break in and penetrate with all the possible attacks and resources so the weak spots are discovered and fixed as soon as possible. This will be approached in a few ways; phishing commonly known as creating a fake website, DoS attack which sends an enormous amount of packets towards victim’s router, DDoS where multiple machines are being used to send a large amount of packets against the server / router, Man-in-the-middle attack where the attacker gets in between the victim and application and finally password cracking and also create a Gantt Chart.
· Gain a broader understanding of all the methods used such as simple troubleshooting to fix the issues with the network, such as going back, troubleshooting every single device, and checking the configuration just to find the error, understand how it happened and fix it and avoid it in the future.
· Provide a brief and clear instruction and recommendation on how to avoid cyber-attacks and loss of sensitive, important, and valuable data and fully secure the network and devices connected to the network step-by-step and also provide a clear reflection on how the project went.


1.4 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc102033262] Structure Of The Project

The project is essentially in three parts. Firstly, the theoretical work such as describing the attacks, literature review, methodology etc.. The theoretical work relates to teaching and learning approaches both in and outside the classroom. The second part is the implementation and practical part where the attack are being executed. Finally, the third part is a section where the reflection, conclusion, evaluation, appendix and references are located.

Chapter one illustrates an overview of the report. It details the aims and objectives that once achieved will bring success to this research. 

Chapter two concentrates on the critical literature review and the research methodology that will be used to execute the research and task properly.

Chapter three focuses on research methodology and deeply describes the approach that has been done to finish the research.

Chapter four reviews the design and implementation of the attack and the whole structure of the network where the attacks are being executed.

Chapter five puts the evaluation and summary together where the whole project and its journey is being described and discussed.

[bookmark: _Toc121041584][bookmark: _Toc202288061]Chapter six focuses upon giving any recommendations and what could have been done better in the first place.

1.5 Conclusion
This chapter focused on getting the foundation of the project done, clearly describing what needs to be done and how is it going to be done, and what are the main goals and outcomes of this project. It is like a solid foundation of what to expect and how to follow the project.
[bookmark: _Toc266447540][bookmark: _Toc371255532][bookmark: _Toc102033263][bookmark: _Toc266447528] 


Chapter 2 - RESEARCH & REVIEW OF LITERATURE

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc101476664][bookmark: _Toc101476759][bookmark: _Toc101477169][bookmark: _Toc101477192][bookmark: _Toc101477241][bookmark: _Toc101477434][bookmark: _Toc101478368][bookmark: _Toc101639262][bookmark: _Toc101639315][bookmark: _Toc102033168][bookmark: _Toc102033264][bookmark: _Toc202288068][bookmark: _Toc266447541]
[bookmark: _Toc371255534][bookmark: _Toc102033265]2.1 Introduction

We live in a world full of technology [1], and hundreds of electronic devices surround us every day such as – phones, security cameras, laptops, printers, computers, cars and even more. In order to achieve a good understanding of security measures and structure, the three different perspectives will be compared and a conclusion will be drawn. 


[bookmark: _Toc102033266]2.2 National Security Agency Cyber Security Information

According to “National Security Agency Cyber Security Information” [2] The collection of all these devices and names is called “IoT” which stands for “Internet of Things”. There are many actions that can be taken in order to protect the “Internet of Things” devices from being accessed by an unauthorised person such as:
· Upgrading to the newest operation system and keep it updated at all times

It is crucial to keep the system updated at all times because the updates will contain security improvements that will make the network / device even more safe to use without putting in effort, this will minimise the risk of being hacked. It is a good habit to always set the updates to automatic during the night or hours when the device is not in use.

· Do small things such as disconnecting external devices from the computer / laptop when not in use to minimise the risk.

Another important aspect of minimising the risk of unauthorised access is simply adapting to good secure habits such as disconnecting the external drive, USB and other types of external devices that could be connected to the PC, the reason for that is ransomware attack, this attack became very popular lately because it requires the user to pay the certain amount of money in order to unlock the files, otherwise they will be deleted. Turning off the PC instead of putting in in sleep mode, disconnecting internet connection etc.

· Invest in a good paid security software

A good security software is the first step to great defense. Security software such as “Malwarebytes” or “Kaspersky” will protect the device from malware, phising, dangerous browsing and viruses in general. The software could also be capable of doing a full disk encryption just in case the device gets stolen so the thief will not decrypt the disk and access the information that is on it.

· Unplug digital assistants such as “Alexa” made by Amazon or “Google Nest” and “Google Nest Mini” made by Google in order to prevent spying.

There is a rumour that digital assistants are always listening, even when they are not activated to follow people’s instructions. It is a good habit to cover the webcam in laptop to prevent people from spying on the other person. Even toys for kids have their own “small digital assistant” built in and there were many cases where the toy was spying on the child and parents by listening to the conversation.

· Have a good set of and strong passwords and make sure that every account has a different password.

Another simple action that can be done is keeping password secure, every password should be strong and different for every account, it is a good habit to encrypt them.

· Modify the permissions of the Administrator account to make sure nothing harmful can be done but the control remains as it was

By default, the administrator account has the power to do everything and nothing can stop that. However, it can be changed to limit the rights to do everything and only allow to do stuff that needs to be done. It can also be prevented by making another account that is not going to have all the privileges commonly known as a “Non-privileged user”. To surf the web, write documents, send emails etc. Only administrator account and other privileged account will in power to make any changes to the system and install software.

· Configure Firewall to protect the network and WAP which stands for “Wireless Access Points”.

It is important to also check that the firewall is enabled and properly configured in order to prevent outside connections from accessing the network.

· Enable the strongest possible encryption and security on the Wireless Network such as WPA2 and AES.

Another great idea is to enable the strongest possible encryption which is WPA2 with a strong password. Most devices will support WPA2 encryption nowadays. Changing the SSID is also the  first step to secure the router so the hacker will not see the network and vulnerable and untouched.

· Restrict the access to accessing remote control on the routing device.

Restrict the access to the network from home and only allow to access the network inside the physical building when the user is connected to the internal network.

[bookmark: _Toc102033267]2.3 Security & Home network attacks

However, diving into a unique perspective and source opens some options to discuss such as [3] authentication and wireless network security which needs to be included because a lot of home networks use Wi-Fi.

Some home network owners decide to use “Open Authentication System” which means that anyone can access the network without password which is strongly not advised and never used unless the network is meant to be public such as a public cafeteria Wi-Fi. The safer method of authentication advised to use is “Shared Key Authentication” because it is a way of verifying if the person is allowed to access the network by using WEP which stands for “Wired Equivalent Privacy.” The person requesting to access the wireless network has the shared secret key ready to provide to pass the authentication process, but this is just the basic and standard configuration when it comes to wireless networks.

According to National Institute of Standards and Technology [4] there are three main terms and each one of them has important meaning to the network and it all falls into “802.11 Security standard” category. 

Confidentiality was developed in order to achieve privacy and prevent people from eavesdropping, confidentiality makes sure that the data is only viewed by the person that is meant to see it.
Authentication was developed in order to identify whether the person trying to request the access to the network is authorised and has permission to join the network or view certain data.
Integrity is the final component of the 802.11 security standard because it makes sure that the data and messages sent are not touched and modified in any way. It makes sure that the user receives the data that was originally sent.

Modern home network [4] mostly consists of wire connected devices and mostly wireless devices such as phones, tablets, TVs, smartwatch, there are many devices connected to one access point where Wi-Fi comes from, every device has different security measures applied which means it is easy for the attacker to break in through the device and this is also why people should be aware of what they are doing online by visiting only trusted websites and not clicking anything that seems suspicious, however the router’s security when it is first powered is configured but it is a very basic security such as password and that could be it, it could be avoided by enabling WPA2/WPA3 encryption through admin portal, there are also devices such as Alexa, Google nest, CCTV and much more which also enables the attacker to hack the network.

[bookmark: _Toc102033268]2.3.1 home network attacks

There are many home network attacks that can be executed but the three most common ones are: Man in The Middle Attack, Phishing, DoS, DDoS and Password Cracking.

Man in the middle attack [5] is becoming more popular these days and can be executed in 15 minutes or less, to check which ports are open, Ip, firmware, version and it is just a massive port scanner which allows people to see devices that are easy to attack and it allows people to search for servers, routers, webcam and overall IoT devices. However, there are many types of this attack such as [6]:
· Packet injection
· HTTPS address request
· Session Key
Packet injection is one of the many MiTm attacks because it allows the attacker to blend malicious packets with valid data packets and communication streams.
Attackers also use HTTPS address request to sniff the endpoint which is the destination, and they force the host to redirect the original request to the server which is unsafe and unencrypted.
Most websites create a temporary session key that is used whenever the user visits the website again so there is no need to type in the credentials all the time, the attacks can sniff that session key and make actions on the behalf of the user.

How to stay away from Man in the middle attack?

The best way to defend against this type of attack is to use VPN [7], change basic router settings such as SSID, password, strengthen WAP and WEP encryption and use public key pair authentication and train members of stuff to look out for any red flags related to man in the middle attack e.g. look out for fake links that redirect to a fake website asking to enter the credentials and also setup the firewall to accept only certain connections.

[bookmark: _Toc102033269]2.3.2 Phishing

Phishing [8] is one of the most common social engineering attacks and it includes the attacker making original things look fake in a way that it is impossible to tell the difference so the victim can fall for it, fake emails, websites, text messages and much more to get information. There are many types of phishing attacks, however the three most common ones are:
· Email phishing
· Spear phishing
· Whaling
Email phishing has been around for an exceptionally long time and the purpose of it is to send a legitimate looking email to make victim believe that the email is real.
Spear phishing is an advanced version of email phishing because attackers use OSINT to get as much information about the victim as possible and then use it against them in an email and talk about work, phone numbers, bank details etc
Whaling is the type of attack where the attackers are trying to find out the name of the CEO or another person that can do similar things as the CEO and send an email to the employee pretending to be the CEO and requesting the money transfer or telling the employee to download the document.

How to stay away from phishing?

The best way to start it is by simply [9] training people to look out for the red flags that certain emails, websites and pop ups and things in general might have so the people can be aware every time they think something does not look right. Multi-factor authentication is a good way to prevent hackers from accessing the account even if they know the password and login, multi-factor authentication requires the user to additionally such as Face ID, a passphrase or even an authentication app made by Google for example that allows you to connect accounts and use it whenever there is an authentication needed. 

Attackers really like to hide information inside the documents such as PDF or DOC where the macros are included and installing the right filter can help the user to not even think about danger like that because the filter will take care of it. Regular updates contain the most recent security updates that will fix any gaps in the network. Regular data backups are essential because it allows to recover the lost or encrypted data which will avoid falling for ransomware as we both know is encrypting the files and telling the user to pay to restore the files.

[bookmark: _Toc102033270]2.3.3 DOS Attack

A denial-of-service stands for DOS [10] and this type of attack is responsible for crashing and taking down network which will turn them into unavailable network as there will be no connection. Everything that is connected to the network – phones, digital assistants, computer, laptop all these devices would not have the internet connection when the DOS attack is being executed. Hackers have many purposes for launching the DOS attack and the most popular one is financial damage. The company needs to spend a lot of money and time to recover the network so it works again which will lead to worse reputation, not satisfied customers etc.

The way this attack work is not that complicated because there are quite a few types of DOS attack:
· Network layer or protocol – Hackers send enormous number of packets to network infrastructure and their management tools.
· Volume attack – Hackers send enormous number of packets to overload the server or website or just a computer.
· Application layer attack – This type of DOS attack is similar to Volume attack but instead of targeting server, websites, computers etc. it targets applications sending infected requests.
However, hackers tend to target banks, popular organisations, and government as well. There are two ways to attack banks, organisations, government websites etc. and it is done by either data that contains bugs which will lead to a crash or by sending an enormous amount of packets which will overload the network with fake traffic, the result will be the same – the network, machine or website will be taken down and unavailable.

How to stay away from DOS attack?

There are many ways to prevent the DoS attack [11] one of them is simply strengthening the security measures that are already applied or adding extra. For example, firewalls are extremely important because they control what is coming in and out so properly configuring the firewall to stop DoS attacks and to filter out the traffic that is not needed will surely increase the protection against DoS attacks. Monitoring traffic is another solution to stay away from DoS attacks, companies can buy a service where the DoS attack is being detected and all the fake and unwanted traffic that was meant to hit the network will be redirected somewhere else. Network administrators can also create protocols and rules if there is any unusual traffic detected, for example the packets will be rejected if the packet meets the rules that the administrator set.

[bookmark: _Toc102033271]2.3.4 DDoS Attack

DDoS also known as Distributed Denial-of-service [12] the main purpose of this attack is to stop the normal flow of the traffic through the server that is being attacked or the network in general by sending unnecessery packets which will flood and disrupt the whole infrastracture and mechanism of the network. There are many types of DDoS Attack such as SYN Flood, UDP Flood, NTP Amplification and also DNS Amplification, all of these attacks are a bit different but every attack mentioned above has the same purpose and outcome – to disrupt the flow of traffic in the network causing additional financial damage. The process behind this attack is to get many devices that have been infected by malware which allows the attack to remotely control every device that was infected and that leads to a complete control. The hackers then is using all of the devices and their power to group them up, that is called a botnet and then botnet then is receving the tasks from the attacker to carry out the attack, if the target receives packets from that many devices, there is a possiblity that it will go down.

How to stay away from DDoS attack?

First of all, the company can create [13] something called “blackhole”. The blackhole is like a bin for the malicious traffic sent by the attacker, it has to be properly configured in order to separate the traffic that is legit and the malicious one, otherwise it will get mixed up and everything will end up in blackhole making the network unavailable. Rate limiting is another option, it will limit the amount of request that the server is capable of accepting during the certain amount of time, this is also good to stop hackers from brute forcing, it might not be the most efficient way to stop the attack and might not always work but it can really stop the attacker sometimes. A web Application Firewall known as WAF is a very efficient way of preventing the layer 7 DDoS attack. WAF is being put between the server and internet and the network administrators can quickly react and change the settings applied to the WAF. WAF is like a proxy but reversed proxy where it protects the target from the attack and this is done by using filters.

[bookmark: _Toc102033272]2.3.5 Password cracking – dictionary attack

A dictionary attack [14] is a common way of getting into someone’s account by compromising the password. There are many password cracking tools with an option to do dictionary attack, the way it works is that the user gives the word list nad password list to the tool and the tool starts going through every single username and password to see if there is a match, if there is then the user is notified about the findings. Many people use very easy passwords such as 12345 or “password” on its own and this is the reason why the dictionary attack still works very well to the present day, this is why the tech world started introducting random password such as jd%812jj@0931 because it is not likely for this password to be in the list.

How to stay away from Password cracking dictionary attack?

First thing [15] that can be done right away is simply modifying the password policy which will require the user to enter the password based on the requirements given, otherwise the password will not be set. The password policy can be modified to something like using uppercase, special signs, numbers, minimum length, maximum length and it could even time out the attacker if there is a certain amount of unsucessfull attempts. Enabling 2 factor authentication where the user is required to enter the password and then ther the one-time passcode in order to log in successfully. Regularly changing the passwords and using the website https://haveibeenpwned.com to check if anything such as the email, password etc. has been leaked somewher.

[bookmark: _Toc102033273]2.3.6 Encryption
The most important part of securing anything is to use the encryption because that is the first line of defence which stops attackers from accessing the information. There are many types of encryption and here are the most common ones [16]:
· WPA
· WPA2
· WPA3
· WEP
WPA stands for „Wi-Fi Protected Access” and was created in 2003 by Wi-Fi Alliance and consists of many encryption aspects such as generating a key that was unique for every single packet, it also checked for message integrity, used 256-bit keys, and had an option to automatically broadcast the updates keys.
WPA2 [17] was invented in 2004 and was known as 802.11i and it came with two modes and one of them was just for home network users and the other was for companies. WPA2 also comes with RC4 which is a better version of TKIP that is used by WPA. RC4 consists of AES that stands for „Advanced Encryption Standard” and „Cipher Block Chaining Message Authentication Code Protocol”.

WPA3 was invented in 2018 by Wi-Fi Alliance and is being considered one of the most security standards nowadays and is being recommended by all Wi-Fi devices and supports an option of „Protected Management Frames” that helps with eavesdropping and has a feature to enable 192-bit security encryption.
WEP again created by Wi-Fi Alliance, it was the first ever encryption and was only created to stop attackers from viewing data that was transferred wirelessly, however the encryption was not strong enough after some time when hackers started to develop new ways of breaking in.


[bookmark: _Toc102033274]2.5 RELATED WORKS

This section will discuss a few general articles related to the subject of this project and explain how these general articles helped to expand the knowledge about the subject and apply it to the project.

The first article [18] was a helpful source of information that brought a lot of facts and knowledge that unknown of and really helps to get an idea of how certain home network attacks work and what countermeasures should be applied to prevent that from happening. This article is targeting threats to wireless networks, and something called “Rogue Access Point” which is not knowingly breaking the rules and creating an effortless way for the attacker to break in, the attacker might also plant the rogue access point within the facility. It also covered many home network attacks such as Rogue Access Point, Denial of Service, Configuration problem, Passive Capturing, Unauthorised access, Warchalking and Man-in-the-middle attack. The attacks have been deeply explained which helped to understand how vulnerable wireless and wired connections are. 

The second article [19] has taught a lot about integrity, availability and also authenticaion and access controls which is extremely important when it comes to home network security and integrity is a must to make sure that the attacker cannot infect our network with some malicious code, availability is also required to make sure that the attacker cannot access the network and steal data that is being transmitted over wireless network and this can be done by making sure that access controls is properly set up. Authentication is also important because it makes sure that the attacker cannot replace information on the network with infected information that is exactly the same as the original information. This article in general helped to understand that people really need to take these assets mentioned above into consideration in order to keep the network safe, assign adequate roles to correct users and give them correct permissions to make sure that they are only accessing information that is meant to be accessed by them.
Home networks are pretty much everywhere now and most devices that are connected to the network fail to meet basic security requirements or changes which makes them really vulnerable to outside threats. Home network owners need to make sure that authentication, integrity and availability is taken into consideration when building a secure home network.

This book presented an overview about how to manage and setup the basic security measures. I've explored how Windows maintains access privileges as well as how User Accounts and Security Groups, along with file and folder safety, would be used to control access and guard the system. I've also discovered of Windows services and how it can switch off those users don't even use, including the dangers regarding secret file extensions and how they can be targeted over people. Passphrases are one of the most important components of data security. Throughout this book, explanation of the significance behind passwords as well as some of repercussions which may arise once the security breach occurs. A study on what to do to establish better, increasingly challenging passwords as well as how to use passwords to construct far more strong and unique passwords which you can memorise to prevent any intruder from finding or breaking passwords. At last, this section presents that the security of the machine can be increased via using a BIOS passphrase. 

This book has also taught a lot about viruses, worms and other malware out there because they are a cause of many problems everyday. This book allowed to widen the knowledge about viruses and worms to the point where it is enough for this project so people can use their computers safely everyday. I’ve learned about several types of malware and also their differences and how they were created. Importance of using antivirus software and configuring it properly was also included in this book which helps to understand how to properly configure it because most people just download it so it is there if anything happens but there are much more to it. 

[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc371255540][bookmark: _Toc102033275] Conclusion
[bookmark: _Toc202288080] 
The second chapter focuses on some key points such as critical literature review which consists of many concepts such as giving advice by National Security Agency Cyber Security on how to stay secure online and not find yourself as one of the victims of cyber-attack and it also focuses on home network security and the most common security attacks explaining how are they carried out and what steps are needed to be taken in order to prevent the network from being a victim of the attacks mentioned in chapter 2. The future work and steps are also explained and clearly outlined as well as the methodology used to approach this project and carry out the research properly thanks to “Saunders Research Onion” technique which allows the researcher to approach the research in many different ways thanks to its six layers of which “Saunders research onion” consists. 

The Gantt chart that shows the progress throughout the journey is also included in the appendix, it clearly outlines what has been done and what is due to be done before the project ends, it clearly shows dates of events that will happen on certain dates such as final report, final viva etc. The second chapter also outlines how important it is to use the encryption because that is the first line of defence when it comes to attacking because it prevents hacker from accessing the network by asking for password and much more but that depends on the type of encryption. Chapter two also consists of some pictures that clearly explain the logic behind the “Sanders research onion” and deductive approach process to help the viewer or reader understand what is meant by these terms in relation to this specific project. Additionally, the topic called “RELATED WORKS” was also included in this literature review because it describes the academic sources that have been used to improve knowledge about the subject and help with the project to fill out any knowledge gaps.

[bookmark: _Toc102033276]2.7 How is the work going to be presented?

The original and initial idea is to present the practical part of the project through using VMware where the network will be created, and the attacks mentioned in the project will be carried out live if possible but that is due to be tested and checked if it is possible because of limitations (if there are any) that can occur due to VMware. The required machines will be running e.g., target machine and attacking machine where all the work will be done through attacking machine and the target machine will be used just for presentation to confirm whether the attack attempt was successful.
[bookmark: _Toc371255541][bookmark: _Toc102033277]
Chapter 3 - RESEARCH METHODOLOGY
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1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc101476678][bookmark: _Toc101476772][bookmark: _Toc101477173][bookmark: _Toc101477196][bookmark: _Toc101477246][bookmark: _Toc101477450][bookmark: _Toc101478384][bookmark: _Toc101639277][bookmark: _Toc101639330][bookmark: _Toc102033183][bookmark: _Toc102033279]

[bookmark: _Toc266447530][bookmark: _Toc102033280][bookmark: _Toc371255545]3.1 Research Overview

After deeply analysing and understanding the “research onion” which explains all the stages that the researcher has to go through in order to carry out the research properly, a decision to use [20] “Pragmatism” research methodology have been made and it suits the needs of this project because pragmatism is mainly focusing on using the best possible resources such as tools in order to carry out the best investigation about phenomena. This research methodology is approaching the task from a practical point of view, additionally the knowledge about the subject or task is questioned and interpreted constantly.
[image: Chart, sunburst chart

Description automatically generated]This project is focusing on getting the network to work and conduct essential tests to see if it is secured which means that practical part is extremely important. This research methodology is good because it is not bonded to any solid definitions, explanations, and understandings. Additionally, the data needed to gain knowledge about the subject and the project can be found in different forms such as reports, videos, questionnaires etc. and is also spread across various sources. Pragmatism is known for its specific definition of working – pragmatism is a research philosophy that states the idea can only be considered as done or successful only if the idea has been proven in a practical way or experiment and this project is focused on getting the network physically to work. 

	




[bookmark: _Toc101478333]Figure 2


Saunders research onion explanation

When it comes to the approach [21], deductive type of approach suits the needs of this project better than inductive and the reason behind it is the nature of this project – doing research based on what others have done, gain knowledge and experience from reading theories and then carry out some tests that were created based on the research that others have done which is exactly what is happening is this project.
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Deductive approach process	Fig 2
The image above illustrates the process of deductive approach, the researcher has to create a theory about the task and then the hypothesis based on the research has to be created, the theory then is being put to the test to check if it works and once it works, the confirmation is needed, otherwise it is going to be rejected. This type of approach has helped to get a better and broader understanding about the subject from the results that have been collected and better confidence has been ruled out in the conclusion.

Archival research is [22] the strategy that suits the nature of this project because the research is based on the use of archived documents and information such as journals, books etc. that already exist and was written by others, however this type of strategy also allows the researcher to explain changes that might happen as the time flows and also explore the changes that can happen as the time flows as well. 

The fourth layer of the research onion will cover whether it would be a better decision to mix two methodologies – quantitative and qualitative or if it is better to stick to one methodology. This layer of the research onion is called “research choice.” Mono method is the type of choice that suits the needs and nature of a project because mono method allows the researcher to only use of type of data and it is either “qualitative” or “quantitative.” In this case, qualitative data type will be used to conduct the research properly. E.g., of qualitative data type – If someone needs to fix their car and needs community’s opinions on a specific car repairs place, then the researcher could use previous customers’ opinions and views about that place. The reason why mono method suits the needs of this project is because only gathering of one type of data is essential and that are opinions of experts and scientists related to the nature of a project which is cyber security and home networks attacks.

There are two options when it comes to the fifth layer of research onion process which is called [23] “Time Horizon” and the options are “longitudinal” and “cross-sectional”. In this case, longitudinal is the option that suits this project best because longitudinal option allows the researcher to gather data over a certain period of time – weeks, months and years and it suits the project because the data and research gathered in order to finish this project has been gathered from different periods of time e.g. 2020, 2017, 2002 etc. whereas cross-sectional allows the researcher to only gather data at one point in time so for example the data could gathered only from year 2020 and this is it. The type of data that is being gathered can either be qualitative, quantitative, or even a mix.

Finally, the last and most important layer of “research onion” process [24] is data collection and data analysis because if the data is collected and analysed properly then the research question or the project can be answered and done. There are two types of data – primary and secondary. The type of data that is going to be collected is secondary data as it comes from others which means it will be collected thanks to reports, books, journals, articles etc. instead of first-hand information such as questionnaires, interviews, surveys etc. because that is primary data. A secondary data type suits the need of this project and the reason behind it is its nature where information, data and research must be gathered from others to gain knowledge and apply it to the project.
[bookmark: _Toc341174544][bookmark: _Toc371255554][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548]The research onion process is a technique that explains all the stages that the researcher must go through to conduct the research, there are six layers of that “onion” and each layer offers the researcher to conduct research in different form, so it is not strict but flexible. 
The methodology that will be used is called “Exploratory research” [25] which offers many popular research methods and one of them is “literature search” as this is one of the most efficient types of researches that can be done in case of this project because and the information will be gathered through newspapers, magazines, journals, academic literature and the investigator is able to go through the sources mentioned above in order to find the information about certain topics.

How it suits this project and why?

Exploratory research suits this project well because it helps to improve understanding about the subject and helps the investigator to understand why certain things happened and how it happened and allows the investigator to create a highly informative conclusion about the subject or topic. An explorative approach is a form of research approach which just seeks to explain the several aspects of the research project. Throughout this methodology, the researcher will begin with just a broad concept and afterwards applies their findings as one resource that led towards upcoming subjects. It suits the project because knowledge improving about the subject is extremely important in case of this project and allows to draw some very useful conclusions and the subject of this project has not been really properly discussed before as attacks still happen all the time, the aim is to not to provide a solid proof but gain some knowledge about the issue.

That technique supports mostly in supply of essential insights in scenarios where the researcher has quite a small amount of information. To present the idea during creating of research proposal, individuals should first define an overview for the study.

Exploratory research is being done with the aim of discovering an issue that has not previously been properly examined because most home networks are still not properly secured. It is also not meant supply solid proof, but more to assist in the proper knowledge of the issue.

Exploratory research does not quite attempt to provide clear answers to research questions, but it really does guide the researcher throughout investigating the matter at various levels of depth. Then it assists him with establishing the data gathering strategy as well as testing philosophy.
[bookmark: _Toc102033281]3.2 Gantt Chart
Please see appendix 

[bookmark: _Toc102033282]3.3 Conclusion

This chapter focused on getting the methodology clearly described the name of the methodology and the research onion method was discussed. The methodology used to conduct the research is exploratory research, a valid points of why this certain methodology suits the project have also been outlined and described in detail. In general, this chapter was a guidance to conduct a good piece of research on the most popular home network attacks, its causes, solutions, and mitigations strategies.

[bookmark: _Toc102033283]

Chapter 4 - DESIGN & IMPLEMENTATION

[bookmark: _Toc102033284]4.1 Introduction

This chapter will focus on putting theory into practice where the network will first be created in packet tracer just to have a general overview of what is going on and then it will be created using VMware where the environment is safe and nothing dangerous or illegal can happen due to the attacks that will be executed. This chapter will also carefully explain the stages of design and how the network was implemented, will be implemented. Any errors or issues will be discussed – why they happened and how it was fixed.

[bookmark: _Toc102033285]4.2 Problem Formulation

The problem that will be approached is building a secure home network because many home network users are still not aware of how vulnerable their lives are with the amount information available out there that can be accessed by hackers. First, a draft network in Cisco Packet Tracer which is a safe simulation software and once the decision is made that this is the final draft and that is how the network is going to look and then put the theory will be put into practice.

Practical part will be approached by using VMware because it allows us to create virtual machines and virtual network and virtual environment which is completely safe, and nothing can go wrong. There will be quite a few software used to approach this chapter:
· Windows OS
· Android
· Kali Linux
· Antivirus to secure the network after the attacks
· Firewall to secure the network after the attacks
· Ettercap and tcpdump – Man in the middle attack
· Suited Packet Sniffer - Man in the middle attack
· Phishing tools (Many tools will be evaluated and the best one will be used)
· VMware
The design of the network might still change.
[bookmark: _Toc102033286]4.3 Design
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[bookmark: _Toc101478334]Figure 3

This diagram created in Cisco Packet Tracer shows a typical modern home network where there are wireless and wired devices connected to the router that gives out IP automatically thanks to the DHCP service and then then it communicates through the router to access the web server. A web server [26] is responsible for running the websites. The main objective of web server is to display and deliver web pages to the users, process and store the data and all of that happens thanks to the Hypertext Transfer Protocol (HTTP). There is another version of HTTP, and it is HTTPS which is a better secured version of HTTP. Web server is responsible for handling and accepting the request through the HTTP. Once the request is accepted, the response will be sent back displaying the content that the user asked for or an error message informing the user what went wrong.

The decision to design it that way was because of the research that have been done in literature review and according to literature review, that this is how most likely a modern home network looks like where the home network owner has a few wireless and wired devices connected to the home network router that gives out the IPs automatically thanks to the DHCP service and then goes through the router to access the web server so the user can access the information that is needed.
[bookmark: _Toc102033287]4.4 Implementation
This section will explain and evaluate all the five attacks that have been done. There will be an explanation of the process to execute the attack and mitigation strategies on how to stay away from these attacks.
[bookmark: _Toc102033288]4.4.1 Credential Harvester Attack

This is a fake facebook login page that was created thanks to Social Engineering ToolKit that comes with Kali Linux, simply the original link to the page was copied and pasted into the tool which ten hosted this fake website on the IP given during the process of creation. 
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Description automatically generated]Once the user enters credentials, all information is being sent to the attack which in this case is Kali Linux machine and the attackers is able to see everything that was entered on that page, the tool also allows to generate a report which is shown below and it shows the email that was entered along with the password.[bookmark: _Toc101478335]Figure 4

[image: A screenshot of a computer

Description automatically generated with medium confidence]Generated report[bookmark: _Toc101478336]Figure 5

[bookmark: _Toc102033289]
4.4.2 How to stay away from credential harvester attack?

There are many things that can be done to stay away from spear phishing attack and overall phishing attacks. Antivirus was installed to block any suspicious website or traffic in general, browser extension has been installed as well and the operating system is being updated because the newest update might contain some important security patches and features for Microsoft Defender.

[bookmark: _Toc102033290]4.4.3 Man in the middle attack

Man in the middle attack allows the hacker to sniff the packets that are being sent between the user and the application. The hacker just sits there and listens without any notification to the user.

This is a beginning of the attack where the command to enable packet forwarding must be enabled because the machine will reject any packets that are not intended for it and IP forwarding is turned off by default. The reason for IP forwarding is to accept packets that are meant for the victim, the machine automatically will drop any packet that is not intended for the host machine.
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Here is Ettercap GUI which is the tool used to conduct Man in the middle attack, we can [image: Graphical user interface

Description automatically generated]see that it will automatically start sniffing and the interface used is eth0.[bookmark: _Toc101478338]Figure 7
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Description automatically generated with medium confidence]Here we can see that Target 1 is the victim’s IP and Target 2 is the gateway of the victim.[bookmark: _Toc101478339]Figure 8
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Description automatically generated]ARP poisoning started and it will only sniff remote connections[bookmark: _Toc101478340]Figure 9
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Description automatically generated]Here we can see that the ARP poisoning is currently running.[bookmark: _Toc101478341]Figure 10















Here Tcpdump is one of the tools that can be used to sniff the packets, the command shown below says that the tcpdump will sniff eth0 interface using port 80 and the IP is 10.10.10.17 which is the victim and right below we can see the packets flowing through.
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Description automatically generated] Here is the result of the victim accessing certain websites such as reddit which was accessed in this case[bookmark: _Toc101478342]Figure 11

[bookmark: _Toc371255559]More packets are being captured
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Dog picture downloaded
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Description automatically generated]4.4.4 How to stay away from Man in the middle attack?	

A simple VPN has been downloaded – Windscribe. It is a free VPN that has a limited amount of data of 10 GB monthly. There are many better VPNs such as ExpressVPN, CyberGhost etc. VPN will not make the network completely safe, but it is going to make it difficult for the attacker to sniff the packets as the victim is connected to the private server. Firewall has been also enabled because it provides that extra layer of security when the victim would go outside to use a public Wi-Fi.
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Description automatically generated]4.4.5 DoS Attack[bookmark: _Toc101478344]Figure 13


Here, the service called “postgresql” had to be enabled for the msfconsole to start properly and then the tool is being launched.





Here, the command search synflood was used to locate where that certain feature used to conduct the attack is.
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Description automatically generated]Here the module has been accessed and the host has been set to 10.10.10.3 using RHOST command, also the port used is 135 and it was set using the RPORT command.[bookmark: _Toc101478346]Figure 15
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Running show options command to see again if the settings got applied and running exploit using “exploit” command.
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[bookmark: _Toc101478347]Figure 16

Wireshark capturing the packets 
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Connection is lost due to enormous number of packets sent
[bookmark: _Toc102033296]
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Description automatically generated]4.4.6 How to stay away from DOS attack?[bookmark: _Toc101478349]Figure 18


The IPv6 could be turned on since it is a home network and there is no broadcast in IPv6, it is not recommended to enable it in a large network since it might go wrong when asking users for the IP address. The Dial in firewall has been modified to limit ingress and egress traffic on the network
[bookmark: _Toc102033297]4.4.7 DDOS Attack
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Description automatically generated with medium confidence]First, the real time scenario would be a multiple computers running, and it would be at least five of them and doing the attack but since the availability and resources are limited, only two machines are used to attack another machine. This screenshots shows hping3 command used to flood the victim which is windows eight machine.
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Packets in windows 8 are being received
This screenshot below shows windows 10 machine running the ping command against the victim 
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Here is a screenshot of facebook.com not responding when trying to access it after the attack was executed.
How to stay away from DDoS attack?
Egress and ingress filtering has been configured. Egress filtering protects other domains from attacks and allows only certain IP addresses space will be able to leave the network and to do that outbound filter is being used. However, ingress filtering will also prevent DoS attacks because of IP spoofing and additionally, it will locate the source of the attack but that will depend on the Internet Service Provider whether they have ingress filtering enabled rather than customer links. Ingress router sets to deny the traffic with any IP address that does not match the prefix assigned to the domain.


[bookmark: _Toc102033298]4.4.8 Password cracking – dictionary attack

This attack has been executed using hack-Gmail script to conduct the dictionary attack and it was created in python 3.
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Description automatically generated]To execute the attack above, it was required to run it using python3 hack-gmail.py command and enter the target Gmail address that was created for the purpose of this attack. Also, the username list and password list has also been created for the purpose of this attack, so the tool has something to go through.[bookmark: _Toc101478353]Figure 22
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The screenshot above shows the script going through the list of passwords provided before the attack started and some of them are wrong.

[image: Text

Description automatically generated]The script keeps going until the right password has been found, the password found at the bottom is the one that was set which is the right password, now all that needs to be done is access that Gmail account as the hacker using the password above.[bookmark: _Toc101478355]Figure 24


How to stay away from dictionary attack?
If it were in the industry, the company would have set up multi factor authentication so even if the attackers manage to crack the password, it will still require that additional one-time passcode sent to the owner’s phone. The number of unsuccessful attempts was limited to a smaller amount, the password was changed to an extremely complicated ones that includes ten character mixed with capital letters, numbers, and special signs because it is not likely for random passwords like that to be included somewhere in the list on the internet.

[bookmark: _Toc102033299]4.4.9 Conclusion

It is essential to make sure that the attacks conducted are legitimate and done correctly and this is the reason why the outcome of the attacks are going to be discussed.

In general, it is possible to state that this chapter was the hardest to finish as it required knowledge and practical skills. Before the attack was attempted, the plan was clearly analysed and how it is going to go and how it will be approached, any issues or risks were thought of ahead if there were any to happen so the attack can be approached in a way to avoid any issues in the first place.

The hardest attack to approach was definitely man in the middle attack as it required IP forwarding and a little bit of knowledge about the tool that was used which is Ettercap, this tool allowed to execute the ARP poisoning on the victim and then another tool called tcpdump had to be used in order to sniff the traffic flowing through between the victim and the application. There were some issues as well such as unknown and unexplainable errors, VMware would not cooperate and the connection would be randomly lost after 1-2 minutes of using the network, the network settings had to be restored to default, since it was done, there were no issues with the connectivity. All the attacks have been executed successfully and the literature review goals have been met with each of the attacks. The issue with VMware connectivity had some serious delay but everything went well, this issue really developed the problem-solving skills.



[bookmark: _Toc102033300]

Chapter 5 – Evaluation  

It is essential to make sure that the attacks conducted are legitimate and done correctly and this is the reason why the outcome of the attacks will be compared to the literature review done in this report.

First, credential harvester attack and specifically “spear phishing” is based on creating a fake website to get victim’s credentials. The screenshots above clearly present that the fake website was created using the Social Engineering toolkit, the victim has accessed the website that was hosted on a local network, in the real-time scenario it would be a weird looking link and entered the credentials which then results in hacker knowing the password and the username straight after the credentials have been entered which was exactly the main goal of the literature review related to this attack and the goal has been reached.

The second attack was man in the middle attack, the main purpose of this attack is to get in between the victim and the application. As we can see, the screenshots above that are related to man in the middle attack are clearly showing the use of the tool called “Ettercap” which is used to sniff the traffic between the attacker and the application, the literature review related to this attack stated that the main goal is to sniff the packets and know the traffic between the attacker and the application, the outcome has been successful and goals have been reached, the packets are clearly visible and the connection has been established which results in the attacker seeing all the traffic thanks to using tcpdump tool, many other tools could have been used such as Wireshark.

The third attack is DoS attack which stands for Denial-of-Service attack and the main purpose of this attack is to disrupt the performance of the network by sending a large number of packets. This was done thanks to the Metasploit SYN Flood feature which sent a large number of packets, and the number of packets is clearly visible in the Chapter 4 where the implementation was done. According the screenshots above we can see that the goal mentioned in the literature review which is sending the packets and taking down the connectivity has been reached successfully, the packets have been sent and the victim could not access the internet.

The fourth attack is DDoS attack, and it is quite like DoS attack but instead of one computer it uses many but for the purpose of this project and limited resources and availability, only two machines have been used – in real life scenario it would be many computers infected with the malware. The main goal of this attack was to use multiple machines such as windows 10 and Kali Linux to attack the victim which is windows 8 client in this case and it was done thanks to many consoles and terminals that have sent packets to the victim, the attack have been carried out successfully and the victim could not access the website, additionally the packets were shown in Wireshark software so the goal has been reached successfully.

The fifth attack is password cracking and to be exact – dictionary attack where the attacker is giving the username and password list to the tool which is Gmail-hack in this case, and it was found on GitHub and the way it works is clear. The tool goes through the password list and username list, as soon as it finds a match, the attacker will be notified and the log in will be granted. The main goal of the literature review related to this specific attack was to use a tool, give it a wordlist such as password and usernames and let it go through to get a hit. The screenshots above that are related to this attack are clearly showing that the victim’s email have been used and the list of password have been provided as well, the tool went through all the password, and it found a match, the attackers was notified.



[bookmark: _Toc341174562][bookmark: _Toc371255561][bookmark: _Toc102033301]Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS
 

1. [bookmark: _Toc371251378][bookmark: _Toc371251427][bookmark: _Toc371255407][bookmark: _Toc371255562][bookmark: _Toc101476689][bookmark: _Toc101476783][bookmark: _Toc101477179][bookmark: _Toc101477202][bookmark: _Toc101477252][bookmark: _Toc101477470][bookmark: _Toc101478405][bookmark: _Toc101639299][bookmark: _Toc101639353][bookmark: _Toc102033206][bookmark: _Toc102033302]
[bookmark: _Toc371255563][bookmark: _Toc102033303]6.1 Summary

The whole report is focused on getting to know the most popular home network attacks, how they are being carried out and what to do to prevent them. There are five attacks that are being discussed in this report – Man in the middle attack, Phishing attack (Spear phishing), DDoS Attack, DoS attack and password cracking dictionary attack. Each of the attack has a description and mitigation strategies and how to prevent them from happening. Some of the general steps that can be done right away by the user such as enabling firewall, changing the SSID of the router were discussed as well. 

The aim and objectives achieved and were a great guidance to the project, informative and to the point so the outcome of the report is known. A draft network has also been provided that consists of the router that has access to the internet and a few wired/wireless devices connected to the router. The Gantt Chart that shows the journey throughout the project has also been included in the report and really helped to manage the project and stay on track with everything that was done and needs to be done.

The methodology also played a big part in the report and project in general, the methodology used was exploratory research and the reasons why it suits the project were also clearly outlined. The research onion method to conduct the research was especially useful and supportive when it came to executing the research as well.

There is also a section where related works was included and outlined, the purpose of this section is to show which articles helped to gain knowledge about the subject and project and provide a general overview of how everything works.

The way of presenting the report and the project has also been included in the report as well as the encryption methods that are being used to present day – some of them are not used that often now and the other are used all the time.

[bookmark: _Toc102033304]6.2 Conclusion

The journey with the project started by coming across the data of how unsecured the modern home networks are. The main aspects and key points have been gathered and what needs to be done, how it will be done and what is the expected outcome. The whole project started with outlining the aim and objectives as they are the foundation to this project because if the aim and objectives are not met, then the project is not finished. It started with doing the academic research and critical literature review to gather more knowledge about the subject and specifically this project just to make sure that it will be right. Once the literature review was done, it was time to put theory into practice and use the knowledge gathered from the research to do the attacks. The attacks were done successfully using different tools and different techniques. Many skills have been learned during this project and practical skills such as using the tools that are not similar and each tool required different level of knowledge. Time management and project management are the skills that have been developed the most during this project as the project required these skills to be at a satisfactory level to succeed. 

The whole research focused on gaining the knowledge about the current situation of the most popular home network attacks, the main output of this research was the clear outline every single attack that will be attempted, steps to prevent these attacks, methodology, Gantt Chart and aim and objectives as well as conclusions for each chapter. The main output of this research is to successfully expand the knowledge about the subject, apply that knowledge to the project and then put theory from the research into practice and discuss, evaluate the attacks. The aim and objectives have been a great guidance throughout the journey of this great project, they really helped to stay on track and keep everything nice and neat to make sure nothing is missing. The research discussed in detail the modern home network setup, the purposes behind the attacks, their detailed mitigation strategies and how to apply these strategies. The main outputs of the research have been met.

There were many conclusions drawn in each chapter, the first conclusion that was drawn. The first conclusion that was drawn was conclusion related to chapter 1, this conclusion described the foundation of the project and analysed what needs to be done to successfully finish the project, what are the aim and objectives, and it was a guidance of going through each thing one by one to make sure that nothing is missed.

The second conclusion that was drawn was related to chapter 2, this chapter was a particularly important chapter since it outlined every single attack that was attempted in this project in detail, its mitigation strategies and how to apply them and how the project is going to be presented. The Gantt Chart showing the journey at that time where it was created also helped to understand how the work is being done and at what pace the work needs to be done. This chapter had significant effect on the outcome of this project because it decided what the practical part is going to be.

The third conclusion that was drawn was related to chapter 3 which was all about the methodology used to carry out the research, the research onion has been talked about and discussed in detail, each was discussed and analysed to check which options are suitable for the nature of this project, the name of the methodology has been mentioned as well which is exploratory research along with the reason why this certain research methodology suits the project very well and stands out from many other options that are available out there.

The fourth conclusion focuses on the practical part and it is related to chapter 4, this conclusion really talked about the attacks,  how they have been carried out and which one was the most difficult and also why, the tools that have been used and also some issues that were faced along the way of doing the project such as VMware connectivity issue where the VMware would randomly drop a stable connection and never reconnect, the solution to that was to restore the network setting in virtual network editor to default. This conclusion really sums up the practical part where the attacks were executed. That chapter play an especially important in showing and giving the evidence in form of screenshots that the attacks were done successfully and met the goals related to the literature review.

The fifth conclusion discusses the conclusion of the fourth chapter and shows how the attack were related to the literature review and how the knowledge gained from the literature review research was applied to help in completion of the attacks.

The sixth conclusion discusses what has been done in this research and what were the main outputs of the research, and it gives a general overview of the advantages and benefits gained out of this project such as problem-solving skills that were improved etc.

[bookmark: _Toc371255565]


[bookmark: _Toc102033305]6.3 Recommendations for Further Research

[bookmark: _Toc371255567]The research that has been done has many great ways of improving it and developing even further. There are many areas that could be improved and would require further research so this chapter will focus on recommendation on what areas can be improved and why. 

The first area that could be improved is password cracking area because there are many options of brute forcing the password and the one described in the report is the one used against home networks which is dictionary attack. 

Another great area that could be improved is encryption area because the details described in this report about the encryption is just a bit more than standard description due to the nature and requirements of this project, there are many great encryptions that could be applied on home networks but that would require networking knowledge. 

The third area that is due to be further discussed is phishing area in the report, the phishing that has been described is credential harvester attack known as spear phishing when one single individual is being targeted or one single network. There are many other ways of executing a phishing attack such as whaling, email phishing, malware, pop up phishing, watering hole phishing, vishing, HTTPS phishing and the list could go on and on. 

DDoS section is another area which has way more to it rather than what is described here, DDoS attacks are enormously powerful attacks as it can cause serious damage when it comes to customers, financial and reputation or the company might never recover due to the data and funds loss.

The last area that could be further developed is methodology section because there are tens or hundreds of methodologies that can be used to conduct the research. Surely, this project would be suitable to use many methodologies, however the one that has been chosen which is exploratory research suits this project the best.
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Chapter 7 – Reflection 

I am extremely satisfied with how this project went and with the entire process and effort that had to be put into this project to successfully meet the aim and objectives that were set. A lot of practical skills have been learned because this project is allowing to work with many different tools and each tool worked a bit different and had different purpose. It is impossible to avoid any issues or problems on the way but I have managed to overcome these problems such as VMware dropping the connection for no reason even when the network was properly configured and work out the solution so I can state that my problem-solving skills have improved thanks to this project. I have also learned how to present the data in a readable format such as PowerPoint presentation and the correct structure and layout of the document which makes it easy to read. My project management skills have improved as well because this was my biggest and the longest project that I have ever challenged, and it turned out as expected which is a success. My time management skills were extremely important as it allowed me to divide project work and assignments work into equal time slots so a good amount of work can be done continuously not just for the project but also for other modules and assignment that I had.

This section discusses to what extent the aim and objectives of this research has been achieve. It reflects how well the objectives have been achieved and what could have been done to address any shortcomings. The reflections drawn during this research are also brought together under the umbrella of the objectives. 

In general, I can state that this project went well, however there were some issue, but all the issues have been fixed and everything is working as it should be. Some valuable and extremely useful knowledge has been absorbed and this project made it possible to run the attack in the real-time environment too see how it really looks like, not just theory but practice.




The first objective was: 
· Gain a broad knowledge about the main subject of this project which is securing the home network and about vulnerable spots of the network as well as fixing the security gaps.
The objective above has been successfully completed, the knowledge about the subject of study and about the project has been widened and a lot more knowledge has been absorbed. The vulnerable spots such as lack of firewall, no anti-virus installed, no VPN etc have been fixed. (Whole report in general)



The objective below was achieved as well because there has been some deep research done about other attacks that can happen at any time, however the most common ones have been identified and the solution on how to stay away from them has been provided as well and also what steps have been taken in order to fix the security gaps. (Chapter 4)

· Establish understanding of all the possible attacks that can happen at any time and find out which are the most common ones and provide a brief and clear solution to them and how to avoid them in the future by applying a few simple steps and features.

The objective below has been achieved as well as the aim and objectives have been revised and a critical literature review related to the project has been done and provided. (Chapter 1 & 2)

· Provide a critical literature review of the aims, objectives, and current research with the aim of providing the level of existing knowledge about the subject.

This objective below has been achieved as well because the knowledge gathered from the research has been put into practice and the virtual network using VMware has been created, the attacks mentioned in the objective below have been executed successfully. (Chapter 4)

· Use and present the assets gathered from the research and literature review to produce a secure home network by creating a VMware network to try to break in and penetrate with all the possible attacks and resources so the weak spots are discovered and fixed as soon as possible. This will be approached in a few ways; phishing commonly known as creating a fake website, man in the middle attack, DoS attack, DDoS attack and password cracking and to be precise – dictionary attack with a word list, the account that will be attempted is going to be Gmail account.



The objective below has also been achieved because there were a lot of troubleshooting required such as fixing the VMware connectivity issue where the network connection would be dropped after 1 or 2 minutes of using the network for no reason. The fix was to restore the network settings to default and that fixed everything along with still assigning IP properly thanks to DHCP. There were a lot of problems, and it has all been fixed thanks to the knowledge gathered from the literature review.

· Gain a broader understanding of all the methods used such as simple troubleshooting to fix the issues with the network, such as going back, troubleshooting every single device, and checking the configuration just to find the error, understand how it happened and fix it and avoid it in the future.

The objective below has been fully achieved and some simple steps that can be done right away to avoid these attacks have been described briefly and as simple as possible. (Chapter 2, 2.2)
· Provide a brief and clear instruction and recommendation on how to avoid cyber-attacks and loss of sensitive, important, and valuable data and fully secure the network and devices connected to the network step-by-step.




Appendix

Old Gantt Chart

The Gantt chart above shows the journey throughout the project that has not finished yet. It clearly shows the start and end of the project which is literature review because it is an on-going process. This is the Gantt Chart that was created at the beginning of the project and was meant to outline the original path.


New Gantt Chart
The Gantt chart above shows how the journey throughout the project has changed. Some of the dates had to be extended due to additional amount of work that had to be done, some points have been also added with the dates. The Gantt Chart above is the most recent and updated chart which shows how it all went.
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$12.413073 IP 13.107.4.52.80 > 10.10.10.17.59937: Flags [.], ack 156, win 64239, length 0

12.413493 IP 13.107.4.52.80 > 10.10.10.17.59937: Flags [FP.], seq 538, ack 156, win 64239, length 0

12.413720 IP 10.10.10.17.59937 > 13.107.4.52.80: Flags [.1, ack 539, win 63703, length 0

24.433083 IP 10.10.10.17.59924 > 93.184.220.29.80: Flags [F.], seq 235, ack 799, win 63442, length 0

24.433085 IP 93.184.220.29.80 > 10.10.10.17.59924: Flags [.], ack 236, win 64239, length 0

24.449939 IP 93.184.220.29.80 > 10.10.10.17.59924: Flags [FP.], seq 799, ack 236, win 64239, length 0

24.450069 IP 10.10.10.17.59924 > 93.184.220.29.80: Flags [.1, ack 800, win 63442, length 0
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10:00:24.450069
10:00:54.001881

IP 10.10.10.17.59924 > 93.184.220.29.80: Flags [.], ack 800, win 63442, length 0
I 10.10.10.17.59293 > 62.252.115.34.80: Flags [S], seq 2513190245, win 64240, options [mss

1460,n0p, wscale 8,nop,nop,sackok], Length o

10:00:54.029925

1P 62.252.115.34.80 > 10.10.10.17.59293: Flags [S.], seq 1786184867, ack 2513190246, win 64

240, options [mss 14601, length @

10:00:54.041724
10:00:54.042738

1P 10.10.10.17.59293 > 62.252.115.
IP 10.10.10.17.59293 > 62.252.115.

Flags [.1, ack 1, win 64240, length @
Flags [P.], seq 1:141, ack 1, win 64240, length 14

0: HTTP: GET /roots/dstrootcax3.p7c HTTP/1.

10:00:54.042739
10:00:54.059126

1P 62.252.115.34.80 > 10.10.10.17.59293: Flags [.], ack 141, win 64240, length @
1P 62.252.115.34.80 > 10.10.10.17.59293: Flags [P.], seq 1:1460, ack 141, win 64240, length

1459: HTTP: HTTP/1.1 200 OK

10:00:54.149907
10:00:54.405061
1460,n0p, uscale
10:00:54.426432
0, options [mss
10:00:54.429201
10:00:54.430374

1P 10.10.10.17.59293 > 62.252.115.34.80: Flags [.], ack 1460, win 62781, length @
1P 10.10.10.17.59294 > 8.238.11.119.80: Flags [S], seq 2675360725, win 64240, options [mss
8,n0p, nop, sackok], Llength o

1P 8.238.11.119.80 > 10.10.10.17.59294: Flags [S.], seq 899091521, ack 2675360726, win 6424
1460], length 0

1P 10.10.10.17.59294 > 8.238.11.119.80: Flags [.], ack 1, win 64240, length 0

1P 10.10.10.17.59294 > 8.238.11.119.80: Flags [P.], seq 1:226, ack 1, win 64240, length 225

: HTTP: GET /msdownload/update/v3/static/trustedr/en/CABD2A79A1076A31F21D253635CB039D4329ASES . Crt 78958206
5f5f0d2 HTTP/1.1

10:00:54.430494
10:00:54.450277

Ip 8.238.11.119.80 > 10.10.10.17.59294: Flags [.1, ack 226, win 64240, length 0
1P 8.238.11.119.80 > 10.10.10.17.59294: Flags [P.], seq 1:1461, ack 226, win 64240, length

1460: HTTP: HTTP/1.1 200 OK

10:00:54.451279
th 357: HTTP
10:00:54.459761

0

Ip 8.238.11.119.80 > 10.10.10.17.59294: Flags [P.], seq 1461:1818, ack 226, win 64240, leng

1P 10.10.10.17.59294 > 8.238.11.119.80: Flags [.], ack 1818, win 64240, length @
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nsf6 > search synflood

Matching Modules

# Name Disclosure Date Rank  Check Description
[ normal No TCP SYN Flo
oder

Interact with a module by name or index. For example
iliary/dos/tcp/synflood

nfo 8, use 0 or use aux

msf6 > use auxiliary/dos/tcp/synflood
msf6 auxiliary(io- t i - i o00) > show options

Module options (auxiliary/dos/tcp/synflood):

Name Current Setting Required Description

INTERFACE no The name of the interface

UM no Number of SYNs to send (else unlim
ited)

RHOSTS yes The target host(s), see https://gi

thub.con/rapid7/metasploit-framewo
rk/wiki/Using-Metasploit
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E root@kali:
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Module options (auxiliary/dos/tcp/synflood):

The name of the interface
Number of SYNs to send (else unlim

The target host(s), see https://gi
thub. con/rapid7/metasploit-framewo
rk/wiki/Using-Metasploit

The spoofable source address (else

The number of bytes to capture
The source port (else randomizes)

Name Current Setting Required Description
INTERFACE no
UM no

ited)
RHOSTS yes
RPORT 80 yes The target port
SHOST no

randomizes)
SNAPLEN 65535 yes
SPORT no
TIMEOUT yes

The number of seconds to wait for
new data

15£6 auxiliary(<o</«cp/<yniiood) > set RHOST 10.10.10.3

n
RHOST = 10.10.10.3

msf6 auxiliary(io-/tcp/<yniiood) > set RPORT 135
RPORT = 135

msf6 auxiliary(doe/tcp/<yniiood) > show options

Module options (auxiliary/dos/tcp/synflood):
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msf6 auxiliary(ioo/tcp/<yniio0d) > set RPORT 135
RPORT = 135
msf6 auxiliary(dos/tcp/<yniiood) > show options

Module options (auxiliary/dos/tcp/synflood):

Name Current Setting Required Description

INTERFACE no The name of the interface

UM no Number of SYNs to send (else unlim
ited)

RHOSTS yes The target host(s), see https://gi

thub.con/rapid7/metasploit-framewo
rk/wiki/Using-Metasploit

RPORT 135 yes The target port

SHOST no The spoofable source address (else
randomizes)

SNAPLEN 65535 yes The number of bytes to capture

SPORT no The source port (else randomizes)

TIMEOUT 500 yes The number of seconds to wait for
new data

msf6 auxiliary(ios/tcp/<yniiond) > exploit
[+] Running module against 10.10.10.3

[+] SYN flooding 10.10.10.3:135 ...
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192.168.187,131
HPING 192.168.187.131 (ethd 192.168.167.131): NO FLAGS are set, 40 h
eaders + o data bytes

hping in flood mode, no replies will be shown

File Actions Edit View Help

~ nping3 152.168.187.131
HPING 192.168.167.131 (ethd 192.168,

7.131): NO FLAGS are set, 40

hping in Flood sode, no replies will be shown

3 192,168,187, 131

HPING 192.168.187.131 (ethd 192.168.187.131): NO FLAGS are set, 40
headers + 0 data bytes

hoing in flood mode, no replies will be shown

[}

HPING 192.168.187.131 (etho 192.168.187.131)

File Actions Edit View Help

[—(root@kati)-[=
- hpingd 192.168.187.131

HPING 192.168.187.131 (etho 192.168.187.131)
headers + 0 data bytes

hping in Flood mode, no replies will be shown

MO FLAGS are set, 40

File Actions Edit View Help

root@kali)-[=]
~ hping) 192.168.187.131
WPING 192.168.187.131 (ethd 192.168.187.131): NO FLAGS are set, 40
<0 data bytes
Flo0d mode, no replies will be shown

hping §
a

File Actions Edit View Help

[—(root@kati)-(
= 192,168,167, 131

NO FLAGS are set, 40
headers + 0 data bytes
hping in flood mode, no replies will be shown

oo epsnv|aec

File Actions Edit View Help

root@kali)-(~]
-~ hping3 192.168.187.131

HPING 192.168.187.131 (eth 192.168.187.131): NO FLAGS are set, 4
headers + 0 data bytes.

hping in Flood mode, no replies will be shown

File Actions Edit View Help

(root@kati
. hping3 192.168.187.131

WPING 192.168.187.131 (ethd 192.168.167.131): NO FLAGS are set,
40 headers + 0 data bytes
ping
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File Actions Edit View Help
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python3 hack-gmail.py

ali@kal: ~ hack-gmail

Gmail-hack!
CoDeD By:
dsaz

T T T ey

mmnnnssanAnn

Enter The Target Gmail Adress = joshmosley49agmail.com

Enter '0' to use the inbuilt passwords list
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Name The File Path (For Password List) = /home/kali/Desktop/wordlist
[!] Pasword Ts Wrong. Password

[!] Pasword Ts Wrong. Passwordl
[!] Pasword Ts Wrong. Password2

[!] Pasword Ts Wrong. Password3

[!] Pasword Ts Wrong. Password12

[!] Pasword Ts Wrong. Password123

[!] Pasword Ts Wrong. PasswordPassword
[!] Pasword Ts Wrong. 12345678910

[!] Pasword Ts Wrong. 123456789

[!] Pasword Ts Wrong. 12345678

[!] Pasword Ts Wrong. 1234567

[!] Pasword Ts Wrong. 123456
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[!] Pasword

[!] Pasword
[!] Pasword
[!] Pasword
[!] Pasword
[!] Pasword
[!] Pasword
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[!] Pasword

s

Is

Is

Is

Is

Is

Is

Is

Is

Is

Is

wrong.
wrong.
wrong.
wrong.
wrong.
wrong.
wrong.
wrong.
wrong.
wrong.

Wrong.

PasswordPassword

12345678910

123456789

12345678

1234567

123456

12345

1234

123

12

1

[+1 Password Found chuj12345

E’(h\is kali)-[~/hack-gnail]





image1.png
School of
Applied Computing




image2.jpeg
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David





