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ACCC4002 Internet Protocols – Assignment 1

PART 1

IPv6 security issue and threats

1. Introduction

         With regarding to the growth of Internet going fast and rapidly increased, the original Internet Protocol as known as IPv4 is not support the growth population. Since the smart devices are well developed and innovation, the development and usage of IPv6 is starting to be widely used.

          What is the IPv6? IPv6 is “Internet Protocol Version 6 specification”. The IPv6 is improved, more efficient and successful version of IPv4.It increases the IP addressing size from 32 Bits to 128 bits, which is provided bigger pool for the internet user. The purpose of IPv6 is developed for the anticipated need for more end system address based on the growth of Internet, mobile phone deployment, smart homes appliances and billions of new users in different countries (Harith A.D. U.K.).

           There are some issues coming up from IPv6 such as the threats, vulnerabilities and security issues. For examples, as an article IPv6 Security Vulnerabilities (Harith A.D. U.K.) mentioned the real security issues of IPv6 like tracking the identity of the user, MAC address spoofing to be attacked, extension header vulnerability etc. 

            In this assignment, it mainly focusing on IPv6 security threats, which related to Router and Firewall systems, Rogue devices, Transition issue and Internet protocol security.


2. IPv6 security Threats

           Since the network is growing fast and more convenient, the protection of user system is the most important thing with network. Some countries are starting to use IPv6 such as China, some news presented the data of user is exposed easily in network, even though financial background, personal details and location etc. It is because it still needs to develop well protection for using IPv6.  

           There are discussed as following about the security threats using the IPv6. Since IPv6 is an initial phase development, some network security systems using in IPv4 seem to be supported to IPv6. The question is whether they protect enough to the user by using IPv6?

2.1 Router and firewall systems 

       In network security mechanisms, the Firewall is one of most important to act as network traffic filters. It filters all traffic that go in and out the local network between a LAN and the Internet. It is related to a packet transition. The firewall will analyse every packet. Based on a predefined set of rules, the result will be compared. And the packet can be accepted, discard or sent to an additional check. As I mentioned above, the IPv6 technology is totally new and starting development. But the firewall mechanisms for IPv6 still develops slowly and mainly protects for IPv4. 

        Nowadays, the existing router and firewall systems could be supporting in using IPv6 environment because of IPv4 security systems. However, they cannot provide the correct configuration and support to IPv6, which causes the security to be opened for attacks and harm. Hackers are easily to allocate the device location and attack user systems. (Drago Z & Kresimir G, 2006)


2.2 Rogue devices 
              
       Rogue devices mean that devices are not authorized or dishonest using into networking. It would be a fake wireless access point, DHCP, DNS server, router and switch. When the user enters the network with IPv6, the legal and rogue servers both will provide the services for user. That will be the chance for hacker to get in user’s data or let the system to be exposed by attacks. For example, The DHCP servers will provide IP address to users. When the users accept the rogue devices, which are DHCP devices by providing IP address, hackers will easily go into user’s data, attacks user systems or let users cannot access network resources. (Emre D & Ali B,2010)

        One of common attacks is router advertisements which can provide autoconfiguration of default gateways for hosts instead of manually configuring each system. It is coming from a misconfigured router or even a Window desktop in a wireless network. If router advertisement observed from incorrect sources are blocked or dropped, and not propagated through a subnet. Normal users would not realize that they have connected with rogue devices providing the host or services to keep using the service and make their data to exposed or attack by hackers. 


2.3 Transition Issue
             
        Although the difference between IPv6 and IPv4 protocols, but the security system is not only for the IPv4 or IPv6 alone. Since IPv4 address is almost ran out, some countries such as China, Africa etc is starting to transition their internet protocol from IPv4 to IPv6. However, an assumption is estimated that the transition of IPv6 seems to be taking more time and we expected. Most companies and governmental organizations are willing to postpone the transition or switch using the IPv6. 

        Nowadays, there are some technologies helping to use IPv4 and IPv6 at the same time: dual stack. IPv6 is used to communicate with other IPv6 hosts in dual stack when required. At the same time, IPv4 still is used. Since both IPv4 and IPv6 required in a host, it cause the host to be threaten or attacks. And also, IPv4 may not be protected good enough because of that. Even users using their own firewall mechanisms, the default may assume “I have no security problems with IPv6’ might not be valid. If an attacker sends Router advertisement probes to the host, it would trigger the host to use IPv6 automatically and make the host or whole system to be exposed. 

         IPv6 tunnelling mechanisms is another type of threats because it has not built-in security at all; no authentication, no integrity check and no confidentially. It creates opportunities for attackers to conduct tunnel sniffing, tunnel injection or unauthorized use of tunnel services attacks. Since the securities mechanism of IPv6 is not well-developed, those threats will be bypass the firewalls. (Emin C, 2014)


2.4 Internet Protocol Security (IPsec)

         Internet Protocol Security is a protocol suite. IP packets are encrypted and authenticated during packet transmission. IP security might be main concern behind IPv4 to IPv6 transitioning. IPsec is a framework rather than a single protocol. It can be used in protecting data flows between a pair of hosts, security gateways or a security gateway and a host. 

          IPsec develop in conjunction with IPv6 and it originally required in all standards and compliant implementations of IPv6. But it made only by recommendation. Since the most of devices have insufficient capacities for encryption process in IPsec, there are threats existing during the process. Using the IPv6 with IPsec might not be assure more secure than IPv4, not all Ipv6 communications would have IPsec because of the scalability issues and other operational expenses. However, switching to IPv6 and using IPsec would be a viable solution, but this will not prevent unencrypted packet transmissions in the foreseeable future. (Emin C, 2014) 
               


3. Solution 


          Although tons of security issues coming with IPv6, there has been developed updated and new solutions to solve those security issues because of fast innovation of technologies. Some countries and companies tend to transit from IPv4 to IPv6, some technologies are starting to be well-developed. 

          Based on IPv6 networks’ vulnerabilities and weaknesses are analysed, lots of efficient and effective security tools are needed to ensure the development of appropriate managing capabilities and effective proactive defence mechanisms, particularly in the areas of scanning and intrusion detection.

          Some technician are starting to figure it out some new network mechanism or technologies based on the analysis result of IPv6 security. In one article, the authors (Krzysztof N, Wojciech G & Karol Podolski, 2014) has mentioned the new solution to solve the threats. For example, Migration is a waterfall model which involves four major phases. It might happen with using new equipment replacement, installation of the IPv4 to IPv6 translation equipment, changing operating systems to newer and application reinstallation. 


4. Conclusion

          The paragraph above has mentioned several threats of using IPv6 at this moment. Since the IPv4 and IPv6 coexisted at the same time, it still needs times to develop more efficient and effective to assure the transition to IPv6, hackers attacks issues. 

          The problems above are presented like firewall and router system, rogue devices, transitioned issues and internet protocol securities with using IPv4 and IPv6 at the same time.

          However, I still believe the trend of using the IPv6 is starting and fast. After few years, tons of new advanced technologies will be created and needs more IP address for those.
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Class B private IPv4 addressing

starting: 172.18.0.0

Lab no. Actual requies pcs N/W address First ID address Last ID address B/C address Subnet Mask
Open access Lab 245+2 172.18.0.0/24 172.18.0.1 172.18.0.254 172.18.0.255 255.255.255.0
Lab 308 140+2 172.18.1.0/24 172.18.1.1 172.18.1.254 172.18.1.255 255.255.255.0
Lab 301 60+2 172.18.2.0/25 172.18.2.1 172.18.2.126 172.18.2.127 255.255.255.128
Lab 309 5042 172.18.2.128/26 172.18.2.129 172.18.2.190 172.18.2.191 255.255.255.192
Lab 304 45+2 172.18.2.192/26 172.18.2.193 172.18.2.254 172.18.2.255 255.255.225.192
Lab 306 40+2 172.18.3.0/26 172.18.3.1 172.18.3.62 172.18.3.63 255.255.255.192
Lab 303 3642 172.18.3.64/26 172.18.3.65 172.18.3.126 172.18.3.127 255.255.255.192
Lab 302 3042 172.18.3.128/26 172.18.3.129 172.18.3.190 172.18.3.191 255.255.255.223
Staff room 2042 172.18.3.192/27 172.18.3.193 172.18.3.222 172.18.3.223 255.255.255.223
Test centre 2042 172.18.3.224/27 172.18.3.225 172.18.3.254 172.18.3.255 255.255.255.223
Lab 310 18+2 172.18.4.0/27 172.18.4.1 172.18.4.30 172.18.4.31 255.255.255.223
Networking 2+2 172.18.4.32 172.18.4.33 172.18.4.34 172.18.4.35 255.255.255.252





image2.png
Class B private IPv4 addressing

starting: 172.19.0.0

Lab no. Actual requies pcs N/W address First ID address Last ID address B/C address Subnet Mask
Open access Lab 245+2 172.19.0.0/24 172.19.0.1 172.19.0.254 172.19.0.255 255.255.255.0
Lab 301 5042 172.19.1.0/26 172.19.1.1 172.19.1.62 172.19.1.63 255.255.255.192
Lab 206 48+2 172.19.1.64/26 172.19.1.65 172.19.1.126 172.19.1.127 255.255.255.192
Lab 205 40+2 172.19.1.128/26 172.19.1.129 172.19.1.190 172.19.1.191 255.255.255.192
Lab 101 40+2 172.19.1.192/26 172.19.1.193 172.19.1.254 172.19.1.255 255.255.255.192
Lab 103 3542 172.19.2.0/26 172.19.2.1 172.19.2.62 172.19.2.63 255.255.255.192
Lab 102 2542 172.19.2.64/27 172.19.2.65 172.19.2.94 172.19.2.95 255.255.255.224
Staff room 2542 172.19.2.96/27 172.19.2.97 172.19.2.126 172.19.2.127 255.255.255.224
CAD 2042 172.19.2.128/27 172.19.2.129 172.19.2.158 172.19.2.159 255.255.255.224
Test centre 2042 172.19.2.160/27 172.19.2.161 172.19.2.190 172.19.2.191 255.255.255.224
Networking 2+2 172.19.2.192/27 172.19.2.193 172.19.2.194 172.19.2.195 255.255.255.252
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Class B private IPv4 addressing

starting: 172.20.0.0

Lab no. Actual requies pcs N/W address First ID address Last ID address B/C address Subnet Mask
Open access Lab 245+2 172.20.0.0/24 172.20.0.1 172.20.0.254 172.20.0.255 255.255.255.0
Lab 202 80+2 172.20.1.0/25 172.20.1.1 172.20.1.126 172.20.1.127 255.255.255.128
Lab 409 80+2 172.20.1.128/25 172.20.1.129 172.20.1.254 172.20.1.255 255.255.255.128
Lab 203 6542 172.20.2.0/25 172.20.2.1 172.20.2.126 172.20.2.127 255.255.255.128
Lab 404 45+2 172.20.2.128/26 172.20.2.129 172.20.2.190 172.20.2.191 255.255.255.192
Lab 410 45+2 172.20.2.192/26 172.20.2.193 172.20.2.254 172.20.2.255 255.255.255.192
Lab 408 2842 172.20.3.0/26 172.20.3.1 172.20.3.62 172.20.3.63 255.255.255.192
Lab 205 2542 172.20.3.64/27 172.20.3.65 172.20.3.94 172.20.3.95 255.255.255.224
Lab 201 2042 172.20.3.96/27 172.20.3.97 172.20.3.126 172.20.3.127 255.255.255.224
Test centre 2042 172.20.3.128/27 172.20.3.129 172.20.3.158 172.20.3.159 255.255.255.224
Staff room 18+2 172.20.3.160/27 172.20.3.161 172.20.3.190 172.20.3.191 255.255.255.224
Networking 2+2 172.20.3.192 172.20.3.193 172.20.3.194 _172.20.3.195 255.255.255.252
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