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The explosion of smart and mobile devices has led to a revolution in work and home use of technology; with laptops, smart devices are now prevalent. 
This situation has led to a push toward BYOD or BYOT (Bring your own device or Technology) both terms are interchangeable allowing employees to use their own devices within the work environment.
This report analyses the suitability of BYOT for use in CoffeeCapulus covering:-

· What is BYOT
· Benefits and Challenges of BYOT in CoffeeCapulus
· The main vulnerabilities, threats, and attacks to system security in  CoffeeCapulus
· Mitigating strategies, and countermeasures to enable its use and minimise risks.


[bookmark: _Toc58312572]BYOT (Bring Your Own Technology)
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Smart devices such a smart phones and laptops have revolutionised both Home and work use of Computing and information, the ability to link to your social media accounts in the park or the ability to work on a train the important business proposal.

This However has created a dichotomy, with people loving the freedom of the mobile device but also restricted by the need to have several devices from work and Home use. There is therefore interest in these “Dual Use” devices where), one device for both personal and business use. The concept of BYOT (Bring Your Own device (BYOT) interchangeable with BYOT (Bring your own Technology) In essence allowing employees/suppliers using their own home devices for work related tasks. [1]
Indeed a study of McKinsey quoted in [1] stated that 77% of all CIOs plan to grant employees mobile access to company data and applications. And the market is forecast to be $366.95 billion by 2022 [2] 
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There are a number of benefits of BYOT for CoffeeCapulus
Employee Engagement and performance
The use of BYOT has been shown to increase autonomy, motivation, satisfaction and engagement. For CoffeeCapulus a more enthused and engaged workforce will enhance the company’s workforce is the greatest asset it has. [1] [3]
 Through the autonomy of choosing and configuring the devices, there is also greater use reduced set training time to use the hardware and software freeing up IT staff for more value add tasks

Costs
Costs of hardware and software for the functioning of the Organisation will be substantially reduced as the employee will provide the funding, capital costs and costs of distributing and roll out will be reduced.

New Technology
Also in [1] [3] it was noted that technology’s used by workers using BYOT tends to be more up to date and they tend to be early adopters of technology.
 A study by Forrester, cited in [1] stated that  50% of 18- to 31-year-old and 40% of 32- to 45-year-old workers believe the technologies they use in private life is “better” than those in their professional life .

Greater Data Access
A device, which is used, for personal, and work tasks will always be available for company work more than a purely work based device, given the global nature of CoffeeCapulus. It lends itself to the new Flexible working and work from home paradigm,  ad hoc 24/7 work interaction with its worldwide customer base hence it may provide as a consequence an increased customer service response for CoffeeCapulus.	

Flexibility
As shown in the Covid-19 crisis where mass working from home was observed throughout the world, A BYOT policy would negate issue of procuring devices for traditional office workers to be able to work from home. Policies and procedure being in place this roll out would be seamless.	Comment by Carlene Campbell: 
Reference your argument... as shown
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There have been identified several issues with the BYOT model these have been discussed in the flowing and summarised in the points made below. [3] [4] [5]

Security
A key issue is security of the CoffeeCapulus data, so security of the device from miss use and from the employee losing the device, company devices tend to be locked down more in regard to the scope of software and internet areas that be accessed  BYOT may not be so locked down unless policies applied
Privacy
Securing the organisations data and ensuring it is protected is only one half of the story, employee privacy and their data needs to be addressed for GDPR issues and any sensitive Information that may be on the networks, a duty of care that organisations processes cannot have sight of such data.
Support Device Control
Increased complexity is seen with regard to control and monitoring of devices that have access to CC networks given the disparate nature that the workforce has there is now added complexity to establish what are bone fide devices that are allowed onto the network and also maintain tea pec of these is sufficient to undertake work tasks. Compliance with malware protection software needing to be strictly adhered.


Data Backup
CoffeeCapulus will need a robust data back up and disaster recovery protocols, BYOT could mean that data and work tasks undertaken in the office or in the new emerging Work from Home (WFH) paradigm is stored and backed up. Software like dropbox can be used if corporate protocols are not followed but documented operational procedures are required.


Termination Policy
When an employee leaves employment voluntarily through disciplinary means, the issue of Access rights and security of corporate data is an issue 
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As well as the issues noted in the use of BYOT at CoffeeCapulus an analysis will be give  of the basic security threats that pose a threat to  CoffeeCapulus especially with an introduction of  BYOT scheme. These were noted in [6]
Means of Attack
There are multitudes of ways hackers and criminals can launch attacks to try to exploit vulnerabilities in system.
Man in the middle
This type of attack looks at capturing or intercepting data between data nodes as its being sent. Since 95% of CoffeeCapulus data transfer is via wireless attacks specifically need to be looked at such as  Rogue Access Points  where access point are compromised and data stolen  by means such as RF Jamming 
 In CoffeeCapulus instance employees, sending data to head office from a representative in another country could have the data intercepted by hackers with sensitive data being compromised
Email and browser attacks
Also called social engineering attacks they include types of attack such as spam Adware, Phishing, spear phishing, and whaling all which are used to dupe the individual into clicking on link or divulging certain information that can allow a cyber-attacker 
Social Engineering
Social engineering is a completely non-technical means for a criminal to gather information on a target. Social engineering is an attack that attempts to manipulate individuals into performing actions or divulging confidential information.
Social engineers often rely on people’s willingness to be helpful but also prey on people’s weaknesses. These are some types of social engineering attacks:




Sniffing 
Packet sniffing is a method of tapping each packet as it flows across the network. It is a technique in which a user sniffs data belonging to other users of the network [7]. This is accomplished via hardware and software tool  
Spoofing 
“Spoofing is essentially when as it pertains to cybersecurity, is when someone or something pretends to be something else in an attempt to gain our confidence, get access to our systems, steal data, steal money, or spread malware”. [8] 
Zero-Day Attacks 
Zero  day  attack  is  random  attack  which 
cannot be eradicate, it only can identify and avoided, it is 
also called one day attack,  and  it is a  threat, that tries  to 
exploit computer application and  vulnerabilities, as I said 
above  this  attack  occurs  on  day  zero  awareness.  This 
means that the  developers have  had zero days  to  address 
and patch the vulnerabilit
Zero day attack is random attack it is a threat that exploits vulnerabilities in software that has avoided the Quality Assurance Process in the software development cycle, it is conducted before the Bug in software is resolved by the developers [9]
.  
Types of Attack
There are a number of types of attack that could be initiated the most prevalent can be discussed as-
Viruses
A computer virus is a malicious executable computer program that can copy itself and infect a computer it can be activated at a specific date or time. [6] [10]
. 
Worms 
A computer worm is a self-replicating malicious computer program unlike a virus it does not need to attach to a file, normal introduction of a worm is through a Network. Damage. [6] [11]

Trojan horse
Norton security in [12] describe it as   malicious code or software that takes control of a computer, like the legend of the Trojan horse the malware version looks like a legitimate file or program. 
Logic Bomb 
A logic bomb is a malicious program activated when a certain condition is met such as date or day. [13]



Ransomware
Ransomware is a piece of malicious code that in effect locks the user out from their Computer and data, an demand for  payment or a ransom is made in the software by the criminal who instigated the attack. [14]
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The fundamental principles of cyber security which encompass computer , Network and Information security are based on 3 principles Confidentiality, Integrity and Availability this is known as the CIA Triad , 
 The issues with a BYOT strategy and also the types and forms of attacks from malicious 3rd party and internal players, have be discussed previously. To overcome there it is suggest a BYOT framework be created for CoffeeCapulus. Tis framework will have three pillars.

· Policies - procedures and guidelines to enable stakeholders to follow best practice
· Technologies - Devices, and products available to protect information systems 
· People – Provide communication and training to follow best practice protocols.


Policies and Practices
For CoffeeCapulus a key tool that needs deployment is a Security policy. This will establish security objectives and rules for all stakeholder to ensure security throughout the Organizations.
A security Policy pro forma exemplar has been included in Appendix 1
Other policy documents, advised for CoffeeCapulus to employ, are-

Acceptable Use Policy
This policy looks at CoffeeCapulus deem as accepted use for the device whilst it is used as BYOT. The types of areas covered include-

· What communication of a personal nature or se of social media products is allowed during a  working day , most companies restrict this whist still allowing access during break periods
· Listing of websites by the company as to what website scan be accessed, whilst using CoffeeCapulus network. Whitelisting and blacklisting are controls used for this based again on policies 
· The types of data communicated via corporate systems, such as legacy asset data, illegal content or content that could bring CoffeeCapulus corporate integrity and reputation. [15]

Mobile Device management Policy (MDM)
The MDM Policy states what CoffeeCapulus rights are with regard to the Devices that are connecting the company’s networks and systems from the users using the BYOT protocols. These will include-
· Types of devices allowed, brands and operating system it will allow, a prime concern for IT support to limit the breadth of technical skills sets to support the BYOT devices as noted in the Mobile device Support Policy.
· Actions that occur when devices are lost , misplace or stolen It states what software tools such as mobile device management software , encryption technologies to be utilised, password policies, type of anti-virus software, timings and scope of auditing of the devices to ensure conformity. [15]

Mobile Device Support Policy
This describes how devices are supported, in a BYOT environment or in a Work from Home (WFH) environment. Key topics CoffeeCapulus need to address. Issues the policy need to address are - [15]
· Repair of Devices
· Cost of repairs
· Updating of hardware and software to be allowed to access the systems 
· Technical Issues and resolution process through It support desk or independents contractors if work from home or geographically distant from CoffeeCapulus

Employee off Boarding Policy
Whether by termination or my employee leaving under their own volition there may be data on the device, which is CoffeeCapulus corporate asset.
The Off Boarding policy describes the actions to an individual’s BYOT they have used whilst connected to CoffeeCapulus systems. Key issues addressed by the policy will be - [15]
· A description  of how data is wiped from the device what timescales this happens to 
· Safeguards to ensure personal data is secured and not wiped in the cleansing process

Data Protection Policy
Data Protection Policy will need to be established to provide a framework of what data is collected, stored, and secured abut individuals. 
A key piece of legislation is the GDPR. This is  an EU ( European union) data privacy law which covers all companies that trade in goods and services with EU Countries, This Law  details the what technology safeguards companies need to employ to safeguards individuals data and how its collected about then and how its protected, Encryption is a key aspect of this law. [16]

Technologies
There are a number of technologies, which can be deployed to mitigate the issues that CoffeeCapulus may face with the introduction of BYOT. 

Anti-Virus Software

Antivirus software is deployed to protect computers and networks from malware and cyber-criminal s as discussed in the earlier section 2.4
The software looks at data and stored files applications and accessed web sites searching for known threats and notifying the user when they have been discovered either the user of an individual computer or centrally via a cyber-security department. Up to date software is vital as black hat threats are ever evolving and threats discovered and ant virus software. Norton and MacAfee are some of the bigger software providers in this field that CoffeeCapulus should consider. [17]

 Wireless Security
CoffeeCapulus have a 95% utilisation of wireless technology as such protection for their organisation for wireless technology and using BYOT is paramount, to protect the integrity of the network from attack in a malicious sense and by non-adherence to policy with non-authorised usage within the organisations ecosphere.
A key countermeasure is to ensure correct wireless network security basic steps here are discussed by [18]

· Password control for all routers 
· Encryption of the network it is recommended this be by WPA2 as its far more secure than previous protocols of wep and wpa
· Set up DHCP limits to limit the number of devise that can be connected
· Use of policy dictates to state that critical and private data should not be transferee by us of public Wi-Fi hotspots even if connected via a Virtual Private network ( VPN)

Firewalls
 [20] Cisco systems defines a firewall as “A firewall is a network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules”
They offer a controlled and secure barrier between the CoffeeCapulus network and the cyber world outside its boundaries. More sophisticated types of firewall are Intrusion detection systems. [19]

Passwords
Fundamental control to secure a network is to use basic username and password controls for authorization and authentication purposes. In CoffeeCapulus, hierarchy of use names and privileges will be established giving access if required; 
This will be for all hardware devices such as laptops desktops and network hardware elements such as routers servers.

The key issue is for a policy to be established to provide guidance in password strength. Enforced changing and updating of these passwords is key to ensure safety as is human policy interventions to ensure that passwords are safely secured and not shared with others.

Mobile device management Software
As discussed, a critical element of security and control is a Mobile device management policy describing how who and what device are on CoffeeCapulus networks, to aid this or indeed to make this task possible a key software application needed is a MDM software package.
An MDM software package will facilitate CoffeeCapulus as detailed by [21] helps organizations to deploy, secure, monitor, integrate and manage mobile devices like, smartphones, laptops, and tablets. Key benefits are:

· Easy updates of software in mobile devices automatically. 
· Administrator can manage and monitor the devices remotely. 
· MDM provides the facility to backup and restore the business data.
· In case of lost and stolen devices, the facility to remotely disconnection and locking device to save the unauthorized access. 
· The provision of logging and reporting with password, access to enforce compliance.

With MDM software there are a number mitigating strategy that the software can deploy if a user of BYOT devices on the CoffeeCapulus leaves their employment or the device is lost, stolen, or fails 

· Remote Locking of the laptop can be enforced by the software
· Remote Wipe of all the device data can be initiated
· Containerisation of corporate data, which segregates CoffeeCapulus corporate data, and personal data stored on devices. It can restrict unauthorised sharing of data to personal apps, or unauthorised devices. [22]
· Containerisation of the data will also allow no CoffeeCapulus data to be retained on mobile devices s that were connected o the network after off boarding or lost or stolen devices.

Redundancy of Key Hardware
CoffeeCapulus have a large online cloud based presence due to their global footprint, given this they should invest in redundancy features on key servers and routers to allow for seamless service in line with the CIA triad of accessibility. This would allow any down time to be minimised and minimise loss of service.

Data Back Ups\Storage\Disaster Recovery
Malware, cybercriminal attacks and hardware failure are some of the issues which mean a robust Data back up and Disaster recovery process needs to be in Place 
This will not only ensure safety of CoffeeCapulus information assets, but always will ensure together with a redundant hardware data storage capacity for  the company to seamlessly switch to alternate systems in case of any failures in the system due to hardware of malicious intent.






People
In CoffeeCapulus move to BYOT, it is fundamental that communication to the stakeholders is initiated, monitored and maintained to ensure staff and suppliers and any other parties utilising the CoffeeCapulus networks and corporate assets know the rules, protocols and expectations of the organisation.


























[bookmark: _Toc58312578]Network Security

As part of the report for CoffeeCapulus  a design and describe of  main network infrastructure and servers that need to be secured on the network, this will be shown in section 3.1 details of further controls focused on network security namely, firewalls and physical security of the network hardware.
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Note
All servers are password protected and have domain names look up have been disables
Within the CC Wireless Gateway=y server WPA2 encryption protocols are enabled
Traffic to and from the Internet is shielded via a router CC3 in addition to a firewall CC FW1
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 Packet filtering firewalls work at the network level, by applying a set of rules to each incoming or outgoing packets of data coming into the Network, and apply rules defined in the network security policy to determine if the data should pass the wall into the network. There are 3 basic types are identified, static, dynamic and stateful. [23] [24]

Advantages
1 One of the key advantages of packet filtering is that a single, strategically placed packet-filtering router can help protect an entire network
· Low cost
· Transparent to End-Users
· Easy to install.
· Generally faster than other firewall technologies because they perform fewer evaluations.
Disadvantages
· unsecure
· Can’t discriminate between good and bad packet
· Difficulty of setting up rules 
· Packet filter cannot authenticate information coming from a specific user.


Physical Network Security
 A key security tool vital for CoffeeCapulus will be security of the actual hardware that’ runs its networks to ensure the CIA triad protocols are maintained. Using data from   [25] [26]   issues to look at were identified

Controlled Access to CoffeeCapulus Network Facility
Access to CoffeeCapulus main building where the network facility is stored is a primary control to physically securing the network The Buildings containing the Network Room.
The network room needs to be locked and access by means of secure photo card, which logs entry and time, secured cards distributed by security and logins recorded on a database
If any visitors or contractors need to work on the servers or are installing hardware or software these should be accompanied if possible and escorted to the room and observe the work carried out

Cameras 
Should be within the room to record all those that come into the room with a backup of the recordings.
Mount cases and Cabinets 
Mount all servers and hardware in locked cages/cabinets to eliminate physical theft. In conjunction with this is to disable all external drives and printers
Back Up data
Ensure full back up of data within a disaster recovery protocol is in place , ensure that this backup is in a secure locations not within the company, cloud based solutions can provide a cheap alternative to in house system, and also leverage security protocols of the cloud provider
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Cryptography was can be described as the art and science of protecting data and securing it from being viewed. It does this by use of an encryption process to scramble the data being communicated and a reverse process Decryption to unscramble the data to make it intelligible. [27]
The purposes of encryption were postulated in [27] and have the base of the CIA triad:-
· Confidentiality 
· Authentication.
· Integrity Non-Repudiation.
· Access Control 

[bookmark: _Toc26698823]Encryption Algorithms
The 2 main types of encryption keys as detailed by [28].  Being Symmetric or secret Key such as Advanced Encryption Standard AES and, Asymmetric or Public Key such as RSA systems (Rivest–Shamir–Adleman)
Within CoffeeCapulus these principles could be introduced in 2 key areas, The first is on mobile devices especially laptops, here the use of bitlocker for MS operating system devices it encrypts all of the volume drive using the AES encryption methods, thus provides data security if laptops are misplaced lost or stolen.
The use of a VPN (Virtual Private Network) it enable the use Public data networks whilst supporting privacy. Reducing the cost to CoffeeCapulus of lower cost communication costs whilst ensuring secure data transmission VPN virtually establishes a point-to-point link between the communicating parties in both the transmitting and receiving ends through public or shared communication network. Then uses DES or AES to encryption protocols.

[bookmark: 8]
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For CoffeeCapulus and for employees and suppliers there are many positives and benefits from using a BYOT strategy, from cost to enablement and employee engagement. There are some issues, which are complicated by BYOT protocol.
It was shown there are many mitigation strategies and countermeasures both technical and via policies and procedures. A comprehensive Security policy, encompassing detailed MDM and MDS policies, which are communicated and actioned and enforced, will ensure BYOT can be a success.
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Introduction


Purpose
The role of Information Security in CoffeeCapulus (CCIS) is to protect the information systems (hardware, software and associated infrastructure), the data on them and the services they provide from unauthorized access, misuse, malicious attacks or accidental damage.
.
The policy adheres to the CIA Triad of ensuring , Confidentiality, integrity and availability of CoffeeCapulus  information and systems.

Scope
This policy applies to all those who have access to CoffeeCapulus IT systems. Both employees and suppliers, contract and sub contract staff that may work on IT systems within CoffeeCapulus.

Overview
This policy refers to latest Industry guidelines and best practice, listed in Best Practice and Guidelines section.

Standards and frameworks

ISO 27002:2013 .
EU General Data Protection Regulation (GDPR) 
. 

 
  Policy review

CCIS will make a review of the Policy on a 3-year basis. Minor amendments will be included on an ad hoc basis.

 Policy compliance
CCIS will verify compliance to this policy using, internal and external Audits.




Organisation of CoffeeCapulus Information security

Internal organisation
CSIS security roles and responsibilities
Security responsibilities for information assets and information security processes must align to agreed security policy
Training and Education
The induction process for all employees must include cyber security content. Users must read, agree to and sign declaration that have read pertinent areas
Staff must understand and follow the CoffeeCapulus Security Policy and keep up-to-date with current information security training.
CCSI will create regular communications to keep staff and suppliers aware of   security issues.







Asset management

Device configuration

The MDM Policy Document must manage devices
Configurations must be in line CCIS Policy
In particular, devices must be configured to prevent users from:
· modifying screen auto-lock timings
· modifying regional or time and date settings
· accessing files not required for their role,  access requirements must be in line with  utilising scheduling functionality for launching applications or services
· Amending the configuration of hardware and software elements of a device, including network configuration.
· Web browser functionality must be set to the minimum requirement to support business needs during working hours


Access control

Access control policy

· Systems must be designed to meet log-on requirements set out in.
· Information must only be accessible to those who hold both the required security clearance and a ‘need-to-know.
· Only authorised system administrators may complete the following actions:
· create new accounts
· amend the rights associated with a given user’s account
· suspend an account
· delete an existing account
· Reset the password that authenticates a given account. 

· Requests for new user accounts or to amend an existing user’s access rights must be made in line with CCIS policy 
· Access rights must be regularly reviewed in line with policy.

Administrative accounts

· Administrator privileges must not be granted to standard user accounts. 
· Administrators should also have additional ‘standard’ user accounts for normal business use. 
· Administrators must use different passwords for their administrative and non-administrative accounts.

Access to networks and services

· User accounts must be established based on a business need 
· Each user’s account must have an associated set of access rights assigned.
· All access to CoffeeCapulus services must be monitored and associated audit logs retained.
User registration and deregistration

· Requests for new user accounts will be made to CCIS  management with recognised management Approval
· Accounts will be unique names a following established naming conventions and not previously used. A retained list of usernames must be created’
. 
Access rights 
· CoffeeCapulus managers must determine the appropriate minimum requirements for a user’s role and these must be adhered to when seeking authorisation from the system owner.
· System owners must also regularly review the access rights required for continued operation of a system. 
Management of privileged access rights

· For each system or process, consideration must be given regarding required privileged access rights. 
· Access rights must be managed by CCIS



Management of passwords and authentication information

· System administrators must verify the user’s identity before unlocking an account or providing a password reset. 
· New passwords must be communicated to users securely
· System administrators must not convey the password to the user via a third party.
· System administrators should not convey the password over the telephone, unless the authorised system administrator has adequately authenticated the user’s identity. 
· The password issue process must:
· utilise single-use unique passwords
· use passwords that meet the requirements  set out in policy
· force the user to change the password  on first logon.
· The system administrator should keep a record of password requests and instances of password issue. However, the records should not contain the actual passwords.
Review of user access rights
Access rights must be reviewed 
· At least once every six months for standard  user accounts
· At least once every three months for administrative accounts • following a role change.

Removal or adjustment of access rights

· Requests to modify a user’s access rights must be raised with CCIS management and approved with business case or reason for the change
· Where there is no longer a business need for an account, including when a user leaves the CoffeeCapulus the account must be disabled immediately
User responsibilities
Passwords must:
· Be memorable
· Be complex
· Be immediately changed from default set passwords
· Contain a mixture of upper and lowercase letters, numbers and special characters
· Be a minimum of 12 characters, unless technical requirements of a system do not allow this.



Passwords must not:
· contain personally identifiable information, e.g. family/nicknames, important dates, pets/children’s names, car registrations, telephone numbers
· contain organisation names or keyboard sequences
· Users must keep their passwords secure and must take reasonable steps to prevent other people observing them typing and entering their passwords. 
· Accounts remain the responsibility of the named user. 
· Users are responsible for all activity undertaken via their accounts; therefore, users have a personal responsibility to protect their password.
· Users must:
· change passwords when prompted by system, or when a user believes a compromise may have occurred
· store passwords in accordance with policy 

Users must not:
· share or give their passwords to anyone  under any circumstances, this includes shared passwords doing so will constitute a security breach and may result in disciplinary action 
· Secure log-on procedures

· Systems must be designed or configured to:
· Enforce password creation requirements as detailed in policy
· Lock a user’s account if a password is entered incorrectly three times
· Only store passwords as salted and hashed values
· Warn users when passwords expire, or are about to expire
· Check that recently used passwords are not recycled
· Allow the user to change their password once successfully authenticated
· Disable old passwords once the new password is active. 









Cryptography


Use of cryptographic controls

· Individual system documentation should provide clear instructions regarding the security procedures required for the handling and usage of encryption.
· Passwords must be stored and transmitted in an encrypted format.
· For information in transit, encryption should be implemented. Email must be configured to use appropriate encryption protocols TLS 1.2. 
· Removable storage media (e.g. CDROMs, USB drives, hard drives) must have all business data held on them being encrypted.

 Encryption of hard drives

CoffeeCapulus and User BYOT mobile devices, which are set up for, or desktops setup for remote access to the network must make use of full-disk encryption as part of a device hardening protocol


Equipment security

Equipment
· Full-disk encryption reduces the risk of disclosure of confidential information when equipment is disposed of or redeployed provided that:
· The encryption process is sufficiently strong and covers the entire disk (including slack space, swap files etc.).
· The encryption keys are long enough to resist  brute force attacks.
· The encryption keys are kept confidential and never stored on the same disk.

Unattended user equipment
· Users should ensure that unattended equipment has appropriate protection.
· All users must be aware of the security requirements and procedures for protecting unattended equipment, as well as their responsibilities. 
·  Locking an unattended device
.



Operations security


· Documented operating procedures for operational activities involving information processing and communication must be documented. These must be made available to those with a need to know.
The operating procedures should specify the operational instructions, including:
· the installation and configuration of systems
· Processing and handling of information both automated and manual
· Backup procedures.
· Scheduling requirements, including interdependencies with other systems, earliest  job start and latest job completion times
· Instructions for handling errors or other exceptional conditions which might arise during job execution, including restrictions on the use of system utilities
· Support and escalation contacts including external support contracts in the event of unexpected operational or technical difficulties
· System restart and recovery procedures for use  in the event of system failure
· The management of audit-trail and system log information.
Capacity management

· Capacity management should be considered for all new projects or networking changes.
· A capacity management plan should be put into place for critical systems.
.
The below should be considered:
· regular clean-up of old or unused data
· decommissioning of applications, systems, databases or environments
· optimisation of scheduled processes or tasks
· optimisation of database queries
· Restricting bandwidth for services not deemed as business critical.

Development and testing Environments

· Development, testing and operational environments should be separated to reduce the risks of unauthorised access or changes to the operational environment.
· All products are to be thoroughly tested before release.
· Rules regarding the transfer of software from development to operational status should be defined and documented. 
· Development and operational software should run on different systems or computer processors and in different domains or directories. 

· Testing must be carried out by appropriately trained personnel or approved automated testing tools. 
· Testing personnel should use different user accounts for the testing and operational environments. 
· Testing personnel must not retain an involvement in the production of the finished product. Any flaws in the product are to be rectified and re-tested before release into the live environment.
· Live data must not be used within the testing environment. Test data should be randomly generated or anonymised.
.



Protection from Malware

· Software functionality should be limited to that required for a user’s role. 
· New software or updates to existing software may only be installed in line with policy
· BYOT removable media (USB drives, CDs etc.) must have virus scan before connection to CoffeeCapulus Network
· Critical data systems should undergo regular file reviews to ensure the integrity of necessary system files
· Anti-malware software

· All end-user devices must have approved and up-to date anti-malware software installed and active.
· . 
· Anti-malware protection must be installed within CoffeeCapulus Network infrastructure. 
· All servers must have up-to-date anti-malware software installed unless a specific exemption has been agreed. 
· Products should be under continual review to ensure malware protection levels remain consistently high. 
 Web and email filtering
 
· Web filtering will be applied to all CoffeeCapulus traffic, 
· Access to websites deemed malicious or inappropriate may be blocked and access should not be purposely attempted unless as part of an authorised investigation if using the CoffeeCapulus systems, individual using BYOT will do so at their own risk and knowledge that any risk leaked into corporate systems may be actionable

· All emails coming into or leaving the CoffeeCapulus must be scanned; emails containing malicious or unauthorised content will be blocked.
 Web and email – user responsibilities 

· Users must declare that they understand their responsibility for the appropriate use of CoffeeCapulus web browsing and email prior to being granted access 
· to these facilities. 
· Users should be cautious regarding receipt of emails containing attachments, links or requests for information; 
· Where a user is uncertain regarding the authenticity of an email, advice should be sought from CCIS before taking any action.
Malware incidents

· Malware related incidents must be reported to CCIS


Information backup

· Backup copies of information, software and system images should be taken and tested regularly to protect against loss of data.
· All CoffeeCapulus data must have an appropriate backup function and schedule based on business, operational and regulatory requirements.
· A record must be maintained of what data is backed up and where. The location should be in a secure location off site.
· Retention periods should be determined in line with retention policy and Government legislative policy
· Backup media should be regularly tested along with restoration methods.
· Restoration procedures should be documented  and recorded as part of relevant 




Business  Continuity Plans.

· Event logs must be produced, kept, regularly reviewed and include:
· users’ IDs
· system activities (including files accessed and activity undertaken)
· log-on and log-off dates and times
· asset identity or location
· changes to system configuration
· records of successful and rejected system  access attempts
· records of successful and rejected data  and other resource access attempts;






Network monitoring operates on a continuous basis. 
· A logging facility must be in place to record the use of all DVLA assets. This includes recording all email and web traffic into and out of the DVLA network.
· DVLA reserves the right to carry out monitoring and interception of electronic communications for lawful reasons 
Administrator and operator logs

· System administrators must not have permissions to erase or de-activate logs relating to their own activities.
· Logs of activities undertaken using administrator accounts must be logged and independently reviewed. 
· An intrusion detection system must be in place to monitor system and administrator activities for compliance.
· Event logs must be monitored in real-time and anomalous activity identified and investigated. 
· Monitoring tools should be set to use regularly updated threat analysis feeds.
· Alarms and alerts must be set up to notify relevant personnel of potential security events and these  must be further investigated as soon as possible following receipt.

Information systems audit controls

· All access to data, including for audit purposes,  must be logged.
· Security auditing operations must function independently from the subject.
· Auditing should only be completed on read-only  data, 

















Communications Security
Network controls

· All systems connected to the CoffeeCapulus network, and all data held on these systems, must have clearly identifiable owners who are responsible for the security aspects of the system and associated data.
· Scanning of the CoffeeCapulus network for rogue wireless access points should be completed on a monthly basis.
· Network operations must be segregated from  other work 
· Network access must be logged and 
· Access to CoffeeCapulus systems must need successful authentication of system credentials.

Security of network services

Firewalls 

· Configurations should adhere to best practice guidance as defined by vendors.
· External acing firewalls must be configured to allow only specific services and traffic (e.g. HTTP, SMTP) to pass between known and well-defined sets of hosts. 
· Each firewall rule in place must be supported by an authorised business case and security risk assessment. 
· Firewalls can be used to create DMZs within CoffeeCapulus  Network, which effectively creates a buffer zone protecting an internal system against external attack.
· Firewalls must be configured to only allow approved traffic which is the minimum required for business functionality,



 Cloud security
· Cloud security for us e with CoffeeCapulus will be determined via the cloud service provider and its contractual terms
.

Cryptography 

· Any data leaving the CoffeeCapulus, including during transfer to the cloud, must utilise appropriate encryption 
· Data in the cloud must remain protected both at rest and in use. 
· Where encryption in the cloud is incompatible  with business applications or services, techniques such as tokenisation should be considered on  a case-by-case basis.



System development and maintenance
	
.
Secure development policy

· Development code should be classified as sensitive information unless there is a specific need for alternative classification.
· Responsibility for the system under development must be assigned to a named individual. 
· Where more than one developer is involved there must be one named individual responsible for all development activities
· Code under development or maintenance must not be held in operational source code libraries
· Developers should only use development tools that have been security assessed and. 
· Developers must be trained to use the tools and techniques necessary to deliver and test the security of the final product.
· Code must not be ‘borrowed’ from external sources unless the security of the code can be verified. 
Technical review of applications after operating platform changes

· Any change to an underlying operating system, business critical operations should be reviewed and tested to ensure continued compatibility and security.
· Notification of planned operating system changes must be given to teams that may be affected to provide sufficient time for testing.

Secure development environment

· Development environments must be secured the following must be considered:
· the sensitivity of data to be stored and/or utilised
· external requirements, such as policy  and legislation
· security controls already available for use  within the DVLA
· any outsourcing requirements
· the need for multiple segregated development environments
· monitoring and auditing of access to the environment and any changes completed • backups should be stored at an off-site location
· Personnel security.
· Personnel must be appropriately vetted and cleared.
· Unauthorised personnel are prohibited from accessing systems under development

.
Security testing

· Security testing should take place at regular intervals throughout the development lifecycle.
· Production and testing environments must be separated.
· Products must not go live until thoroughly tested and approved by appropriately trained personnel.
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Test data
· Operational data should not be used for testing. 
· Access control procedures applied to operational systems must be equally applied to testing systems utilising operational data.


Incident management

 Responsibilities and procedures

· The Head of CCIS CSS is responsible for managing this process on behalf of the CoffeeCapulus 
· All staff are responsible for identifying and reporting potential cyber security incidents. 
· Advice must be sought from CCIS if there is any uncertainty regarding whether an event constitutes a cyber-security incident.
 
Reporting cyber security events

· All staff and contractors are responsible for reporting cyber security events promptly to their line manager.

Annexes

Potential annexes that would be needed, These haven’t been elaborated on in this exemplar.
Annex 1: Use of web and email: User declaration
Annex 2: Role based security clearance
Annex 3: Security patch management procedures
Annex 4: Cyber security incident handling flowchart
Annex 5: Threats, vulnerabilities and countermeasures
Annex 6: Glossary of terms 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have discussed key concepts with the use if diverse sources. Appropriate reference convention used.  (Grade mark: 86.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]13

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated relevant understanding of your research work and apply very good summary of your written work. You did not use the IEEE report format. (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report discussed and analysed appropriately the relevant areas that is required for this assignment as well as inter-related it very good with the case study.  You have done good introduction and conclusion but could improve; conclusion summarised all the key aspect from the report. (Grade mark: 87.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]35

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design was labelled appropriately, explained in your report and the relevant security measures applied and explain. Tested and all areas mentioned in your report are functional and working. (Grade mark: 90.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]18

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work flow and professionally done. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]88%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
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