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The following Project is being created for the Church and charitable Organisation “BontElim”. Please refer to the Main document for more information on this topic.
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[bookmark: _Toc515011259]1 Comments
Within the code there is a number of comments to allow other developers or myself understand what is happening. Therefore, allow editing or maintenance happen a lot faster, in the following lines below will show an example of commenting;
<?php
    /* checks Start the sesson, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks Start the sesson, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

    /* checks Start UserTheme, Start */
    include '../assets/scripts/includes/include_UserSettings.php';
    /* checks Start UserTheme, End */

//Gain 5 from newest rows from servermessage to display in dashboard.
$sql = $dbconn->prepare("select AES_DECRYPT(users.username, '$userkey') as username, servermessages.servermsgid, servermessages.servermessage, servermessages.datecreation from servermessages servermessages inner join users users on users.userid = servermessages.userid ORDER BY servermsgid DESC LIMIT 5");
//SELECT ID, DATE from table ORDER BY ID DESC LIMIT 5  //https://stackoverflow.com/questions/9538564/mysql-select-the-5-most-recent-ids
$sql->execute();
$sql->bind_result($username, $ServerMsgID, $message, $messagedate);
$sql->store_result();

?>



[bookmark: _Toc515011260]2 Pseudocode 

[bookmark: _Toc515011261]2.1 Login
Load files/page
Load database requirements
Data input from user
Username = “user input”
Password = “user input”
Button -> submit content of username and password
Check if username and password is within the database
If username & password is found in the database
Redirect them to dashboard
Save user data
Else
Error = “your username or password is wrong”
Button -> create an account
End












[bookmark: _Toc515011262]2.2 Register
Load files/page
Load database requirements
Data input from user
firstname = “user input”
lastname = “user input”
emailaddress = “user input”
username = “user input”
Password = “user input”
Repeat password = “user input”
If password and Reapeat password is the same then
Do nothing
Else
Error = “your passwords don’t match”
Button -> submit content of the variables above
If the username exists within the database
Error = “username Is taken”
Else
Error = “username free”
Statement completed
Create new row with the above variables and Redirect them to login
End




[bookmark: _Toc515011263]2.3 dashboard
Load files/page
Load database requirements
	Load navigation
	If user presses navigation direct to what was clicked
	Retrieve message content from db and only 5
	Load footer
	Load users data
Load panel to change colour of theme
End
[bookmark: _Toc515011264]2.4 my files – Not created
Load files/page
Load database requirements
	Load navigation
Load navigation/user activity on navigation will result in relocating to the page they clicked on.
	Button-> create 
	Load footer
	Load users data
Load panel to change colour of theme
End







[bookmark: _Toc515011265]2.5 my files – created (file manager)
Load files/page
Load database requirements
	load head navigation/button tab
	load all user interface and functionality
	If user right clicks open menu
	If user selects upload load popup
	If user selects a file to upload, grab the chosen file and send it to a	storage solution.
End
2.6 my files – My profile
Load files/page
Load database requirements
Load users data and show on screen
Load navigation/user activity on navigation will result in relocating to the page they clicked on.
Button - > update my settings
Shows another window with your settings that can be edited
Button-> close
Closes the new window and back to my profile
Button -> submit
Takes all users data that has been changed and updates database
Any user data being used now is updated.

End





2.7 my files – Updates
Load files/page
Load database requirements
Load navigation/user activity on navigation will result in relocating to the page they clicked on.
Loads developer and admin tabs 
Load progress chart/table
end

2.8 terms & service
Load files/page
Load database requirements
Load navigation/user activity on navigation will result in relocating to the page they clicked on.
Display terms and service content 
End
2.9 Support ticket
Load files/page
Load database requirements
Load navigation/user activity on navigation will result in relocating to the page they clicked on.
User is required to input data into the message input area
Button-> submit
If message content was inputted take users data and message data and insert it into the database.
End




2.10 Admin Panel – statistics
Load files/page
Load database requirements
	Load statistics from database;
	How many tickets are within the database
	How many users are within the database
	Loop through each month to fill in chart/graph
End
2.11 Admin Panel – statistics
Load files/page
Load database requirements
Load text editor
User is required to input data into the server message input area
Button-> submit
If message content was inputted take users data and server message data and insert it into the database.
End

2.12 Admin Panel – tickets
Load files/page
Load database requirements
Load table of all tickets
If user selects ticket, navigate to ticket details
Button->Delete all tickets 
Delete all tickets from database
End


2.13 Admin Panel – view tickets
Load files/page
Load database requirements
Load table of all tickets
Load data of current ticket and user
Button->Delete ticket
Delete the ticket from database
Button-> user profile
Navigate to user profile.
End


2.14 Admin Panel – users
Load files/page
Load database requirements
Load table of all users
If user selects user, navigate to user details
Button->Delete all users 
Delete all users from database under a certain access level
Button - > view users files
Navigate to users files within their file manager
End

2.15 Admin Panel – view user
Load files/page
Load database requirements
Load card with all users details
Button-> back
Navigate back to the view users
Button - > edit user
Open a new windows with all the users settings/details ready to be edited.
Button- >user action
Button ->suspend user/ unsuspend user
Lock users account or unlock depending on the current status
Update database from 1->0 or 0->1 (true/false).
Button-> delete user
Select user within database and delete all users data.
Delete 
End
[bookmark: _Toc515011266]3 Final Testing
Before I get started with testing, these are the following 3 browsers I will be using and the versions;
1. Chrome - Version 66.0.3359.181 (Official Build) (64-bit)
2. Edge - Microsoft Edge 42.17134.1.0 Microsoft Edge HTML 17.17134 (64bit)
3. Firefox - 60.0.1 (64-bit)
	Test No
	Name
	What should happen
	What did happen
	Browser
	Page
	Comments

	#1
	Initialize Index
	This should destroy all the sessions that the user has currently and send them to the login page
	While going to the website root, this destroyed all my sessions and sent me to the login page
	Chrome, Edge, Firefox
	Root Index.php
	Successful

	#2
	Login Load
	The login page should load correctly
	The login page did load correctly
	Chrome, Edge, Firefox
	Login
	Successful

	
	Login Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the login page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	Login
	Successful

	#3
	Field Username
	Does the username field allow user input
	When going to type within the username field, it accepted my input
	Chrome, Edge, Firefox
	Login
	Successful

	#4
	Field Password
	Does the Password field allow user input
	When going to type within the Password field, it accepted my input
	Chrome, Edge, Firefox
	Login
	Successful

	#5
	Create an account link
	When the user clicks this link, it should take the user to the register page.
	When I pressed this link, this link takes me to the correct location, register page.
	Chrome, Edge, Firefox
	Login
	Successful

	#6
	Login Button
	When the user presses login, this takes the form data and run the php login script.
	When I pressed the login button, the form data did get to the script to check username and password
	Chrome, Edge, Firefox
	Login
	Successful

	#7
	Login PHP/SQL
	When the user clicks login, the form data will be sent to this script to see if the username and password matches on the database
	When I used a login and password that isn’t in the database, I got returned invalid username/password however when using a username and password within the database, this allowed me to login and navigated me to the dashboard
	Chrome, Edge, Firefox
	Login
	Successful

	#8
	register Load
	The register page should load correctly
	The register page did load correctly
	Chrome, Edge, Firefox
	register
	Successful

	#9
	register Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the register page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	register
	Successful

	#10
	Field first name
	Does the first name field allow user input
	When going to type within the first name field, it accepted my input
	Chrome, Edge, Firefox
	register
	Successful

	#11
	Field last name
	Does the last name field allow user input
	When going to type within the last name field, it accepted my input
	Chrome, Edge, Firefox
	register
	Successful

	#12
	Field email
	Does the email field allow user input
	When going to type within the email field, it accepted my input
	Chrome, Edge, Firefox
	register
	Successful

	#13
	Field username
	Does the username field allow user input
	When going to type within the username field, it accepted my input
	Chrome, Edge, Firefox
	register
	Successful

	#15
	Field password
	Does the password field allow user input
	When going to type within the password field, it accepted my input
	Chrome, Edge, Firefox
	register
	Successful

	#16
	Field repeat password
	Does the repeat password field allow user input
	When going to type within the repeat password field, it accepted my input
	Chrome, Edge, Firefox
	register
	Successful

	#17
	I accept tick box
	Should allow the user to select to unselect the tick box
	When trying to select and unselect the ticket, the ticket reacted correctly.
	Chrome, Edge, Firefox
	register
	Successful

	#18
	Register Button
	When the user clicks this, first it should ensure all fields within the form is validated correctly.
	When clicking register, any fields that wasn’t validated correctly would show a error to the user and stop the form submit, else if all the data is correct and validated correctly it would send the form data to the database and redirect the user to the login.
	Chrome, Edge, Firefox
	register
	Successful

	#19
	Username Ajax
	When the user starts typing, it will display if the username is taken or available.
	When I started typing a username in the database, this showed a error “username taken” else if it wasn’t in the database it would show “available username”.
	Chrome, Edge, Firefox
	register
	Successful

	#20
	Already have an account link
	When the user clicks this link, it should take the user to the login page.
	When I pressed this link, this link takes me to the correct location, login page.
	Chrome, Edge, Firefox
	register
	Successful

	#21
	Register XSS security
	All fields within the register page (except password->repeat password) should not return a XSS attack.
	All fields that were attacked with a XSS attack stopped it by removing all tags using strip_tags().
	Chrome, Edge, Firefox
	register
	Successful

	#22
	Dashboard Load
	The dashboard page should load correctly
	The dashboard page did load correctly
	Chrome, Edge, Firefox
	dashboard
	Successful

	#23
	dashboard Head/Scripts
	Do all head content (css, js) and scripts(js)
and all load and function correctly
	When going to the dashboard page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	dashboard
	Successful

	#24
	Dashboard Navigation
	All navigation should load and all links should redirect to the correct page, the admin panel shouldn’t show if the user isn’t the right access level.
	Navigation from and to this site redirects to correct pages and admin/god can only see the admin panel and interact with it
	Chrome, Edge, Firefox
	dashboard
	Successful

	#25
	Current user Icon and name
	Information about the current user logged in 
	Top right, the user that logged in name and photo frame
	Chrome, Edge, Firefox
	Dashboard
	Successful

	#26
	Full screen
	Able to access full screen mode like pressing F11
	Icon above near profile picture makes the website full screen
	Chrome, Edge, Firefox
	Dashboard
	Successful

	#27
	Activity/settings board
	Show latest activity’s and change settings of page
	Found near profile picture, able to change the colour of the navigation bar to black or white.
	Chrome, Edge, Firefox
	Dashboard
	Successful

	#28
	Screen shrinking and growth
	Page shapes based on the current size of the page on the screen shown
	Able to minimize navigation next to search function and page will scale based on the screen
	Chrome, Edge, Firefox
	Dashboard
	Successful

	#29
	Page updates
	Page will update after admin input
	Grabs information from admin tab/updates editor and will pasted it onto the dashboard from a SQL database
	Chrome, Edge, Firefox
	Dashboard
	Successful

	#30
	Remove Editor from dashboard
	Admin is able to remove server message.
	Only the admin will see buttons under each message, allowing him/her to remove each message
	Chrome, Edge, Firefox
	Dashboard
	Successful

	#31
	Navigating to file manager
	Navigation bar should direct you to file manager
	A timer is presented in screen before being sent to file manager screen
	Chrome, Edge, Firefox
	filemanager
	Successful

	#32
	Load all file manager content
	File manage should load all the current content such as buttons, display and theme
	When going to file manager all the content, theme and buttons loaded as intended.
	Chrome, Edge, Firefox
	filemanager
	Successful

	#33
	Moving files/changing names
	When the name of a item was changed or moved would update with new status
	When changing the name or moving a item it displayed an error.
	Chrome, Edge, Firefox
	filemanager
	Failed

	#34
	Making a new folder
	When a user right clicks and make new folder, it should update and display.
	When making a new folder, it did display and allow me to interact with it.
	Chrome, Edge, Firefox
	filemanager
	Successful

	#35
	Uploading content
	When a user selects upload and chooses a file, the system then uploads it to aws s3.
	When trying to upload an error occurred, the format type wasn’t correct
	Chrome, Edge, Firefox
	filemanager
	failed

	#35.1
	Uploading content
	After changing the config file with the files needed to be uploaded.
	After trying to upload content it allowed me to pick from 1-20 files and uploaded them one by one.
	Chrome, Edge, Firefox
	filemanager
	Successful

	#36
	deleting
	When clicking delete on a folder or file, this should remove it from my AWS s3.
	After clicking delete, the file disappeared and was no longer within the aws s3 user folder.
	Chrome, Edge, Firefox
	filemanager
	Successful

	#37
	Updates Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the updates page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	updates
	Successful

	#38
	Update content
	All the content on the update page should load correctly and display all the right content.
	When going to the update page, all the content loaded correctly and intended.
	Chrome, Edge, Firefox
	updates
	Successful

	#39
	Terms and service Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the terms and service page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	Terms and service
	Successful

	#40
	Terms and service content
	All the content on the terms & service page should load correctly and display all the right content.
	When going to the  terms & service page, all the content loaded correctly and intended.
	Chrome, Edge, Firefox
	Terms and service
	Successful

	#41
	User profile Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the  User profile page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	User profile
	Successful

	#42
	Load users data
	Did all the user data load correctly within the settings tab
	When on page load and after, the data within the settings tab loaded correctly.
	Chrome, Edge, Firefox
	User profile
	Successful

	#43
	About me
	When clicking about me, it should navigate you to the about me tab with about my content
	When clicking about me, it did take me to the about me tab and showed me my about me text.
	Chrome, Edge, Firefox
	User profile
	Successful

	#44
	Update my settings button
	Should brings up modal with all the users data, allow to edit but not delete.
	When going to update my settings, a modal popped up and allowed me to change my information.
	Chrome, Edge, Firefox
	User profile
	Successful

	#45
	Update ajax
	when changing your username, it should see if it already exists within the database.
	When putting a username in the field that exists, did not allow me to submit, however it allowed me to submit the current username I have and new ones.
	Chrome, Edge, Firefox
	User profile
	Successful

	#46
	User statistics Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the   statistics page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	statistics
	Successful

	#47
	Month 1-12 should load correctly 
	The graph should load 1-12 and create a line depending on the amount of users per month
	When loading the graph, it showed a line from 1-12 with the correct user count.
	Chrome, Edge, Firefox
	statistics
	Successful

	#48
	Ticket count
	This widget should show how many tickets are currently active
	When going to this page, it displayed the right amount of tickets within the widget.
	Chrome, Edge, Firefox
	statistics
	Successful

	#49
	users count
	This widget should show how many  users are currently signed up
	When going to this page, it displayed the right amount of  users within the widget.
	Chrome, Edge, Firefox
	statistics
	Successful

	#50
	Server messages Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the Server messages  page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	Server message
	Successful

	#51
	editor
	The user was able to use the editor and its features.
	When going to server messages, this allowed the user to use the editor.
	Chrome, Edge, Firefox
	Server message
	Successful

	#52
	Message submitting
	If the area of text is filled in this should allow the user to submit and be displayed on the dashboard.
	When clicking submit and text inside my textarea it submitted the content and put it in the dashboard.
	Chrome, Edge, Firefox
	Server message
	Successful

	#53
	Tickets
Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the   statistics page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	tickets
	Successful

	#53
	Ticket table
	Did all the tickets load correctly within the table
	When loading the page, all tickets were loaded correctly within the table.
	Chrome, Edge, Firefox
	tickets
	Successful

	#53
	Export button
	Do all exports buttons export correctly and the data (Copy, Excel and PDF)
	Clicking all the export buttons export the data correctly into the right format and file.
	Chrome, Edge, Firefox
	tickets
	Successful

	#53
	Delete all tickets
	By clicking delete all tickets remove all tickets that are currently active from the database
	When clicking delete all tickets removed all the tickets and table updated with no content inside.
	Chrome, Edge, Firefox
	tickets
	Successful

	#53
	View ticket
	By clicking view ticket, this should take you to the current ticket
	When clicking view ticket, this take me to the right ticket on viewticket.php and allowed me to remove and view the user that created the ticket. 
	Chrome, Edge, Firefox
	tickets
	Successful

	#53
	Website users
Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the Website users
 page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	Website users
	Successful

	#53
	Website users
 table
	Did all the tickets load correctly within the table
	When loading the page, all users were loaded correctly within the table.
	Chrome, Edge, Firefox
	Website users
	Successful

	#53
	Export button
	Do all exports buttons export correctly and the data (Copy, Excel and PDF)
	Clicking all the export buttons export the data correctly into the right format and file.
	Chrome, Edge, Firefox
	Website users
	Successful

	#53
	Delete all  Website users

	By clicking delete all tickets remove all tickets that are currently active from the database
	When clicking delete all users removed all the tickets and table updated with no content inside.
	Chrome, Edge, Firefox
	Website users
	Successful

	#53
	View website users
Head/Scripts
	Do all head content (CSS, JS) and scripts(JS)
and all load and function correctly
	When going to the view website users
 page all scripts and header content loaded correctly
	Chrome, Edge, Firefox
	View website users
	Successful

	#53
	All user data 
	On view, all the data should be loaded correctly
	When going to view user profile, this showed all the correct user data.
	Chrome, Edge, Firefox
	View website users
	Successful

	#53
	Clicking edit user 
	Clicking edit user should show a modal that allows you to edit the user or disable their account.
	By clicking edit user, I was able to change the users account details and ajax loaded to stop usernames being taken that is already in use.
	Chrome, Edge, Firefox
	View website users
	Successful


[bookmark: _Toc515011267]4 Test Evaluation

Overall there was a few issues while developing this application however doing the correct testing allowed me to ensure and try to minimize the chances of user error and system error. I tried to ensure all functions and code was working accordingly and at the standards requested from me.

[bookmark: _Hlk514882420][bookmark: _Toc515011268]5 Variable List

[bookmark: _Toc515011269]5.1 adminpanel/Statistics.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$Usercount - Variable for how many user records come back
$Ticketcount - Variable for how many ticket records come back.
$month - Variable for the amount of years in a month 1-12.
$MonthResult - Variable for the result of each month.
$January - Variable for the result of each month.
$February - Variable for the result of each month.
$March - Variable for the result of each month.
$April - Variable for the result of each month.
$May - Variable for the result of each month.
$June - Variable for the result of each month.
$July - Variable for the result of each month.
$August - Variable for the result of each month.
$September - Variable for the result of each month.
$October - Variable for the result of each month.
$November - Variable for the result of each month.
$December - Variable for the result of each month.

[bookmark: _Toc515011270]5.2 adminpanel/tickets.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$ticketid - Variable for the ticket id.
$userid - Variable for the user id of the created ticket.
$ticketnotes - Variable for the note from the ticket.
$ticketcreation - Variable for the ticket creation date.
$jobrole - Variable for the user’s job role that created the ticket.
$username - Variable for the username of the created ticket.

[bookmark: _Toc515011271]5.3 adminpanel/updateeditor.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$myid - Variable for the userid session.
$message - Variable for the message for dashboard.

[bookmark: _Toc515011272]5.4 adminpanel/viewticket.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$ticketid - Variable for the ticket id.
$userid - Variable for the user id of the created ticket.
$ticketnotes - Variable for the note from the ticket.
$ticketcreation - Variable for the ticket creation date.
$jobrole - Variable for the user’s job role that created the ticket.
$username - Variable for the username of the created ticket.
$listticketid - Variable for all ticketid of the current user.
$listticketnotes - Variable for all ticket notes of the current user.
$listticketcreation - Variable for all current user ticket creation date.
$salt - Variable for the salt of the encrypted id.
$encryptedid - Variable for the base64 encode with $salt

[bookmark: _Toc515011273]5.5 adminpanel/viewwebsiteuser.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$salt - Variable for the salt of the encrypted id.
$encryptedid - Variable for the base64 encode with $salt
$realid - Variable for the encryptedid but decrypted for update function
$username - Variable for username for view and update
$userdisplayname - Variable for userdisplayname for view and update
$firstname - Variable for firstname for view and update
$lastname - Variable for lastname for view and update
$emailaddress - Variable for emailaddress for view and update
$accesslevel - Variable for accesslevel for view and update
$jobrole - Variable for jobrole for view and update
$reasonofsuspention - Variable for reasonofsuspention for view and update
$suspended - Variable for suspended for view and update

[bookmark: _Toc515011274]5.6 adminpanel/viewwebsiteuser.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$username - Variable for username for view and update
$userdisplayname - Variable for userdisplayname for view
$firstname - Variable for firstname for view
$lastname - Variable for lastname for view
$emailaddress - Variable for emailaddress for view
$accesslevel - Variable for accesslevel for view
$jobrole - Variable for jobrole for view
$reasonofsuspention - Variable for reasonofsuspention for view
$suspended - Variable for suspended for view
$myid - Variable for the userid from session.

[bookmark: _Toc515011275]5.7 dashboard/dashboard.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$username - Variable for the username of the dashboard message.
$ServerMsgID - Variable for the messageid of the dashboard message.
$message - Variable for the message of the dashboard message.
$messagedate - Variable for the messagedate of the dashboard message.

[bookmark: _Toc515011276]5.8 error/tickets.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$ticketnotes - Variable for the ticketnotes on creation.
$myid - Variable for the userid of the creator of the ticket.

[bookmark: _Toc515011277]5.9 filemanager/adminviewer.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$currentid - Variable for the userid from the session
$salt - Variable for the salt of the encrypted id.
$decrypted_id_raw - Variable for the base64 encode 
Realid - Variable for the $decrypted_id_raw without $salt and decrypted
$username - Variable for username for view and update
$userdisplayname - Variable for userdisplayname for view
$firstname - Variable for firstname for view
$lastname - Variable for lastname for view
$emailaddress - Variable for emailaddress for view
$accesslevel - Variable for accesslevel for view
$jobrole - Variable for jobrole for view
$lastloggedin - Variable for last login date of the userw

$profileimage - Variable for profile image link for the user
$sthreeid - Variable for the sthreeid of the user’s files
$path - Variable for the path of the users files.

[bookmark: _Toc515011278]5.10 filemanager/index.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$path - Variable for the path of the user files.
$currentid - Variable for the userid from the session
Sthreeid - Variable for the aws s3 id of the user files.
$hashOne - Variable for the first hash of the users path.
$hashTwo - Variable for the Two hash of the users path.
$mypath - Variable for the users path if one was not found.
$mypath = $hashOne . $currentid . $HashTwo; 
$accesscode - Variable for the users path with a accesscode.
$date - Variable for the new user path date.

[bookmark: _Toc515011279]5.11 login/accountsetup.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$currentid - Variable for the userid from the session
$valuefound - Variable to check if the user has a userevents row
– Variable if the user doesn’t have a userevent make new userevent with the following variables
$suspended – variable of the users suspention 0-1
$theme – variable of the users theme style.css

[bookmark: _Toc515011280]5.12 login/index.php

$errormsg – variable of the messageerror if login wasn’t successful

[bookmark: _Toc515011281]5.13 login/login.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$username - Variable for the index page username field
Password - Variable for the index page password field
$userid - Variable for the userid if a row returns
$username - Variable for the username if a row returns
$userdisplayname - Variable for the userdisplayname if a row returns
$firstname - Variable for the firstname if a row returns
$lastname - Variable for the lastname if a row returns
$emailaddress - Variable for the emailaddress if a row returns
$jobrole - Variable for the jobrole if a row returns
$accesslevel - Variable for the accesslevel if a row returns
$accountcreated - Variable for the accountcreated if a row returns
$lastloggedin - Variable for the lastloggedin if a row returns
$Lastactivity - Variable for the lastactivity if a row returns
$profileimage - Variable for the profileimage if a row returns
^All variables above go into the session
$date - Variable for the lastloggedin to date database when successful.
$ipaddress - Variable for the users ip address

[bookmark: _Toc515011282]5.14 register/register.php

$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$nextuniqueuserid - Variable for the userid++
$username - Variable for the username to add to new record
$password - Variable for the password  to add to new record
$firstname - Variable for the first name to add to new record
$lastname - Variable for the last name to add to new record
$jobrole - Variable for the job role to add to new record
$accesslevel - Variable for the access level to add to new record
$emailaddress - Variable for the email address to add to new record
$picpath - Variable for the profile picture to add to new record
$inuseresult - Variable for the errormessage if the username is taken

[bookmark: _Toc515011283]5.15 userprofile/userprofile.php

$username
$sql – Variable for the database requests/query.
$dbconn - Variable for the database.
$username - Variable for the username for view or update
Password - Variable for the password for update
$userid - Variable for the userid for view or update
$username - Variable for the username for view or update
$userdisplayname - Variable for the userdisplayname for view or update
$firstname - Variable for the firstname for view or update
$lastname - Variable for the lastname for view or update
$emailaddress - Variable for the emailaddress for view or update
$jobrole - Variable for the jobrole for view or update
$accesslevel - Variable for the accesslevel for view or update
$accountcreated - Variable for the accountcreated for view or update
$lastloggedin - Variable for the lastloggedin for view or update
$Lastactivity - Variable for the lastactivity for view or update
$profileimage - Variable for the profileimage for view or update
$usernotes - Variable for the usernotes for view or update

[bookmark: _Toc515011284]6 Evaluation

[bookmark: _GoBack]Overall the project went as expected however I ran into a few issues when developing the application such as normal mistakes like spelling/wrong syntax, I also was learning more MYSQL while doing the application. Another issue I ran into is getting the AWS amazon API and service setup and running as there was limited documentation online with the new syntax and requirements for the new version that came out of their API.

The application is to the standards of what Jason wanted and ensured me that all the functionality is correct and what he requested. I missed a few features he asked for such as setting date for the user to then be suspended and so on however I ran out of time due to bad time management. I will be ensuring to develop a better time system to allow me to produce a better report and application.

[bookmark: _Toc515011285]7 SQL Tables

[bookmark: _Toc515011286]7.1 awssthree table

CREATE TABLE `awssthree` (
  `s3id` int(10) NOT NULL,
  `userid` int(12) NOT NULL,
  `s3path` varchar(300) NOT NULL,
  `accesscode` varchar(20) NOT NULL,
  `pathcreated` timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP
) ENGINE=InnoDB DEFAULT CHARSET=latin1;

[bookmark: _Toc515011287]7.2 servermessages table 

CREATE TABLE `servermessages` (
  `servermsgid` int(12) NOT NULL,
  `userid` int(12) NOT NULL,
  `servermessage` varchar(300) NOT NULL,
  `datecreation` datetime NOT NULL DEFAULT CURRENT_TIMESTAMP
) ENGINE=InnoDB DEFAULT CHARSET=latin1;

[bookmark: _Toc515011288]7.3 tickets table 

CREATE TABLE `tickets` (
  `ticketid` int(10) NOT NULL,
  `userid` int(12) NOT NULL,
  `ticketnotes` varchar(300) NOT NULL,
  `ticketcreation` timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP
) ENGINE=InnoDB DEFAULT CHARSET=latin1;
[bookmark: _Toc515011289]7.4 useractivity table 

CREATE TABLE `useractivity` (
  `activityid` int(24) NOT NULL,
  `userid` int(12) NOT NULL,
  `useractivity` datetime NOT NULL,
  `ipaddress` varchar(64) NOT NULL
) ENGINE=InnoDB DEFAULT CHARSET=latin1;

[bookmark: _Toc515011290]7.5 useractivity table 

CREATE TABLE `userevents` (
  `eventid` int(24) NOT NULL,
  `userid` int(12) NOT NULL,
  `suspended` int(1) NOT NULL,
  `reasonofsuspention` varchar(300) NOT NULL,
  `startdateofsuspension` timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP,
  `enddateofsuspension` datetime NOT NULL,
  `blocked` int(1) NOT NULL
) ENGINE=InnoDB DEFAULT CHARSET=latin1;

[bookmark: _Toc515011291]7.6 userevents table 

CREATE TABLE `userevents` (
  `eventid` int(24) NOT NULL,
  `userid` int(12) NOT NULL,
  `suspended` int(1) NOT NULL,
  `reasonofsuspention` varchar(300) NOT NULL,
  `startdateofsuspension` timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP,
  `enddateofsuspension` datetime NOT NULL,
  `blocked` int(1) NOT NULL
) ENGINE=InnoDB DEFAULT CHARSET=latin1;
[bookmark: _Toc515011292]7.7 users table 

CREATE TABLE `users` (
  `userid` int(12) NOT NULL,
  `uniqueuserid` varbinary(200) NOT NULL,
  `username` varbinary(64) NOT NULL,
  `password` varbinary(64) NOT NULL,
  `userdisplayname` varbinary(64) NOT NULL,
  `firstname` varchar(64) NOT NULL,
  `lastname` varchar(64) NOT NULL,
  `emailaddress` varbinary(300) NOT NULL,
  `profileimage` varchar(300) DEFAULT NULL,
  `jobrole` varchar(32) NOT NULL,
  `usernotes` varchar(300) CHARACTER SET utf8 DEFAULT NULL,
  `accesslevel` int(2) NOT NULL,
  `accountcreated` datetime NOT NULL DEFAULT CURRENT_TIMESTAMP,
  `lastloggedin` timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP,
  `lastactivity` timestamp NOT NULL DEFAULT '0000-00-00 00:00:00'
) ENGINE=InnoDB DEFAULT CHARSET=latin1;

[bookmark: _Toc515011293]7.8 usersettings table 

CREATE TABLE `userssettings` (
  `settingsid` int(24) NOT NULL,
  `userid` int(12) NOT NULL,
  `theme` varchar(64) NOT NULL,
  `displayinformation` int(1) NOT NULL
) ENGINE=InnoDB DEFAULT CHARSET=latin1;


[bookmark: _Toc515011294]8 SQL Querys

[bookmark: _Toc515011295]8.1 AdminPanel/Statistics.php

select count(*) from users

select count(*) from tickets

select MONTH(useractivity)As MonthCount, COUNT(useractivity)As TotalCount from useractivity group by MonthCount limit 12

[bookmark: _Toc515011296]8.2 AdminPanel/tickets.php

select tickets.ticketid, tickets.userid, tickets.ticketnotes, tickets.ticketcreation,  AES_DECRYPT(users.username,'EncryptionKey from php') as username, users.jobrole from tickets inner join users on tickets.userid = users.userid

[bookmark: _Toc515011297]8.3 AdminPanel/updateeditor.php

INSERT INTO servermessages (userid, servermessage) values (ValueFrompage, ValueFromField)

[bookmark: _Toc515011298]8.4 AdminPanel/viewticket.php

select tickets.ticketid, tickets.userid, tickets.ticketnotes, tickets.ticketcreation,  AES_DECRYPT(username,'EncryptionKey from php') as username, users.jobrole from tickets inner join users on tickets.userid = users.userid where tickets.ticketid= ValueFrompage

select ticketid, ticketnotes, ticketcreation from tickets where userid = ValueFrompage

DELETE from tickets where ticketid = ValueFrompage

[bookmark: _Toc515011299]8.5 AdminPanel/viewwebsiteuser.php
select AES_DECRYPT(username,' EncryptionKey from php') as username, AES_DECRYPT(userdisplayname,' EncryptionKey from php') as userdisplayname, firstname, lastname, AES_DECRYPT(emailaddress,' EncryptionKey from php') as emailaddress, jobrole, accesslevel, profileimage from users where userid = ValueFrompage
select suspended, reasonofsuspention from userevents where userid = ValueFrompage

select AES_DECRYPT(password,' EncryptionKey from php') as password from users where userid = ValueFrompage


UPDATE users SET username = AES_ENCRYPT(ValueFrompage, ' EncryptionKey from php'), userdisplayname = AES_ENCRYPT(ValueFrompage, ' EncryptionKey from php'), firstname = ValueFrompage, lastname = ValueFrompage, emailaddress = AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), accesslevel = ValueFrompage, jobrole = ValueFrompage, password = AES_ENCRYPT(?, 'EncryptionKey from php') WHERE userid = ValueFrompage

[bookmark: _Toc515011300]8.6 AdminPanel/websiteusers.php

SELECT uniqueuserid, userid, AES_DECRYPT(username, 'EncryptionKey from php') AS username, firstname, accesslevel, jobrole FROM users

[bookmark: _Toc515011301]8.7 dashboard/index.php

select AES_DECRYPT(users.username, 'EncryptionKey from php') as username, servermessages.servermsgid, servermessages.servermessage, servermessages.datecreation from servermessages servermessages inner join users users on users.userid = servermessages.userid ORDER BY servermsgid DESC LIMIT 5

[bookmark: _Toc515011302]8.8 error/ticket.php

INSERT INTO tickets (userid, ticketnotes) values (ValueFrompage,ValueFrompage)

[bookmark: _Toc515011303]8.9 filemanager/adminviewer.php

select AES_DECRYPT(username, 'EncryptionKey from php') as username, AES_DECRYPT(userdisplayname, 'EncryptionKey from php') as userdisplayname, firstname, lastname, jobrole, lastloggedin, profileimage from users where userid= ValueFrompage

select s3id, s3path from awssthree where userid = ValueFrompage




[bookmark: _Toc515011304]8.10 filemanager/index.php

select s3id, s3path from awssthree where userid = ValueFrompage


[bookmark: _Toc515011305]8.11 login/accountsetup.php

select userid from userevents where userid = ValueFrompage

[bookmark: _Toc515011306]8.13 login/login.php

select userid, AES_DECRYPT(username, 'EncryptionKey from php') as username, AES_DECRYPT(userdisplayname, 'EncryptionKey from php') as userdisplayname, firstname, lastname, AES_DECRYPT(emailaddress, 'EncryptionKey from php') as emailaddress, jobrole, accesslevel, accountcreated, lastloggedin, lastactivity, profileimage from users where AES_DECRYPT(username, 'EncryptionKey from php') = ValueFrompage
 and AES_DECRYPT(password,'EncryptionKey from php') = ValueFrompage


update users set lastloggedin = now() where userid = ValueFrompage

INSERT INTO useractivity (userid, ipaddress, useractivity) values (ValueFrompage, ValueFrompage, NOW())

[bookmark: _Toc515011307]8.14 register/register.php
select AES_DECRYPT(username,'EncryptionKey from php') as username from users where AES_DECRYPT(username, 'EncryptionKey from php') = ValueFrompage

select AES_DECRYPT(uniqueuserid, 'EncryptionKey from php') as uniqueuserid from users order by uniqueuserid desc limit 1

INSERT INTO users (uniqueuserid, username, userdisplayname, password, firstname, lastname, jobrole, accesslevel, emailaddress, profileimage) values (AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'),AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), ValueFrompage, ValueFrompage, ValueFrompage, ValueFrompage, AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), ValueFrompage)

[bookmark: _Toc515011308]8.15 userprofile/index.php

select AES_DECRYPT(username, 'EncryptionKey from php') as username, AES_DECRYPT(userdisplayname, 'EncryptionKey from php') as userdisplayname, firstname, lastname, AES_DECRYPT(emailaddress, 'EncryptionKey from php') as emailaddress, jobrole, accesslevel, profileimage, usernotes from users where userid = ValueFrompage

select AES_DECRYPT(password, 'EncryptionKey from php') as password from users where userid = ValueFrompage

UPDATE users SET username = AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), userdisplayname = AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), firstname = ValueFrompage, lastname = ValueFrompage, emailaddress = AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php'), accesslevel = ValueFrompage, jobrole = ValueFrompage, usernotes = ValueFrompage, password = AES_ENCRYPT(ValueFrompage, 'EncryptionKey from php') WHERE userid = ValueFrompage


[bookmark: _Toc514881212][bookmark: _Toc515011309]9 Appendix

[bookmark: _Toc514881213][bookmark: _Toc515011310]9.1 Code Dump:

[bookmark: _Toc514881214][bookmark: _Toc515011311]9.1.1 Login Folder, Index.php
<?php
    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //Checks if the user has came from any page that is logged in without being to main index page(destorys sessons etc.) if so redirect to that page.
    //Required in all pages that shouldn't have the user logged in. "login, register, etc."
    if(isset($_SESSION['login']))
    {
        header('Location: ../index.php');
    }

    $errormsg = "";
    if (isset($_SESSION['errormessage']))
        $errormsg = $_SESSION['errormessage'];
    unset($_SESSION['errormessage']);

    //Setup for Facebook API Login
    //----require_once "../login-facebook/config.php";
    /*
    if (isset($_SESSION['access_token'])) {
        header('Location: index.php');
        exit();
    }*/

    //Facebook Login, DOES NO LONGER WORK AS XAMPP RUNS USING HTTP AND GETTING HTTPS SEEMS LIKE A PAIN. (FOR XAMPP WOULD WORK ON LIVE SERVER WITH HTTPS).
    //-----$redirectURL = "https://localhost/gymapp/gymapp/Admin/app/login-facebook/fb-callback.php";
    //-----$permissions = ['email'];
    //-----$loginURL = $helper->getLoginUrl($redirectURL, $permissions);
?>
<!DOCTYPE html>
<html>
            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
            <head>
            <link href="../../plugins/custombox/dist/custombox.min.css" rel="stylesheet">
            <link href="../../plugins/switchery/switchery.min.css" rel="stylesheet" />
            <link rel="stylesheet" href="../../plugins/morris/morris.css">
            <script src="../assets/js/modernizr.min.js"></script>
            </head>
    <body onload="resetfield()">

        <div class="wrapper-page">

            <div class="text-center">
                <a href="#" class="logo-lg"><i class="mdi mdi-run-fast"></i> <span>Gym World</span> </a>
            </div>
            <form class="form-horizontal m-t-20" action="login.php" method="post" novalidate="">

                <div class="form-group">
                    <div class="col-12">
                        <div class="input-group">
                            <input class="form-control" type="text" autocomplete="off" readonly onfocus="this.removeAttribute('readonly');" name ="username" id ="username" placeholder="Username">
                        </div>
                    </div>
                </div>

                <div class="form-group">
                    <div class="col-12">
                        <div class="input-group">
                            <input class="form-control" type="password" autocomplete="off" readonly onfocus="this.removeAttribute('readonly');" name ="password" id ="password" placeholder="Password">
                        </div>
                    </div>
                </div>

                <div class="form-group row">
                    <div class="col-12">
                        <div class="">
                        <a href="../register" class="text-muted">Create an account</a>
                            <td class="middle-align"></td>
                                <td>
                                    <a data-target="#accordion-modal" class="float-right btn btn-sm btn-secondary text-white" data-toggle="modal">Other Logins</a>
                                </td>
                        </div>
                    </div>
                </div>

                <div class="form-group text-right m-t-20">
                    <div class="col-xs-12">
                        <button class="btn btn-primary btn-custom w-md waves-effect waves-light" type="submit">Log In
                        </button>
                    </div>
                </div>

                <div class="form-group row m-t-30">
                    <div class="col-sm-7">
                    </div>
                </div>
            </form>
            <?php
                /* display error if it exists */
                if(isset($errormsg))
                {
                echo ("<h4 class='text-danger text-center'><b>".$errormsg."</b></h4>");
                }
            ?>
        </div>

        <script>
        function resetfield(){
        document.getElementById("username").value="";
        document.getElementById("password").value="";
        }
        </script>

        <div id="accordion-modal" class="modal fade" tabindex="-1" role="dialog" aria-labelledby="myModalLabel" aria-hidden="true" style="display: none;">
            <div class="modal-dialog">
                <div class="modal-content p-0">
                    <div id="accordion" role="tablist" aria-multiselectable="true">
                        <div class="card">
                            <div class="card-header" role="tab" id="headingOne">
                                <h5 class="mb-0 mt-0">
                                    <div data-parent="#accordion" href="#collapseOne" aria-expanded="true" aria-controls="collapseOne">
                                        Login Options
                                    </div>
                                </h5>
                            </div>

                        <div id="collapseOne" class="collapse show" role="tabpanel" aria-labelledby="headingOne">
                            <div class="card-body">

                                <div class="row">
                                    <div class="col-lg-12 col-md-12">
                                        <div class="widget-bg-color-icon card-box fadeInDown animated">
                                            <div class="bg-icon bg-icon-primary pull-left">
                                                <i class="mdi mdi-facebook text-info"></i>
                                            </div>
                                            <div class="text-right">
                                                <h3 class="text-dark m-t-10"><b class="counter">Login Via <span class="text-primary">Facebook</span></b></h3>
                                                <a href="<?php echo $loginURL ;?>"><button class="btn btn-primary btn-custom w-md waves-effect waves-light" type="submit" disabled>Login</button></a>
                                            </div>
                                            <div class="clearfix"></div>
                                        </div>
                                    </div>
                                </div>
                                <!-- end row -->
                                <div class="row">
                                    <div class="col-lg-12 col-md-12">
                                        <div class="widget-bg-color-icon card-box fadeInDown animated">
                                            <div class="bg-icon bg-icon-danger pull-left">
                                                <i class="mdi mdi-google text-info"></i>
                                            </div>
                                            <div class="text-right"><!--blue red orange, blue, green, red html text-->
                                                <h3 class="text-dark m-t-10"><b class="counter">Login Via <span class="text-primary">G</span><span class="text-danger">O</span><span class="text-warning">O</span><span class="text-primary">G</span><span class="text-success">L</span><span class="text-danger">E</span></b></h3>
                                                <button class="btn btn-primary btn-custom w-md waves-effect waves-light" type="submit" disabled>Login</button>
                                            </div>
                                            <div class="clearfix"></div>
                                        </div>
                                    </div>
                                </div>
                                <!-- end row -->
                            </div>
                        </div>
                    </div>
                </div><!-- /.modal-content -->
            </div><!-- /.modal-dialog -->
        </div><!-- /.modal -->

        <!--**Gets FooterScripts from includes Start:**-->
        <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
        <!--**Gets Side Navigation from includes End:**-->

    </body>

</html>
[bookmark: _Toc514881215][bookmark: _Toc515011312]Login folder, Login.php
<?php
session_start();

include "../assets/scripts/db/config.php";
include "../assets/scripts/db/dbconn.php";

/* get username/password from form */
$username = $_POST['username'];
$username = strtolower($username);
$password = $_POST['password'];

/* now generate the query */
$sql = $dbconn->prepare("select userid, AES_DECRYPT(username,'$userkey') as username, AES_DECRYPT(userdisplayname,'$userkey') as userdisplayname, firstname, lastname, AES_DECRYPT(emailaddress,'$userkey') as emailaddress, jobrole, accesslevel, accountcreated, lastloggedin, lastactivity, profileimage from users where AES_DECRYPT(username,'$userkey') = ? and AES_DECRYPT(password,'$userkey') = ?");
$sql->bind_param('ss', $username, $password);

/* execute the query */
$sql->execute();
$sql->bind_result($userid, $username, $userdisplayname, $firstname, $lastname, $emailaddress, $jobrole, $accesslevel, $accountcreated, $lastloggedin, $Lastactivity, $profileimage);
$sql->store_result();
$sql->fetch();

// reset session variables
    unset($_SESSION['errormessage']);
    unset($_SESSION['login']);
    unset($_SESSION['userid']);
    unset($_SESSION['userdisplayname'] );
    unset($_SESSION['firstname']);
    unset($_SESSION['lastname']);
    unset($_SESSION['username'] );
    unset($_SESSION['accesslevel']);
    unset($_SESSION['emailaddress']);
    unset($_SESSION['jobrole']);
    unset($_SESSION['accountcreated']);
    unset($_SESSION['lastloggedin']);
    unset($_SESSION['lastactivity']);
    unset($_SESSION['profileimage']);

/* launch dashboard if only 1 record */
if ($sql->num_rows == 1)
{
    /* clear error and get user details data */
    $_SESSION['errormessage'] = '';
    $_SESSION['login'] = true;
    $_SESSION['userid'] = $userid;
    $_SESSION['userdisplayname'] = $userdisplayname;
    $_SESSION['firstname'] = $firstname;
    $_SESSION['lastname'] = $lastname;
    $_SESSION['username'] = $username;
    $_SESSION['accesslevel'] = $accesslevel;
    $_SESSION['emailaddress'] = $emailaddress;
    $_SESSION['jobrole'] = $jobrole;
    $_SESSION['profileimage'] = $profileimage;
    /*sort out the date time format */
    $date = strtotime($lastloggedin);
    $_SESSION['lastloggedin'] = date("d-m-Y h:i a");
    $_SESSION['lastactivity'] = time();

    /* update users account with new login time */
    $sql = $dbconn->prepare("update users set lastloggedin = now() where userid = ?");
    $sql->bind_param('i', $userid);
    $sql->execute();
    /* redirect to the dasboard */
    $sql->close();
// Function to get the client ip address

    /* Get activity of user, this contains IP address and date */
    /* checks are ok. Post the data - be careful of the prepare and brackets ??? */

    $ipaddress = $_SERVER['REMOTE_ADDR'];

    $sql = $dbconn->prepare("INSERT INTO useractivity (userid, ipaddress, useractivity) values (?,?, NOW())");
    $sql->bind_param("is",$userid,  $ipaddress);
    /* execute the query */
    $sql->execute();
    /*close the date(format)atabase */
    $sql->close();

    $dbconn->close();
    header("location: accountsetup.php");
    exit();
}
else
{
    $_SESSION['errormessage'] = 'User Error Invalid Login/Password Entered. Please Try Again';
    $sql->close();
    $dbconn->close();
    header("location: ../login");
    exit();
}

?>
[bookmark: _Toc514881216][bookmark: _Toc515011313]9.1.2 login folder, Accountsetup.php
<?php

    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */


    $currentid = $_SESSION['userid'];

    /* now generate the query */
    $sql = $dbconn->prepare("select userid from userevents where userid = ?");
    $sql->bind_param('i', $currentid);

    /* execute the query */
    $sql->execute();
    $sql->bind_result($valuefound);
    $sql->store_result();
    $sql->fetch();

    /* launch dashboard if only 1 record */
    if ($sql->num_rows == 1)
    {
        header("location: ../dashboard");
    }
    else
    {
        $suspended = 0;
        /* checks are ok. Post the data - be careful of the prepare and brackets ??? */
        $sql = $dbconn->prepare("INSERT INTO userevents (userid, suspended) values (?,?)");

        $sql->bind_param('ii', $currentid, $suspended);

        /* execute the query */
        $sql->execute();

        /*close the date(format)atabase */
        $sql->close();

        $theme="style.css";
        /* checks are ok. Post the data - be careful of the prepare and brackets ??? */
        $sql = $dbconn->prepare("INSERT INTO userssettings (userid, theme) values (?,?)");

        $sql->bind_param('is', $currentid, $theme);

        /* execute the query */
        $sql->execute();

        /*close the date(format)atabase */
        $sql->close();

        $dbconn->close();
        header("location: ../dashboard");
    }
?>
<!--<!DOCTYPE html>
<html>
            //**Gets Side Navigation from includes Start:**
            <?php // include '../assets/scripts/includes/include_Head.php'; ?>
            <**Gets Side Navigation from includes End:**

    <body onload="resetfield()">

        <div class="wrapper-page">

            <div class="text-center">
                <a href="#" class="logo-lg"><i class="mdi mdi-amazon-clouddrive"></i> <span>BontElim Cloud Solution</span> </a>
            </div>
        </div>

            **Gets FooterScripts from includes Start:**
            <?php // include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            **Gets Side Navigation from includes End:**
            <script type="text/javascript">
                $(document).ready(function() {
                    $('form').parsley();
                });
            </script>

    </body>
</html>-->
AdminPanel Folder, statistics.php
<?php
    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_UserSettings.php';
        /* checks  if the user has logged in, End */

        $sql = $dbconn->query("select count(*) from users");
        $row = $sql->fetch_row();
        $Usercount = $row[0];
        $sql->close();

        $sql = $dbconn->query("select count(*) from tickets");
        $row = $sql->fetch_row();
        $Ticketcount = $row[0];
        $sql->close();
        //Got support and help from steffan to generate this query @Steffan Lewis
        $sql = $dbconn->prepare("select MONTH(useractivity)As MonthCount, COUNT(useractivity)As TotalCount from useractivity group by MonthCount limit 12");
        $sql->execute();
        $sql->bind_result($month, $MonthResult);
        $sql->store_result();
        $testvariable = 0;

        while ($sql->fetch())
        {
            if ($month == 1){
                $monthname = "January";
                $January = $MonthResult;
            }
            else
            {
                $January = 0;
            }
        if ($month == 2){
            $monthname = "February";
            $February = $MonthResult;
        }
        else
        {
            $February = 0;
        }
            if ($month == 3){
                $monthname = "March";
                $March = $MonthResult;
            }
            else
            {
                $March = 0;
            }
        if ($month == 4){
            $monthname = "April";
            $April = $MonthResult;
        }
        else
        {
            $April = 0;
        }
            if ($month == 5){
                $monthname = "May";
                $May = $MonthResult;
            }
            else
            {
                $May = 0;
            }
        if ($month == 6){
            $monthname = "June";
            $June = $MonthResult;
        }
        else
        {
            $June = 0;
        }
            if ($month == 7){
                $monthname = "July";
                $July = $MonthResult;
            }
            else
            {
                $July = 0;
            }
        if ($month == 8){
            $monthname = "August";
            $August = $MonthResult;
        }
        else
        {
            $August = 0;
        }
            if ($month == 9){
                $monthname = "September";
                $September = $MonthResult;
            }
            else
            {
                $September = 0;
            }
        if ($month == 10){
            $monthname = "October";
            $October = $MonthResult;
        }
        else
        {
            $October = 0;
        }
            if ($month == 11){
                $monthname = "November";
                $November = $MonthResult;
            }
            else
            {
                $November = 0;
            }
        if ($month == 12){
            $monthname = "December";
            $December = $MonthResult;
        }
        else
        {
            $December = 0;
        }
        }
        $sql->close();
        $dbconn->close();
?>
<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <head>
        <!--Chartist Chart CSS -->
        <link rel="stylesheet" href="../../plugins/chartist/dist/chartist.min.css">
            </head>

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Statistics</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item"><a href="../dashboard">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item">AdminPanel</li>
                                        <li class="breadcrumb-item active">Statistics</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                        <div class="row">
                        </div>
                        <div class="row">
                            <div class="col-md-9">
                                <div class="card-box">
                                    <h4 class="m-t-0 header-title"><b>Website login traffic each month</b></h4>
                                    <p class="text-muted m-b-30 font-13">
                                    </p>
                                    <div id="user-login-line-chart" class="ct-chart ct-golden-section"></div>
                                </div>
                            </div>
                            <div class="col-md-3">
                                <div class="widget-bg-color-icon card-box fadeInDown animated">
                                    <div class="bg-icon bg-icon-warning pull-left">
                                        <i class="mdi mdi-account text-info"></i>
                                    </div>
                                    <div class="text-right">
                                        <h3 class="text-dark m-t-10"><b class="counter"><?php echo $Usercount ?></b></h3>
                                        <p class="text-muted mb-0">Amount of website users</p>
                                    </div>
                                    <div class="clearfix"></div>
                                </div>
                                <div class="widget-bg-color-icon card-box fadeInDown animated">
                                    <div class="bg-icon bg-icon-success  pull-left">
                                        <i class="mdi mdi-message-reply-text text-info"></i>
                                    </div>
                                    <div class="text-right">
                                        <h3 class="text-dark m-t-10"><b class="counter"><?php echo $Ticketcount ?></b></h3>
                                        <p class="text-muted mb-0">Active Tickets</p>
                                    </div>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                        <!-- end row -->
                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--Chartist Chart-->
            <script src="../../plugins/chartist/dist/chartist.js"></script>
            <script src="../assets/pages/jquery.chartist.init.js"></script>

            <script>
                //Simple line chart
                new Chartist.Line('#user-login-line-chart', {

                labels:
                        ['January', 'February', 'March', 'April', 'May', 'June', 'July', 'August', 'September', 'October',  'November', 'December'],
                series: [
                    <?php  echo "[".$January.','. $February.','. $March.','. $April.','. $May.','. $June.','. $July.','. $August.','. $September.','. $October.','. $November.','. $December."]"; ?>
                ]
                },
                {
                fullWidth: true,
                chartPadding: {
                    right: 60
                }
                });
            </script>

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011314]9.1.3 AdminPanel Folder, tickets.php
<?php
        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_Session.php';
        /* checks  if the user has logged in, End */

        //include different scripts for the page, this would include the config and db connection//
        include "../assets/scripts/db/config.php";
        include "../assets/scripts/db/dbconn.php";


        /* checks if the user has logged in, Start */
        include '../assets/scripts/functions/function_checklogin.php';
        /* checks  if the user has logged in, End */

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_UserSettings.php';
        /* checks  if the user has logged in, End */

        $sql = $dbconn->prepare("select tickets.ticketid, tickets.userid, tickets.ticketnotes, tickets.ticketcreation,  AES_DECRYPT(users.username,'$userkey') as username, users.jobrole
                                from tickets
                                inner join users on tickets.userid = users.userid");

        /* execute the query */
        $sql->execute();
        $sql->bind_result($ticketid ,$userid, $ticketnotes, $ticketcreation, $username, $jobrole);
        $sql->store_result();
?>
<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
            <head>
                    <!-- Sweet Alert css -->
                    <link href="../../plugins/sweet-alert/sweetalert2.min.css" rel="stylesheet" type="text/css" />

            </head>
    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">User Tickets</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item"><a href="../dashboard">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item">AdminPanel</li>
                                        <li class="breadcrumb-item active">Tickets</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>

                        <div class="row">
                            <div class="col-12">
                                <div class="card-box table-responsive">
                                    <h4 class="m-t-0 header-title">All Website user tickets</h4>
                                    <p class="text-muted font-14 m-b-30">
                                        This will display all tickets
                                    </p>

                                    <table id="datatable-buttons" class="table table-striped table-bordered" cellspacing="0" width="100%">
                                        <thead>
                                        <tr>
                                            <th>View</th>
                                            <th>TicketNotes</th>
                                            <th>TicketCreation</th>
                                            <th>Username</th>
                                            <th>Jobrole</th>
                                        </tr>
                                        </thead>
                                        <tbody>
                                            <?php
                                            while ($sql->fetch())
                                            {
                                                echo "<tr>";
                                                echo "<td><a href=viewticket.php?id=$ticketid>view Ticket</td>";
                                                echo "<td>$ticketnotes</td>";
                                                echo "<td>$ticketcreation</td>";
                                                echo "<td>$username</td>";
                                                echo "<td>$jobrole</td>";
                                                echo "</tr>";
                                            }
                                            $sql->close();
                                            $dbconn->close();
                                            ?>
                                        </tbody>
                                    </table>
                                </div>
                            </div>
                        </div>
                        <?php if($_SESSION['accesslevel'] > 5)
                        {
                        echo "<button type='button' class='btn btn-success waves-effect waves-light' id='sa-delete-all-tickets'>DeleteAllTickets</button>";
                        }
                        else
                        {
                            echo "<button type='button' class='btn btn-success waves-effect waves-light' id='sa-delete-all-tickets-unauthorized'>DeleteAllTickets</button>";
                        }?>
                        <!-- end row -->

                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!-- ******Used to function Datatables Start*****-->
            <script type="text/javascript">
                $(document).ready(function() {

                    // Default Datatable
                    $('#datatable').DataTable();

                    //Buttons examples
                    var table = $('#datatable-buttons').DataTable({
                        lengthChange: false,
                        buttons: ['copy', 'excel', 'pdf']
                    });

                    // Key Tables

                    $('#key-table').DataTable({
                        keys: true
                    });

                    // Responsive Datatable
                    $('#responsive-datatable').DataTable();

                    // Multi Selection Datatable
                    $('#selection-datatable').DataTable({
                        select: {
                            style: 'multi'
                        }
                    });

                    table.buttons().container()
                            .appendTo('#datatable-buttons_wrapper .col-md-6:eq(0)');
                } );

            </script>
            <!-- ******Used to function Datatables End*****-->

        <script>
        //Parameter
        $('#sa-delete-all-tickets').click(function () {
            swal({
                title: 'Are you sure?',
                text: "ATEMPTING TO DELETE ALL Tickets!",
                type: 'warning',
                showCancelButton: true,
                confirmButtonText: 'Yes, delete all tickets',
                cancelButtonText: 'No, cancel!',
                confirmButtonClass: 'btn btn-success mt-2',
                cancelButtonClass: 'btn btn-danger ml-2 mt-2',
                buttonsStyling: false
            }).then(function () {
                swal({
                    title: 'Deleting!',
                    text: "Deleting all tickets in 2 seconds.",
                    type: 'success',
                    confirmButtonClass: 'btn btn-confirm mt-2',
                    timer: 3000,

                }
                )
                //window.location = "index.php";
                // Your application has indicated there's an error
                window.setTimeout(function(){
                // Move to a new location or you can do something else
                window.location = "../assets/scripts/functions/function_DeleteAllTickets.php";
                }, 1200);
            }, function (dismiss) {
                // dismiss can be 'cancel', 'overlay',
                // 'close', and 'timer'
                if (dismiss === 'cancel') {
                    swal({
                        title: 'Cancelled',
                        text: "No tickets were deleted!",
                        type: 'error',
                        confirmButtonClass: 'btn btn-confirm mt-2'
                    }
                    )
                }
            })
        });
        </script>
        <script>
        //A title with a text under
        $('#sa-delete-all-tickets-unauthorized').click(function () {
            swal(
                {
                    title: "Stop there!",
                    text: 'You dont have permission to delete all tickets.',
                    type: 'error',
                    confirmButtonClass: 'btn btn-confirm mt-2'
                }
            )
        });
        </script>

            <!--****** REQUIRED FOR THE TABLES TO FUNCTION START *******-->
            <!-- Required datatable js -->
            <script src="../../plugins/datatables/jquery.dataTables.min.js"></script>
            <script src="../../plugins/datatables/dataTables.bootstrap4.min.js"></script>
            <!-- Buttons examples -->
            <script src="../../plugins/datatables/dataTables.buttons.min.js"></script>
            <script src="../../plugins/datatables/buttons.bootstrap4.min.js"></script>
            <script src="../../plugins/datatables/jszip.min.js"></script>
            <script src="../../plugins/datatables/pdfmake.min.js"></script>
            <script src="../../plugins/datatables/vfs_fonts.js"></script>
            <script src="../../plugins/datatables/buttons.html5.min.js"></script>
            <script src="../../plugins/datatables/buttons.print.min.js"></script>

            <!-- Key Tables -->
            <script src="../../plugins/datatables/dataTables.keyTable.min.js"></script>

            <!-- Responsive examples -->
            <script src="../../plugins/datatables/dataTables.responsive.min.js"></script>
            <script src="../../plugins/datatables/responsive.bootstrap4.min.js"></script>

            <!-- Selection table -->
            <script src="../../plugins/datatables/dataTables.select.min.js"></script>
            <!--****** REQUIRED FOR THE TABLES TO FUNCTION END *******-->

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011315]9.1.4 AdminPanel Folder, updateeditor.php
<?php

    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_UserSettings.php';
        /* checks  if the user has logged in, End */

    $myid = $_SESSION['userid'];

    if (!isset($_POST['submitmessage']))
    {
        $message = "";
    }
    if (isset($_POST['submitmessage']))
    {

        $message = $_POST['dashboardmessage'];

        /* checks are ok. Post the data - be careful of the prepare and brackets ??? */
        $sql = $dbconn->prepare("INSERT INTO servermessages (userid, servermessage) values (?,?)");
        $sql->bind_param("is", $myid, $message);

        /* execute the query */
        $sql->execute();

        /*close the date(format)atabase */
        $sql->close();
        $dbconn->close();

        //redirect to the next signup page.
        header("Location: ../dashboard");
    }
?>
<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Dashboard and Update Editor</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item"><a href="../dashboard">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item">AdminPanel</li>
                                        <li class="breadcrumb-item active">Server messages</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                        <!-- Start of first editor, This is for Dashboard Information *********Start********-->
                        <h4 class="m-t-20 m-b-20">Editor Process for Home Page Information</h4>
                        <div class="row">
                            <div class="col-sm-10">
                                <form method="post">
                                    <div class="card-box">
                                            <textarea class="form-control" id="dashboardmessage" name="dashboardmessage" required data-parsley-length="[10,290]" ></textarea>
                                    </div>
                                    <button type="submit" name="submitmessage" class="btn btn-dark btn-custom waves-effect w-md waves-light m-b-5">Submit Dashboard-Message</button>
                                </form>
                            </div>
                        </div>
                        <!-- Start of first editor, This is for Dashboard Information *********End********-->

                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

                    <!--form wysiwig-->
                    <!-- documents from tinymce-->
        <script src="../../plugins/tinymce/tinymce.min.js"></script>

        <script type="text/javascript">
            $(document).ready(function () {
                if($("#dashboardmessage").length > 0){
                    tinymce.init({
                        selector: "textarea#dashboardmessage",
                        theme: "modern",
                        height:300,
                        plugins: [
                            "advlist autolink link image lists charmap print preview hr anchor pagebreak spellchecker",
                            "searchreplace wordcount visualblocks visualchars code fullscreen insertdatetime media nonbreaking",
                            "save table contextmenu directionality emoticons template paste textcolor"
                        ],
                        toolbar: "insertfile undo redo | styleselect | bold italic | alignleft aligncenter alignright alignjustify | bullist numlist outdent indent | l      ink image | print preview media fullpage | forecolor backcolor emoticons",
                        style_formats: [
                            {title: 'Bold text', inline: 'b'},
                            {title: 'Red text', inline: 'span', styles: {color: '#ff0000'}},
                            {title: 'Red header', block: 'h1', styles: {color: '#ff0000'}},
                            {title: 'Example 1', inline: 'span', classes: 'example1'},
                            {title: 'Example 2', inline: 'span', classes: 'example2'},
                            {title: 'Table styles'},
                            {title: 'Table row 1', selector: 'tr', classes: 'tablerow1'}
                        ]
                    });
                }
            });
        </script>
        <!-- Parsleyjs -->
        <script type="text/javascript" src="../../plugins/parsleyjs/dist/parsley.min.js"></script>

        <script type="text/javascript">
            $(document).ready(function() {
                $('form').parsley();
            });
        </script>

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
    </body>
</html>

AdminPanel Folder, viewticket.php
<!-- Written and programmed by Ɍɨȼꝁɏ Ɉɇnꝁɨns, template was bought from https://wrapbootstrap.com/theme/minton-bootstrap-4-admin-frontend-WB0858DB6-->
<?php

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_Session.php';
        /* checks  if the user has logged in, End */

        //include different scripts for the page, this would include the config and db connection//
        include "../assets/scripts/db/config.php";
        include "../assets/scripts/db/dbconn.php";

        /* checks if the user has logged in, Start */
        include '../assets/scripts/functions/function_checklogin.php';
        /* checks  if the user has logged in, End */

        $ticketid = $_GET['id'];

        $sql = $dbconn->prepare("select userid from tickets where ticketid = ?");
        $sql->bind_param("i",$ticketid);
        /* execute the query */
        $sql->execute();
        $sql->bind_result($userid);
        $sql->store_result();
        $sql->fetch();
        $sql->close();

        $sql = $dbconn->prepare("select tickets.ticketid, tickets.userid, tickets.ticketnotes, tickets.ticketcreation,  AES_DECRYPT(username,'$userkey') as username, users.jobrole
                                from tickets inner join users on tickets.userid = users.userid where tickets.ticketid=?");
        $sql->bind_param("i",$ticketid);
        /* execute the query */
        $sql->execute();
        $sql->bind_result($ticketid, $userid, $ticketnotes, $ticketcreation, $username, $jobrole);
        $sql->store_result();
        $sql->fetch();
        $sql->close();

        $sql = $dbconn->prepare("select ticketid, ticketnotes, ticketcreation from tickets where userid = ?");
        $sql->bind_param("i", $userid);
        //execute the query
        $sql->execute();
        $sql->bind_result($listticketid, $listticketnotes, $listticketcreation);
        $sql->store_result();

        if (isset($_POST['Closeticket']))
        {
            $sql = $dbconn->prepare("DELETE from tickets where ticketid=?");
            $sql->bind_param('i', $ticketid);
            /* now generate the query */
            /* execute the query */
            $sql->execute();
            /*close the database */
            $sql->close();
            $dbconn->close();
            //redirect to the next signup page.
            header("Location: ../adminpanel/tickets.php");
        }

        //https://stackoverflow.com/questions/19914249/how-to-secure-the-id-that-are-passed-in-a-url @JakeGould
        //generated from 128bit random_bytes to bin2hex value
        $salt="1ba79e08111d6606c123eb5e40d468e87621a3ef0653522442142a55d8b24232c20f83f0551e8f0136277e14ffb0f576c8fd0baaa4997427f4646f8ec6ecb517";
        $encryptedid = base64_encode($userid . $salt);

?>
<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
            <head>
                    <!-- Sweet Alert css -->
                    <link href="../../plugins/sweet-alert/sweetalert2.min.css" rel="stylesheet" type="text/css" />
            </head>

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">View Ticket</h4>
                                    <ol class="breadcrumb float-right">
                                    <li class="breadcrumb-item">BontElimCloud</li>
                                        <li class="breadcrumb-item"><a href="../dashboard/">Dashboard</a></li>
                                        <li class="breadcrumb-item">AdminPanel</li>
                                        <li class="breadcrumb-item"><a href="../adminpanel/tickets.php">Tickets</a></li>
                                        <li class="breadcrumb-item active">ViewTicket</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>

                        <div class="row">
                        <div class="col-md-2"></div>
                        <div class="col-md-8">
                                <div class="card-box">
                                    <h4 class="header-title m-t-0 m-b-30">View Ticket and User information</h4>

                                    <ul class="nav nav-tabs tabs-bordered nav-justified">
                                        <li class="nav-item">
                                            <a href="#TicktInformation" data-toggle="tab" aria-expanded="false" class="nav-link active">
                                                Ticket
                                            </a>
                                        </li>
                                        <li class="nav-item">
                                            <a href="#userprofile" data-toggle="tab" aria-expanded="true" class="nav-link">
                                                <a href="../adminpanel/viewwebsiteuser.php?id=<?php echo $encryptedid;?>">User Profile</a>
                                            </a>
                                        </li>
                                    </ul>
                                    <div class="tab-content">
                                        <div class="tab-pane active" id="TicktInformation">
                                            <div class="form-group row">
                                                <label class="col-2 col-form-label">Summited By:</label>
                                                <div class="col-4">
                                                    <input type="text" class="form-control" readonly value="<?php echo $username; ?>">
                                                </div>
                                            </div>
                                            <div class="form-group row">
                                                <label class="col-2 col-form-label">Submitted On:</label>
                                                <div class="col-4">
                                                    <input type="text" class="form-control" readonly value="<?php echo $ticketcreation; ?>">
                                                </div>
                                            </div>
                                            <div class="form-group row">
                                                <label class="col-2 col-form-label">Ticket Message:</label>
                                                <div class="col-4">
                                                    <input type="text" class="form-control" readonly value="<?php echo $ticketnotes; ?>">
                                                </div>
                                            </div>
                                                <!-- Responsive modal -->
                                                <a href="tickets.php"><button type="button" class="btn btn-danger waves-effect waves-light">Back</button></a>
                                                <!-- Responsive modal -->
                                                <button type="button" class="btn btn-success waves-effect waves-light" data-toggle="modal" data-target="#con-close-modal">Update Ticket</button>
                                            <hr>
                                            <div class="row">
                                                <div class="col-12">
                                                    <div class="card-box table-responsive">
                                                        <h4 class="m-t-0 header-title">Other tickets from this user.</h4>
                                                        <p class="text-muted font-14 m-b-30">
                                                        These are all the tickets that the user has also submitted
                                                        </p>

                                                        <table id="datatable-buttons" class="table table-striped table-bordered" cellspacing="0" width="100%">
                                                            <thead>
                                                            <tr>
                                                                <th>View</th>
                                                                <th>Ticket Message</th>
                                                                <th>Ticket Creation</th>
                                                            </tr>
                                                            </thead>
                                                            <tbody>
                                                                <?php
                                                                    while ($sql->fetch())
                                                                    {
                                                                        if ($listticketid == $ticketid)
                                                                        {

                                                                        }
                                                                        else
                                                                        {
                                                                        echo "<tr>";
                                                                        echo "<td><a href=viewticket.php?id=$listticketid>view</td>";
                                                                        echo "<td>$listticketnotes</td>";
                                                                        echo "<td>$listticketcreation</td>";
                                                                        echo "</tr>";
                                                                        }
                                                                    }
                                                                    $sql->close();
                                                                    $dbconn->close();
                                                                ?>
                                                            </tbody>
                                                        </table>
                                                    </div>
                                                </div>
                                            </div>
                                        </div>
                                        <div class="tab-pane" id="userprofile">
                                        <p>User Profile</p>
                                        </div>
                                    </div>
                                </div>
                            </div> <!-- end col -->
                        </div>
                        <!-- end row -->

                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

        <!--******Contains Modal Data for editing a user Start******-->
        <div id="con-close-modal" class="modal fade" tabindex="-1" role="dialog" aria-labelledby="myModalLabel" aria-hidden="true" style="display: none;">
            <div class="modal-dialog">
                <form method="post" autocomplete="off">
                    <div class="modal-content">
                        <div class="modal-header">
                            <h4 class="modal-title">Change or update your settings here.</span></h4>
                        </div>
                        <div class="modal-body">
                            <div class="row">
                                <div class="col-md-6">
                                </div>
                        </div>
                        <div class="modal-footer">
                            <button type="button" class="btn btn-secondary waves-effect" data-dismiss="modal">Dismiss</button>
                            <button type="submit" class="btn btn-info waves-effect waves-light" name="Closeticket" id="Closeticket">Close Ticket</button>
                        </div>
                    </div>
                </form>
                <div>
            </div>
        </div><!-- /.modal -->
        </div>
        <!--******Contains Modal Data for editing a user End******-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

        <!--Table content and useage-->
        <script type="text/javascript">
            $(document).ready(function() {

                // Default Datatable
                $('#datatable').DataTable();

                //Buttons examples
                var table = $('#datatable-buttons').DataTable({
                    lengthChange: false,
                    buttons: ['copy', 'excel', 'pdf']
                });

                // Key Tables

                $('#key-table').DataTable({
                    keys: true
                });

                // Responsive Datatable
                $('#responsive-datatable').DataTable();

                // Multi Selection Datatable
                $('#selection-datatable').DataTable({
                    select: {
                        style: 'multi'
                    }
                });

                table.buttons().container()
                        .appendTo('#datatable-buttons_wrapper .col-md 6:eq(0)');
            } );
        </script>

        <!-- Parsleyjs -->
        <script type="text/javascript" src="../../plugins/parsleyjs/dist/parsley.min.js"></script>

        <script type="text/javascript">
            $(document).ready(function() {
                $('form').parsley();
            });
        </script>

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
    </body>
</html>

[bookmark: _Toc515011316]9.1.5 AdminPanel Folder, viewwebsiteuser.php
<!-- Written and programmed by Ɍɨȼꝁɏ Ɉɇnꝁɨns, template was bought from https://wrapbootstrap.com/theme/minton-bootstrap-4-admin-frontend-WB0858DB6-->
<?php

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_Session.php';
        /* checks  if the user has logged in, End */

        //include different scripts for the page, this would include the config and db connection//
        include "../assets/scripts/db/config.php";
        include "../assets/scripts/db/dbconn.php";

        /* checks if the user has logged in, Start */
        include '../assets/scripts/functions/function_checklogin.php';
        /* checks  if the user has logged in, End */

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_UserSettings.php';
        /* checks  if the user has logged in, End */

        $currentid = $_GET['id'];
        //https://stackoverflow.com/questions/19914249/how-to-secure-the-id-that-are-passed-in-a-url @JakeGould
        $salt="1ba79e08111d6606c123eb5e40d468e87621a3ef0653522442142a55d8b24232c20f83f0551e8f0136277e14ffb0f576c8fd0baaa4997427f4646f8ec6ecb517";
        $decrypted_id_raw = base64_decode($currentid);
        $realid = preg_replace(sprintf('/%s/', $salt), '', $decrypted_id_raw);
        $username = "";
        $userdisplayname = "";
        $firstname = "";
        $lastname = "";
        $emailaddress = "";
        $accesslevel = "";
        $jobrole = "";

        $reasonofsuspention = "";
        $suspended = "";

        /* now generate the query */
        $sql = $dbconn->prepare("select AES_DECRYPT(username,'$userkey') as username, AES_DECRYPT(userdisplayname,'$userkey') as userdisplayname, firstname, lastname, AES_DECRYPT(emailaddress,'$userkey') as emailaddress, jobrole, accesslevel, profileimage from users where userid = ?");
        $sql->bind_param('i', $realid);

        /* execute the query */
        $sql->execute();
        $sql->bind_result($username, $userdisplayname, $firstname, $lastname, $emailaddress, $jobrole, $accesslevel, $profileimage);
        $sql->fetch();
        $sql->close();

        /* now generate the query */
        $sql = $dbconn->prepare("select suspended, reasonofsuspention from userevents where userid = ?");
        $sql->bind_param('i', $realid);

        /* execute the query */
        $sql->execute();
        $sql->bind_result($suspended, $reasonofsuspention);
        $sql->fetch();
        $sql->close();
        if (!isset($_POST['updateuser']))
        {
            $password="";
        }
        if (isset($_POST['updateuser']))
        {
            $password = $_POST['password'];
            if (empty($password))
            {
                //Get password if user didn't input any.
                /* now generate the query */
                $sql = $dbconn->prepare("select AES_DECRYPT(password,'$userkey') as password from users where userid = ?");
                $sql->bind_param('i', $realid);

                /* execute the query */
                $sql->execute();
                $sql->bind_result($password);
                $sql->fetch();
                $sql->close();
            }
            $userjobrole = $jobrole;
            $username = strip_tags($_POST['username']);
            $username = strtolower($username);
            $userdisplayname = strip_tags($_POST['userdisplayname']);
            $firstname = strip_tags($_POST['firstname']);
            $lastname = strip_tags($_POST['lastname']);
            $emailaddress = strip_tags($_POST['emailaddress']);
            $accesslevel = strip_tags($_POST['accesslevel']);

            $jobvalue = $_POST['jobrole'];

            if($accesslevel == $jobvalue)
            {
                $jobrole = $userjobrole;
            }
            elseif($jobvalue == 1)
            {
                $jobrole = "Default User";
                $accesslevel = 1;
            }
            elseif ($jobvalue == 2)
            {
                $jobrole = "Mod";
                $accesslevel = 2;
            }
            elseif ($jobvalue == 3)
            {
                $jobrole = "Support";
                $accesslevel = 3;
            }
            elseif ($jobvalue == 4)
            {
                $jobrole = "Admin";
                $accesslevel = 4;
            }
            elseif ($jobvalue == 5)
            {
                $jobrole = "Developer";
                $accesslevel = 5;
            }
            elseif ($jobvalue == 6)
            {
                $jobrole = "Owner";
                $accesslevel = 6;
            }
            elseif ($jobvalue == 7)
            {
                $jobrole = "The Unknown";
                $accesslevel = 7;
            }
            //Note to self: "username = AES_ENCRYPT(?,'$key')"
            //AES_ENCRYPT(?,'$key')
            //checks are ok. Post the data - be careful of the prepare and brackets ???
            $sql = $dbconn->prepare("UPDATE users SET username = AES_ENCRYPT(?, '$userkey'), userdisplayname = AES_ENCRYPT(?, '$userkey'), firstname = ?, lastname = ?, emailaddress = AES_ENCRYPT(?, '$userkey'), accesslevel = ?, jobrole = ?, password = AES_ENCRYPT(?, '$userkey') WHERE userid = ?");
            $sql->bind_param("sssssissi", $username, $userdisplayname, $firstname, $lastname, $emailaddress, $accesslevel, $jobrole, $password, $realid);
            //execute the query
            $sql->execute();

            //close the database
            $sql->close();
            $dbconn->close();

            //redirect to the next signup page.
            header("Location: ../adminpanel/viewwebsiteuser.php?id=$currentid");
        }
        $dbconn->close();

?>
<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Control Panel - View User</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item"><a href="../dashboard">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item">AdminPanel</li>
                                        <li class="breadcrumb-item"><a href="websiteusers.php">Website Users</a></li>
                                        <li class="breadcrumb-item active">Current On: <span class="text-success"> <?php echo $username; ?> </span></li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>

                        <div class="row">
                            <div class="col-12">
                                <div class="card-box">
                                    <p class="text-muted m-b-30 font-14">
                                    User information
                                    </p>

                                    <div class="row">
                                        <div class="col-12">
                                            <div class="col-lg-3 col-md-6">
                                                <div class="card-box widget-user">
                                                    <div>
                                                        <img src="<?php echo $profileimage; ?>" class="rounded-circle" alt="user" style="width:60px;height:60px;">
                                                        <div class="wid-u-info">
                                                            <h5 class="mt-0 m-b-5 font-16"><?php echo $username ?></h5>
                                                            <small class="text-danger"><b><?php echo $jobrole ?></b></small>
                                                        </div>
                                                    </div>
                                                </div>
                                            </div>
                                            <label class="text-pink"><?php if($_SESSION['userid'] == $currentid) {echo "Note: This is your profile";} else {}?></label>
                                            <div class="p-20">
                                                <form class="form-horizontal" role="form">
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Username:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php echo $username ?>">
                                                        </div>
                                                    </div>
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Display Name:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php echo $userdisplayname ?>">
                                                        </div>
                                                    </div>
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Firstname:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php echo $firstname ?>">
                                                        </div>
                                                    </div>
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Lastname:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php echo $lastname ?>">
                                                        </div>
                                                    </div>
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Email Address:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php echo $emailaddress ?>">
                                                        </div>
                                                    </div>
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Jobrole:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php echo $jobrole ?>">
                                                        </div>
                                                    </div>
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Suspended:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php if ($suspended > 0) {echo 'user is suspended: '. $suspended;} else {echo 'User isnt suspended';} ?>">
                                                        </div>
                                                    </div>
                                                    <div class="form-group row">
                                                        <label class="col-2 col-form-label">Reason Of Suspention:</label>
                                                        <div class="col-10">
                                                            <input type="text" class="form-control" readonly value="<?php if (empty($reasonofsuspention)) {echo 'Not suspended';} else {echo $reasonofsuspention;} ?>">
                                                        </div>
                                                    </div>
                                                </form>
                                            </div>
                        <div class="row">
                            <div class="col-12">
                                        <!-- Responsive modal -->
                                        <button type="button" class="btn btn-success waves-effect waves-light" data-toggle="modal" data-target="#con-close-modal">Edit User</button>
                                        <a href="../adminpanel/websiteusers.php"><button type="button" class="btn btn-danger waves-effect waves-light">Back</button></a>

                            </div>
                        </div>
                        <!-- end row -->
                                        </div>

                                    </div>
                                    <!-- end row -->

                                </div> <!-- end card-box -->
                            </div><!-- end col -->
                        </div>
                        <!-- end row -->

                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->

        <!--******Contains Modal Data for editing a user Start******-->
        <div id="con-close-modal" class="modal fade" tabindex="-1" role="dialog" aria-labelledby="myModalLabel" aria-hidden="true" style="display: none;">
            <div class="modal-dialog">
                <form method="post" autocomplete="off">
                    <div class="modal-content">
                        <div class="modal-header">
                            <button type="button" class="close" data-dismiss="modal" aria-hidden="true">×</button>
                            <h4 class="modal-title">Editing User: <span class="text-info" value = ""> <?php echo $username ?> </span></h4>
                        </div>
                        <div class="modal-body">
                            <div class="row">
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-1" class="control-label">Username:</label>
                                        <input type="text" data-parsley-type="alphanum" data-parsley-length="[2,60]" class="form-control" id="field-1" name="username" required value="<?php echo $username ?>"><span id="username-taken"></span>
                                    </div>
                                </div>
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-2" class="control-label">Displayname</label>
                                        <input type="text" data-parsley-type="alphanum" data-parsley-length="[2,60]" class="form-control" id="field-2" name="userdisplayname" required value="<?php echo $userdisplayname ?>">
                                    </div>
                                </div>
                            </div>
                            <div class="row">
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-3" class="control-label">Firstname:</label>
                                        <input type="text" data-parsley-pattern="^[A-Za-z]*$" data-parsley-length="[2,60]" class="form-control" id="field-3" name="firstname" required value="<?php echo $firstname ?>">
                                    </div>
                                </div>
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-4" class="control-label">Lastname:</label>
                                        <input type="text" data-parsley-pattern="^[A-Za-z]*$" data-parsley-length="[2,60]" class="form-control" id="field-4" name="lastname" required value="<?php echo $lastname ?>">
                                    </div>
                                </div>
                            </div>
                            <div class="row">
                                <div class="col-md-12">
                                    <div class="form-group">
                                        <label for="field-6" class="control-label">Email Address:</label>
                                        <input type="email" parsley-trigger="change" class="form-control" id="field-6" name="emailaddress" required id="emailAddress" value="<?php echo $emailaddress ?>">
                                    </div>
                                </div>
                            </div>
                            <div class="form-group row">
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <input id="pass1" type="password" placeholder="Password"  class="form-control password1" name="password" readonly onfocus="this.removeAttribute('readonly');" value="<?php echo $password ?>">
                                    </div>
                                </div>
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <input data-parsley-equalto="#pass1" type="password" placeholder="Repeat password" class="form-control password2" id="passWord2">
                                    </div>
                                </div>
                            </div>
                            <div class="row">
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-5" class="control-label">JobRole:</label>
                                        <select class="form-control" name="jobrole">
                                            <optgroup label="Current Users Role">
                                                <option value="<?php echo $accesslevel;?>" selected><?php echo $jobrole ?></option>
                                            </optgroup>
                                            <optgroup label="Role Types">
                                                <?php if($accesslevel == 1){} else {echo "<option value='1'>Default User</option>";}?>
                                                <?php if($accesslevel == 2){} else {echo "<option value='2'>Mod</option>";}?>
                                                <?php if($accesslevel == 3){} else {echo "<option value='3'>Support</option>";}?>
                                                <?php if($accesslevel == 4){} else {echo "<option value='4'>Admin</option>";}?>
                                                <?php if($accesslevel == 5){} else {echo "<option value='5'>Developer</option>";}?>
                                                <?php if($accesslevel == 6){} else {echo "<option value='6'>Owner</option>";}?>
                                                <?php if($accesslevel == 7){} else {echo "<option value='7' disabled>The Unknown</option>";}?>
                                            </optgroup>
                                        </select>
                                    </div>
                                </div>
                                    <div class="col-md-6">
                                        <div class="form-group">
                                            <label for="field-5" class="control-label">Accesslevel:</label>
                                            <input type="text" class="form-control" id="field-6" name="accesslevel" disabled value="<?php echo $accesslevel ?>">
                                        </div>
                                    </div>
                            </div>
                        </div>
                        <div class="modal-footer">
                            <a href="viewwebsiteuser.php?id=<?php echo $currentid; ?>"><button type="button" class="btn btn-secondary waves-effect">Exit</button></a>
                            <button type="button" class="btn btn-secondary waves-effect" data-dismiss="modal">Dismiss</button>
                                    <?php if ($accesslevel <= $_SESSION['accesslevel'])
                                    {
                                    echo "<div class='btn-group'>";
                                        echo "<button type='button' class='btn btn-danger dropdown-toggle waves-effect waves-light' data-toggle='dropdown' aria-expanded='false'>User Actions<span class='caret'></span></button>";
                                        echo "<div class='dropdown-menu'>";
                                        if ($suspended > 0)
                                        {
                                            echo "<a class='dropdown-item' href='../assets/scripts/functions/function_disableUser.php?id=$currentid'>Unlock Account</a>";
                                        }
                                        else
                                        {
                                            echo "<a class='dropdown-item' href='../assets/scripts/functions/function_disableUser.php?id=$currentid'>Disable Account</a>";
                                        }
                                            echo "<a class='dropdown-item' href='#'>Warn Account</a>";
                                        if ($_SESSION['userid'] == $currentid)
                                            {}
                                            else
                                            {
                                            echo "<a class='dropdown-item' href='../assets/scripts/functions/function_DeleteUser.php?id=$currentid'>Delete Account</a>";
                                            }
                                        echo "</div>";
                                    echo "</div>";
                                    }
                                    else
                                    {
                                        /* User won't see any content if they are less accesslevel than the account they are viewing.*/
                                    }?>
                            <button type="submit" class="btn btn-info waves-effect waves-light" name="updateuser" id="updateuser">Update Users info</button>
                        </div>
                    </div>
                </form><div>
            </div>
        </div><!-- /.modal -->
        <!--******Contains Modal Data for editing a user End******-->

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

        <!--Table content and useage-->
        <script type="text/javascript">
            $(document).ready(function() {

                // Default Datatable
                $('#datatable').DataTable();

                //Buttons examples
                var table = $('#datatable-buttons').DataTable({
                    lengthChange: false,
                    buttons: ['copy', 'excel', 'pdf']
                });

                // Key Tables

                $('#key-table').DataTable({
                    keys: true
                });

                // Responsive Datatable
                $('#responsive-datatable').DataTable();

                // Multi Selection Datatable
                $('#selection-datatable').DataTable({
                    select: {
                        style: 'multi'
                    }
                });

                table.buttons().container()
                        .appendTo('#datatable-buttons_wrapper .col-md-6:eq(0)');
            } );
        </script>

        <!-- Parsleyjs -->
        <script type="text/javascript" src="../../plugins/parsleyjs/dist/parsley.min.js"></script>

        <script type="text/javascript">
            $(document).ready(function() {
                $('form').parsley();
            });
        </script>

        <script>
        $(document).ready(function() {
            function resetfield(){
            document.getElementById("pass1").value="";
            document.getElementById("passWord2").value="";
        });
        }
        </script>
        <script>
            $('#field-1').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-2').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-3').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-4').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-6').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#pass1').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#passWord2').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            </script>
        <script>
        //http://jsfiddle.net/8kcLyjpn/
        //Reconstructed by Ɍɨȼꝁɏ Ɉɇnꝁɨns
        $(document).ready(function() {
            $('#updateuser').click(function(e){
                $('#pass1').prop('required', false).each(function(){
                    !$(this).val() || $('#passWord2').prop('required', true);
                });
            });
        });
        </script>

        <script>
            $(document).ready(function(){

                //https://stackoverflow.com/questions/1909441/how-to-delay-the-keyup-handler-until-the-user-stops-typing/1909508
                //Set Timeout 1 sec for type input
                var delay = (function(){
                var timer = 0;
                return function(callback, ms){
                    clearTimeout (timer);
                    timer = setTimeout(callback, ms);
                };
                })();

                $("#field-1").keyup(function(){
                    var username = $("#field-1").val().toLowerCase();
                    $("#username-taken").html("<img src='../assets/images/preloader.gif' /> <strong>Please wait, we are searching the universe.</strong>");
                    delay(function(){
                        $.ajax({
                            type: 'post', // the method (could be GET btw)
                            url: '../assets/scripts/functions/function_Checkusername.php', // The file where my php code is
                            data: {
                                "checkusername": username // all variables i want to pass. In this case, only one.
                            },
                            cache: false,
                            success: function(data) { // in case of success get the output, i named data
                            //alert(data);
                            if(data==0)
                            {
                            if(username == "")
                            {
                                $("#username-taken").html("<strong><span class='text-success'></strong>");
                                $(':input[type="submit"]').prop('disabled', false);
                            }
                            else
                            {
                                $("#username-taken").html("<strong><span class='text-success'><i class='mdi mdi-thumb-up'> Username available.</span></strong>");
                                $(':input[type="submit"]').prop('disabled', false);
                            }
                            }
                            else
                            {
                                if("<?php echo $username?>" == username)
                                {
                                    $("#username-taken").html("<strong><span class='text-success'>Current username</span></strong>");
                                    $(':input[type="submit"]').prop('disabled', false);
                                }
                                else
                                {
                                $("#username-taken").html("<strong><span class='text-danger'><i class='mdi mdi-thumb-down'> Username taken.</span></strong>");
                                $(':input[type="submit"]').prop('disabled', true);
                                }
                            }
                            }
                        });
                    }, 500 );
                });
            });
        </script>

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
    </body>
</html>

[bookmark: _Toc515011317]9.1.6 AdminPanel Folder, websiteusers.php
<?php
        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_Session.php';
        /* checks  if the user has logged in, End */

        //include different scripts for the page, this would include the config and db connection//
        include "../assets/scripts/db/config.php";
        include "../assets/scripts/db/dbconn.php";


        /* checks if the user has logged in, Start */
        include '../assets/scripts/functions/function_checklogin.php';
        /* checks  if the user has logged in, End */

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_UserSettings.php';
        /* checks  if the user has logged in, End */

        $myid = $_SESSION['userid'];

        /* now generate the query */
        $sql = $dbconn->prepare("SELECT uniqueuserid, userid, AES_DECRYPT(username,'$userkey') AS username, firstname, accesslevel, jobrole FROM users");
        /* execute the query */
        $sql->execute();
        $sql->bind_result($uniqueuserid, $userid, $username, $firstname, $accesslevel, $jobrole);
        $sql->store_result();
?>
<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Website Users</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item"><a href="../dashboard">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item">AdminPanel</li>
                                        <li class="breadcrumb-item active">Website Users</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                        <div class="row">
                            <div class="col-12">
                                <div class="card-box table-responsive">
                                    <h4 class="m-t-0 header-title">Website Users</h4>
                                    <p class="text-muted font-14 m-b-30">
                                        This will display all website users
                                    </p>
                                    <table id="datatable-buttons" class="table table-striped table-bordered" cellspacing="0" width="100%">
                                        <thead>
                                        <tr>
                                            <th>View</th>
                                            <th>Username</th>
                                            <th>Firstname</th>
                                            <th>Accesslevel</th>
                                            <th>Jobrole</th>
                                            <th>View Files</th>
                                        </tr>
                                        </thead>
                                        <tbody>
                                            <?php
                                            while ($sql->fetch())
                                            {
                                                if($userid == $_SESSION['userid'])
                                                {

                                                }
                                                else
                                                {
                                                    if($accesslevel >= $_SESSION['accesslevel'])
                                                    {

                                                    }
                                                    else
                                                    {
                                                    //https://stackoverflow.com/questions/19914249/how-to-secure-the-id-that-are-passed-in-a-url @JakeGould
                                                    //generated from 128bit random_bytes to bin2hex value
                                                    $salt="1ba79e08111d6606c123eb5e40d468e87621a3ef0653522442142a55d8b24232c20f83f0551e8f0136277e14ffb0f576c8fd0baaa4997427f4646f8ec6ecb517";
                                                    $encryptedid = base64_encode($userid . $salt);
                                                    echo "<tr>";
                                                    echo "<td><a href=viewwebsiteuser.php?id=$encryptedid>view</td>";
                                                    echo "<td>$username</td>";
                                                    echo "<td>$firstname</td>";
                                                    echo "<td>$accesslevel</td>";
                                                    echo "<td>$jobrole</td>";
                                                    echo "<td><a href=../filemanager/adminviewer.php?id=$encryptedid>view Files</td>";
                                                    echo "</tr>";
                                                    }
                                                }
                                            }
                                            ?>
                                        </tbody>
                                    </table>
                                </div>
                            </div>
                        </div>
                        <?php
                        if($_SESSION['accesslevel'] > 5)
                        {
                            echo "<a href = '#'><button type='button' class='btn btn-success waves-effect waves-light' id='sa-delete-all-users' data-dismiss='modal'>DeleteAllUsers</button></a>";
                        }
                        else
                        {
                            echo "<a href = '#'><button type='button' class='btn btn-success waves-effect waves-light' id='sa-delete-all-users-unauthorized' data-dismiss='modal'>DeleteAllUsers</button></a>";
                        }
                        ?>
                        <!-- end row -->
                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->
                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->
            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->
            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->
        </div>
        <!-- END wrapper -->

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!-- ******Used to function Datatables Start*****-->
            <script type="text/javascript">
                $(document).ready(function() {

                    // Default Datatable
                    $('#datatable').DataTable();

                    //Buttons examples
                    var table = $('#datatable-buttons').DataTable({
                        lengthChange: false,
                        buttons: ['copy', 'excel', 'pdf']
                    });

                    // Key Tables

                    $('#key-table').DataTable({
                        keys: true
                    });

                    // Responsive Datatable
                    $('#responsive-datatable').DataTable();

                    // Multi Selection Datatable
                    $('#selection-datatable').DataTable({
                        select: {
                            style: 'multi'
                        }
                    });

                    table.buttons().container()
                            .appendTo('#datatable-buttons_wrapper .col-md-6:eq(0)');
                } );

            </script>
            <!-- ******Used to function Datatables End*****-->

            <!--****** REQUIRED FOR THE TABLES TO FUNCTION START *******-->
            <!-- Required datatable js -->
            <script src="../../plugins/datatables/jquery.dataTables.min.js"></script>
            <script src="../../plugins/datatables/dataTables.bootstrap4.min.js"></script>
            <!-- Buttons examples -->
            <script src="../../plugins/datatables/dataTables.buttons.min.js"></script>
            <script src="../../plugins/datatables/buttons.bootstrap4.min.js"></script>
            <script src="../../plugins/datatables/jszip.min.js"></script>
            <script src="../../plugins/datatables/pdfmake.min.js"></script>
            <script src="../../plugins/datatables/vfs_fonts.js"></script>
            <script src="../../plugins/datatables/buttons.html5.min.js"></script>
            <script src="../../plugins/datatables/buttons.print.min.js"></script>

            <!-- Key Tables -->
            <script src="../../plugins/datatables/dataTables.keyTable.min.js"></script>

            <!-- Responsive examples -->
            <script src="../../plugins/datatables/dataTables.responsive.min.js"></script>
            <script src="../../plugins/datatables/responsive.bootstrap4.min.js"></script>

            <!-- Selection table -->
            <script src="../../plugins/datatables/dataTables.select.min.js"></script>
            <!--****** REQUIRED FOR THE TABLES TO FUNCTION END *******-->

        <script>
        //Parameter
        $('#sa-delete-all-users').click(function () {
            swal({
                title: 'Are you sure?',
                text: "ATEMPTING TO DELETE ALL USERS!",
                type: 'warning',
                showCancelButton: true,
                confirmButtonText: 'Yes, delete all users',
                cancelButtonText: 'No, cancel!',
                confirmButtonClass: 'btn btn-success mt-2',
                cancelButtonClass: 'btn btn-danger ml-2 mt-2',
                buttonsStyling: false
            }).then(function () {
                swal({
                    title: 'Deleting!',
                    text: "Deleting all users under accesslevel 4 is 2 seconds.",
                    type: 'success',
                    confirmButtonClass: 'btn btn-confirm mt-2',
                    timer: 3000,

                }
                )
                //window.location = "index.php";
                // Your application has indicated there's an error
                window.setTimeout(function(){
                // Move to a new location or you can do something else
                window.location = "../assets/scripts/functions/function_DeleteAllUsers.php";
                }, 1200);
            }, function (dismiss) {
                // dismiss can be 'cancel', 'overlay',
                // 'close', and 'timer'
                if (dismiss === 'cancel') {
                    swal({
                        title: 'Cancelled',
                        text: "No users were deleted!",
                        type: 'error',
                        confirmButtonClass: 'btn btn-confirm mt-2'
                    }
                    )
                }
            })
        });
        </script>
        <script>
        //A title with a text under
        $('#sa-delete-all-users-unauthorized').click(function () {
            swal(
                {
                    title: "Stop there!",
                    text: 'You dont have permission to delete all users.',
                    type: 'error',
                    confirmButtonClass: 'btn btn-confirm mt-2'
                }
            )
        });
        </script>

        <!--**Gets FooterScripts from includes Start:**-->
        <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
        <!--**Gets Side Navigation from includes End:**-->
    </body>
</html>

[bookmark: _Toc515011318]9.1.7 Dashboard Folder, Index.php
<?php
    /* checks Start the sesson, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks Start the sesson, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

    /* checks Start UserTheme, Start */
    include '../assets/scripts/includes/include_UserSettings.php';
    /* checks Start UserTheme, End */

//Gain 5 from newest rows from servermessage to display in dashboard.
$sql = $dbconn->prepare("select AES_DECRYPT(users.username, '$userkey') as username, servermessages.servermsgid, servermessages.servermessage, servermessages.datecreation from servermessages servermessages inner join users users on users.userid = servermessages.userid ORDER BY servermsgid DESC LIMIT 5");
//SELECT ID, DATE from table ORDER BY ID DESC LIMIT 5  //https://stackoverflow.com/questions/9538564/mysql-select-the-5-most-recent-ids
$sql->execute();
$sql->bind_result($username, $ServerMsgID, $message, $messagedate);
$sql->store_result();

?>
<!DOCTYPE html>
<html>

    <!--**Gets Head from includes Start:**-->
    <?php include '../assets/scripts/includes/include_Head.php'; ?>
    <!--**Gets Head from includes End:**-->
    <head>
        <!-- Sweet Alert css -->
        <link href="../../plugins/sweet-alert/sweetalert2.min.css" rel="stylesheet" type="text/css" />
    </head>
    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Dashboard</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item active">BontElim Cloud</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                        <div class="row">
                        <div class="col-lg-2"></div>
                        <div class="col-sm-8 col-xs-12">
                                <div class="card m-b-20">
                                    <div class="card-header text-center">
                                        <h3>BontElim Updates and events!<h3>
                                    </div>
                                    <div class="card-body">
                                        <blockquote class="card-bodyquote text-center">
                                            <p>Welcome to BontElim Cloud platform!</p>
                                        </blockquote>
                                    </div>
                                </div>
                            </div>
                        </div> <!-- end row -->
                        <?php
                                    {
                                        //Loop through 5 values pulled from the servermessages @ DESC LIMIT 5
                                            while ($sql->fetch())
                                            {
                                                echo "<div class='row'>";
                                                    echo "<div class='col-lg-2'></div>";
                                                        echo "<div class='col-sm-8 col-xs-12'>";
                                                            echo "<div class='card m-b-20'>";
                                                                echo "<div class='card-header'>";
                                                                    echo "<strong>Message Submitted by:</strong> <span class='text-danger'>$username</span>";
                                                                echo "</div>";
                                                                    echo "<div class='card-body'>";
                                                                        echo "<blockquote class='card-bodyquote'>";
                                                                            echo "<p>$message</p>";
                                                                                echo "<footer>Message was sent at: <cite title='Source Title'> $messagedate</cite>";
                                                                                echo "</footer>";
                                                                        echo "</blockquote>";
                                                                        //check if the user is equal or over accesslevel 5
                                                                        if ($_SESSION['accesslevel'] >= 5)
                                                                        {
                                                                        echo "<a href='../assets/scripts/functions/function_DeleteServerMessage.php?id=$ServerMsgID'><button type='button' class='btn btn-dark btn-sm btn-custom waves-effect w-md waves-light m-b-5'>Remove Message</button></a>";
                                                                        }
                                                                        echo "</div>";
                                                            echo "</div>";
                                                        echo "</div>";
                                                    echo "</div>";
                                                echo "<br><br>";
                                            }
                                            /*close the database */
                                            $sql->close();
                                            $dbconn->close();
                                    }
                                ?>
                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->
        </div>
        <!-- END wrapper -->


        <!--**Gets FooterScripts from includes Start:**-->
        <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
        <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets UserSettingsAjaxUpdater from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets UserSettingsAjaxUpdater from includes End:**-->

    </body>
</html>


[bookmark: _Toc515011319]9.1.8 Error Folder, error404.php
<?php
    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

?>
<!DOCTYPE html>
<html>
    <!--**Gets Side Navigation from includes Start:**-->
    <?php include '../assets/scripts/includes/include_Head.php'; ?>
    <!--**Gets Side Navigation from includes End:**-->
    <head>
    <script src="../assets/js/modernizr.min.js"></script>
    </head>

    <body>

        <div class="ex-page-content">
            <div class="container">
                <div class="row">
                    <div class="col-lg-6">
                        <svg class="svg-box" width="380px" height="500px" viewBox="0 0 837 1045" version="1.1"
                            xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink"
                            xmlns:sketch="http://www.bohemiancoding.com/sketch/ns">
                            <g id="Page-1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd"
                            sketch:type="MSPage">
                                <path d="M353,9 L626.664028,170 L626.664028,487 L353,642 L79.3359724,487 L79.3359724,170 L353,9 Z"
                                    id="Polygon-1" stroke="#3bafda" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M78.5,529 L147,569.186414 L147,648.311216 L78.5,687 L10,648.311216 L10,569.186414 L78.5,529 Z"
                                    id="Polygon-2" stroke="#7266ba" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M773,186 L827,217.538705 L827,279.636651 L773,310 L719,279.636651 L719,217.538705 L773,186 Z"
                                    id="Polygon-3" stroke="#f76397" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M639,529 L773,607.846761 L773,763.091627 L639,839 L505,763.091627 L505,607.846761 L639,529 Z"
                                    id="Polygon-4" stroke="#00b19d" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M281,801 L383,861.025276 L383,979.21169 L281,1037 L179,979.21169 L179,861.025276 L281,801 Z"
                                    id="Polygon-5" stroke="#ffaa00" stroke-width="6" sketch:type="MSShapeGroup"></path>
                            </g>
                        </svg>
                    </div>

                    <div class="col-lg-6">
                        <div class="message-box">
                            <h1 class="m-b-0">404</h1>
                            <h4>Page not found</h4>
                            <div class="buttons-con">
                                <div class="action-link-wrap">
                                    <a href="../dashboard" class="btn btn-custom btn-primary waves-effect waves-light m-t-20">Go to dashboard</a>
                                </div>
                            </div>
                        </div>
                    </div>
                </div>
            </div>
        </div>



            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011320]9.1.9 Error Folder, invalidlogin.php
<!DOCTYPE html>
<html>
            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
    <body>

        <div class="ex-page-content">
            <div class="container">
                <div class="row">
                    <div class="col-lg-6">
                        <svg class="svg-box" width="380px" height="500px" viewBox="0 0 837 1045" version="1.1"
                            xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink"
                            xmlns:sketch="http://www.bohemiancoding.com/sketch/ns">
                            <g id="Page-1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd"
                            sketch:type="MSPage">
                                <path d="M353,9 L626.664028,170 L626.664028,487 L353,642 L79.3359724,487 L79.3359724,170 L353,9 Z"
                                    id="Polygon-1" stroke="#3bafda" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M78.5,529 L147,569.186414 L147,648.311216 L78.5,687 L10,648.311216 L10,569.186414 L78.5,529 Z"
                                    id="Polygon-2" stroke="#7266ba" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M773,186 L827,217.538705 L827,279.636651 L773,310 L719,279.636651 L719,217.538705 L773,186 Z"
                                    id="Polygon-3" stroke="#f76397" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M639,529 L773,607.846761 L773,763.091627 L639,839 L505,763.091627 L505,607.846761 L639,529 Z"
                                    id="Polygon-4" stroke="#00b19d" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M281,801 L383,861.025276 L383,979.21169 L281,1037 L179,979.21169 L179,861.025276 L281,801 Z"
                                    id="Polygon-5" stroke="#ffaa00" stroke-width="6" sketch:type="MSShapeGroup"></path>
                            </g>
                        </svg>
                    </div>

                    <div class="col-lg-6">
                        <div class="message-box">
                            <h2 class="m-b-0">You arn't logged in!</h2>
                            <h4>please login again</h4>
                            <div class="buttons-con">
                                <div class="action-link-wrap">
                                    <a href="../login" class="btn btn-custom btn-primary waves-effect waves-light m-t-20">Back To Login</a>
                                </div>
                            </div>
                        </div>
                    </div>
                </div>
            </div>
        </div>


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011321]9.1.10 Error Folder, suspended.php
<!DOCTYPE html>
<html>
            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
    <body>

        <div class="ex-page-content">
            <div class="container">
                <div class="row">
                    <div class="col-lg-6">
                        <svg class="svg-box" width="380px" height="500px" viewBox="0 0 837 1045" version="1.1"
                            xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink"
                            xmlns:sketch="http://www.bohemiancoding.com/sketch/ns">
                            <g id="Page-1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd"
                            sketch:type="MSPage">
                                <path d="M353,9 L626.664028,170 L626.664028,487 L353,642 L79.3359724,487 L79.3359724,170 L353,9 Z"
                                    id="Polygon-1" stroke="#3bafda" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M78.5,529 L147,569.186414 L147,648.311216 L78.5,687 L10,648.311216 L10,569.186414 L78.5,529 Z"
                                    id="Polygon-2" stroke="#7266ba" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M773,186 L827,217.538705 L827,279.636651 L773,310 L719,279.636651 L719,217.538705 L773,186 Z"
                                    id="Polygon-3" stroke="#f76397" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M639,529 L773,607.846761 L773,763.091627 L639,839 L505,763.091627 L505,607.846761 L639,529 Z"
                                    id="Polygon-4" stroke="#00b19d" stroke-width="6" sketch:type="MSShapeGroup"></path>
                                <path d="M281,801 L383,861.025276 L383,979.21169 L281,1037 L179,979.21169 L179,861.025276 L281,801 Z"
                                    id="Polygon-5" stroke="#ffaa00" stroke-width="6" sketch:type="MSShapeGroup"></path>
                            </g>
                        </svg>
                    </div>

                    <div class="col-lg-6">
                        <div class="message-box">
                            <h2 class="m-b-0">You have been suspended!</h2>
                            <h4>Please contact your admin if this was a mistake</h4>
                            <div class="buttons-con">
                                <div class="action-link-wrap">
                                    <a href="../login" class="btn btn-custom btn-primary waves-effect waves-light m-t-20">Back To Login</a>
                                </div>
                            </div>
                        </div>
                    </div>
                </div>
            </div>
        </div>


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011322]9.1.11 Error Folder, ticket.php
<?php
    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_UserSettings.php';
        /* checks  if the user has logged in, End */

    if (!isset($_POST['submitticket']))
    {
         /* variables for keeping hold of data */
        $ticketnotes = "";
        /*close the database */
        $dbconn->close();
    }
    /* process the save */
    if (isset($_POST['submitticket']))
    {
        $myid = $_SESSION['userid'];
        /* get the data from the form */
        $ticketnotes = strip_tags($_POST['ticketnotes']);

        /* checks are ok. Post the data - be careful of the prepare and brackets ??? */
        $sql = $dbconn->prepare("INSERT INTO tickets (userid, ticketnotes) values (?,?)");

        $sql->bind_param("is", $myid, $ticketnotes);

        /* execute the query */
        $sql->execute();

        /*close the date(format)atabase */
        $sql->close();
        $dbconn->close();

        /* redirect to the next signup page. */
        header("location: ../dashboard/");

    }
?>

<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Starter</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item"><a href="#">Minton</a></li>
                                        <li class="breadcrumb-item"><a href="#">Pages</a></li>
                                        <li class="breadcrumb-item active">Dashboard</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                        <form class="form-horizontal m-t-20"  method="post" novalidate="">
                        <div class="row">
                        <div class="col-sm-4"></div>
                            <div class="col-sm-4">
                                <div class="card m-b-20 card-body">
                                    <h4 class="card-title text-center">Support Ticket:</h4>
                                    <h6 class="card-title text-center text-muted">Tell us <?php echo $_SESSION['firstname'];?><span>&nbsp;</span><?php echo $_SESSION['lastname'];?> What went wrong?</h6>
                                    <label class="col-4 text-center">Support Notes:</label>
                                    <div class="form-group row">
                                        <div class="col-12">
                                            <textarea data-parsley-length="[5,290]" class="form-control" rows="5" name="ticketnotes" placeholder="What occurred or happened" required></textarea>
                                        </div>
                                    </div>
                                    <div class="col-4">
                                    <button type="submit" name="submitticket" class="btn btn-dark btn-custom waves-effect w-md waves-light m-b-5">Submit Ticket</button>
                                    </div>
                                </div>
                            </div>
                        </div>
                        </form>
                        <!-- end row -->

                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes End:**-->
            <script type="text/javascript">
                $(document).ready(function() {
                    $('form').parsley();
                });
            </script>

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011323]9.1.12 filemanager Folder, adminviewer.php
<?php
        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_Session.php';
        /* checks  if the user has logged in, End */

        //include different scripts for the page, this would include the config and db connection//
        include "../assets/scripts/db/config.php";
        include "../assets/scripts/db/dbconn.php";


        /* checks if the user has logged in, Start */
        include '../assets/scripts/functions/function_checklogin.php';
        /* checks  if the user has logged in, End */

            $currentid = $_GET['id'];
            //https://stackoverflow.com/questions/19914249/how-to-secure-the-id-that-are-passed-in-a-url @JakeGould
            $salt="1ba79e08111d6606c123eb5e40d468e87621a3ef0653522442142a55d8b24232c20f83f0551e8f0136277e14ffb0f576c8fd0baaa4997427f4646f8ec6ecb517";
            $decrypted_id_raw = base64_decode($currentid);
            $realid = preg_replace(sprintf('/%s/', $salt), '', $decrypted_id_raw);

            /* now generate the query */
            $sql = $dbconn->prepare("select AES_DECRYPT(username,'$userkey') as username, AES_DECRYPT(userdisplayname,'$userkey') as userdisplayname, firstname, lastname, jobrole, lastloggedin, profileimage from users where userid=?");
            $sql->bind_param('i', $realid);
            /* execute the query */
            $sql->execute();
            $sql->bind_result($username, $userdisplayname, $firstname, $lastname, $jobrole, $lastloggedin, $profileimage);
            $sql->store_result();
            $sql->fetch();
            $sql->close();

            $sql = $dbconn->prepare("select s3id, s3path from awssthree where userid =?");
            $sql->bind_param('i', $realid);
            /* execute the query */
            $sql->execute();
            $sql->bind_result($sthreeid, $path);
            $sql->store_result();
            $sql->fetch();

            /* launch filemanager if 1 record is found */
            if ($sql->num_rows == 1)
            {
                $_SESSION['path'] = $path;
                //$_SESSION['s3path'] = $path;
                header("location: filemanager.php");
            }
            else
            {
                $sql->close();
                $dbconn->close();
            }

?>
<!DOCTYPE html>
<html>

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">User Files</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item"><a href="../dashboard/">Dashboard</a></li>
                                        <li class="breadcrumb-item"><a href="../adminpanel/websiteusers.php">WebsiteUsers</a></li>
                                        <li class="breadcrumb-item active">Admin Viewer</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                <div class="row">
                    <div class="col-lg-4 col-md-4"></div>
                        <div class="col-lg-4 col-md-4">
                            <div class="text-center card-box">
                                <div class="member-card">
                                        <div class="thumb-lg member-thumb m-b-10 center-page">
                                            <img src="<?php echo $profileimage ?>" class="rounded-circle img-thumbnail" alt="Users Profile Image">
                                        </div>

                                    <div class="">
                                        <h4 class="m-b-5 mt-2"><span class="text-muted">Username:</span> <?php echo $username ?></h4>
                                        <h5 class="m-b-5 mt-2"><span class="text-muted">Accesslevel:</span> <?php echo $jobrole ?></h5>
                                    </div><hr>
                                    <h5 class="m-b-5 mt-2"><?php echo $username ?> Hasn't setup their file location yet, get them to startup their My files.</h5><hr>
                                    <div class="text-left m-t-40">
                                        <p class="text-muted font-13"><strong>Full Name :</strong> <span class="m-l-15"><?php echo $firstname ?><span></span><?php echo $lastname?></span></p>

                                        <p class="text-muted font-13"><strong>Last Logged In</strong> <span class="m-l-15"><?php echo $lastloggedin?></span></p>
                                    </div>
                                        <a href="../adminpanel/websiteusers.php"><button type="button" class="btn btn-danger btn-sm w-sm waves-effect m-t-10 waves-light">Back</button></a>
                                        <?php echo "<a href='../adminpanel/viewwebsiteuser.php?id=$currentid'>";?><button type="button" class="btn btn-success btn-sm w-sm waves-effect m-t-10 waves-light">View Profile</button></a>

                                    <ul class="social-links list-inline m-t-30 mb-0">
                                        <li class="list-inline-item">
                                            <a title="" data-placement="top" data-toggle="tooltip" class="tooltips" href="" data-original-title="Facebook"><i class="fa fa-facebook"></i></a>
                                        </li>
                                        <li class="list-inline-item">
                                            <a title="" data-placement="top" data-toggle="tooltip" class="tooltips" href="" data-original-title="Twitter"><i class="fa fa-twitter"></i></a>
                                        </li>
                                        <li class="list-inline-item">
                                            <a title="" data-placement="top" data-toggle="tooltip" class="tooltips" href="" data-original-title="Skype"><i class="fa fa-skype"></i></a>
                                        </li>
                                    </ul>
                                </div>
                            </div>
                        </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011324]9.1.13 filemanager Folder, checkpath.php
<!doctype html>
<?php
    if (!isset($_SESSION))
        session_start();
        //Set active for side navigation for this page.
        $current = 'dashboard';
        //include different scripts for the page.
        include "../assets/scripts/db/config.php";
        include "../assets/scripts/db/dbconn.php";
        include '../assets/scripts/includes/include_head.php';
        include '../assets/scripts/functions/checklogin.php';
        include '../assets/scripts/functions/checksuspension.php';
            /* ************************************************* */

            $currentid = $_SESSION['userid'];
            echo $currentid;
            //Grab S3 path and check user has one.
            $sql = $dbconn->prepare("select bartlinkshare.shareid, bartlinkshare.sharelink, bartlinkshare.userid
                                    from bartlinkshare
                                    inner join bartusers on bartlinkshare.userid = bartusers.userid
                                    where userid = ?");
            $sql->bind_param('i', $currentid);

            /* execute the query */
            $sql->execute();
            $sql->bind_result($shareid, $sharelink, $userid);
?>

<html class="no-js" lang="en">
        <title>Zenith Sync</title>
    <body>
        <div class="main-wrapper">
            <div class="app" id="app">
                <!-- head navigation>-->
                <?php include '../assets/scripts/includes/include_headernavigation.php';?>


                <!--Side Navigation Include-->
                <?php include '../assets/scripts/includes/include_sidenavigation.php';?>

                <article class="content dashboard-page">
                    <section class="section">
                        <div class="row sameheight-container">
                            <div class="col-xl-12">
                                </div>
                            </div>
                        </section>
                    <section class="section">
                        <div class="row sameheight-container">
                            <div class="col-xl-8">
                                <div class="header-block">
                                        <div class="card card-primary">
                                            <div class="card-header">
                                                <div class="header-block">
                                                    <h2>Welcome to your file panel</h2>
                                                </div>
                                            </div>
                                            <div class="card-block">
                                                <div class="card card-block sameheight-item">
                                                        <div class="form-group">
                                                            <h2 class="text-center">You haven't got a path yet, please press submit to get a path!</h2>
                                                        </div>
                                                        <div class="form-group">
                                                            <div id="center" class="text-center">
                                                            <a href="../website/updates.php"><p class="text-center btn btn-primary"></p></a></div>
                                                        </div>
                                                </div>
                                            </div>
                                        </div>
                                    </div>
                                </div>
                            </div>
                    </section>
                </article>

                <?php include '../assets/scripts/includes/include_footer.php';?>
                <?php include '../assets/scripts/includes/include_modalmedia.php';?>
                <?php include '../assets/scripts/includes/include_footerscript.php';?>
    </body>
</html>

[bookmark: _Toc515011325]9.1.14 filemanager Folder, filemanager.php
<!DOCTYPE html>
<?php
    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

        //include different scripts for the page, this would include the config and db connection//
        include "../assets/scripts/db/config.php";
        include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

?>
<html>
<head>
    <link rel="stylesheet" type="text/css" href="styles/reset.css" />
    <link rel="stylesheet" type="text/css" href="styles/filemanager.css" />
    <link rel="stylesheet" type="text/css" href="scripts/jquery.contextmenu/dist/jquery.contextMenu.min.css" />
    <link rel="stylesheet" type="text/css" href="scripts/custom-scrollbar-plugin/jquery.mCustomScrollbar.min.css" />
    <link rel="stylesheet" type="text/css" href="scripts/alertify.js/dist/css/alertify.css">
    <!-- Sweet Alert css -->
    <link href="../../plugins/sweet-alert/sweetalert2.min.css" rel="stylesheet" type="text/css" />

    <style type="text/css">
        .fm-container .fm-loading-wrap {
            position: fixed;
            height: 100%;
            width: 100%;
            overflow: hidden;
            top: 0;
            left: 0;
            display: block;
            background: white url(./images/spinner.gif) no-repeat center center;
            z-index: 999;
        }
    </style>
    <!--CSS dynamically added using 'config.options.theme' defined in config file-->
</head>

<body>
<div class="fm-container">
    <div class="fm-loading-wrap"><!-- loading wrapper / removed when loaded --></div>
    <div class="fm-wrapper">
        <div class="fm-header">
            <div class="breadcrumbs">
                <div class="nav-title" data-bind="text: breadcrumbsModel.getLabel"></div>
                <div data-bind="foreach: {data: breadcrumbsModel.items, as: 'bcItem'}">
                    <div data-bind="text: bcItem.label, click: bcItem.goto, css: bcItem.itemClass()"></div>
                    <!-- ko if: !bcItem.active -->
                    <div class="separator">&gt;</div>
                    <!-- /ko -->
                </div>
            </div>
            <div class="buttons-panel">
                <div class="button-group navigate-controls">
                    <button type="button" class="btn btn-primary" id="sa-redirect-myfiles">Dashboard </button>
                        <span>&nbsp;</span>
                    </button>
                    <button class="btn btn-nav-level-up no-label" type="button" data-bind="click: headerModel.navLevelUp, attr: {title: lg.nav_level_up}">
                        <span>&nbsp;</span>
                    </button>
                    <button class="btn btn-nav-home no-label" type="button" data-bind="click: headerModel.navHome, attr: {title: lg.nav_home}">
                        <span>&nbsp;</span>
                    </button>
                    <button class="btn btn-nav-refresh no-label" type="button" data-bind="click: headerModel.navRefresh, attr: {title: lg.nav_refresh}">
                        <span>&nbsp;</span>
                    </button>
                </div>
                <div class="button-group">
                    <button class="separator" type="button">&nbsp;</button>
                </div>
                <div class="button-group viewmode-controls">
                    <button class="btn btn-grid-mode no-label" type="button" data-bind="click: headerModel.displayGrid, attr: {title: lg.grid_view}, css: {active: viewMode() === 'grid'}">
                        <span>&nbsp;</span>
                    </button>
                    <button class="btn btn-list-mode no-label" type="button" data-bind="click: headerModel.displayList, attr: {title: lg.list_view}, css: {active: viewMode() === 'list'}">
                        <span>&nbsp;</span>
                    </button>
                </div>
                <div class="button-group">
                    <button class="separator" type="button">&nbsp;</button>
                </div>
                <div class="button-group filter-controls">
                    <button class="btn btn-filter-image no-label" type="button" data-bind="event: {click: function(data, event) {filterModel.filter('image')}}, attr: {title: lg.filter_image}, css: {active: filterModel.name() === 'image'}"><span>&nbsp;</span></button>
                    <button class="btn btn-filter-media no-label" type="button" data-bind="event: {click: function(data, event) {filterModel.filter('media')}}, attr: {title: lg.filter_media}, css: {active: filterModel.name() === 'media'}"><span>&nbsp;</span></button>
                    <button class="btn btn-filter-office no-label" type="button" data-bind="event: {click: function(data, event) {filterModel.filter('office')}}, attr: {title: lg.filter_office}, css: {active: filterModel.name() === 'office'}"><span>&nbsp;</span></button>
                    <button class="btn btn-filter-archive no-label" type="button" data-bind="event: {click: function(data, event) {filterModel.filter('archive')}}, attr: {title: lg.filter_archive}, css: {active: filterModel.name() === 'archive'}"><span>&nbsp;</span></button>
                    <!--<button class="btn btn-filter-audio no-label" type="button" data-bind="event: {click: function(data, event) {filterModel.filter('audio')}}, attr: {title: lg.filter_audio}, css: {active: filterModel.name() === 'audio'}"><span>&nbsp;</span></button>-->
                    <!--<button class="btn btn-filter-video no-label" type="button" data-bind="event: {click: function(data, event) {filterModel.filter('video')}}, attr: {title: lg.filter_video}, css: {active: filterModel.name() === 'video'}"><span>&nbsp;</span></button>-->
                    <button class="btn btn-filter-reset no-label" type="button" data-bind="event: {click: function(data, event) {filterModel.reset()}}, attr: {title: lg.filter_reset}, css: {active: filterModel.name() === null}"><span>&nbsp;</span></button>
                </div>
                <div class="button-group">
                    <button class="separator" type="button">&nbsp;</button>
                </div>
                <!-- ko if: clipboardModel.enabled() -->
                <div class="button-group clipboard-controls">
                    <button class="btn btn-clipboard-copy no-label" type="button" data-bind="click: clipboardModel.copy, visible: clipboardModel.hasCapability('copy'), attr: {title: lg.clipboard_copy}"><span>&nbsp;</span></button>
                    <button class="btn btn-clipboard-cut no-label" type="button" data-bind="click: clipboardModel.cut, visible: clipboardModel.hasCapability('cut'), attr: {title: lg.clipboard_cut}"><span>&nbsp;</span></button>
                    <button class="btn btn-clipboard-paste no-label" type="button" data-bind="click: clipboardModel.paste, visible: clipboardModel.hasCapability('paste'), attr: {title: lg.clipboard_paste_full}, css: {disabled: clipboardModel.itemsNum() === 0}"><span>&nbsp;</span></button>
                    <button class="btn btn-clipboard-clear no-label" type="button" data-bind="click: clipboardModel.clear, visible: clipboardModel.hasCapability('clear'), attr: {title: lg.clipboard_clear_full}, css: {disabled: clipboardModel.itemsNum() === 0}"><span>&nbsp;</span></button>
                </div>
                <div class="button-group">
                    <button class="separator" type="button">&nbsp;</button>
                </div>
                <!-- /ko -->
                <!-- ko if: isCapable('upload') && !browseOnly() -->
                <div class="button-group upload-controls">
                    <form class="fm-uploader" method="post">
                        <input id="mode" type="hidden" value="add"/>
                        <input id="newfile" class="hidden-file-input" name="newfile" type="file" />

                        <button class="btn fm-upload" type="button">
                            <span data-bind="text: lg.action_upload"></span>
                        </button>
                    </form>
                </div>
                <!-- /ko -->
                <!-- ko if: isCapable('createFolder') && !browseOnly() -->
                <div class="button-group create-controls">
                    <button class="btn btn-create-folder" type="button" data-bind="click: headerModel.createFolder">
                        <span data-bind="text: lg.new_folder"></span>
                    </button>
                </div>
                <!-- /ko -->
                <!-- ko if: headerModel.langSwitcher -->
                <div class="button-group">
                    <select class="btn lang-selector" data-bind="value: currentLang, options: config().language.available, optionsText: function(item) {return item.toUpperCase();}, event: {change: function(data, event) {headerModel.switchLang(event)}}"></select>
                </div>
                <!-- /ko -->
                <!-- ko if: headerModel.closeButton() -->
                <div class="button-group">
                    <button class="btn btn-close-window no-label" type="button" data-bind="click: headerModel.closeButtonOnClick, attr: {title: lg.close}">
                        <span>&nbsp;</span>
                    </button>
                </div>
                <!-- /ko -->
            </div>
        </div>
        <div class="fm-splitter">
            <div class="fm-filetree" data-bind="visible: config().filetree.enabled">
                <div data-bind="template: {name: 'node-parent-template', foreach: treeModel.rootNode.children, as: 'koNode', afterRender: treeModel.nodeRendered}"></div>
            </div>

            <div class="fm-fileinfo">
                <div class="fm-loading-view" data-bind="visible: loadingView()"></div>

                <div class="view-items-wrapper" data-bind="visible: !loadingView() && !previewFile()">
                    <!-- ko if: config().manager.renderer.position === 'top' && itemsModel.descriptivePanel.renderer() -->
                    <div class="fm-renderer-wrapper" data-bind="visible: itemsModel.descriptivePanel.content()">
                        <!-- ko template: {name: 'renderer-template', data: itemsModel.descriptivePanel} --><!-- /ko -->
                    </div>
                    <!-- /ko -->

                    <div class="view-items">
                        <ul class="grid" data-bind="visible: viewMode() === 'grid'">
                            <!-- ko with: itemsModel.parentItem -->
                            <!-- ko if: $data -->
                            <li class="directory-parent" data-bind="event: {click: open, dblclick: open}, droppableView: $data, css: itemClass()" oncontextmenu="return false;">
                                <div class="clip">
                                    <img src="" class="grid-icon ico_folder_parent" data-bind="attr: {src: null, width: $root.config().viewer.image.thumbMaxWidth}" />
                                </div>
                                <p>..</p>
                            </li>
                            <!-- /ko -->
                            <!-- /ko -->

                            <!-- ko foreach: {data: itemsModel.objects, as: 'koItem'} -->
                            <li data-bind="event: {click: koItem.open, dblclick: koItem.open, mousedown: koItem.mouseDown}, droppableView: koItem, visible: koItem.visible, attr: {title: koItem.title()}, css: koItem.itemClass()">
                                <div class="item-background"></div>
                                <div class="item-content" data-bind="draggableView: koItem">
                                    <div class="clip">
                                        <!-- ko if: koItem.lazyPreview -->
                                        <img src="" data-bind="css: koItem.gridIconClass(), attr: {'data-original': koItem.cdo.imageUrl, width: koItem.cdo.previewWidth}"/>
                                        <!-- /ko -->
                                        <!-- ko if: !koItem.lazyPreview -->
                                        <img src="" data-bind="css: koItem.gridIconClass(), attr: {src: koItem.cdo.imageUrl, width: koItem.cdo.previewWidth}"/>
                                        <!-- /ko -->
                                    </div>
                                    <p data-bind="text: koItem.rdo.attributes.name"></p>
                                </div>
                            </li>
                            <!-- /ko -->
                        </ul>

                        <table class="list" data-bind="visible: viewMode() === 'list'">
                            <thead>
                            <tr class="rowHeader" data-bind="with: tableViewModel">
                                <th data-bind="click: thName.sort, css: thName.sortClass()"><span data-bind="text: $root.lg.name"></span></th>
                                <th data-bind="click: thType.sort, css: thType.sortClass()"><span data-bind="text: $root.lg.type"></span></th>
                                <th data-bind="click: thSize.sort, css: thSize.sortClass()"><span data-bind="text: $root.lg.size"></span></th>
                                <th data-bind="click: thDimensions.sort, css: thDimensions.sortClass()"><span data-bind="text: $root.lg.dimensions"></span></th>
                                <th data-bind="click: thModified.sort, css: thModified.sortClass()"><span data-bind="text: $root.lg.modified"></span></th>
                            </tr>
                            </thead>

                            <tbody>
                            <!-- ko with: itemsModel.parentItem -->
                            <!-- ko if: $data -->
                            <tr class="directory-parent" data-bind="event: {click: open, dblclick: open}, droppableView: $data, css: itemClass()" oncontextmenu="return false;">
                                <td>
                                    <div class="list-item">..</div>
                                </td>
                                <td></td>
                                <td></td>
                                <td></td>
                                <td></td>
                            </tr>
                            <!-- /ko -->
                            <!-- /ko -->

                            <!-- ko foreach: {data: itemsModel.objects, as: 'koItem'} -->
                            <tr data-bind="event: {click: koItem.open, dblclick: koItem.open, mousedown: koItem.mouseDown}, droppableView: koItem, visible: koItem.visible, attr: {title: koItem.title()}, css: koItem.itemClass()" oncontextmenu="return false;">
                                <td>
                                    <div class="list-item" data-bind="draggableView: koItem">
                                        <span class="list-icon" data-bind="css: koItem.listIconClass()"></span>
                                        <span data-bind="text: koItem.rdo.attributes.name"></span>
                                    </div>
                                </td>
                                <td data-bind="text: koItem.cdo.extension"></td>
                                <td data-bind="text: koItem.cdo.sizeFormatted"></td>
                                <td data-bind="text: koItem.cdo.dimensions"></td>
                                <td data-bind="text: koItem.cdo.modifiedFormatted"></td>
                            </tr>
                            <!-- /ko -->
                            </tbody>
                        </table>
                    </div>

                    <!-- ko if: config().manager.renderer.position === 'bottom' && itemsModel.descriptivePanel.renderer() -->
                    <div class="fm-renderer-wrapper" data-bind="visible: itemsModel.descriptivePanel.content()">
                        <!-- ko template: {name: 'renderer-template', data: itemsModel.descriptivePanel} --><!-- /ko -->
                    </div>
                    <!-- /ko -->
                </div>

                <div class="fm-preview-wrapper" data-bind="visible: !loadingView() && previewFile()">
                    <!-- ko template: {if: previewFile(), afterRender: previewModel.afterRender} -->
                    <div class="fm-preview" data-bind="with: previewModel">
                        <div class="fm-preview-toolbar button-group">
                            <form id="fm-js-preview-toolbar">
                                <button class="btn btn-file-preview-close" type="button" data-bind="click: closePreview">
                                    <span data-bind="text: $root.lg.close"></span>
                                </button>
                                <!-- ko if: buttonVisibility('select') -->
                                <button class="btn btn-file-select" type="button" data-bind="event: {click: function(data, event) {bindToolbar('select')}}">
                                    <span data-bind="text: $root.lg.action_select"></span>
                                </button>
                                <!-- /ko -->
                                <!-- ko if: buttonVisibility('download') -->
                                <button class="btn btn-file-download" type="button" data-bind="event: {click: function(data, event) {bindToolbar('download')}}">
                                    <span data-bind="text: $root.lg.action_download"></span>
                                </button>
                                <!-- /ko -->
                                <!-- ko if: buttonVisibility('rename') --><!--From Ricky Jenkins! Bug here, renaming a folder sends a error message-->
                                <!--<button class="btn btn-file-rename" type="button" data-bind="event: {click: function(data, event) {bindToolbar('rename')}}">
                                    <span data-bind="text: $root.lg.action_rename"></span>
                                </button>-->
                                <!-- /ko -->
                                <!-- ko if: buttonVisibility('move') -->
                                <button class="btn btn-file-move" type="button" data-bind="event: {click: function(data, event) {bindToolbar('move')}}">
                                    <span data-bind="text: $root.lg.action_move"></span>
                                </button>
                                <!-- /ko -->
                                <!-- ko if: buttonVisibility('delete') -->
                                <button class="btn btn-file-delete" type="button" data-bind="event: {click: function(data, event) {bindToolbar('delete')}}">
                                    <span data-bind="text: $root.lg.action_delete"></span>
                                </button>
                                <!-- /ko -->
                                <!-- ko if: viewer.isEditable() && !editor.enabled() -->
                                <button class="btn btn-file-edit" type="button" data-bind="click: editFile">
                                    <span data-bind="text: $root.lg.editor_edit"></span>
                                </button>
                                <!-- /ko -->
                                <!-- ko if: viewer.isEditable() && editor.enabled() -->
                                <button class="btn btn-file-save" type="button" data-bind="click: saveFile">
                                    <span data-bind="text: $root.lg.editor_save"></span>
                                </button>
                                <button class="btn btn-file-editor-close" type="button" data-bind="click: closeEditor">
                                    <span data-bind="text: $root.lg.editor_quit"></span>
                                </button>
                                <!-- /ko -->
                            </form>
                        </div>

                        <div class="fm-preview-viewer" data-bind="css: {'side-by-side-panels': editor.enabled() && editor.isInteractive()}">
                            <!-- ko template: {if: viewer.isEditable(), afterRender: initiateEditor} -->
                            <div class="fm-preview-edit-panel" data-bind="visible: editor.enabled()">
                                <form id="fm-js-editor-form">
                                    <textarea class="fm-cm-editor-content" name="content" data-bind="textInput: editor.content()"></textarea>
                                    <input type="hidden" name="mode" value="savefile" />
                                    <input type="hidden" name="path" value="" data-bind="textInput: rdo().id" />
                                </form>
                            </div>
                            <!-- /ko -->

                            <div class="fm-preview-view-panel">
                                <!-- ko if: viewer.type() === 'default' -->
                                <img src="" data-bind="css: previewIconClass(), attr: {src: null}" />
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'image' -->
                                <img src="" data-bind="css: previewIconClass(), attr: {src: viewer.url()}" />
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'audio' -->
                                <audio src="" controls="controls" data-bind="attr: {src: viewer.url()}"></audio>
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'video' -->
                                <video src="" controls="controls" data-bind="attr: {src: viewer.url(), width: viewer.options().width, height: viewer.options().height}"></video>
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'onlyoffice' -->
                                <iframe src="" data-bind="attr: {src: viewer.url(), width: viewer.options().width, height: viewer.options().height}" allowfullscreen webkitallowfullscreen></iframe>
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'opendoc' -->
                                <iframe src="" data-bind="attr: {src: viewer.url(), width: viewer.options().width, height: viewer.options().height}" allowfullscreen webkitallowfullscreen></iframe>
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'google' -->
                                <iframe src="" data-bind="attr: {src: viewer.url(), width: viewer.options().width, height: viewer.options().height}" allowfullscreen webkitallowfullscreen></iframe>
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'iframe' && !editor.enabled() -->
                                <iframe src="" data-bind="attr: {src: viewer.url(), width: viewer.options().width, height: viewer.options().height}" allowfullscreen webkitallowfullscreen></iframe>
                                <!-- /ko -->
                                <!-- ko if: viewer.type() === 'renderer' && renderer.renderer() -->
                                <div data-bind="visible: !editor.enabled() || editor.isInteractive()">
                                    <!-- ko template: {name: 'renderer-template', data: renderer} --><!-- /ko -->
                                </div>
                                <!-- /ko -->
                            </div>
                        </div>

                        <div class="fm-preview-title">
                            <h1 data-bind="text: rdo().attributes.name, attr: {title: rdo().id}"></h1>
                            <div class="fm-preview-title-controls">
                                <a href="#" class="btn-copy-url" data-bind="attr: {title: $root.lg.copy_to_clipboard, 'data-clipboard-text': viewer.pureUrl()}"></a>
                                <!-- ko if: viewer.isEditable() && !editor.enabled() && viewer.options().is_writable -->
                                <a href="#" class="btn-editor-open" data-bind="attr: {title: $root.lg.editor_edit}, click: editFile"></a>
                                <!-- /ko -->
                                <!-- ko if: viewer.isEditable() && editor.enabled() -->
                                <a href="#" class="btn-editor-save" data-bind="attr: {title: $root.lg.editor_save}, click: saveFile"></a>
                                <a href="#" class="btn-editor-quit" data-bind="attr: {title: $root.lg.editor_quit}, click: closeEditor"></a>
                                <!-- /ko -->
                            </div>
                        </div>

                        <div class="fm-preview-details">
                            <table>
                                <tr data-bind="visible: cdo().sizeFormatted">
                                    <td data-bind="text: $root.lg.size"></td>
                                    <td data-bind="text: cdo().sizeFormatted"></td>
                                </tr>
                                <tr data-bind="visible: cdo().dimensions">
                                    <td data-bind="text: $root.lg.dimensions"></td>
                                    <td data-bind="text: cdo().dimensions"></td>
                                </tr>
                                <tr data-bind="visible: cdo().createdFormatted">
                                    <td data-bind="text: $root.lg.created"></td>
                                    <td data-bind="text: cdo().createdFormatted"></td>
                                </tr>
                                <tr data-bind="visible: cdo().modifiedFormatted">
                                    <td data-bind="text: $root.lg.modified"></td>
                                    <td data-bind="text: cdo().modifiedFormatted"></td>
                                </tr>
                            </table>
                        </div>
                    </div>
                    <!-- /ko -->
                </div>

            </div>
        </div>

        <div class="fm-footer">
            <div class="left">
                <div class="search-box input-group" data-bind="visible: config().search.enabled">
                    <span class="input-group-addon clickable" data-bind="event: {click: searchModel.seekItems}">
                        <span class="icon search-icon"></span>
                    </span>
                    <input class="input-group-input" type="text" data-bind="value: searchModel.value, event: {keyup: searchModel.inputKeyUp}" />
                    <span class="input-group-addon clickable" data-bind="event: {click: searchModel.reset}">
                        <span class="icon reset-icon"></span>
                    </span>
                </div>
            </div>

            <div class="right">
                <div id="folder-info">
                    <span data-bind="text: itemsModel.objectsNumber() + ' ' + lg.items"></span> -
                    <span data-bind="text: lg.size + ': ' + itemsModel.objectsSize()"></span>
                </div>
                <div id="summary" data-bind="click: summaryModel.doSummarize"></div>
                <a href="" target="_blank" id="link-to-project" data-bind="attr: {href: config().url, title: lg.support_fm + ' [' + lg.version + ' : ' + config().version + ']'}"></a>
            </div>
            <div style="clear: both"></div>
        </div>

        <!-- ko if: summaryModel.enabled() -->
        <div id="summary-popup" data-bind="visible: false">
            <div class="title" data-bind="text: lg.summary_title"></div>
            <div class="line" data-bind="text: lg.summary_files + ': ' + summaryModel.files()"></div>
            <div class="line" data-bind="text: lg.summary_folders + ': ' + summaryModel.folders(), visible: summaryModel.folders()"></div>
            <div class="line" data-bind="text: lg.summary_size + ': ' + summaryModel.size()"></div>
        </div>
        <!-- /ko -->

        <!-- TEMPLATES Start -->
        <script type="text/html" id="renderer-template">
            <!-- ko template: {afterRender: setContainer} -->
            <div class="fm-renderer-container">
                <!-- ko if: renderer().name === 'markdown' -->
                <div class="fm-markdown-renderer" data-bind="html: content()"></div>
                <!-- /ko -->
                <!-- ko if: renderer().name === 'codeMirror' -->
                <textarea class="fm-cm-renderer-content" data-bind="textInput: content()"></textarea>
                <!-- /ko -->
            </div>
            <!-- /ko -->
        </script>

        <script type="text/html" id="node-parent-template">
            <li data-bind="template: {name: 'node-template', data: koNode}, css: koNode.itemClass(), visible: koNode.visible"></li>
        </script>

        <script type="text/html" id="node-template">
            <div class="row" data-bind="droppableTree: $data"></div>
            <span class="button switch" data-bind="css: switcherClass(), click: switchNode"></span>
            <a data-bind="attr: {class: cdo.cssItemClass}, event: {click: nodeClick, dblclick: nodeDblClick, mousedown: mouseDown}, draggableTree: $data">
                <span class="button" data-bind="css: iconClass()"></span>
                <span class="node_name" data-bind="text: nodeTitle(), attr: {title: title()}"></span>
            </a>
            <ul data-bind="template: {name: 'node-parent-template', if: children().length > 0, foreach: children, as: 'koNode', afterRender: $root.treeModel.nodeRendered}, css: clusterClass(), toggleNodeVisibility: $data"></ul>
        </script>
        <!-- TEMPLATES End-->

        <div id="drag-helper-template" style="display: none">
            <div class="drag-helper">
                <div class="item-background"></div>
                <div class="item-content">
                    <div class="clip grid-icon"></div>
                </div>
                <div class="dragging-stop">
                    <div class="cancel-image"></div>
                </div>
                <div class="dragging-counter" data-bind="visible: itemsModel.selectedNumber() > 1">
                    <span data-bind="text: itemsModel.selectedNumber()"></span>
                </div>
            </div>
        </div>

        <script type="text/javascript" src="scripts/jquery-1.11.3.min.js"></script>
        <!-- drag&drop + selectable build (includes customizations for RichFilemanager) -->
        <script type="text/javascript" src="scripts/jquery-ui/jquery-ui.min.js"></script>
        <script type="text/javascript" src="scripts/jquery-browser.js"></script>
        <script type="text/javascript" src="scripts/knockout-3.4.0.js"></script>
        <script type="text/javascript" src="scripts/jquery-mousewheel/jquery.mousewheel.min.js"></script>
        <script type="text/javascript" src="scripts/jquery.splitter/dist/jquery-splitter.js"></script>
        <script type="text/javascript" src="scripts/jquery.contextmenu/dist/jquery.contextMenu.min.js"></script>
        <script type="text/javascript" src="scripts/alertify.js/dist/js/alertify.js"></script>
        <script type="text/javascript" src="scripts/clipboard.js/dist/clipboard.min.js"></script>
        <script type="text/javascript" src="scripts/jquery.fileDownload/jquery.fileDownload.min.js"></script>
        <script type="text/javascript" src="scripts/javascript-templates/js/tmpl.min.js"></script>
        <script type="text/javascript" src="scripts/toast/lib/toast.min.js"></script>
        <script type="text/javascript" src="scripts/cldrjs/cldr.js"></script>
        <script type="text/javascript" src="scripts/cldrjs/cldr/event.js"></script>
        <script type="text/javascript" src="scripts/cldrjs/cldr/supplemental.js"></script>
        <script type="text/javascript" src="scripts/globalizejs/globalize.js"></script>
        <script type="text/javascript" src="scripts/globalizejs/globalize/number.js"></script>
        <script type="text/javascript" src="scripts/globalizejs/globalize/date.js"></script>
        <script type="text/javascript" src="scripts/purl/purl.min.js"></script>
        <!-- Load filemanager script -->
        <script type="text/javascript" src="scripts/filemanager.min.js"></script>
        <script type="text/javascript" src="config/filemanager.init.js"></script>

        <!-- Start RichFilemanager plugin -->
        <script type="application/javascript">
            $(function() {
                $('.fm-container').richFilemanager();
            });
        </script>

        <!-- Session timeout script-->
        <script src="../../plugins/bootstrap-session-timeout-master/dist/bootstrap-session-timeout.js"></script>

        <script>
            // A $( document ).ready() block.
            $( document ).ready(function() {
                $.sessionTimeout({
                    keepAliveUrl: 'test.html',
                    logoutUrl: '../',
                    redirUrl: '../',
                    warnAfter: 1800000, //1800000 //30mins
                    redirAfter: 600000, //600000 //10mins
                    onWarn: false,
                    onRedir: false,
                    countdownMessage: 'Redirecting in {timer} seconds.',
                    countdownBar: true
                });
            });
        </script>

        <!-- Sweet Alert Js  -->
        <script src="../../plugins/sweet-alert/sweetalert2.min.js"></script>

        <script>
        //Auto Close Timer
        $('#sa-redirect-myfiles').click(function () {
            var timer = 3000, // timer in seconds
            isTimerStarted = false;
            swal({
                title: 'Hold on to your documents!',
                text: 'redirecting in 3 seconds',
                timer: 3000
            }).then(
                function () {
                },
                // handling the promise rejection
                function (dismiss) {
                    if (dismiss === 'timer') {
                        window.location = "../dashboard/";
                    }
                }
            )
        });
        </script>

    </div>
</div>
</body>

</html>

[bookmark: _Toc515011326]9.1.16 nojavascript Folder, Index.php
<!DOCTYPE html>
<html>
    <head>
        <meta charset="utf-8">
        <meta name="viewport" content="width=device-width,initial-scale=1">
        <meta name="description" content="A fully featured admin theme which can be used to build CRM, CMS, etc.">
        <meta name="author" content="Coderthemes">

        <link rel="shortcut icon" href="assets/images/favicon.ico">

        <title>Minton - Responsive Admin Dashboard Template</title>

        <link href="../../plugins/switchery/switchery.min.css" rel="stylesheet" />

        <link href="../assets/css/bootstrap.min.css" rel="stylesheet" type="text/css">
        <link href="../assets/css/icons.css" rel="stylesheet" type="text/css">
        <link href="../assets/css/style.css" rel="stylesheet" type="text/css">
    </head>
    <body>

        <div class="wrapper-page">

            <div class="text-center">
                <a href="#" class="logo-lg"><i class="mdi mdi-amazon-clouddrive"></i> <span>BontElim Cloud</span> </a>
            </div>

            <form method="post" action="index.html" role="form" class="text-center m-t-20">
                <div class="form-group">
                    <h5 class="text-uppercase mt-2"><strong>Wait.... You don't have javascript enabled??</strong></h5>
                    <p class="text-muted">Please turn on your javascript to continue with our site.</p>
                        <a href="../login/"<button class="btn btn-warning btn-custom text-dark"><strong>Back to Login if js is Enabled</strong></button></a>
                </div>
                <div class="text-right">
                    <a href="https://www.enable-javascript.com/" class="text-muted">Don't know how to turn javascript on?</a>
                </div>
            </form>

        </div>

    </body>
</html>
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<?php

    /* checks if session has started if not Start Start*/
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if session has started if not Start End */

    if(isset($_SESSION['login']))
    {
        header('Location: ../index.php');
    }

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    $inuseresult = "";

    if (!isset($_POST['saveregister']))
    {
         /* variables for keeping hold of data */
        $username = "";
        $emailaddress = "";
        $password = "";
        $firstname = "";
        $lastname = "";
        /*close the database */
        $dbconn->close();
    }
    /* process the save */
    if (isset($_POST['saveregister']))
    {
        /* get the data from the form */
        $username = strip_tags($_POST['username']);
        //turns all charaters to lowercase
        $username = strtolower($username);
        $emailaddress = strip_tags($_POST['emailaddress']);
        $password = $_POST['password'];
        $firstname = strip_tags($_POST['firstname']);
        $lastname = strip_tags($_POST['lastname']);
        $accesslevel = 1;
        $jobrole = "DefaultUser";
        $picpath = "https://s3.eu-west-2.amazonaws.com/devzenithsync/users/defaultprofile/user+profile.png";

        if (!empty($username))
        {
            $A = 0;
            /* now generate the query */
            $sql = $dbconn->prepare("select AES_DECRYPT(username,'$userkey') as username from users where AES_DECRYPT(username,'$userkey') = ?");
            $sql->bind_param('s', $username);

            /* execute the query */
            $sql->execute();
            $sql->bind_result($uname);
            $sql->store_result();

            if($sql->fetch())
            {

            }
            else
            {
                $A = 1;
            }

            if($A == 1)
            {
                $sql = $dbconn->prepare("select AES_DECRYPT(uniqueuserid,'$userkey') as uniqueuserid from users order by uniqueuserid desc limit 1");

                /* execute the query */
                $sql->execute();
                $sql->bind_result($nextuniqueuserid);
                $sql->store_result();
                $sql->fetch();
                //Adds one "++"
                $nextuniqueuserid ++;

                /* checks are ok. Post the data - be careful of the prepare and brackets ??? */
                $sql = $dbconn->prepare("INSERT INTO users (uniqueuserid, username, userdisplayname, password, firstname, lastname, jobrole, accesslevel, emailaddress, profileimage) values (AES_ENCRYPT(?,'$userkey'), AES_ENCRYPT(?,'$userkey'), AES_ENCRYPT(?,'$userkey'),AES_ENCRYPT(?,'$userkey'),?,?,?,?, AES_ENCRYPT(?,'$userkey'),?)");

                $sql->bind_param("issssssiss",$nextuniqueuserid, $username, $username, $password, $firstname, $lastname, $jobrole, $accesslevel, $emailaddress, $picpath);

                /* execute the query */
                $sql->execute();

                /*close the date(format)atabase */
                $sql->close();
                $dbconn->close();

                /* redirect to the next signup page. */
                header("location: ../login");
            }
            else
            {
            $inuseresult = "<strong><span class='text-danger'>Someone was a bit faster than you! Username taken :(</span></strong>";
            }
        }
    }
?>
<!DOCTYPE html>
<html>
            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <head>
            </head>
    <body onload="resetfield()">

        <div class="wrapper-page">

            <div class="text-center">
                <a href="#" class="logo-lg"><i class="mdi mdi-amazon-clouddrive"></i> <span>BontElim Cloud</span> </a>
            </div>
            <form class="form-horizontal m-t-20"  method="post" novalidate="" id="form-signup" autocomplete="off">
                <div class="form-group row m-t-30">
                    <div class="col-12 text-center">
                        <div class="user-result" id="user-result"></div>
                    </div>
                </div>
                <div class="form-group row">
                    <div class="col-12">
                        <input autocomplete="off" class="form-control" data-parsley-pattern="^[A-Za-z]*$" data-parsley-length="[2,60]" type="text" required="" name="firstname" id="firstname" placeholder="firstname" readonly onfocus="this.removeAttribute('readonly');" value="<?php echo $firstname ?>">
                    </div>
                </div>
                <div class="form-group row">
                    <div class="col-12">
                        <input autocomplete="off" class="form-control" data-parsley-pattern="^[A-Za-z]*$" data-parsley-length="[2,60]" type="text" required="" name="lastname" id="lastname" placeholder="lastname" readonly onfocus="this.removeAttribute('readonly');" value="<?php echo $lastname ?>">
                    </div>
                </div>
                <div class="form-group row">
                    <div class="col-12">
                        <input autocomplete="off" class="form-control" type="email" required="" name="emailaddress" id="emailaddress" placeholder="Email" readonly onfocus="this.removeAttribute('readonly');" value="<?php echo $emailaddress ?>">
                    </div>
                </div>
                <div class="form-group row">
                    <div class="col-12">
                        <input autocomplete="off" data-parsley-whitespace="trim" class="form-control" data-parsley-length="[2,60]" type="text" required="" name="username" id="username" placeholder="Username" readonly onfocus="this.removeAttribute('readonly');" value="<?php echo $username ?>"><span id="username-taken"><?php echo $inuseresult;?></span>
                    </div>
                </div>
                <div class="form-group row">
                    <div class="col-12">
                        <div class="form-group">
                            <input autocomplete="off" id="pass1" type="password" placeholder="Password" required class="form-control" name="password" readonly onfocus="this.removeAttribute('readonly');" value="<?php echo $password ?>">
                        </div>
                        <div class="form-group">
                            <input data-parsley-equalto="#pass1" type="password" required
                                    placeholder="Repeat password" class="form-control" id="passWord2">
                        </div>
                    </div>
                </div>
                <div class="form-group row">
                    <div class="col-12">
                        <div class="checkbox checkbox-primary">
                            <input id="checkbox-signup" type="checkbox" name="confirmed" id="confirmed" required>
                            <label for="checkbox-signup">
                                I accept <a href="../termsandconditions">Terms and Conditions</a>
                            </label>
                        </div>
                    </div>
                </div>
                <div class="form-group text-right m-t-20">
                    <div class="col-xs-12">
                        <button class="btn btn-primary btn-custom waves-effect waves-light w-md" type="submit" name="saveregister" id="saveregister">Register</button>
                    </div>
                </div>
                <div class="form-group row m-t-30">
                    <div class="col-12 text-center">
                        <a href="../login" class="text-muted">Already have account?</a>
                    </div>
                </div>
            </form>
        </div>

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->
            <script type="text/javascript">
                $(document).ready(function() {
                    $('form').parsley();
                });
            </script>
            <script>
            $('#firstname').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#lastname').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#emailaddress').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#username').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#pass1').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#passWord2').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            </script>

                <script>
                    $(document).ready(function(){

                        //https://stackoverflow.com/questions/1909441/how-to-delay-the-keyup-handler-until-the-user-stops-typing/1909508
                        //Set Timeout 1 sec for type input
                        var delay = (function(){
                        var timer = 0;
                        return function(callback, ms){
                            clearTimeout (timer);
                            timer = setTimeout(callback, ms);
                        };
                        })();

                        $("#username").keyup(function(){
                            var username = $("#username").val();
                            $("#username-taken").html("<img src='../assets/images/preloader.gif' /> <strong>Please wait, we are searching the universe.</strong>");
                            delay(function(){
                                $.ajax({
                                    type: 'post', // the method (could be GET btw)
                                    url: '../assets/scripts/functions/function_Checkusername.php', // The file where my php code is
                                    data: {
                                        "checkusername": username // all variables i want to pass. In this case, only one.
                                    },
                                    cache: false,
                                    success: function(data) { // in case of success get the output, i named data
                                    //alert(data);
                                    if(data==0)
                                    {
                                        if(username == "")
                                        {
                                            $("#username-taken").html("<strong><span class='text-success'></span></strong>");
                                            $(':input[type="submit"]').prop('disabled', false);
                                        }
                                        else
                                        {
                                            $("#username-taken").html("<strong><span class='text-success'><i class='mdi mdi-thumb-up'> Username is free to use.</span></strong>");
                                            $(':input[type="submit"]').prop('disabled', false);
                                        }
                                    }
                                    else
                                    {
                                        $("#username-taken").html("<strong><span class='text-danger'><i class='mdi mdi-thumb-down'> A bit too slow! Username taken.</span></strong>");
                                        $(':input[type="submit"]').prop('disabled', true);
                                    }
                                    }
                                });
                            }, 500 );
                        });
                    });
                </script>

    </body>
</html>
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<?php
    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

?>
<!DOCTYPE html>
<html>
    <!--**Gets Side Navigation from includes Start:**-->
    <?php include '../assets/scripts/includes/include_Head.php'; ?>
    <!--**Gets Side Navigation from includes End:**-->


    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

<!--**Got Included from Includes (PHP)**-->
            <!-- Top Bar Start -->
            <div class="topbar">

                <!-- LOGO -->
                <div class="topbar-left">
                    <div class="text-center">
                        <a href="#" class="logo"><i class="mdi mdi-radar"></i> <span>Gym World</span></a>
                    </div>
                </div>

                <!-- Button mobile view to collapse sidebar menu -->
                <nav class="navbar-custom">

                    <ul class="list-inline float-right mb-0">

                    </ul>

                </nav>

            </div>
            <!-- Top Bar End -->

            <!-- ========== Left Sidebar Start ========== -->

            <div class="left side-menu">
                <div class="sidebar-inner slimscrollleft">
                    <!--- Divider -->
                    <div id="sidebar-menu">
                        <ul>
                            <li class="menu-title">Main</li>
                            <li>
                                <a onclick="goBack()" class="waves-effect waves-primary"><i
                                        Echoclass="ti-home"></i><span>Back</span></a>
                            </li>
                            <script>
                            function goBack() {
                                window.history.back();
                            }
                            </script>

                        </ul>

                        <div class="clearfix"></div>
                    </div>
                    <div class="clearfix"></div>
                </div>
            </div>
            <!-- Left Sidebar End -->

            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">terms and conditions of this website</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item">Information</a></li>
                                        <li class="breadcrumb-item active">Terms and conditions</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>

                        <div class="row">
                            <div class="col-sm-12">
                                <div class="text-center">
                                    <h3 class="font-600">Terms and conditions</h3>
                                    <p class="text-muted">Please be aware, our terms and conditions change and to check out the updates every so often</p>
                                </div>
                            </div><!-- end col -->
                        </div>

                        <div class="row m-t-40">
                            <div class="col-lg-9 center-page">
                                <div>
                                    <div class="question-q-box">1</div>
                                    <h4 class="question">Data Protection Act</h4>
                                    <p class="answer">Lorem Ipsum is simply dummy text of the printing and typesetting
                                        industry. Lorem Ipsum has been the industry's standard dummy text ever since the
                                        1500s, when an unknown printer took a galley of type and scrambled it to make a
                                        type specimen book. It has survived not only five centuries, but also the leap
                                        into electronic typesetting, remaining essentially unchanged.</p>
                                </div>

                                <div>
                                    <div class="question-q-box">2</div>
                                    <h4 class="question">Personal data</h4>
                                    <p class="answer">It is a long established fact that a reader will be distracted by the readable content of a page when looking at its layout. The point of using Lorem Ipsum is that it has a more-or-less normal distribution of letters, as opposed to using 'Content here, content here', making it look like readable English. Many desktop publishing packages and web page editors now use Lorem Ipsum as their default model text.</p>
                                </div>

                                <div>
                                    <div class="question-q-box">3</div>
                                    <h4 class="question">Third Party'3</h4>
                                    <p class="answer">Contrary to popular belief, Lorem Ipsum is not simply random text.
                                        It has roots in a piece of classical Latin literature from 45 BC, making it over
                                        2000 years old. Richard McClintock, a Latin professor at Hampden-Sydney College
                                        in Virginia, looked up one of the more obscure Latin words, consectetur, from a
                                        Lorem Ipsum passage, and going through the cites of the word in classical
                                        literature, discovered the undoubtable source.</p>
                                </div>

                                <div>
                                    <div class="question-q-box">4</div>
                                    <h4 class="question">something else</h4>
                                    <p class="answer">There are many variations of passages of Lorem Ipsum available,
                                        but the majority have suffered alteration in some form, by injected humour, or
                                        randomised words which don't look even slightly believable. If you are going to
                                        use a passage of Lorem Ipsum, you need to be sure there isn't anything
                                        embarrassing hidden in the middle of text.</p>
                                </div>

                                <div>
                                    <div class="question-q-box">5</div>
                                    <h4 class="question" data-wow-delay=".1s">bla bla bla</h4>
                                    <p class="answer">Lorem ipsum dolor sit amet, in mea nonumes dissentias dissentiunt,
                                        pro te solet oratio iriure. Cu sit consetetur moderatius intellegam, ius decore
                                        accusamus te. Ne primis suavitate disputando nam. Mutat convenirete.</p>
                                </div>
                            </div>
                        </div>

                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

        </div>
        <!-- END wrapper -->


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>
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<?php
    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_UserSettings.php';
    /* checks  if the user has logged in, End */

?>
<!DOCTYPE html>
<html>
            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->


            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Updates</h4>
                                    <ol class="breadcrumb float-right">
                                    <li class="breadcrumb-item"><a href="../dashboard">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item">This Website</li>
                                        <li class="breadcrumb-item active">Updates</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>
                            <!--**Project Report on page End**-->
                            <!-- end col -8 -->
                            <!--**Developer Info on page Start**-->
                            <div class="row">
                                <div class="col-lg-4">
                                    <div class="card-box widget-user">
                                        <div>
                                            <img src="https://s3.eu-west-2.amazonaws.com/devzenithsync/users/userprofilepictures/d147ace44976d09bf8ecb1b7bf52cc2c58145b9a8a1fdc1887b738145cca955649/Ricky-Jenkins.png" class="img-responsive rounded-circle" alt="Developer" style="width:80px;height:80px;">
                                            <div class="wid-u-info">
                                                <h5 class="mt-0 m-b-5 font-16">&#x24C;&#x268;&#x23C;&#xA741;&#x24F; &#x248;&#x247;n&#xA741;&#x268;ns</h5>
                                                <p class="text-muted m-b-5 font-13">RickyJamesJenkins@outlook.com</p>
                                                <small class="text-warning"><b>Developer</b></small>
                                            </div>
                                        </div>
                                    </div>
                                    </div>
                                    <div class="col-lg-4">
                                    <div class="card-box widget-user">
                                        <div>
                                            <img src="https://s3.eu-west-2.amazonaws.com/devzenithsync/users/userprofilepictures/df17938a39946d8caeb8ddc3a1c9a909576e018203cd50f20a49a4d99b9b503f56/Jason.jpg" class="img-responsive rounded-circle" alt="Owner" style="width:80px;height:80px;">
                                            <div class="wid-u-info">
                                                <h5 class="mt-0 m-b-5 font-16">&#xFF2A;&#xFF21;&#xFF33;&#xFF2F;&#xFF2E; &#xFF22;&#xFF25;&#xFF39;&#xFF2E;&#xFF2F;&#xFF2E;</h5>
                                                <p class="text-muted m-b-5 font-13">jason@bontelim.church</p>
                                                <small class="text-danger"><b>Admin</b></small>
                                            </div>
                                        </div>
                                    </div>
                                    </div>
                                    <div class="col-lg-4">
                                    <div class="card-box widget-user">
                                        <div>
                                            <img src="https://s3.eu-west-2.amazonaws.com/devzenithsync/users/defaultprofile/user+profile.png" class="img-responsive rounded-circle" alt="Admin" style="width:80px;height:80px;">
                                            <div class="wid-u-info">
                                                <h5 class="mt-0 m-b-5 font-16">&#x1D4DF;&#x1D4EA;&#x1D4FE;&#x1D4F5; &#x1D4D9;&#x1D4F8;&#x1D4F1;&#x1D4F7;</h5>
                                                <p class="text-muted m-b-5 font-13">Paul@gmail.com</p>
                                                <small class="text-danger"><b>Admin</b></small>
                                            </div>
                                        </div>
                                    </div>
                                    </div>
                            </div>
                            <!--**Developer Info on page End**-->
                            <div class="row">
                            <!--**Project Report on page Start**-->
                            <div class="col-lg-1"></div>
                            <div class="col-lg-10">
                                <div class="card-box">
                                    <h4 class="text-dark  header-title m-t-0">Project Updates</h4>
                                    <p class="text-muted m-b-25 font-13">
                                        TProject updates in 2018
                                    </p>

                                    <div class="table-responsive">
                                        <table class="table mb-0">
                                            <thead>
                                            <tr>
                                                <th>#</th>
                                                <th>Update Name</th>
                                                <th>Start Date</th>
                                                <th>Realsed</th>
                                                <th>Status</th>
                                                <th>Assign</th>
                                                <th>view updates</ht>
                                            </tr>
                                            </thead>
                                            <tbody>
                                            <tr>
                                                <td>1</td>
                                                <td>Website Update v1</td>
                                                <td>01/02/2018</td>
                                                <td>26/04/2018</td>
                                                <td><span class="badge badge-success">Released</span></td>
                                                <td>&#x24C;&#x268;&#x23C;&#xA741;&#x24F; &#x248;&#x247;n&#xA741;&#x268;ns</td>
                                                <a href="http://example.com"><td> View</td></a>
                                            </tr>
                                            <tr>
                                                <td>2</td>
                                                <td>Website Update v2</td>
                                                <td>01/01/2018</td>
                                                <td>26/03/2018</td>
                                                <td><span class="badge badge-success">Released</span></td>
                                                <td>&#x24C;&#x268;&#x23C;&#xA741;&#x24F; &#x248;&#x247;n&#xA741;&#x268;ns</td>
                                                <a href="http://example.com"><td href="../dashboard/"> View</td></a>
                                            </tr>

                                            </tbody>
                                        </table>
                                    </div>
                                </div>
                            </div>
                        </div>
                        </div>
                        <!-- end row -->
                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011330]9.1.20 userprofile Folder, Index.php
<!-- Written and programmed by Ɍɨȼꝁɏ Ɉɇnꝁɨns, template was bought from https://wrapbootstrap.com/theme/minton-bootstrap-4-admin-frontend-WB0858DB6-->
<?php

    //include different scripts for the page, this would include the config and db connection//
    include "../assets/scripts/db/config.php";
    include "../assets/scripts/db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../assets/scripts/includes/include_Session.php';
    /* checks  if the user has logged in, End */

    /* checks if the user has logged in, Start */
    include '../assets/scripts/functions/function_checklogin.php';
    /* checks  if the user has logged in, End */

        /* checks if the user has logged in, Start */
        include '../assets/scripts/includes/include_UserSettings.php';
        /* checks  if the user has logged in, End */

        $currentid = $_SESSION['userid'];

        /* now generate the query */
        $sql = $dbconn->prepare("select AES_DECRYPT(username,'$userkey') as username, AES_DECRYPT(userdisplayname,'$userkey') as userdisplayname, firstname, lastname, AES_DECRYPT(emailaddress,'$userkey') as emailaddress, jobrole, accesslevel, profileimage, usernotes from users where userid = ?");
        $sql->bind_param('i', $currentid);

        /* execute the query */
        $sql->execute();
        $sql->bind_result($username, $userdisplayname, $firstname, $lastname, $emailaddress, $jobrole, $accesslevel, $profileimage, $usernotes);
        $sql->fetch();
        $sql->close();

        if (!isset($_POST['updateuser']))
        {
            $password="";
        }
        if (isset($_POST['updateuser']))
        {
            $password = $_POST['password'];
            if (empty($password))
            {
                //Get password if user didn't input any.
                /* now generate the query */
                $sql = $dbconn->prepare("select AES_DECRYPT(password,'$userkey') as password from users where userid = ?");
                $sql->bind_param('i', $currentid);

                /* execute the query */
                $sql->execute();
                $sql->bind_result($password);
                $sql->fetch();
                $sql->close();
            }
            //Strip tags sourced from "https://www.sitepoint.com/php-security-cross-site-scripting-attacks-xss/"
            //Gain all data from the form and stick them into the right variables
            $userjobrole = $jobrole;
            $username = strip_tags($_POST['username']);
            $username = strtolower($username);
            $userdisplayname = strip_tags($_POST['userdisplayname']);
            $firstname = strip_tags($_POST['firstname']);
            $lastname = strip_tags($_POST['lastname']);
            $emailaddress = strip_tags($_POST['emailaddress']);
            $usernotes =  strip_tags($_POST['usernotes']);

            //Get all data posted by the user and input them into the database.
            $sql = $dbconn->prepare("UPDATE users SET username = AES_ENCRYPT(?, '$userkey'), userdisplayname = AES_ENCRYPT(?, '$userkey'), firstname = ?, lastname = ?, emailaddress = AES_ENCRYPT(?, '$userkey'), accesslevel = ?, jobrole = ?, usernotes = ?, password = AES_ENCRYPT(?, '$userkey') WHERE userid = ?");
            $sql->bind_param("sssssisssi", $username, $userdisplayname, $firstname, $lastname, $emailaddress, $accesslevel, $jobrole, $usernotes, $password, $currentid);
            //execute the query
            $sql->execute();

            //close the database
            $sql->close();
            $dbconn->close();

            //If user changes X details, change details to session aswell.
            if($username !== $_SESSION['username'])
            {
                $_SESSION['username'] = $username;
            }
            else{}
                if ($userdisplayname !== $_SESSION['userdisplayname'])
            {
                $_SESSION['userdisplayname'] = $userdisplayname;
            }
            else{}
                if ($firstname !== $_SESSION['firstname'])
            {
                $_SESSION['firstname'] = $firstname;
            }
            else{}
                if ($lastname !== $_SESSION['lastname'])
            {
                $_SESSION['lastname'] = $lastname;
            }
            else{}
                if ($emailaddress !== $_SESSION['emailaddress'])
            {
                $_SESSION['emailaddress'] = $emailaddress;
            }
            else{}
                if ($emailaddress !== $_SESSION['emailaddress'])
            {
                $_SESSION['emailaddress'] = $emailaddress;
            }

            //redirect to the next signup page.
            header("Location: ../userprofile/");
        }

        $dbconn->close();
?>
<!DOCTYPE html>
<html>
            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_Head.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    <body class="fixed-left">

        <!-- Begin page -->
        <div id="wrapper">

            <!--**Gets Head Tab from includes Start:**-->
            <?php include '../assets/scripts/includes/include_HeadTab.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!--**Gets Side Navigation from includes Start:**-->
            <?php include '../assets/scripts/includes/include_SideNavigation.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

            <!-- ============================================================== -->
            <!-- Start right Content here -->
            <!-- ============================================================== -->
            <div class="content-page">
                <!-- Start content -->
                <div class="content">
                    <div class="container-fluid">

                        <!-- Page-Title -->
                        <div class="row">
                            <div class="col-sm-12">
                                <div class="page-title-box">
                                    <h4 class="page-title">Profile</h4>
                                    <ol class="breadcrumb float-right">
                                        <li class="breadcrumb-item"><a href="../dashboard/">BontElim Cloud</a></li>
                                        <li class="breadcrumb-item"><a href="#">Account</a></li>
                                        <li class="breadcrumb-item active">Profile</li>
                                    </ol>
                                    <div class="clearfix"></div>
                                </div>
                            </div>
                        </div>

                        <div class="row">
                            <div class="col-xl-3 col-lg-4">
                                <div class="text-center card-box">
                                    <div class="member-card">
                                        <div class="thumb-xl member-thumb m-b-10 center-block">
                                            <img src="<?php echo $_SESSION['profileimage'] ?>" class="rounded-circle img-thumbnail" alt="profile-image" style="width:200px;height:200px;">
                                        </div>

                                        <div class="">
                                            <h5 class="m-b-5"><?php echo $_SESSION['firstname'] ?> <?php echo $_SESSION['lastname']; ?></h5>
                                            <p class="text-danger"><h4><?php echo $_SESSION['jobrole']; ?></h4></p>
                                        </div>

                                        <div class="text-left m-t-40">
                                            <p class="font-13"><strong>Full Name :</strong> <span class="m-l-15"><?php echo $_SESSION['firstname']; ?> <?php echo $_SESSION['lastname'] ?></span></p>

                                            <p class="font-13"><strong>Email :</strong> <span class="m-l-15"><?php echo $_SESSION['emailaddress']; ?></span></p>

                                            <p class="font-13"><strong>Location :</strong> <span class="m-l-15">Unknown</span></p>
                                        </div>

                                        <ul class="social-links list-inline m-t-30">
                                            <li class="list-inline-item">
                                                <a title="" data-placement="top" data-toggle="tooltip" class="tooltips" href="#" data-original-title="Facebook"><i class="fa fa-facebook"></i></a>
                                            </li>
                                            <li class="list-inline-item">
                                                <a title="" data-placement="top" data-toggle="tooltip" class="tooltips" href="#" data-original-title="Twitter"><i class="fa fa-twitter"></i></a>
                                            </li>
                                            <li class="list-inline-item">
                                                <a title="" data-placement="top" data-toggle="tooltip" class="tooltips" href="#" data-original-title="Skype"><i class="fa fa-skype"></i></a>
                                            </li>
                                        </ul>

                                    </div>

                                </div> <!-- end card-box -->
                            </div> <!-- end col -->

                            <div class="col-lg-8 col-xl-9">
                                <div class="">
                                    <div class="card-box">
                                        <ul class="nav nav-tabs tabs-bordered">
                                        <li class="nav-item">
                                                <a href="#settings" data-toggle="tab" aria-expanded="false" class="nav-link active">
                                                    SETTINGS
                                                </a>
                                            </li>
                                            <li class="nav-item">
                                                <a href="#home" data-toggle="tab" aria-expanded="false" class="nav-link">
                                                    ABOUT ME
                                                </a>
                                            </li>
                                        </ul>
                                        <div class="tab-content">
                                            <div class="tab-pane" id="home">
                                            <h4 class=" m-b-5"></h4>
                                                <p class="m-b-5"></p>

                                                <div class="m-t-30">
                                                    <div class="">
                                                        <h4 class=" m-b-5">My User note:</h4>
                                                        <p><?php echo $usernotes; ?></p>
                                                    </div>
                                                </div>
                                            </div>
                                            <div class="tab-pane active" id="settings">
                                                <form role="form">
                                                    <div class="form-group">
                                                        <label for="FullName">First Name</label>
                                                        <input type="text" value="<?php echo $firstname ?>" disabled  id="FullName" class="form-control">
                                                    </div>
                                                    <div class="form-group">
                                                        <label for="FullName">Last Name</label>
                                                        <input type="text" value="<?php echo $lastname ?>" disabled  id="FullName" class="form-control">
                                                    </div>
                                                    <div class="form-group">
                                                        <label for="Email">Email</label>
                                                        <input type="email" value="<?php echo $emailaddress ?>" disabled id="Email" class="form-control">
                                                    </div>
                                                    <div class="form-group">
                                                        <label for="Username">Username</label>
                                                        <input type="text" value="<?php echo $username ?>" disabled id="Username" class="form-control">
                                                    </div>
                                                    <div class="form-group">
                                                        <label for="Username">Display Name</label>
                                                        <input type="text" value="<?php echo $userdisplayname ?>" disabled id="displayname" class="form-control">
                                                    </div>
                                                    <div class="form-group">
                                                        <label for="Password">Password</label>
                                                        <input type="password" placeholder="************" disabled id="Password" class="form-control">
                                                    </div>
                                                    <div class="form-group">
                                                        <label for="AboutMe">About Me</label>
                                                        <textarea style="height: 125px" id="AboutMe" disabled class="form-control"><?php echo $usernotes ?></textarea>
                                                    </div>
                                                <!-- Responsive modal -->
                                                <button type="button" class="btn btn-success waves-effect waves-light" data-toggle="modal" data-target="#con-close-modal">Update My Settings</button>
                                                </form>
                                            </div>
                                        </div>
                                    </div>
                                </div>

                            </div> <!-- end col -->
                        </div>
                        <!-- end row -->
                    </div>
                    <!-- end container -->
                </div>
                <!-- end content -->

                <!--**Gets Footer from includes Start:**-->
                <?php include '../assets/scripts/includes/include_Footer.php'; ?>
                <!--**Gets Footer from includes End:**-->

            </div>
            <!-- ============================================================== -->
            <!-- End Right content here -->
            <!-- ============================================================== -->

        <!--******Contains Modal Data for editing a user Start******-->
        <div id="con-close-modal" class="modal fade" tabindex="-1" role="dialog" aria-labelledby="myModalLabel" aria-hidden="true" style="display: none;">
            <div class="modal-dialog">
                <form method="post">
                    <div class="modal-content">
                        <div class="modal-header">
                            <button type="button" class="close" data-dismiss="modal" aria-hidden="true">×</button>
                            <h4 class="modal-title">Change or update your settings here.</span></h4>
                        </div>
                        <div class="modal-body">
                            <div class="row">
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-1" class="control-label">Username:</label>
                                        <input type="text" name="username" class="form-control" id="field-1" required value="<?php echo $username ?>"><span id="username-taken"></span>
                                    </div>
                                </div>
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-2" class="control-label">Displayname:</label>
                                        <input type="text" data-parsley-length="[2,40]" class="form-control" id="field-2" name="userdisplayname" required value="<?php echo $userdisplayname ?>">
                                    </div>
                                </div>
                            </div>
                            <div class="row">
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-6" class="control-label">Firstname:</label>
                                        <input type="text" data-parsley-pattern="^[A-Za-z]*$" data-parsley-length="[2,60]" class="form-control" id="field-6" name="firstname" required value="<?php echo $firstname ?>">
                                    </div>
                                </div>
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <label for="field-4" class="control-label">Lastname:</label>
                                        <input type="text" data-parsley-pattern="^[A-Za-z]*$" data-parsley-length="[2,60]" class="form-control" id="field-4" name="lastname" required value="<?php echo $lastname ?>">
                                    </div>
                                </div>
                            </div>
                            <div class="row">
                                <div class="col-md-12">
                                    <div class="form-group">
                                        <label for="field-3" class="control-label">Email Address:</label>
                                        <input type="email" parsley-trigger="change" data-parsley-length="[10,290]" class="form-control" id="field-3" name="emailaddress" required id="emailAddress" value="<?php echo $emailaddress ?>">
                                    </div>
                                </div>
                            </div>
                            <div class="form-group row">
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <input id="pass1" type="password" placeholder="Password"  class="form-control password1" name="password" readonly onfocus="this.removeAttribute('readonly');" value="<?php echo $password ?>">
                                    </div>
                                </div>
                                <div class="col-md-6">
                                    <div class="form-group">
                                        <input data-parsley-equalto="#pass1" type="password" placeholder="Repeat password" class="form-control password2" id="passWord2">
                                    </div>
                                </div>
                            </div>
                            <div class="form-group">
                                <label for="AboutMe">About Me</label>
                                <textarea style="height: 125px" id="AboutMe" data-parsley-length="[10,290]" class="form-control" name="usernotes" placeholder="<?php if (empty($usernotes)){echo "Add some thoughts about yourself";}?>"><?php echo $usernotes?></textarea>
                            </div>
                        </div>
                        <div class="modal-footer">
                            <a href="../userprofile/"><button type="button" class="btn btn-secondary waves-effect">Exit</button></a>
                            <button type="button" class="btn btn-secondary waves-effect" data-dismiss="modal">Dismiss</button>
                            <button type="submit" class="btn btn-info waves-effect waves-light" name="updateuser" id="updateuser">Submit My Settings</button>
                        </div>
                    </div>
                </form>
                <div>
            </div>
        </div><!-- /.modal -->
        </div>
        <!--******Contains Modal Data for editing a user End******-->

            <!--**Gets Right Sidebar from includes Start:**-->
            <?php include '../assets/scripts/includes/include_RightSidebar.php'; ?>
            <!--**Gets Right Sidebar from includes End:**-->

        </div>
        <!-- END wrapper -->


            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_FooterScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

        <!-- Notification js -->
        <script src="../../plugins/notifyjs/dist/notify.min.js"></script>
        <script src="../../plugins/notifications/notify-metro.js"></script>

        <!-- Parsleyjs -->
        <script type="text/javascript" src="../../plugins/parsleyjs/dist/parsley.min.js"></script>

        <script type="text/javascript">
            $(document).ready(function() {
                $('form').parsley();
            });
        </script>

        <script>
        function resetfield(){
        document.getElementById("pass1").value="";
        document.getElementById("passWord2").value="";
        }
        </script>
        <script>
            $('#field-1').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-2').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-3').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-4').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#field-6').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#pass1').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            $('#passWord2').keypress(function( e ) {
                if(e.which === 32)
                    return false;
            });
            </script>
        <script>
        //http://jsfiddle.net/8kcLyjpn/
        //Reconstructed by Ɍɨȼꝁɏ Ɉɇnꝁɨns
        $(document).ready(function() {
            $('#updateuser').click(function(e){
                $('#pass1').prop('required', false).each(function(){
                    !$(this).val() || $('#passWord2').prop('required', true);
                });
            });
        });
        </script>

        <script>
            $(document).ready(function(){

                //https://stackoverflow.com/questions/1909441/how-to-delay-the-keyup-handler-until-the-user-stops-typing/1909508
                //Set Timeout 1 sec for type input
                var delay = (function(){
                var timer = 0;
                return function(callback, ms){
                    clearTimeout (timer);
                    timer = setTimeout(callback, ms);
                };
                })();

                $("#field-1").keyup(function(){
                    var username = $("#field-1").val().toLowerCase();
                    $("#username-taken").html("<img src='../assets/images/preloader.gif' /> <strong>Please wait, we are searching the universe.</strong>");
                    delay(function(){
                        $.ajax({
                            type: 'post', // the method (could be GET btw)
                            url: '../assets/scripts/functions/function_Checkusername.php', // The file where my php code is
                            data: {
                                "checkusername": username // all variables i want to pass. In this case, only one.
                            },
                            cache: false,
                            success: function(data) { // in case of success get the output, i named data
                            //alert(data);
                            if(data==0)
                            {
                                if(username== "")
                                {
                                    $("#username-taken").html("<strong><span class='text-success'></span></strong>");
                                $(':input[type="submit"]').prop('disabled', false);
                                }
                                else
                                {
                                $("#username-taken").html("<strong><span class='text-success'><i class='mdi mdi-thumb-up'> Username available.</span></strong>");
                                $(':input[type="submit"]').prop('disabled', false);
                                }
                            }
                            else
                            {
                                if("<?php echo $username; ?>" == username)
                                {
                                    $("#username-taken").html("<strong><span class='text-success'>Current username</span></strong>");
                                    $(':input[type="submit"]').prop('disabled', false);
                                }
                                else
                                {
                                $("#username-taken").html("<strong><span class='text-danger'><i class='mdi mdi-thumb-down'> Username taken.</span></strong>");
                                $(':input[type="submit"]').prop('disabled', true);
                                }
                            }
                            }
                        });
                    }, 500 );
                });
            });
        </script>

            <!--**Gets FooterScripts from includes Start:**-->
            <?php include '../assets/scripts/includes/include_GlobalScripts.php'; ?>
            <!--**Gets Side Navigation from includes End:**-->

    </body>
</html>

[bookmark: _Toc515011331]9.1.21 ROOT Folder, Index.php
<?php
    session_start();
    session_destroy();   // destroy session data in storage
    header('Location: login');
?>

[bookmark: _Toc515011332]9.1.22 Assets/scripts/functions Folder, function_Checklogin.php
<?php

if(!isset($_SESSION['login'])){ //if login in session is not set
    header("Location: ../error/invalidlogin.php");
}

/* Check events for users*/

    //now generate the query
    $userid = $_SESSION['userid'];
    $sql = $dbconn->prepare("SELECT suspended FROM userevents where userid=?");
    $sql->bind_param('i', $userid);
    //execute the query
    $sql->execute();
    $sql->bind_result($suspended);
    $sql->fetch();
    $sql->close();
    if($suspended == 1)
    {
        header("Location: ../error/suspended.php");
    }
    else{}
?>


[bookmark: _Toc515011333]9.1.23 Assets/scripts/functions Folder, function_Checkusername.php
<?php
        include "../db/config.php";
        include "../db/dbconn.php";
if(isset($_POST["checkusername"]))
{
    $username = $_POST["checkusername"];

    //turns all charaters to lowercase
    $checkusername = strtolower($username);
    //echo $checkusername;
        /* now generate the query */
        $sql = $dbconn->prepare("select AES_DECRYPT(username,'$userkey') as username from users where AES_DECRYPT(username,'$userkey') = ?");
        $sql->bind_param('s', $checkusername);

        $sql->execute();
        $sql->store_result();
        $sql->fetch();
        if ($sql->num_rows == 1)
        {$returnedvalue = 1;}else{$returnedvalue = 0;}
        $sql->close();
        $dbconn->close();
        echo $returnedvalue;
    }

?>

[bookmark: _Toc515011334]9.1.24 Assets/scripts/functions Folder, function_DeleteAllTickets.php
<?php

            /* checks if the user has logged in, Start */
            include '../includes/include_Session.php';
            /* checks  if the user has logged in, End */

        include "../db/config.php";
        include "../db/dbconn.php";

            $sql = $dbconn->prepare("delete from tickets");

            /* now generate the query */

            /* execute the query */
            $sql->execute();

            /*close the database */
            $sql->close();
            $dbconn->close();

                header("location: ../../../adminpanel/tickets.php");
?>

[bookmark: _Toc515011335]9.1.25 Assets/scripts/functions Folder, function_DeleteAllUsers.php
<?php

            /* checks if the user has logged in, Start */
            include '../includes/include_Session.php';
            /* checks  if the user has logged in, End */

        include "../db/config.php";
        include "../db/dbconn.php";

            $accesslevel = 4;
            $sql = $dbconn->prepare("delete from users where accesslevel < ?");
            $sql->bind_param('i', $accesslevel);

            /* now generate the query */

            /* execute the query */
            $sql->execute();

            /*close the database */
            $sql->close();
            $dbconn->close();

            header("location: ../../../adminpanel/websiteusers.php");
?>

[bookmark: _Toc515011336]9.1.26 Assets/scripts/functions Folder, function_DeleteServerMessage.php
<?php

    //include different scripts for the page, this would include the config and db connection//
    include "../db/config.php";
    include "../db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../includes/include_Session.php';
    /* checks  if the user has logged in, End */

    /* checks if the user has logged in, Start */
    include 'function_checklogin.php';

    $servermsgid = $_GET['id'];

    $sql = $dbconn->prepare("delete servermessages from servermessages where servermsgid = ?");
    $sql->bind_param('i', $servermsgid);

    /* now generate the query */

    /* execute the query */
    $sql->execute();

    /*close the database */
    $sql->close();
    $dbconn->close();

    header("location: ../../../dashboard/");

?>

[bookmark: _Toc515011337]9.1.27 Assets/scripts/functions Folder, function_DeleteUser.php
<?php

            /* checks if the user has logged in, Start */
            include '../includes/include_Session.php';
            /* checks  if the user has logged in, End */

            include "../db/config.php";
            include "../db/dbconn.php";

            $currentid = $_GET['id'];
            //https://stackoverflow.com/questions/19914249/how-to-secure-the-id-that-are-passed-in-a-url @JakeGould
            $salt="BontElim_Salting_Mechanic";
            $decrypted_id_raw = base64_decode($currentid);
            $realid = preg_replace(sprintf('/%s/', $salt), '', $decrypted_id_raw);
            $sql = $dbconn->prepare("delete users, userevents from users
            LEFT JOIN userevents ON userevents.userid = users.userid where users.userid = ?");
            $sql->bind_param('i', $realid);

            /* now generate the query */

            /* execute the query */
            $sql->execute();

            /*close the database */
            $sql->close();
            $dbconn->close();

            header("location: ../../../adminpanel/websiteusers.php");
?>

[bookmark: _Toc515011338]9.1.28 Assets/scripts/functions Folder, function_disableUser.php
<?php

    //include different scripts for the page, this would include the config and db connection//
    include "../db/config.php";
    include "../db/dbconn.php";

    /* checks if the user has logged in, Start */
    include '../includes/include_Session.php';
    /* checks  if the user has logged in, End */

    /* checks if the user has logged in, Start */
    include 'function_checklogin.php';

    $currentid = $_GET['id'];
    //https://stackoverflow.com/questions/19914249/how-to-secure-the-id-that-are-passed-in-a-url @JakeGould
    $salt="BontElim_Salting_Mechanic";
    $decrypted_id_raw = base64_decode($currentid);
    $realid = preg_replace(sprintf('/%s/', $salt), '', $decrypted_id_raw);

    /* now generate the query */
    $sql = $dbconn->prepare("select suspended from userevents where userid = ?");
    $sql->bind_param('i', $realid);

    /* execute the query */
    $sql->execute();
    $sql->bind_result($suspended);
    $sql->fetch();
    $sql->close();

    if ($suspended > 0 )
    {
        $suspended = 0;
        $reasonofsuspention = "User is not suspended";
    }
    else
    {
        $suspended = 1;
        $reasonofsuspention = "User is suspended";
    }

    $sql = $dbconn->prepare("UPDATE userevents set suspended = ?, reasonofsuspention = ? where userid =?");
    $sql->bind_param("isi", $suspended, $reasonofsuspention, $realid);
    //execute the query
    $sql->execute();

    //close the database
    $sql->close();
    $dbconn->close();

    //redirect to the next signup page.
    header("location: ../../../adminpanel/websiteusers.php");

?>

[bookmark: _Toc515011339]9.1.29 Assets/scripts/functions Folder, Function_SetUserTheme.php
<?php
    /* checks if the user has logged in, Start */
    include '../includes/include_Session.php';
    /* checks  if the user has logged in, End */

    //include different scripts for the page, this would include the config and db connection//
    include "../db/config.php";
    include "../db/dbconn.php";
    $userid = $_SESSION['userid'];
    $sqltheme = $dbconn->prepare("select theme from userssettings where userid=?");
    $sqltheme->bind_param('i', $userid);
    $sqltheme->execute();
    $sqltheme->bind_result($theme);
    $sqltheme->store_result();
    $sqltheme->fetch();
    $sqltheme->close();

    if($_POST['action'] == "style_dark.css")
    {
        $ChckedValue = "Checked";
        $active = 1;
    }
    else
    {
        $ChckedValue = "Unchecked";
        $active = 0;
    }

    if($active == 1)
    {
        $settheme="style_dark.css";
        //Gain 5 from newest rows from servermessage to display in dashboard.
        $sqltheme = $dbconn->prepare("UPDATE userssettings SET theme = ? WHERE userid = ?");
        $sqltheme->bind_param('si', $settheme,$userid);
        $sqltheme->execute();
        $sqltheme->fetch();
        $sqltheme->close();
        $dbconn->close();
        echo $settheme;
    }
    elseif($active == 0)
    {
        $settheme="style.css";
        //Gain 5 from newest rows from servermessage to display in dashboard.
        $sqltheme = $dbconn->prepare("UPDATE userssettings SET theme = ? WHERE userid = ?");
        $sqltheme->bind_param('si', $settheme, $userid);
        $sqltheme->execute();
        $sqltheme->fetch();
        $sqltheme->close();
        $dbconn->close();
        echo $settheme;
    }
?>
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<!--**Got Included from Includes (PHP)**-->
<footer class="footer">
    2017- 2019 © BontElim <span class="hide-phone">The Best Cloud Soluton</span>
</footer>
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<!--**Got Included from Includes (PHP)**-->
        <script>
            var resizefunc = [];
        </script>

        <!-- Plugins  -->
        <script src="../assets/js/jquery.min.js"></script>
        <script src="../assets/js/popper.min.js"></script><!-- Popper for Bootstrap -->
        <script src="../assets/js/bootstrap.min.js"></script>
        <script src="../assets/js/detect.js"></script>
        <script src="../assets/js/fastclick.js"></script>
        <script src="../assets/js/jquery.slimscroll.js"></script>
        <script src="../assets/js/jquery.blockUI.js"></script>
        <script src="../assets/js/waves.js"></script>
        <script src="../assets/js/wow.min.js"></script>
        <script src="../assets/js/jquery.nicescroll.js"></script>
        <script src="../assets/js/jquery.scrollTo.min.js"></script>
        <script src="../../plugins/switchery/switchery.min.js"></script>

        <!-- Session timeout script-->
        <script src="../../plugins/bootstrap-session-timeout-master/dist/bootstrap-session-timeout.js"></script>

        <script>
            // A $( document ).ready() block.
            $( document ).ready(function() {
                $.sessionTimeout({
                    keepAliveUrl: 'test.html',
                    logoutUrl: '../',
                    redirUrl: '../',
                    warnAfter: 1800000, //1800000 //30mins
                    redirAfter: 600000, //600000 //10mins
                    onWarn: false,
                    onRedir: false,
                    countdownMessage: 'Redirecting in {timer} seconds.',
                    countdownBar: true
                });
            });
        </script>

        <!-- Parsleyjs -->
        <script type="text/javascript" src="../../plugins/parsleyjs/dist/parsley.min.js"></script>

        <!-- Counter Up  -->
        <script src="../../plugins/waypoints/lib/jquery.waypoints.min.js"></script>
        <script src="../../plugins/counterup/jquery.counterup.min.js"></script>

        <!-- circliful Chart -->
        <script src="../../plugins/jquery-circliful/js/jquery.circliful.min.js"></script>
        <script src="../../plugins/jquery-sparkline/jquery.sparkline.min.js"></script>

        <!-- skycons -->
        <script src="../../plugins/skyicons/skycons.min.js" type="text/javascript"></script>

        <!-- Page js  -->
        <script src="../assets/pages/jquery.dashboard.js"></script>

        <!-- Custom main Js -->
        <script src="../assets/js/jquery.core.js"></script>
        <script src="../assets/js/jquery.app.js"></script>

        <script src='https://www.google.com/recaptcha/api.js'></script>

        <!-- Sweet Alert Js  -->
        <script src="../../plugins/sweet-alert/sweetalert2.min.js"></script>
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<script>
//https://stackoverflow.com/questions/24278494/jquery-if-checkbox-is-checked-bootstrap-switch/24278616#24278616
$(document).ready(function() {
    $("#darkmodesetting").change(function(){
        var agreed = $(this).is(':checked');
        console.log("agreeTAC value changed and is ", agreed);
        if(agreed === true) {
        // do 'true' stuff, like enabling a 'Continue' button
        //alert("this worked on!");

        var styletype = "style_dark.css"; // What i want to pass to php
        $.ajax({
            type: 'post', // the method (could be GET btw)
            url: '../assets/scripts/functions/function_SetUserTheme.php', // The file where my php code is
            data: {
                'action': styletype // all variables i want to pass. In this case, only one.
            },
            success: function(data) { // in case of success get the output, i named data
            //alert(data); // do something with the output, like an alert
            location.reload();
            }
        });
        }
        else {
        // do 'false' stuff, like disabling a 'Continue' button
        //alert("this worked off!");

        var styletype = "style.css"; // What i want to pass to php
        $.ajax({
            type: 'post', // the method (could be GET btw)
            url: '../assets/scripts/functions/function_SetUserTheme.php', // The file where my php code is
            data: {
                'action': styletype // all variables i want to pass. In this case, only one.
            },
            success: function(data) { // in case of success get the output, i named data
                //alert(data); // do something with the output, like an alert
                location.reload();
            }
        });

        }
    })
});
</script>

        <script>
        //Auto Close Timer
        $('#sa-redirect-myfiles').click(function () {
            var timer = 3000, // timer in seconds
            isTimerStarted = false;
            swal({
                title: 'Hold on to your documents!',
                text: 'redirecting in 3 seconds',
                confirmButtonText: "Abort Redirect!",
                timer: 3000

            }).then(
                function () {
                },
                // handling the promise rejection
                function (dismiss) {
                    if (dismiss === 'timer') {
                        window.location = "../filemanager/";
                    }
                }
            )
        });
        </script>
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<!--**Got Included from Includes (PHP)**-->
    <head>
        <meta charset="utf-8">
        <meta name="viewport" content="width=device-width,initial-scale=1">
        <meta name="description" content="A fully featured admin theme which can be used to build CRM, CMS, etc.">
        <meta name="author" content="Coderthemes">

        <link rel="shortcut icon" href="../assets/images/BontElimCloud.ico">

        <title>BontElim Cloud App</title>

        <link href="../../plugins/switchery/switchery.min.css" rel="stylesheet" />
        <link href="../../plugins/jquery-circliful/css/jquery.circliful.css" rel="stylesheet" type="text/css" />

        <link href="../assets/css/bootstrap.min.css" rel="stylesheet" type="text/css">
        <link href="../assets/css/icons.css" rel="stylesheet" type="text/css">
        <link href="../assets/css/<?php if (empty($theme)) {echo "style.css";} else {echo $theme;} ?>" rel="stylesheet" type="text/css">
        <script src="../assets/js/modernizr.min.js"></script>

        <script type="text/javascript" src="../../plugins/parsleyjs/dist/parsley.min.js"></script>

        <!-- Sweet Alert css -->
        <link href="../../plugins/sweet-alert/sweetalert2.min.css" rel="stylesheet" type="text/css" />

        <noscript>
        <META HTTP-EQUIV="Refresh" CONTENT="0;URL=../nojavascript">
        </noscript>
    </head>
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<!--**Got Included from Includes (PHP)**-->
            <!-- Top Bar Start -->
            <div class="topbar">

                <!-- LOGO -->
                <div class="topbar-left">
                    <div class="text-center">
                        <a href="../dashboard" class="logo"><i class="mdi mdi-amazon-clouddrive"></i> <span>BontElim Cloud</span></a>
                    </div>
                </div>

                <!-- Button mobile view to collapse sidebar menu -->
                <nav class="navbar-custom">

                    <ul class="list-inline float-right mb-0">

                        <li class="list-inline-item notification-list hide-phone">
                            <a class="nav-link waves-light waves-effect" href="#" id="btn-fullscreen">
                                <i class="mdi mdi-crop-free noti-icon"></i>
                            </a>
                        </li>

                        <li class="list-inline-item notification-list">
                            <a class="nav-link right-bar-toggle waves-light waves-effect" href="#">
                                <i class="mdi mdi-dots-horizontal noti-icon"></i>
                            </a>
                        </li>

                        <li class="list-inline-item dropdown notification-list">
                            <a class="nav-link dropdown-toggle arrow-none waves-light waves-effect" data-toggle="dropdown" href="#" role="button"
                            aria-haspopup="false" aria-expanded="false">
                                <i class="mdi mdi-bell noti-icon"></i>

                            </a>
                            <div class="dropdown-menu dropdown-menu-right dropdown-arrow dropdown-menu-lg" aria-labelledby="Preview">
                                <!-- item-->
                                <a href="../dashboard/" class="dropdown-item notify-item">
                                    <div class="notify-icon bg-info"><i class="mdi mdi-account"></i></div>
                                    <p class="notify-details">No updates!<small class="text-muted">Keep yourself notified</small></p>
                                </a>

                                <!-- All-->
                                <a href="../dashboard/" class="dropdown-item notify-item notify-all">
                                    View All
                                </a>

                            </div>
                        </li>

                        <li class="list-inline-item dropdown notification-list">
                            <a class="nav-link dropdown-toggle waves-effect waves-light nav-user" data-toggle="dropdown" href="#" role="button"
                            aria-haspopup="false" aria-expanded="false">
                                <img src="<?php echo $_SESSION['profileimage'] ?>" alt="user" class="rounded-circle">
                            </a>
                            <div class="dropdown-menu dropdown-menu-right profile-dropdown " aria-labelledby="Preview">
                                <!-- item-->
                                <div class="dropdown-item noti-title">
                                    <h5 class="text-overflow"><small><?php echo $_SESSION['firstname']; ?> <?php echo $_SESSION['lastname']; ?></small> </h5>
                                </div>

                                <!-- item-->
                                <a href="../userprofile" class="dropdown-item notify-item">
                                    <i class="mdi mdi-account"></i> <span>Profile</span>
                                </a>

                                <!-- item-->
                                <a href="../" class="dropdown-item notify-item">
                                    <i class="mdi mdi-logout"></i> <span>Logout</span>
                                </a>

                            </div>
                        </li>

                    </ul>

                    <ul class="list-inline menu-left mb-0">
                        <li class="float-left">
                            <button class="button-menu-mobile open-left waves-light waves-effect">
                                <i class="mdi mdi-menu"></i>
                            </button>
                        </li>
                    </ul>

                </nav>

            </div>
            <!-- Top Bar End -->
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            <!-- Right Sidebar -->
            <div class="side-bar right-bar">
                <div class="">
                    <ul class="nav nav-tabs tabs-bordered nav-justified">
                        <li class="nav-item">
                            <a href="#home-2" class="nav-link active" data-toggle="tab" aria-expanded="false">
                                Activity
                            </a>
                        </li>
                        <li class="nav-item">
                            <a href="#messages-2" class="nav-link" data-toggle="tab" aria-expanded="true">
                                Settings
                            </a>
                        </li>
                    </ul>
                    <div class="tab-content">
                        <div class="tab-pane fade show active" id="home-2">
                        <div class="timeline-2">
                                <div class="time-item">
                                    <div class="item-info">
                                        <p><strong><a href="../dashboard" class="text-success">New message! </a></strong> New message, checkout the dashboard.</p>
                                    </div>
                                </div>
                            </div>
                        </div>

                        <div class="tab-pane" id="messages-2">
                            <div class="row m-t-20">
                                <div class="col-8">
                                    <h5 class="m-0 font-15">Dark Mode</h5>
                                    <p class="m-b-0 text-muted"><small><?php echo $CheckedValue;?></small></p>
                                </div>
                                <div class="col-4 text-right">
                                    <input type="checkbox" id="darkmodesetting" onclick="myFunction()" <?php echo $CheckedValue;?> data-plugin="switchery" data-color="#3bafda" data-size="small"/>
                                </div>
                            </div>
                        </div>
                    </div>
                </div>
            </div>
            <!-- /Right-bar -->
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<?php
/* checks if the session is running, if not start the session*/
    if (!isset($_SESSION))
        session_start();
        //Replaces currect session with a new one, this stop hijacking sessions (mostly).
        session_regenerate_id(true);
?>
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<!--**Got Included from Includes (PHP)**-->
            <!-- ========== Left Sidebar Start ========== -->
            <div class="left side-menu">
                <div class="sidebar-inner slimscrollleft">
                    <!-- Divider -->
                    <div id="sidebar-menu">
                        <ul>
                            <li class="menu-title">Main</li>
                            <li>
                                <a href="../dashboard/" class="waves-effect waves-primary"><i
                                        class="ti-home"></i><span>Dashboard</span></a>
                            </li>
                            <li>
                                <a id="sa-redirect-myfiles" class="waves-effect waves-primary"><i
                                        class="mdi mdi-file-cloud"></i><span>MyFiles</span></a>
                            </li>
                            <?php if($_SESSION['accesslevel'] >= 4){
                                echo "<li class='menu-title text-danger'>Admin Panel</li>";
                            echo "<li class='has_sub'>";
                                echo "<a href='javascript:void(0);' class='waves-effect'><i class='mdi mdi-account-settings-variant'></i><span>Admin Panel</span> <span class='menu-arrow'></span></a>";
                                echo "<ul>";
                                    echo "<li>";
                                        echo "<a href='../adminpanel/statistics.php'><i class='mdi mdi-chart-bar'></i><span>statistics</span></a>";
                                    echo "</li>";
                                    echo "<li class='has_sub'>";
                                        echo "<a href='javascript:void(0);' class='waves-effect'><span>Admin Tools</span>  <span class='menu-arrow'></span></a>";
                                        echo "<ul>";
                                            echo "<li><a href='../adminpanel/updateeditor.php'><span>Server Messages</span></a></li>";
                                            echo "<li><a href='../adminpanel/tickets.php'><span>Tickets</span></a></li>";
                                            echo "<li><a href='../adminpanel/websiteusers.php'><span>Website Users</span></a></li>";
                                        echo "</ul>";
                                    echo "</li>";
                                echo "</ul>";
                            echo "</li>";
                            }
                            ?>

                            <li class="menu-title">Profile</li>
                            <li class="has_sub">
                                <a href="javascript:void(0);" class="waves-effect waves-primary"><i
                                        class="mdi mdi-account-settings"></i><span>My Profile</span></a>
                                <ul class="list-unstyled">
                                    <li><a href="../userprofile/index.php">My Account</a></li>
                                </ul>
                            </li>

                            <li class="menu-title">Website</li>
                            <li class="has_sub">
                                <a href="javascript:void(0);" class="waves-effect waves-primary"><i
                                        class="ti-gift"></i><span>This Website</span></a>
                                <ul class="list-unstyled">
                                    <li><a href="../updates/">Updates</a></li>
                                    <li><a href="../termsandconditions/">Terms & service</a></li>
                                    <li class="menu-title">Help</li>
                                    <li><a href="../error/ticket.php">Support Ticket</a></li>
                                </ul>
                            </li>
                        </ul>

                        <div class="clearfix"></div>
                    </div>
                    <div class="clearfix"></div>
                </div>
            </div>
            <!-- Left Sidebar End -->
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<?php
    $userid = $_SESSION['userid'];
    //Gain 5 from newest rows from servermessage to display in dashboard.
    $sqltheme = $dbconn->prepare("select theme from userssettings where userid=?");
    $sqltheme->bind_param('i', $userid);
    $sqltheme->execute();
    $sqltheme->bind_result($theme);
    $sqltheme->store_result();
    $sqltheme->fetch();
    $sqltheme->close();
    if($theme != "style_dark.css")
    {
        $CheckedValue = "Unchecked";
        $active = 0;
    }
    else
    {
        $CheckedValue = "Checked";
        $active = 1;
    }
?>
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