Literature Review
The Internet made a massive difference around the world and to people by giving more possibilities and abilities. The Internet made it easier to access information and provide easier way of communication between people. Since the start of 2025 it is estimated that 5.56 billion people globally are connected to the internet, which is around 67.9% of the world's population (DataReportal, 2025). 
The Internet continually shapes and develops the world in ways we never thought possible. It made it easier to carry out research, learn, communicate, make purchases and keep on top with the latest news storeys from around the world. The Internet is monitored and protected from undertaking activities which could be harmful to its users. IP addresses make it easier to identify criminal activities happening on the internet. The Internet Service Providers and the network admins can check and monitor the traffic online and secure it if needs be, but this is not always the case, and the protection is not always guaranteed and is only made certain for a small part of the internet which is accessible to the public (Saleh. H, 2023).
There are three layers to the internet, and they are frequently referred to as Surface Web, Deep Web and Dark Web. Surface Web is accessible and available to the general public. The users can access Surface Web on day-to-day basis by using standard website browsers such as Mozilla Firefox, Microsoft’s Internet Explorer and Google Chrome. The Deep Web on the other hand is the part of the internet that is not listed and cannot be search or accessed by the standard internet browsers. To access the Deep Web the users must log in or have access to a specific Uniform Resource Locator (URL) or IP address to access a specific website. Some pages that are available to the general public are part of Deep Web, but they do not use domains such as .com, .gov or .uk, so they cannot be found by the internet browsers commonly used. A lot of Deep Web websites contain data that work as a back up to the services general public use every day. Those services could be social media or banking websites. And lastly there is Dark Web, which is harder to access, and it is a small fragment of the Deep Web (CIS, 2025).
The Dark Web is an internet network of websites which are encrypted with hidden websites, chatrooms and marketplaces which can only be accessed using unique software. The most common software to access the hidden websites is TOR. The dark web is dangerous and became a breeding ground for criminals who are trolls, child pornographers, drug dealers, hackers, political extremists, computer scientists, Bitcoin programmers, self-harmers and vigilantes, which lacks accountability. The Police and other law enforcement agencies globally are facing extreme challenges when it comes to investigating the dark web. The Dark Web forums and marketplaces repeatedly disappear or change making it harder to gather information and evidence. (Bartlet, 2015).
Being anonymous on the dark web and advanced encryption attributes make it very difficult for Police and other law enforcement agencies to uncover and point out criminal responsible for criminal activities online (Christin, 2013). The use of cryptocurrency namely Bitcoin makes it a lot more difficult and complex for the investigators, investigating criminal activity. Machine learning and deep learning techniques are used in financial areas to aid trading such as mobile banking, payments and making credit decisions. These techniques play an important part in tackling financial crime, cyberattacks and fraud. The online financial crime is becoming more common and is increasing. The criminals are using a mixture of hacking and social engineering methods which are capable of working around financial and corporate security. (Le-Khac et al. 2022).
The bigger issue lays with the investigating officers not understanding the dark web and how it works, due to this the criminals use it to their advantage. Criminal investigators frequently overlook the remnant of data left behind by the criminals. The data may include cryptocurrency wallets, encryption keys, or dark web addresses which can be followed back to the source. However, the encryptions and the anonymity that shields the criminals from the investigators make it so much harder to piece the data together to identify and to prove who is behind a crime. (Goodison, S. et al. 2019). Further issues appear when criminal activity takes place where numerous countries and involved making it tough for Police and other agencies to organise and correlate their resources to gather information and evidence across borders. (Europol, 2024).
Resource limitations such as funding and shortage of staffing is an enormous setback for the Police and other law enforcement agencies as it curbs their facility to gather information and commit officers to investigate the Dark Web. (FBI, 2024). The Dark Web is also very complicated and evolving environment where new technologies and websites being created persistently (Dupont et al. 2024). Due to the Dark Web’s complexity, the immense volume of criminal activities on dark web can make it challenging and difficult for Police and other law enforcement agencies to highlight, pick out and concentrate on targets (Broadhurst et al., 2014).	
Although countless types of dark web criminality have a need of great extent of organization and specification, there is not enough evidence to suggest that cybercrime is at present under control of organized criminal groups. (Broadhurst, R. et al., 2014). The technology has given individual person a lot of power whereby teenagers managed to disable air traffic control, disable major retailers and manipulate trades. What a single person can do, the organizations can also do and more often a lot better. An organised crime group could be structured of lawless IT masters. The organised crime group could engage is a short-lived project that targets certain online crime, victim or group. This may also involve individuals who work on their own but are linked to a macro-criminal network and could be found in the darknet and below the surface TOR websites. (Spapens, 2010).
According to (Chabinsky, 2010) “The most sophisticated cybercrime organizations are characterized by substantial functional specialization and division of labour.” The functions are:
“1. Coders or programmers write the malware, exploits, and other tools necessary to 
commit the crime. 
2. Distributors or vendors trade and sell stolen data, and vouch for the goods 
provided by the other specialties.
3. Technicians maintain the criminal infrastructure and supporting technologies, 
such as servers, ISPs, and encryption.
4. Hackers search for and exploit vulnerabilities in applications, systems, and 
networks in order to gain administrator or payroll access.
5. Fraud specialists develop and employ social engineering schemes, including 
phishing, spamming, and domain squatting.
6. Hosts provide “safe” facilities of illicit content servers and sites, often through 
elaborate botnet and proxy networks.
7. Casher’s control drop accounts and provide those names and accounts to other 
criminals for a fee; they also typically manage individual cash couriers, or 
“money mules.”
8. Money mules transfer the proceeds of frauds which they have committed to a 
third party for further transfer to a secure location.
9. Tellers assist in transferring and laundering illicit proceeds through digital 
currency services and between different national currencies.
10. Executives of the organization select the targets, and recruit and assign members 
to the above tasks, in addition to managing the distribution of criminal proceeds.”
The dark web could be a very dangerous place especially for the young people. Although accessing dark web is not illegal, young people or children accessing the dark web could fall victim of grooming or coercing them into buying or selling drugs, weapons and stolen items. They could also search information about extremist views and other topics which are not available on surface web. The surface web provides only 4% of the internet information, whereas deep web contains 90% of it and dark web 6% (The Children’s Society, 2025).
According to (Police Chief Magazine, 2019) statistic show that internet users grown by 12.75% per year over the last 10 years and that the encryption of the dark web is getting better with the overall acceptance of the dark web by the younger people shows that the dark web will grow even further in the coming years. Due to this the Police and law enforcement agencies must act quickly and embrace this growth to get ready to monitor the dark web as although some of the users of the dark web are not involved in any criminal activity and not doing anything sinister, they may not realise that criminals could be watching them getting ready to strike and potentially steal their bank details or identities.
Although the Police and law enforcements agencies face a lot of challenges from the dark web due to its security and anonymity the FBI have managed to get some success in taking down “Silk Road” black market website which involved money laundering activities and illegal drug dealing using Bitcoin in October 2013. In February 2015 the FBI has also managed to take down a website called “Playpen” offline which contained over 23,000 child pornographic images and videos, which had over 215,000 users accessing the website. To put it into perspective of how dangerous the Dark Web is the preparation communications for the terrorist attacks in November 2015 in Paris were hidden by using the TOR and the weapon which was used in the July 2016 Munich shooting was purchased on Dark Web (Koch, R. 2019).
In February 2025 the German Police begun an investigation into a Dark Web website called Kidflix which resembled a well known to everyone streaming service which contained child sexual abuse images and videos, whereby 1275 users were identified around the world to be accessing the website. This investigation was shared with National Crime Agency (NCA) which led the NCA officers to identify 63 UK users who used the website and paid cryptocurrency to gain access to child abuse material. The NCA has then informed 28 UK forces with the identities of the people using and paying for the website, leading to 30 arrests so far and the Dark Web website was taken down by the German Police. (NCA, 2025).
TOR is a short acronym for “The Onion Router” which is a software which makes it tough and back breaking to monitor and track what a person is doing online. When TOR is in use the information about a person online movement is thrown across the whole network in the world, which means that there a several encryption layers protecting the person’s identity, shielding their potential wrongdoing. Several layers of encryption similar to layers of an onion (Amnesty International, 2024).
In the recent year artificial intelligence has been introduced to the world and its devices. In a short time, the artificial intelligence or AI has already massively impacted on our lives. There is currently a lot of interest and investment into AI, and it is expected that AI technology will become a lot more powerful to what it is now (Giattino et al., 2023). According to (UIC, 2025) computer science made it, it’s goal to make machines which are going to have the ability to perform tasks that normally would require human intelligence. This may include things like problem solving, decision making or even understanding languages or patters. Due to this the criminals on the Dark Web already started to abuse the artificial intelligence capabilities whereby the criminals already started creating child sexual abuse material and started sharing it amongst each other through the dark web sites (Internet Watch Foundation, 2023).

The governments, Police and other law enforcement agencies are also leaning a lot towards the use of AI to monitor the dark web due to its capability to process huge amount of data in a short period of time. AI can be used to understand patters, show any criminal or suspicious activity or even forecast any online threats. AI has a very advanced algorithm that is able to decode encryptions, outline networks used by criminals and trace the cryptocurrencies such as Bitcoin from the source. However, use of AI on dark web doesn’t come without its challenges. The AI flourish on data to train its models and dark web content restricts AI’s advantages. Additionally, AI’s dependence to recognise the patterns can guide the Police to misleading information where the criminals can install their own AI tools which can lead to implication of persons who are not involved in criminality and were accessing dark web for legitimate reasons (Ruci, A. 2025).
In conclusion to this literature review it is evident that the dark web has many challenges in which it provides the criminals with anonymity and there is much more that needs to be done to police the dark web. It is a complex and hard aspect of Policing where criminals are able to counteract Police actions by deploying and adapting their own AI tools. It is a never-ending vicious cycle where no matter what actions are being taken to fight the criminal activity a new site would pop up like a hydras head, if one if the heads was cut off, two more would grow back in its place. This review has also identified that Police officers and law enforcement agencies need to be better founded and trained to gain better understanding of the dark web and to dedicate more officers to monitor the web to learn patters of how to identify oncoming cyber attack and how to trace criminals as they always leave some data behind which can be traced back to them. Although it will be a long and tiring fight which might never even be won due to dark web ever growing and developing, something needs to be done to at least slow the criminality down or to discourage the criminality especially in younger generations where technology is like the second nature to them and part of who they are, not only to stop the spread of child abuse photos and videos, sell of illegal weapons and drugs, but to also safe guard those who could become a victim of fraud or identity theft.
The law enforcement agencies have identified some of the key points which require prioritising in dark web criminal activity investigations. The key points are to raise awareness of the dark web and its dangers to general public and local authorities and to shape out partnerships across borders to share information and to create investigation teams who would have sophisticated knowledge and tools of the dark web as at the moment not many law enforcement agencies officers are even aware of the existence and criminal activities that go on online. (National Institute of Justice, 2020).
Furthermore, according to (RAND, 2019) it is important to conduct further research into changing the laws and regulations around the dark web and to create testing tools that are going to be capable of collecting evidence from computers that have or are connected to the dark web software and to explore the benefits of information sharing between organizations to allow for smoother coordination to prevent cyber-attacks.
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