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Introduction

This report documents 2 tasks, these will be researched, completed and concluded. Task 1
will be looking into the creation and advancement of a frequency modulator in GNU radio
tool. Task 2 will be using a software defined radio attachment and GNU radio to demodulate
a live radio signal.

For Task 1 this will start by creating an NBFM (Narrow Band Frequency modulation) system,
passing an audio file, noting the effects this has on the file. Then adding noise to this system
and noting the effects this has on the demodulation. Finally, creating FHSS (Frequency
Hopping Spread Spectrum) which aims to reduce/ remove the effects of the added noise.




For Task 2 the aim is to connect an RTL-SDR, a form of Software defined radio attachment,
to a laptop and create a GNU Radio receiver chain which will demodulate this and play the
sound aloud.

Research
Task 1

First looking into what FM is, this is a method of modulation which processes the carrier by
encoding it by changing the frequency [1]. An example of this can be seen in Figure 1, this
shows how the message signal and carrier signal are combined into the modulated signal.

e Message signal

gt Carrier signal

v VUV VY ..

Figure 1: FM example

modulation, and WBFM, Wide Band Frequency Modulation. The Cord&2&Nence is in the
range of frequencies used to carry the message, for narrow band this this is a small range
whereas wide band this is a larger range [2]. Examples of the use cases are [3]:

There are 2 main types of FM modulation these being NBFM, Narro Frequency

* WBFM - entertainment broadcasting
« NBFM - Wireless communication such as police radios

The Formula for FM is as seen in Equation 1
s(t) = A.cos(2nf,t + 21rkffm(t) dt)

Equation 1: FM Modulation [4]

For NBFM the Equation 2 must be True, if this was False this would make this a WBFM.

|2nkffm(t)dt| <1 T
Equation 2: NBFM formula [4]

Combing these both you end with the final formula of Equation 3

S(t) = Agcos(mf.t) — A, sin(nf,t) 2k, j m(t)de




Equation 3: NBFM formula [4]

Using this logic a Frequency modulator and demodulator can be made with this block
diagram as a base seen in Figure 2 and Figure 3. Using the combination of these formulas
and block Diagrams the methodology could be determined.

Baseband
signal
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Medulation Block Diagram Demodulation Block Diagram

Figure 2: Modulation block diagram [5] Figure 3: Demodulation Block Diagram [5]

Oscillator

Step 2 in the task will be to add the noise into the equation and monitor the effects
attempting to use this to create a jammer effect [6]. This will be done by adding Gaussian
noise to the system [7], this is used to simulate real noise that would be found out in the real
world. Once implemented this will show a clear effect on the NBFM when demodulated. The
implementation of this can be seen in Equation 4, using this and the previous step the
methodology can be concluded.

SNR =
-3

Equation 4: Signal to Noise Power Ratio !,l?
The Final step is to convert the NBFM system into a F &3 igure 4 shows an example of

how an FHSS may look and the methodology required, in this case a frequency synthesizer
is used with the input from a Pseudorandom code generator. This creates an appearance of
a random output but with this being a known sequence which can be easily tracked at the
RX end of the system.

Serial binary data Mixer Antenna
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Figure 4: FHSS TX example [9]
Some of the advantages to using a FHSS are [10]:\

« Enhanced security — due to rapidly changing frequency this makes the signal harder
to intercept or jam unless the sequence is known.

+ Spectrum efficiency — this uses a range of frequencies maximising the use of the
available bandwidth.




Task 2

For task 2 the Aims would be to research an RTL-SDR, the modulation types for Radio and
the Frequencies used by different radio stations.

First the RTL-SDR [11] is a simple SDR with none of the traditional components, instead this
is all implemented by software on a computer device such as a laptop or Raspberry Pl. This
makes this a low-cost device that can be used from anything from 500kHz to 1.75GHz. In
this case the software used will be GNU radio [12].

The main Types of traditional radio are AM and FM, in this case we will investigate the FM
stations. FM modulations is considered better [13], even though AM is a simpler setup FM is
less effected by noise, the sound quality is superior, higher bandwidth efficiency and more
efficient use of power, this does have the negative of not traveling as far as AM so requires

more radio stations.ﬁ
With the Aim of listening into “BBC 10 1" the frequency will be 97.1Mhz [14).

Implementation
Task 1

For the First part of Task 1 the modulation and demodulation can be seen bellow in Figure 5
and Figure 6.

Figure 5: FM TX




Figure 6: FM RX\%
For the second part of this task the modulation part also adds the Noise to the loop, this can
be seen in Figure 7, the demodulation is the same as the first part so can be seenin Figure
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Figure 7: FM TX with Noise\,
For the Final part of this task the is to create an FHSS mod and demodulation, these

can be seen in Figure 8 and Figure 9.
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Figure 8: FHSS TX
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Figure 9: FHSS RX

Task 2

For task 2 First the RTL-SDR had to be connected to the laptop, once done the next step
was to download the software required for this to operate [15]. The next step was to create
the GNU radio RX for the desired frequency, this can be seen bellow in Figure 10, when
used this required a small amount of tuning to get the Audio sounding clear but meaning the

system ended up on not exactually 97.1MHz but was within this area. These components
and values have been selected for,’ ~~ ———————




o RTL-SDR - this is used to program the RTL-SDR to gather the desired data.
+ Low pass filter [16] — removes any unwanted noise outside of the relevant range.
o Decimation value (4) — reducing the computing power required from 2M to
500K
Interpolation

Output sample rate = current sample rate X
P P P Decimation

Equation 5: Decimation and Interpolation on sample rate [17]

1
Output sample rate = 2M X 7

Output sample rate = 500K Hz
o Cutoff (100K) — removing any unwanted noise above this value

Consider, | = 100K Hz

max
f\'amp!e = meax
Equation 6: The sample rate should be greater than twice the Nyquist frequency [18]

M
f.camp!e = 4 = 500K

Therefore,

500K = 2+ 100K

Cutoff = f,. =100 KHz
B

« WBFM receiver [19] — used to demodulate a broadcasted FM Signal
o Quadrature value (500K) — Input sample rate of complex baseband input, this
value was found though trial and error.
« Rational Re sampler [20] — This is a polyphase FIR filter used to filter away unwanted
noise and carrying out interpolation and decimation
o Interpolation (48) Decimation (500) — this requires for a value of decimation to
be higher to decrease the sampling rate. This reduces the sample rate from
500K input to 48K output. Using Equation 5:

Output s l te = 500K X —
utput sample rate 500

Output sample rate = 48K Hz

* Multiply const is to increase the volume.

* Audio sink is to output the audio.\
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Figure 10: FM RX for RTL-SDR

Results and Analysis
Task 1

For the first part of Task 1 the Original Audio File can be seen in Figure 11, this will be found
in the Zip file attached titled “OriginalAudio/Piracy_it's_a_crime.wav". This then passes
through the modulation and the output can be seen in Figure 12, Figure 13, Figure 14 and
Figure 15. These all show the changes that occur during modulation, Figure 12 and Figure
14 show the difference in frequency from the Message and carrier, this comes to peaks at
12kHz, with the message being at 44 and carrier at 32, leaving a difference of 12 as
expected. These also show the low bandwidth used by how narrow the lines are on the
waterfall and how sharp the peaks are in the Frequency Sink. Figure 13 shows the wave
created by Equation 3: NBFM formula the modulation, also being seen in Equation 3. Figure
15 shows the output of the Constellation Sink, this creates a clear circle showing the range
of outputs created, this being a clear circle shows that there is no effect from noise.
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Figure 11: FM TX Time Sink before Modulation

Figure 12: FM TX Waterfall after Modulation
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Figure 13: FM TX time Sink After Modulation
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Figure 14: FM TX Frequency Sink after Modulation
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Figure 15: FM TX Constellation Sink after Modulation'\

The demodulation from the FM output can be seen in the images Figure 16, Figure 17 and
Figure 18, the file can be heard in "“DemodFiles/FMDemodOut” found in the ZIP. The Audio
can clearly be made out as the same but is slightly affected and muffled. This again shows a
lot of the same things previously discussed, showing the narrow bandwidth.

Tima ()

Figure 17: FM RX Time Sink after Demodulation
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Figure 18: FM RX Frequency Sink after Demodulation

For the second part of task 2 this was to add the noise, this can clearly be seen in Figure 19,
Figure 20 and Figure 21. Figure 19 compared to Figure 12 shows a large amount of noise in
the center of the waterfall sink, this same noise can also be seen on Figure 21. Additionally,
you can clearly see the distortion when comparing the Time Sink outputs of Figure 20 and
Figure 13, the FM wave can still be seen in Figure 20 but the frequency is moving in
amplitude as well creating the distortion.
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Figure 19: FM TX + Noise Waterfall Sink after Modulation
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Figure 20: FM TX + Noise Time Sink after Modulation
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Figure 21: FM TX + Noise Frequency Sink after Modulation

When attempting to demodulate this it is a complete failure, the first ~5 Seconds where of a
no Noise signal, after this the noise was added. The distortion can clearly be seen in all
Figure 22, Figure 23 and Figure 24, there is no remains of the signal to be examined.
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Figure 22: FM RX + Noise Waterfall Sink after Demodufarfnn\
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Figure 23: FM RX + Noise Time Sink after Demodulation
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Figure 24: FM RX + Noise Frequency Sink after Demodulation %

When producing the FHSS modulation the.aim is to create a clear hopping pattern, this can
be seen in Figure 25, this clearly shows%ping between frequencies. Figure 26 and
Figure 27 show the difference in the frequencies over channel B and C. Finally, Figure 28
and Figure 29 shows the difference in carrier frequency and bandwidth of the carrier. Figure
29 additionally shows where the noise can be seen, in this case the power on the noise of
too low to create an effect, the power of this needs to be above 0.7 to cause distl&]d
above 2 to create an error in the sound.

TX waterfall
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Figure 25: FHSS TX Waterfall
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Figure 26: FHSS TX Time @channel B
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Figure 27: FHSS TX Time @channel C
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Figure 29: FHSS TX Frequency @channel C

In the demodulation Part of the FHSS the waterfall can be seen in Figure 30, this shows how
the message is re centralised, and no real noise can be seen. This is also true for Figure 31,
this shows the final output with little distortio peiisre 32 and Figure 33 show the between
the carriers, showing the message clearin t le and the varying width on the
remaining carrier.
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Figure 32: FHSS RX frequency @channel B
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Figure 33: FHSS RX frequency @channel C

Figure 34, Figure 35 and Figure 36 show the Effect on the RX if the TX is set that a large
amount of noise is input into a channel when transmitting on that channel, these clearly
show the effects of the noise, showing distortion on the channel and a loss of information.
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Figure 34: FHSS RX Waterfall @Channel B with Large Noise on Channel B
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Figure 35: FHSS RX Time @Channel B with Large Noise on Channel B
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Figure 36: FHSS RX Frequency @Channel B with Large Noise on Channel B

Figure 37, Figure 38 and Figure 39 show the RX effect when the TX has noise butis on a
different frequency, this shows no effects after changing fransmission channel, this means
that the data is protected against the jamming.
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Figure 37: FHSS RX Waterfall @Channel C with Large Noise on Channel B
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Figure 39: FHSS RX Frequency @Channel C with Large Noise on Channel
Task 2 @

Figure 40 shows the frequency before demodulation, showing the message and modulation
peak. Figure 41 shows the waterfall of frequency, this shows the surrounding noise before
demodulation. Figure 42 this shows the time sink after demodulation, showing the received
message, this being the Radio 1 Broadcast. Figure 43 shows the constellation Diagram after
the low pass filter showing the points of variation on the modul%d transmission.
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Figure 40: RTL-SDR Frequency Sink
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Figure 41: RTL-SDR Waterfall Sink
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Figure 42: RTL-SDR Time Sink
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Figure 43: RTL-SDR Constellation

Ethical & societal impact
Task 1

For the Ethics and societal impact within this section this will look at Jamming and FHSS
systems and generally more secure communication.

The effects of Jamming can vary largely depending on what is in the surroundings and what
frequency is being jammed but in a modern-day society can be great due to the dependence
on Radio systems [21]. Due to these threats from jamming can vary from simply nuisance
factor, with wireless devices being affected, to security related effects, knocking out CCTV
cameras and alarm systems or even communication systems within a Prison for example,
this could even create Economic impact by creating loss of revenue for broadcasters.

The Ethical advantage of using FHSS is that it creates a more secure network [22] for
communication, what this means is it becomes a lot more complicated of a system to jam as
it is working over a much wider spectrum. This is an advantage for the user meaning there
will be less of an effect when attempting to jam. Thig-saase defeated but means either the
system is too simple or has been recorded and the & 22 brandomness monitored, recorded
and developed against. This can be countered by having a range of set Pseudorandomness
and a user can change the settings to a different preset mode.

In general, it is important for a range of reasons to protect all types of communications,
whether this is considering Privacy of information when looking at a CCTV system, or
security within a Prison if a Jamming system would be put in place [23].

Task 2

For task 2 the Consideration is on the Ethics and Societal impact of SDR’s. The Key
advantages of an SDR is the Flexibility of the devise [24], these are no single use build
radios, they can be purchased and reused due to the programable framework, this means
that thew same SDR hardware can be used for multiple radio architectures. This has the
advantage of making creating complex radio systems a much cheaper and more efficient
endeavor, making them open for more use cases and people. The negative of this is these
can also be used maliciously; they could be used to create a reprogrammable jammer or
even to create false communication.




Conclusion
Task 1

In conclusion this shows how simple it is to produce an NBFM system but also how simple
this is to effect using simple jamming techniques. These simple systems are still useful in
cases but should only be used if not part of a vital network. FHSS shows one of the solutions
to this as a system which is harder to take down with jamming, but it is still possible. This
together shows FHSS is a clear advancement to regular NBFM due to the fact it has a much
wider band width making it more protected against jamming as seen above. ethical
and social effect, it is important to have a secure communication system as 23 mean
that major parts of society are harder to take down.

Task 2

In conclusion, task 2 shows how simple SDR'’s can be programmed and used for whatever
job is desired. In this task the SDR was simply programed within GNU radio to act as a
receiver for FM radio aimed to receive Radio 1 Broadcasts. This task shows the simplicity of
the programing of an SDR and one of the possible use cases for this.
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FINAL GRADE

/100

GENERAL COMMENTS

Feedback on A4HEP
Learning Objectives

B1: Demonstrates a
good application of
knowledge in
problem-solving.You
have successfully met
the requirements for
this learning
outcome.

B2: Effectively
analyses problems
and reaches logical
conclusions.You have
successfully met the
requirements for this
learning outcome.

B3: Proper selection
and application of
computational and
analytical
techniques.You have
successfully met the
requirements for this
learning outcome.

B6: Successfully
applies a systems
approach to problem-
solving.You have
successfully met the
requirements for this
learning outcome.

B8: Demonstrates
strong ethical analysis
and informed
decision-making.You
have successfully met
the requirements for
this learning
outcome.

B12: Effectively
applies laboratory
and workshop skills in
investigations.You
have successfully met
the requirements for



this learning

outcome.
PAGE 1
PAGE 2
PAGE 3
PAGE 4
PAGE 5
. Comment1 | = Engagement with Lit(20)
The
fundamentals of Frequency Modulation (FM) are clearly explained, supported by
relevant expressions and block diagrams, which is appreciable.
. Comment2 | :# Engagement with Lit(20)
The
conditions for Narrowband FM (NBFM) and Wideband FM (WBFM) are mentioned,
providing a useful distinction.
PAGE 6
. Comment3 | = Knowledge & Understanding (20)
The
need for Signal-to-Noise Ratio (SNR) analysis when adding noise is also
discussed.
’ Comment4 | = Knowledge & Understanding (20)
A
conceptual block diagram of Frequency Hopping Spread Spectrum (FHSS) is
included with a brief explanation, which is commendable.
PAGE 7
@ Comment5 | = Cognitive Skills (20)
A
general flow of understanding for Task 1 is evident, demonstrating a strong
grasp of the concepts before their application.
. Comment6 | = Knowledge & Understanding (20)

Proper mathematical considerations are included,
such as the formulas for bandwidth, modulation index, and SNR, which is
commendable.



PAGE 8

® Comment7 | = Practical Skills (25)

The
blocks for all tasks are well captured.

[ Comment8 | & Cognitive Skills (20)

More
detailed explanation of how signals pass through each block is necessary.The
effects of jamming and anti-jamming on signals should also be elaborated upon.

PAGE 9
@ Comment9 | = Cognitive Skills (20)
Explaining
the working of each block in detail is crucial for clarity.
@ Comment10 | = Practical Skills (25)
The
procedure for setting up the Software-Defined Radio (SDR) receiver is well
explained.
PAGE 10
o Comment 11 | & Cognitive Skills (20)
The
rate of the decimation factor and the bandwidth criteria are noted.
o Comment 12 | & Cognitive Skills (20)
The
values used in the SDR receiver are correctly applied in the formulas and
accurately calculated, which is commendable.
PAGE 11
PAGE 12
. Comment13 | = Cognitive Skills (20)

The
analysis of NBFM is clear, particularly in stating that noise has no
significant effect, as observed in the constellation diagram.

PAGE 13




. Comment 14 | = Practical Skills (25)

The
effect of applied noise is evident in this task.

PAGE 14
[ Comment15 | & Cognitive Skills (20)
A more detailed analysis and discussion of how noise affects the signal at
different percentage levels should be included.
[ Comment 16 | = Cognitive Skills (20)
A
comparative analysis could provide better insight into the depth of signal
distortion.
@ Comment17 | = Cognitive Skills (20)
Different
power levels of noise are applied to distort the signal, and the signal is
successfully recovered using the hopping technique, which is commendable.
PAGE 15
@ Comment18 | = Practical Skills (25)
Good
observations are made in the FHSS implementation.
PAGE 16
@ Comment19 | = Practical Skills (25)
Observations
from the frequency sinks are well captured, effectively demonstrating the
impact of anti-jamming techniques.
PAGE 17
@ Comment20 | = Cognitive Skills (20)
It
is necessary to apply the formulas for SNR to analyse the signal levels before
and after jamming, as well as the effects of FHSS on signal recovery.
@ Comment21 | = Cognitive Skills (20)

The
mathematical calculations involving complex values and SDR expressions are
missing and should be included for completeness.



PAGE 18

. Comment22 | & Knowledge & Understanding (20)

The

ethical impacts of misusing jamming techniques are well addressed. The
discussion on secure communication through FHSS is strong, and privacy concerns
are covered. Additionally, the risks of misusing SDR for false communication

are well highlighted, alongside its advantages.

PAGE 19
- Comment23 | = Cognitive Skills (20)
Discussion
on privacy, communication security, and interference is needed for a more
comprehensive analysis.
PAGE 20
. Comment 24 | = Transferable Skills(15)
The
structure of the report is well-organized, and various references are included,
which is commendable.
PAGE 21

GRADING FORM: ADSP_GRADING_TEMPLATE

SAM LLOYD 82.20




ENGAGEMENT WITH LIT (20)

Task 1:Demonstrate understanding of NBFM, jamming effects, and
FHSS.Citations and research on related topics. Task 2: Show
understanding of SDR receiver principles and signal representation.
Evaluate research on SDR technology and related topics.

y‘ * Excellent understanding of NBFM, jamming, and 1 7
FHSS. Citations and research are thorough and
relevant.
* Excellent understanding of SDR receiver
principles and signal representation. Research on
SDR technology is thorough and well-cited.

KNOWLEDGE & UNDERSTANDING (20)

Task 1 (i) Understanding NBFM, modulation, and demodulation.
Exploring bandwidth, frequency deviation, and impact on signal
quality. Task 1 (ii) Analysing jamming effects by studying noise sources
and interference. Observing impact via frequency, time domain, and
constellation diagrams. Task 1 (iii) Investigating FHSS to reduce
interference and evaluating its effectiveness. Task 1 (iv) Comparing
original, jammed, and FHSS signals. Studying Signal-to-Noise Ratio
(SNR), clarity, and system efficiency. Task 1 (v) Understanding ethical
issues in jamming. Discussing legal aspects and FHSS benefits for
security. Task 2 (i) Designing a WBFM receiver using RTL-SDR and GNU
Radio. Studying block functions and sampling. Task 2 (ii) Visualising
signals via waterfall plots, frequency sinks, and time-domain analysis.
Studying SNR, stability, and filtering. Task 2 (iii) Evaluating privacy and
interference issues. Analysing societal benefits like improved efficiency
and technology.

y‘ * Excellent understanding of NBFM concepts like 1 5 6
modulation, demodulation, bandwidth, and i
frequency deviation. Explanations are detailed and
accurate.

* Good understanding of jammer effects, with
scope for added depth.

* Excellent understanding of FHSS for jammer
mitigation and its effectiveness.



« Satisfactory understanding. Basic descriptions,
but limited detail in SNR.

* Good understanding of ethics and societal
benefits, with scope for more detailed insights.

* Excellent explanation of GNU Radio flow, block
functions, decimation factors, and sampling
principles.

* Well-developed understanding of signal analysis,
with clear explanations, but stage comparisons
and SNR details could be refined.

« Satisfactory understanding. Basic descriptions,
but lacking depth.

COGNITIVE SKILLS (20)

Task 1 (i) NBFM Modulation and Demodulation: Understands
modulation, demodulation, bandwidth, and clarity. Task 1 (iij) Add a
Jammer: Evaluates noise, interference, and signal impact in frequency,
time, and constellation domains. Task 1 (iii) Implement FHSS for Anti-
Jamming: Applies FHSS to reduce interference and compare signal
stability. Task 1 (iv) Analysis and Comparison: Compares original,
jammed, and FHSS signals using frequency and time-domain tools.
Task 1 (v) Ethics and Impact: Assesses legal and societal effects of
interference in secure communication. Task 2 (i) Setup and Design of
WBFM Receiver: Designs WBFM receiver, focusing on setup, bandwidth,
and stability. Task 2 (ii) Analysis and Visualisation: Examines signal
analysis, error detection, and filtering techniques. Task 2 (iii) Ethics and
Impact: Reviews interference impact and decision-making in WBFM
technology.

y‘ * Good setup and understanding of modulation 1 3
and demodulation, with mostly accurate o
configuration and interpretation of parameters.

* Good analysis of jammer effects, with clear use
of visual tools, though some aspects could be
refined.

« Effective application of FHSS for jammer
mitigation and signal comparison, though with
some scope for improvement.

* Basic comparison with limited reasoning.

» Satisfactory discussion, limited depth.



* Demonstrates sound cognitive skills in
configuring the receiver, ensuring proper signal
demodulation, and managing bandwidth, though
with minor inconsistencies.

« Satisfactory analysis with limited depth in
interpreting signal parameters.

« Satisfactory discussion with limited depth in
ethical reasoning.

PRACTICAL SKILLS (25)

Task 1: Hands-on experience in transmitter and receiver setup,
understanding signal bandwidth and frequency deviation.
Implementing noise sources and analysing interference effects using
frequency, time, waterfall, and constellation sinks. Applying FHSS
techniques for anti-jamming and evaluating signal clarity through SNR
analysis and stage comparisons. Developing an awareness of secure
communication and legal implications. Task 2: Practical
implementation of RTL-SDR receiver setup, signal representation, and
processing. Understanding block functionality, decimation factors, and
performing signal analysis using waterfall and frequency sinks.
Visualising constellation diagrams and evaluating signal stability
through SNR measurements. Comparing different demodulation stages
for performance optimisation.

y‘ Task 1: Demonstrates excellent practical skills in 24
setting up NBFM modulation and demodulation,
introducing a jammer, and implementing FHSS for
anti-jamming. Provides detailed and accurate
analysis using Frequency, Time, Waterfall, and
Constellation sinks. Strong comparisons of
original, jammed, and anti-jammed signals, clarity,
and system performance.

Task 2: Demonstrates excellent practical skills with
precise setup and effective configuration of the
RTL-SDR receiver.Utilises Waterfall, Time, and
Frequency sinks effectively for analysis.

TRANSFERABLE SKILLS (15)

Enhancing mathematical integration and simulation skills using GNU
Radio and RTL-SDR. Developing ethical reasoning and effective




communication for teamwork and professional interactions. Practising
systematic reporting, structured problem-solving, and clear
presentation skills.

y‘ Shows strong transferable skills with good 1 2 6
application of GNU Radio tools and solid .
understanding of signal processing concepts.

Minor gaps in analysis depth or documentation.
Ethical considerations are discussed but need
more detail.



