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[bookmark: _Toc187179428]Executive Summary
This report provides an analysis and assessment of Facebook's data leak Cambridge Analytica scandal. The Cambridge Analytica scandal is the the consultancy used an app called "This Is Your Digital Life" to collect Facebook user data to use it for political purposes advertising without users' informed consent. Facebook was fined £500,000 in the UK and $5 billion in the US. 
This report will use a cultural relativist framework and Carroll's CSR pyramid model to analyze the responses in the UK and US, as well as those of Facebook's management. 
The report finds that because of cultural and political differences between the UK and the US, the regulation of data protection in the two countries is different. The UK has robust data protection laws, while the US has looser laws. From a CSR perspective, Facebook's management is positive in terms of economic responsibility, but negative in terms of legal responsibility, ethical responsibility and philanthropic responsibility. 
Therefore, Facebook needs to make some improvements to improve its management. Suggestions discussed include obtaining informed consent from users, enhancing encryption, establishing high data protection standards, publishing better transparency reports and increasing philanthropic support for data security and protection.

1. [bookmark: _Toc187179429]Introduction
[bookmark: _Toc187179430]1.1 Background 
Globalization has changed the world and increased the interconnectedness of economies, and some countries and economies have prospered and developed as a result (Vdovichena et al., 2022). In addition to factors such as international economic integration, globalization is also driven by the digital revolution, in which social media plays an integral role (Imamov and Semenikhina, 2021). Social media has changed the way businesses operate, allowing them to reach a wider range of customers across time and space, changing the customer service landscape (Garrido-Moreno et al., 2020).
However, social media such as Facebook are frequently accused of violating personal privacy and leaking user data. Facebook has suffered repeated data breaches and privacy violations, such as the disclosure of the personal data of 533 million Facebook users in an online forum in 2021, the theft of data from more than 300 million Facebook accounts by a hacker group in 2019, and the Cambridge Analytica scandal in 2018. Nvertheless, the response to the Facebook data breach in the United States and the United Kingdom is not the same as the punishment.
[bookmark: _Toc187179431]1.2 Method
This article will analyze how Facebook used or abused business ethics when providing services to the UK and the United States in the case of Cambridge Analytica Scandal through the lens of cultural relativism framework and Carroll's CSR pyramid, and compare the ethical differences between the two countries.
2. [bookmark: _Toc187179432]Cultural relativism and Facebook
[bookmark: _Toc187179433]2.1 Cultural relativism
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]There is no exact concept of cultural relativism, and the unifying consensus is that the ethics, morals, values, beliefs, and behaviors of a country, nation, or group need to be understood in the context of the culture in which they arise (Brown, 2008). In other words, there is no single standard by which to judge whether a particular cultural norm is correct. Ibitoye (2021) is an advocate of cultural relativism, arguing that the values, beliefs, and norms of one culture should not be judged through the lens of another.
[bookmark: _Toc187179434]2.2 Application of cultural relativism to Facebook 
Facebook's most notorious data breach is the Cambridge Analytica scandal that the consulting firm used an app called "This Is Your Digital Life" to collect user data to use it for political advertising without users' informed consent (González-Pizarro et al., 2022). Although Facebook is fined in both countries, the managerial responses to Facebook in the UK and the US are different. This chapter will analyze the reasons from cultural perspective and political perspective.
Cultural difference
[bookmark: OLE_LINK6]According to the survey, 38.4% of British are concerned about how companies might use their online data (Statista, 2024), compared to 67% of Americans (Mcclain et al., 2023). In addition, 71 % of Americans are concerned about how their data is used by the government, up from 64 % in 2019 (Mcclain et al., 2023). Part of the reason for the gap is that people in the two countries have different levels of trust in business and government (Mansoor, 2021). British apparently have more trust in the government, which has tightened regulations in the wake of the Cambridge Analytica scandal. For example, in addition to enforcing fines, the ICO is putting El don Insurance Services and the UK's official Remain campaign under greater scrutiny, as well as re-auditing the University of Cambridge's Psychometrics Centre (Neudert, 2023). More importantly, the ICO is expected to introduce a stricter code of conduct to restrict the use of personal information by political campaigns. However, the United States does not follow up with more stringent review and regulatory practices. Because the FTC has limited statutory authority and is constrained by the First Amendment, it is unlikely to investigate the collection of user-specific data at the root of the Cambridge analytical scandal. The move by the U.S. government underscores the importance of Facebook in political elections. This is actually the fundamental factor that undermines public trust. 
[image: ]
Figure 1. Attitude Toward Data Privacy in the USA
(Source: Pew Research Center, 2023)
Cuturally, the UK and the United States place different values on personal privacy. The United Kingdom lists personal privacy as a fundamental right, while the United States is concerned about the commodification of personal data because the United States has spread disinformation to online audiences at the cost of privacy, such as the Russian elections (Vagle, 2024).
Political difference
The UK and the US are discrepant in privacy rules. The UK has incorporated the General Data Protection Regulation (GDPR) into its laws, for example by stipulating that in the event of a data breach, the controlling body needs to notify the victim within 72 hours (Intersoft Consulting, 2024). Therefore, after Facebook exposed the Cambridge Analytica scandal, the UK's Information Commissioner's Office (ICO) fined the company up to £500,000 (Hern and Pegg, 2018).
The United States does not have a federal data protection law, and only 20 states, including California and Virginia etc., have comprehensive data privacy laws. Figure 2 (Bloomberg Law, 2024) shows that privacy legislation in the United States is patchy and is not standardized. Hence, although the United States made the decision to impose a 5 billion fine, many people were still not satisfied with the United States' approach. Because compared to Facebook's annual revenue, a $5 billion fine is a piece of cake. 
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Figure 2. Map of State Privacy Laws 
[bookmark: OLE_LINK5](Source: Bloomberg Law, 2024)
[bookmark: OLE_LINK7]Politically, from the perspective of cultural relativism, the British government's regulation of social media is more centralized and stricter to protect citizens' privacy rights. The United States, on the other hand, operates in a fragmented and light-touch regulatory environment (Castro et al., 2022). In many previous data breaches, U.S. regulators and Facebook have only reached settlements without imposing harsh penalties. In 2011, for example, Facebook entered into a consent decree with the Federal Trade Commission that explicitly required it to obtain permission before accessing user data (Vladeck, 2018). But, as a result, Facebook is still in violation of the law.
3. [bookmark: _Toc187179435]Using the Carroll’s CSR pyramid to analyze Facebook managerial response
[bookmark: _Toc187179436]3.1 Carroll’s CSR Pyramid
[bookmark: OLE_LINK10][bookmark: OLE_LINK11]The definition of corporate social responsibility (CSR) is that companies need to consider not only their economic benefits, but also the impact on society, employees and other stakeholders (Barauskaite and Streimikiene, 2021). This definition reflects that companies should play an active role in the community and consider the environmental and social impacts of their business practices. Carroll's CSR pyramid model consists of four key components: economic, legal, ethical, and philanthropic responsibility. Carroll's definition of these four parts is that to be socially responsible, a business must meet the economic, legal, moral, and charitable expectations placed on it by society at a specific point in time (Martens and Kleinfeld, 2022). Economic responsibility is the lowest level that an enterprise needs to reach and the basis for its survival, while philanthropic responsibility is the highest level of the pyramid. 
[bookmark: _Toc187179437]3.2 Application of Carroll CSR Pyramid to Facebook
This chapter will use the Carroll CSR Pyramid model to analyze what level of managerial response Facebook has reached.
Economic responsibility
[bookmark: OLE_LINK12][bookmark: OLE_LINK15]Carroll believes that the economic responsibility of the business takes precedence over other responsibilities, because shareholders need to get returns, employees need wages, etc., which are based on economic basis (Kusyk, 2021). Even after the Cambridge Analytica scandal broke in 2018, Facebook's revenue rose to $16.91 billion in the fourth quarter of 2018 (Salinas, 2019). This figure is enough to show that Facebook's operations are profitable enough to meet its financial obligations. What’s more, Facebook accounted for 59.4% of the 2019/2020 election cycle, about $796.8 million, and $619 million in 2023 (eMarketer, 2020). Because existing transparency rules are weak, many advertisers' spending may not be accounted for. That's why Facebook CEO Mark Zuckerberg won't fact-check political ads in 2019 (Ivanova, 2019). That would diminish Facebook's role as a money-making vehicle for political advertising.
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Figure 3. US Digital Political Ad Revenue Share by Company 2019/2020
[bookmark: OLE_LINK14](Source: eMarketer, 2020)
However, economic responsibility does not mean that ethical considerations do not need to be included in business decisions. Facebook compromises the privacy of its customers in order to gain higher revenue from political ads, which violates business ethics.
Legal responsibility
[bookmark: OLE_LINK17]Legal responsibility requires companies to comply with laws, regulations and practices at the local, national and international levels in any region where they operate (Radavoi, 2022). These laws and regulations ensure that businesses operate fairly and legally. Facebook's Cambridge Analytica scandal clearly broke both the UK and US laws and regulations. Facebook has been publishing transparency reports every two years since 2013 to protect users' privacy, security and access to information online (Meta, 2020). However, Facebook does not report the information leaks in detail. Some of this is legal content, and it only deals with reported content that violates local laws. If it does not violate community standards, it only restricts the availability of that content in the restricted country (Meta, 2024a). In the wake of the Cambridge Analytica scandal, Facebook also should share data with third parties and inform users how that data is used. 
Ethical responsibility 
[bookmark: OLE_LINK20]Ethical responsibility mainly refers to business ethics. Although there are laws that govern business, often the law is based on moral principles, and may even lag behind them (Andriukaitiene, 2023). Like sustainability, it predates legislation, so even when it is not codified in law, companies should practice ethical principles to ensure sustainability. While the Cambridge Analytica scandal involved the collection of user data through third-party app, Facebook is ethically and legally obligated to monitor third-party apps to prevent data leakage. After the incident broke out, Facebook management did not immediately respond to reassure users, but kept quiet for nearly five days before announcing that it was changing the way it shared data with third-party apps (Wong, 2018). In addition, Facebook management characterized the incident as a breach of user trust rather than a major data security incident. From this, it can be seen that Facebook is not bearing its ethical responsibility, and even shirking its responsibility.
Philanthropic responsibility
[bookmark: OLE_LINK23][bookmark: OLE_LINK27]Philanthropic responsibility is a voluntary action that goes beyond the expectations of society, such as donating to charities, sponsoring community events, etc., through which a business can contribute to the well-being of society and enhance its reputation (Camilleri and Carroll, 2024). Facebook has created a Community Fund to help communities around the world increase their resilience and social cohesion. After the Cambridge Analytica scandal, Facebook launched several pilot programs in 2019, such as donating to small community nonprofits in the United States and providing matching funds to community foundations to expand their funding base (Facebook, 2020). However, Facebook does not provide charitable funding for some data security projects. Facebook's more charitable projects are around Digital literacy programs, such as Media Wise and Get Digital, which help people learn how to stay safe online and protect their personal information, among other skills (UNESCO IITE, 2020).
4. [bookmark: _Toc187179438]Recommendations and conclusion
In light of the above analysis, here are a few suggestions to improve Facebook's approach to personal privacy and user data security to ensure that it can operate successfully in the UK, the US and other countries, so as to avoid business ethics violations.
Obtain informed consent from users
Facebook should collect as little data as possible about users, especially third-party programs that can only obtain basic information such as user name and gender. For some sensitive information, like ID number, location information acquisition, mobile phone number, the acquisition of such information must be agreed by the user. It is also fundamental to regaining the trust of customers in countries such as the UK.
[bookmark: OLE_LINK28]Enhanced encryption
Meta announced in 2024 that it would roll out end-to-end encryption on Messenger by the end of the year (Meta, 2024b) and the same technology should be applied to Facebook, as well as other cutting-edge encryption technologies, such as static double encryption, to better protect user data privacy. In addition, for changing passwords, remote login, access to third-party applications, etc., Facebook should also conduct multiple authentication such as password and face recognition, which is also an effective measure to protect user data.
Establish high data protection standards
According to the strict standards in several countries around the world, such as the United Kingdom and Canada, Facebook can set higher standards on this basis. This can not only meet the needs of Facebook's operations in various countries, but also ensure the security of user data more effectively.
Publish better transparency reports
Facebook's transparency report adds more information, such as which organizations, institutions or businesses access the data and what they do with it, which apps have stolen user data and what actions Facebook take, as well as Facebook's annual review of its own and third-party apps, which should be entirely disclosed in the report.
Increase philanthropic support for data security and protection
Facebook can fund research on data security and protection, and it can partner with organizations and groups to advance personal privacy and data protection around the world. This not only ensures that the company is protected from the threat of data leakage, but also can better assume corporate social responsibility, so as to enhance the corporate image in the eyes of users.
In short, social media, especially large platforms like Facebook, play an important role in the world economy, politics and culture. However, personal privacy and leakage of user data have become challenges for Facebook. Facebook users have expressed concern over several data breaches and misuse incidents, whether active or passive. Because of cultural differences between the United Kingdom and the United States, the two countries' responses to the Facebook data leak have not been the same. The United Kingdom respects the right to personal privacy and enshrines it in the law to implement stricter regulation, while the United States has a looser and unconsolidated regulation, and the federal data protection law does not have a unified standard. Moreover, the United States commoditizes user data for political and other purposes. From the perspective of corporate social responsibility, Facebook has taken economic responsibility well and created huge profits for shareholders every year. However, Facebook has breached its legal and ethical responsibilities. Even though it has done some charitable activities, it has done very little charitable work on data protection.





[bookmark: _GoBack][bookmark: _Toc187179439]Reference
[bookmark: OLE_LINK21][bookmark: OLE_LINK9][bookmark: OLE_LINK1]Andriukaitiene, R., 2023. Corporate social responsibility: new approaches to the application of the Carroll CSR pyramid.
Barauskaite, G. and Streimikiene, D., 2021. Corporate social responsibility and financial performance of companies: The puzzle of concepts, definitions and assessment methods. Corporate Social Responsibility and Environmental Management, 28(1), pp.278-287.
Bloomberg Law, 2024. Which States Have Consumer Data Privacy Laws?. Available at: https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#map-of-state-privacy-laws Accessed 6 January 2025.
Brown, M.F., 2008. Cultural Relativism 2.0. Current Anthropology, 49(3), pp.363-383.
[bookmark: OLE_LINK24]Camilleri, M.A. and Carroll, A.B., 2024. Corporate Social Responsibility. Reference Module in Social Sciences. Elsevier. https://doi. org/10.1016/B978-0-443-13701-3.00473-4.
Castro, D., Dascoli, L. and Diebold, G., 2022. The looming cost of a patchwork of state privacy laws. Information Technology and Innovation Foundation.
[bookmark: OLE_LINK25]eMarketer, 2020. Facebook Dominates 2019/2020 Political Ad Spending. Available at: https://www.emarketer.com/content/facebook-dominates-2019-2020-political-ad-spending Accessed 6 January 2025.
Facebook, 2020. Facebook Community Fund. Available at: https://www.facebook.com/community/fund/ Accessed 6 January 2025. 
Garrido-Moreno, A., García-Morales, V., King, S. and Lockett, N., 2020. Social Media use and value creation in the digital landscape: a dynamic-capabilities perspective. Journal of Service Management, 31(3), pp.313-343.
González-Pizarro, F., Figueroa, A., López, C. and Aragon, C., 2022. Regional differences in information privacy concerns After the Facebook-Cambridge Analytica data scandal. Computer Supported Cooperative Work (CSCW), 31(1), pp.33-77.
Hern, A. and Pegg, D., 2018. Facebook fined for data breaches in Cambridge Analytica scandal. The Guardian. Available at: https://www.theguardian.com/technology/2018/jul/11/facebook-fined-for-data-breaches-in-cambridge-analytica-scandal Accessed 6 January 2025.
Ibitoye, T.R., 2021. Beholding Female Genital Incision through the Lens of Cultural Relativism: The Need to Strike a Balance. Jimma UJL, 13, p.66.
[bookmark: OLE_LINK4][bookmark: OLE_LINK16]Intersoft Consulting, 2024. Art. 34 GDPR Communication of a personal data breach to the data subject. Available at: https://gdpr-info.eu/art-34-gdpr/ Accessed 6 January 2025. 
Imamov, M. and Semenikhina, N., 2021. The impact of the digital revolution on the global economy. Linguistics and Culture Review, pp.968-987.
Ivanova, I., 2019. Facebook expects to sell over $400 million of political ads next year. CBS News. Available at: https://www.cbsnews.com/news/facebook-earnings-call-political-ads-to-bring-in-350-million-this-year/ Accessed 6 January 2025.
Kusyk, S., 2021. Carroll’s CSR pyramid: An empirical investigation of SME CSR orientation. Journal of Leadership, Accountability and Ethics, 18(4).
Mansoor, M., 2021. Citizens' trust in government as a function of good governance and government agency's provision of quality information on social media during COVID-19. Government information quarterly, 38(4), p.101597.
Martens, A. and Kleinfeld, A., 2022. CSR Pyramid. In Encyclopedia of Sustainable Management (pp. 1-8). Cham: Springer International Publishing.
[bookmark: OLE_LINK19]Mcclain, C., Faverio, M., Anderson, M. and Park, E., 2023. How Americans View Data Privacy. Available at: https://www.pewresearch.org/internet/2023/10/18/how-americans-view-data-privacy/ Accessed 6 January 2025.
Meta, 2022. Our Continuing Commitment to Transparency. Available at: https://about.fb.com/news/2020/11/biannual-transparency-report/ Accessed 6 January 2025.
Meta, 2024a. Content Restrictions Based on Local Law. Available at: https://transparency.meta.com/reports/content-restrictions/ Accessed 6 January 2025.
Meta, 2024b. End-to-End Encryption on Messenger Explained. Available at: https://about.fb.com/news/2024/03/end-to-end-encryption-on-messenger-explained/ Accessed 6 January 2025.
Neudert, L.M., 2023. Regulatory capacity capture: The United Kingdom’s online safety regime. Internet Policy Review, 12(4).
[bookmark: OLE_LINK18]Radavoi, C.N., 2022. Law-Guided CSR: Ten Commandments for the 21st Century. Loy. U. Chi. J. Reg. Compl., 9, p.36.
Salinas, S., 2019. Facebook soars after it crushes earnings, posts record profit. CNBC. Available at: https://www.cnbc.com/2019/01/30/facebook-earnings-q4-2018.html Accessed 6 January 2025.
[bookmark: OLE_LINK13]Statista, 2024. Attitudes and actions of online users in the United Kingdom (UK) regarding online privacy as of 3rd quarter 2023. Available at: https://www.statista.com/statistics/1386118/online-adults-attitudes-data-privacy-uk/ Accessed 6 January 2025.
UNESCO IITE, 2020. Facebook in cooperation with UNESCO IITE, ISTE and other partners launched a digital literacy program, Get Digital. Available at: https://iite.unesco.org/news/facebook-in-cooperation-with-unesco-iite-iste-and-other-partners-launched-a-digital-literacy-program-get-digital/ Accessed 6 January 2025.
Vagle, J.L., 2024. Privacy's Commodification and the Limits of Antitrust. Ark. L. Rev., 77, p.51.
Vdovichena, O., Tkachuk, S., Zhuzhukina, N. and Lukianykhina, O., 2022. The use of information in the world economy: globalization trends. Futurity Economics&Law, 2(4), pp.4-18.
[bookmark: OLE_LINK22]Vladeck, D., 2018. Facebook, Cambridge Analytica, and the Regulator’s Dilemma: Clueless or Venal?. Harvard Business Review. Available at: https://harvardlawreview.org/blog/2018/04/facebook-cambridge-analytica-and-the-regulators-dilemma-clueless-or-venal/ Accessed 6 January 2025.
Wong, J.C., 2018. Mark Zuckerberg apologises for Facebook's 'mistakes' over Cambridge Analytica. Available at: https://www.theguardian.com/technology/2018/mar/21/mark-zuckerberg-response-facebook-cambridge-analytica Accessed 6 January 2025.
image4.png
% of total digital political ad spending

Facebook
Google 59.4%
18.2%





image1.png
Prifysgol Cymru
¥ Drindod Dew Sant

J University of Wales
Trinity Saint David




image2.png
% of U.S. adults who say they ...

Are concerned about how ___ use(s)
the data they collect about them

Companies

The government

Have little to no understanding
about what __ do(es) with the data
they collect about them

Companies

The government




image3.png
© Comprel

nsive privacy law @ Narrow privacy law © Other applicable law




