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[bookmark: _Toc197635687]1 Introduction

Creating a database driven website has many different things that need to be considered when it is being developed, as not only does the data have to be inserted into the database but it also must be inserted in a safe manner. This document will cover different types of SQL injection as well as how I prevented it when developing a website that handles SQL with PHP.

[bookmark: _Toc197635688]2 SQL Injection

SQL injection is a common method of hacking websites that involves the injection of malicious SQL statements into a website that hackers will use to try and run the code on your database to steal from or damage it [1]. There are many different types of SQL injection that needs to be considered when developing a website with different measures to prevent them. SQL injection most commonly occurs on websites with input fields such as search bars where user input is accepted, and without proper SQL injection prevention methods can result in attackers gaining access to your database or even altering it like deleting large amounts of data or even the entire database.

[bookmark: _Toc197635689]2.1 Why SQL Injection is a problem

SQL injection can be extremely damaging to all types of websites that handle their data using databases. Depending on the statements that the user inserts, sensitive data can be retrieved from the website such as usernames and passwords. This not only leads to the data being stolen but also could then result in a data protection law breach such as the GDPR which can result in huge fines for the owners of the website. Loss of data is also a huge threat, since with certain types of SQL injection the ability to drop tables can be inserted which can cause companies to lose thousands of records of data.

[bookmark: _Toc197635690]2.2 Classic SQL Injection

Classic SQL injection is a common method for testing if SQL injection is possible on a website. This type of attack functions by the user entering SQL statements into the input fields, which will directly alter the SQL code without the use of prepared statements [2]. For example, when the line “ ' OR '1'='1 “ in any field on the login of the code in figure 1, the statement attached to the $query variable will be altered to “SELECT * FROM users WHERE username = ‘$username’ OR 1=1 –‘”, which will utilise the OR statement to bypass the authentication that was meant to be in place.
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[bookmark: _Toc197635738]Figure 1 – Code used to test the statement
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[bookmark: _Toc197635739]Figure 2 – Code used to test classic SQL injection
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[bookmark: _Toc197635740]Figure 3  - Login successful after the SQL injection

[bookmark: _Toc197635691]2.3 Union-Based Injection

Union-Based injection can be performed on user inputs to retrieve data from select queries from other tables in the database [3]. In boxes that return results to the users, this can allow them to retrieve data from the database which they shouldn’t be able to such as user passwords. For example, entering a command such as SELECT * FROM user_details WHERE userid=‘‘ UNION SELECT * FROM EMP_DETAILS – ‘ and password=‘admin’ [4] can allow for the data from “EMP_DETAILS” to be appended to the search results which is a different table than what is meant to be interacted with. This can also be used with SQL commands such as drop table to completely erase data which if left unprotected can lead to a database becoming completely unusable.
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[bookmark: _Toc197635741]Figure 4 – Example usage of Union-Based injection [4]
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[bookmark: _Toc197635742]Figure 5 – Example usage of union based injection (dropping a table)
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Many areas of the website require user input and so require certain SQL structure to prevent SQL injection. I used multiple different methods to ensure that my database was secure from people with malicious intentions.



[bookmark: _Toc197635693]3.1 Prepared Statements

All user inputs on my page are created using prepared statements to prevent any SQL injection, including the login and data insertion fields. Figure 1 shows my code before prepared statements being implemented. 
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[bookmark: _Toc197635743]Figure 6 – Prepared statement for login
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[bookmark: _Toc197635744]Figure 7 – Prepared statement for inserting game data
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[bookmark: _Toc197635745]Figure 8 – Prepared statement for deleting game data



[bookmark: _Toc197635694]3.2 Sanitize Input Fields

Sanitizing inputs is extremely important as it prevents cross-site scripting (XSS), which is a type of attack which function as “malicious scripts are injected into otherwise benign and trusted websites” [5], allowing attackers to attack from sites that would typically be considered trusted.  Using this guide, I sanitized all the inputs on my field to ensure that this wasn’t possible on my website [6].
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[bookmark: _Toc197635746]Figure 9 – Sanitized input fields for my TV shows update
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<2php
session_start();

/7 db connection

$dbconn = mysqli_connect("localhost”,

if ($dbconn->connect_error > 8) {
die("Could not connect: * . $dbconn->connect_error);

root”, ", "mediadb");

/1 usernane and password from forn
Susername = $_POST[username’];
$password = $_POST["password’];

/1 select the user where the username matches the input
Squery = "SELECT * FROM users WHERE username = ‘Susername’";
/1 set result to the query

$result = mysqli_query($dbconn, $query);

/1 check if the result is not empty
if ($result & mysqli_num_rows($result) > 8) {
$_SESSION[ *loggedin'] = TRUE;
$_SESSTON[ "username’] = $username;
header (" Location: index.php’);
exit;

¥

echo "<scriptralert(*Incorrect username and/or password!®); window.history.back();</scripts”;
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// prepared statement to prevent SQL injection
if ($stmt = $dbconn->prepare(’SELECT password FROM users WHERE username = 2°)) {
$stut->bind_param(’s’, $_POST[username’]);
$stut->execute();
$stut->store_result();
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/1 get the game data which matches the gameid
$5q1 = $dbconn->prepare("SELECT title, description, releaseyear, genre, developer, publisher, platform, filename, gameid
FROM games
WHERE gameid
$sql->bind_param("i’, $gameid);
$sql-vexecute();

// once data is fetched, bind all the fields
$sql->bind_result($title, $description, $releaseyear, $genre, $developer, $publisher, $platform, $filename, $gameid);
$sql->store_result();
// if no rows are found or more than 1 row is found, redirect to index.php
if ($sql->num_rows == @ || $sql->num_rows > 1) {
header("Location: index.phj
exit();

T
// get the row of data

$sql->Fetch();
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/1 now get the game data, there should be only 1 record

$sql = $dbconn->prepare("SELECT title, description, releaseyear, genre, developer, publisher, platform
FROM games
WHERE gameid =

if ($5ql === false) {
die(’Prepare failed: * . $dbconn->error);

¥

$sql->bind_param(‘i’, $gameid);
$sql->execute();
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/1 sanitize input fields
if (isset($_POST[ "tvshowid'])) {
$tvshowid = Filter_var($_POST['tvshowid'], FILTER VALIDATE_INT);
3
if (isset($_POST['title'])) {
stitle = htmlspecialchars(trim($_POST["title’]));
3
if (isset($_POST[ 'description’])) {
$description = htmlspecialchars(trin($_POST["description’]));
3
if (isset($_POST[ 'releaseyear’])) {
$releaseyear = filter_var($_POST[ 'releaseyear’], FILTER VALIDATE_INT);
3
if (isset($_POST[ 'genre’])) {
$genre = htmlspecialchars(trim($_POST["genre'1));
3
if (isset($_POST[ director’])) {
$director = htmlspecialchars(trin($_POST[ director']));
3
if (isset($_POST['cast’])) {
$cast = htmlspecialchars(trin($_POST['cast']));
¥




