Act6 t3
The right hash to choose
In this activity, rainbow bridges will be generated as a point of reference, for the program Rainbow Crack. Certain complications occurred upon installation, such as the system’s classification of these pieces of software as Malware, due to their method of operation.
Firstly, I used Pwdump 8, which is a tool that collects the user data that is currently in memory. After opening the command prompt with administrative privileges, the first act was to get the names and SIDs, to collect a list of users. After that, I then proceeded to direct the path to the folder in which the Pwdump program was stored. Using PwDump8.exe run the program, and the usernames and hashed passwords. The details below have been put into a text file, to be brought over to the server PC. Note that “admin” is the only account with a password, hence the different second hash. The Homegroup User is ignored.  These hashes are NTML format.
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Description automatically generated]
Pwdump obtains these hashes from searching the binary SAM and SYSTEM files of the Windows installation, hence its need for administrative access, as those files are vital to the OS. After using a separately made NTML rainbow table, it is show that in the cli, the file sees no hashes. However, by looking at the second hash on the admin, and letting Rainbow Cracker handle that, the password is then shown, being “pass”. Below, I have use the rcrack on the needed password itself, and it worked and providing a rainbow table made with Winrtgen. [image: Text

Description automatically generated with medium confidence]
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Description automatically generated with medium confidence]
Another program that is capable of this is Hash Suite. After importing the hash file in and setting it to use NTML format, the program detected the hashes and cracked them. As seen in the screenshots, I have inserted two “admins” after using Pwdump after changing the account’s password.
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Description automatically generated]
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Description automatically generated with low confidence]
The same program can also be used in reserve, to collect the hashes from the local machine and show their hashes. These hashes can then be exported, as formats that are often used by PwDump or other password crackers.
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Administrator: 560: AAD3B435851404EEAAD3BA35B51404EE : 31D6CFEGD]6AEO31873C59D7EGCOBICE
Guest : 501 : AAD3B435B51404EEAAD3BA35B51404EE : 31D6CFEGD1 6AE93187 3C59D7EGCOBICE
DefaultAccount : 503 : AAD3B435B51404EEAAD3B435B51404EE  31D6CFERD] GAEO3187 3C59D7EGCRBICE.
admin: 1060 : AAD3B435B51404EEAAD3BA35B51404EE : 36AAB3BDCABICOFDAF 321CAA2A31C3FC
HomeGroupUsers : 1062 : AAD3B435B51404EEAAD3BA35B5 1404 EE : F56A2DOCDABBRSDB3AEEGIEABO2FCCO1
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6aag3bdcab3cofdafazicadza3lcafc pass hex:70617373




image4.png
1(») (®) 3| Hash Suite 3.7 [64 Bits] [Free]

Start  Stop Resume | <Select>
5 Keyboard || LM2NT

Attack. Format Key Providers

=i @ | % | & charset [ phrases |
= Wordist || DB Info

Rate:
Load:

Done:

Main | View  Paams Hardware Reports Download Rules

16.9M

100%

Tim
End
T

| Userame Hash




image5.png
HH

7A21990FCD3D759941E45CA90F143D5F
36AA83BDCABICOFDAF321CA42A3 1C3FC

12345




