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[bookmark: _Toc171629259]Abstract

Through following safety management systems and ALARP process, an extensive risk assessment capturing various hazards have been identified throughout the MTDS with implications for various functions of the system. Risk reduction measures have been identified and through an ALARP justification for ‘unintended initiation of warhead’ the deliberation of different reduction measures that have been captured as practicable solutions has culminated in the hazard being deemed ALARP. 

1. [bookmark: _Toc171629260]Introduction

1. The aim of this report will be to capture and build upon an initial risk assessment carried out by a group which will cover a range of hazards. Through hazard ID activities, a completed risk assessment will determine cause, effect and resulting risk classification, with additional controls and mitigation. This will allow for an individual risk to be selected culminating in a ALARP statement justifying the risk has been treated appropriately. Ideally, the aim of this report would be to capture all conceivable risks that lead to outputs of a hazard log, safety case and safety case report, however due to constraints of the assignment and this is not a business need the scope has been narrowed.

1.1. [bookmark: _Toc171629261]System Description
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[bookmark: _Toc171629524]Figure  - Storm Shadow [1]
2. Storm Shadow is a long-range air launch missile currently being used by the British RAF on the fixed wing aircraft Typhoon. It is a joint venture air launched missile developed by both Britain and France used to attack fixed targets. 

3. Capable of being operated in extreme conditions, the weapon offers flexible, deep-strike capability based around a sophisticated mission planning system. It has seen in the Gulf, Iraq and Libya. [1]

4. The weapon is comprised of multiple systems that work together to provide this capability, ranging from the Warhead and Navigation to Propulsion and the Airframe. Capabilities include GPS, Turbojet engine and a multistage penetration warhead with a weight of 450kg. [2]
2. [bookmark: _Toc171629262]Key Concepts

5. The HSE defines ALARP as:

"ALARP" is short for "as low as reasonably practicable". Reasonably practicable involves weighing a risk against the trouble, time and money needed to control it. Thus, ALARP describes the level to which we expect to see workplace risks controlled. [3]

6. Inherent risk refers to the level of risk that exists when no controls or mitigations efforts are applied. It is the baseline level to the system. [4] 

7. JSP 375 notes residual as “risk remaining after control measures have been applied.” [5]

8. JSP 375 defines hazard as:

“Estimate of the probability or frequency of a risk occurring in a specified time period, based on the description of its cause, event and consequences.” [5]

9. JSP 375 notes severity as: “a measure of the degree of harm”. [5]

10. JSP 375 defines hazard as:

“An item, event, activity, or situation with the potential to cause injury, ill-health, or death; damage to or loss of equipment or property; or damage to the environment.” [5]

11. Controls are used to reduce the likelihood of the hazard occurring.

12. Mitigations are used to reduce the effect if the hazard were to occur. 

13. On top of the definition above, the purpose of ALARP is to show where the hazard meets the safety target and where further action is needed to achieve it unless the cost is grossly disproportionate. As this is a novel system most risks are non-common, as such the process to achieving ALARP can be made to ASEMS justification of non-common risks. Ref Figure 2. [6]
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[bookmark: _Toc171629525]Figure 2 - ALARP Justification of Non-Common Risks [6]
3. [bookmark: _Toc171629263]Hazard Identification

14. Once the project has been initiated, it would be prudent to carry out an initial safety identification to make sure that hazards can be considered at the earliest possibility to allow for meaningful decisions to be made as to how to manage risks. Following this, a more detailed and fuller assessment should be carried out typical covering the entire manufacture to disposal sequence (MTDS).

15. For the purposes of hazard identification and control, the scope will be the entire MTSD but will not be as extensive due to constraints. It’s important to understand:

· The system being covered
· The systems influence on other systems
· How it will be used
· Who will be at risk of the hazard
· Time exposed
· Scenarios of the hazard

16. To identify hazards, failure modes and criticality analysis (FMECA) was used. This is a bottom-up technique that looks at individual components and functions to determine failure irrelevant of the environment in which it occurs. The reason for this choice is that it can be used to assure that no single component will be a single point of failure if identified and controlled properly. In addition, as this weapon is already in-service the design and its interconnections and ability to affect platforms are well understood allowing for a more suitable hazards to be identified. However, the downside identified was that it’s a very length process to break down the system and review each component and function. [7] In addition, other tools such as accident and history review and SWIFT can be used. These were discounted here as they do not take advantage of an already existing system where the design has been frozen and firmly understood. [footnoteRef:2]  [2: Within defence there is an enduring staff of senior personnel we can draw upon for accident and history review. This is a simple yet effective technique as it is quick and easy to do as experienced stakeholders who have prior knowledge of other systems can provide valuable insight into more obscure hazards. However, the process struggles to generate new hazards and can be biased as hazards that haven’t occurred yet may be dismissed. ] 


[bookmark: _Toc171629527]Table 1 - FMECA Hazard ID [Annex A]
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17. Table 1 is a hazard ID activity using FMECA, it has identified several hazards for several systems. When conducting this activity, it was found to be useful if stakeholders have the background technical knowledge of systems and how they could fail. However, without this knowledge it would be difficult to be abler to properly determine failure modes and so other methods like SWIFT and hazard checklist would be more suitable. HAZOP would be an extremely useful tool; however, this cannot be done within the constraints of this report. 
4. [bookmark: _Toc171629264]Risk Assessment

18. After completing the hazard ID, the risk assessment will be carried out to estimate inherent risk, ID controls and then residual risk. This is done as it is a legal requirement as part of the management of health and safety at work regulation and mandated by JSP 375. This is to be done by both employer and employees and should be conducted when it is necessary to effectively identify and reduce a hazards likelihood and effect. [8]

19. See the Risk Assessment in Annex A for the list of identified hazards and causes taken from the FMECA activity. The risk matrix used is a derivation of Def Stan 00-056 and links with DSA 03. [9] [footnoteRef:3] This will be used manage and trace risks effectively eventually feeding into the safety case where it can be used as a record of acceptance demonstrating the fulfilment of the legal and moral obligations. With the inherent risk score derived from likelihood and impact. A caveat, for ease of use and understanding, hazards will aggregate all environments instead of having separate hazards for each location or activity the weapon is involved in, for example storage or launch.  [3:  Risk matrices guidance can also be seen in ASEMS [18]] 


20. As part of the risk assessment, safety target must be determined, this has been done by the military aviation authority (MAA) who are the enforcers of regulation and assurance within the MoD for air operating domains. RA 1230 specifies that loss of aircraft due to fault/failure should be no more that 1x10-6 per flying hours. [10]

[bookmark: _Toc171629528]Table 2 - Probability Table [Annex A]
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21. This must be managed by the duty holder as they are accountable and responsible for the hazards being controlled properly as to advert risk to life as set out in RA 1210. [11] As such, for the purposes of this report the target is C2, ref matrix contained within Annex A. C2 is a low-risk class and considered to be widely tolerable with additional risk reductions only to be made if there are exceedingly cost-efficient measures to be taken. However, exceeding the safety target is B which is considered tolerable but must be ALARP and A which is the highest level of risk which is completely intolerable and so the system cannot be used and or requires additional measures to be taken. 


[bookmark: _Toc171629529]Table 3 - Risk Matrix [Annex A]
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5. [bookmark: _Toc171629265]Optimisation Analysis

22. The controls and mitigation captured within the risk assessment, see Annex A, are the methods to which the hazards are treated to achieve an acceptable risk class. As part of good industry practice, a bow-tie diagram has been adopted to look at Haz ID 1, “Unintended Initiation of warhead”. This is a toned-down version to make it easier to read and understand. This would be more exhaustive and would be done for every hazard identified. [12]

23. The identified residual controls are already in place to safeguard the system and minimise its effects should a hazard occur. The additional controls have been identified to mitigate the system even further to achieve the desired risk class when residuals could not. These may or may not be adopted due to circumstances. 

24. In accordance with the hierarchy of controls to adequately reduce risk. The aim should be to eliminate/substitute the risk all together rather than tolerate it and attempt to protect against it with controls either design or procedural. The bow tie shows that controls like IM compliance (design) are used to prevent/reduce likelihood of hazard occurring whereas a mitigation, like structures prevent access and reduce damage so eliminating the risk of the hazard to personnel or 3rd parties. However, there are circumstances where this cannot happen and so engineering and even as a last resort PPE controls must be used. [13] 
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25. It is crucial that as part of identifying risk reduction methods, ALARP requires various options to be identified as to allow comparison and analysis to determine the most suitable controls to be implemented. To do this, one of the techniques is Cost Benefit Analysis (CBA). 

26. CBA helps compare different risk reductions options by expressing cost and benefit with a monetary value (£). It aids in decision making by quantifying through determining cost against the ‘value of prevention of a fatality’ (VPF). [footnoteRef:4] Something is reasonably practicable unless its costs are grossly disproportionate to the benefits this also includes capability, performance and reliability factors for defence.  [4:  It could be argued that using CBA can dehumanise the obligation organisations has to people’s safety as they boil the value of a life down to a number that when viewed by people, doesn’t appear to be worth much. 
] 


27. The HSE reducing risks: protecting people document state: ‘when conducting a CBA is to adopt a benchmark value of about £1,000,000 (2001 prices) for the value of preventing a fatality (VPF).’ [14, p. 65] This will be the predominant value to measure against as all the identified risks have a high risk to life. 

28. Through transparency, helps assurers, inspectors and the duty holder to determine if the risk is ALARP. There are supporters for CBA who believe that it is a powerful tool for decision making and shaping public regulations [15], however there are critics who believe that it is used as an excuse to be apathetic and stifle the bounds of safety as it costs too much money. [16]

29. Following the completion of the risk assessment, this would then feed into the hazard log which is the record of all safety information for a system that acts as the single point of truth and records and traces all safety decisions made for the system containing an ALARP statement for each hazard. These can take many forms, the MoD uses ECASSANDRA. 

6. [bookmark: _Toc171629266]ALARP Justification (1500 words)

30. The selected hazard is “Unintended Initiation of warhead”, Haz ID 1. There are multiple design controls to reduce the likelihood and or the effect of the hazard occurring. As stated above the safety target is C2. As risk reductions are compared to VPF of £1million for preventing a fatality as that is the most likely outcome. 

31. The most major control in place is the safety and arming unit (SAU). These are design to meets specific standards such as STANAG 4187 – Fuzing systems and Def Stans. [17] These are design by SME’s where the SAU would require multiple failures to allow for the initiation of the warhead. Even though the cost of this system is high, it has the scope to prevent multiple hazards from occurring. It also supports a wide range of features that provides additional capability to the user that also influences the way the system is used. The CBA of this control has a through life saving as its benefits will be recognised throughout its service life of approximately 20-30 years. In addition, its implication to reducing the inherent risk of A to C2 and meeting regulatory standards with its additional functionality would justify the millions spent to protect personnel who would use it. As such this control is reasonably practicable and will be implemented.

32. Providing assurance that the SAU functions as intended with extreme levels of reliability as well as controlling the hazard, safety integrity levels are assured by standards that define good practice for design rules and verification activities with limits that capture failure rates for each safety level. With this, the authority can contract designers against standards like these to ensure expectations are delivered contractually with remedial actions if not met. [18] The cost benefit of this control is massive it reduces the inherent risk of B to C2 and as the costs can be baked into the design of the SAU meaning that the SAU is effectively better value for the reliability and capability it has with little cost increase. As such this control is reasonably practicable and will be implemented. 

33. To protect against multiple causes like ESD, EMI and aging energetics, the warhead when in assessment and demonstration phases must undergo various tests and trails to demonstrate the design is safe, reliable and fit for purpose. This forms part of good practice where evidence is created and collated into a safety case which will form the safety argument to provide assurance to the user and duty holder. This is done by demonstrating compliance IAW with DSA 03 insensitive munitions proving that only the worst-case scenario would lead to detonation. The cost benefit analysis of this is not favourable (hundreds of thousands to million). However, it provides valuable information and assurance that the system is safe and its implication to reducing the inherent risk of A to C2 whilst demonstrating compliance to regulations set out in DSA 02 is crucial. As such this control is reasonably practicable and will be implemented.

34. To protect against ESD and EMI whilst in storage, the weapon will be stored inside insulated containers that are earthed. Doing this will significantly reduce the likelihood of the weapon initiating because of these sources at a relatively low cost. In addition, this covers extreme environments cause as containers will be used during storage and transport to protect against fluctuating temperatures and sudden shock via drops. The CBA of this is that containers are extremely cheap due to their material and design requirements being captured by standards and are an effective method of taking risks of A (EMI) and B (ESD) to C2. As such this control is reasonably practicable and will be implemented.

35. Good practice can take the form of common-sense reduction methods such as first aid parties if a hazard were to occur. [footnoteRef:5] These are already mandated as part of workplace health and safety. The CBA for this is enormous as this measure costs nothing and has significant impact to those involved in the hazard. This example has been seen and captured as part of the incident review for Castle Martin where the medical plan and response were commended. [17, pp. 1.6-2]. As such this control is reasonably practicable and will be implemented. [5:  As captured in the NIMROD review, statements of aims to meet good practices can account for very little as they can be obscured or diminished by organisational or safety management process changes that led to a poor safety case. [23]] 


36. More good practice mitigations are storing weapons inside reinforced structures that meet the hierarchy of control for elimination of the risk. Doing this will prevent access to the hazard effectively removing parties from being involved in the hazard and reduce the impact if it were to occur. The CBA for this is relatively cheap as buildings are built to meet other requirements for effective protection, environmental control and for stockpile purposes. The upfront investment will pay dividends as it will be effective through life with very little maintenance costs. As such this control is reasonably practicable and will be implemented.[footnoteRef:6] [6:  Unfortunately, due to the intrinsic nature of the system the hazard will be difficult to eliminate in other environments such as operation as personnel will always be involved. ] 


37. An additional control identified to protect against any cause of this hazard is carrying out a design change to the warhead to alter the explosive filling chemical composition to reduce the explosive power and yield. Doing this would reduce the overall impact to 3rd parties as the blast radius would be smaller, however the impact to direct first-person personnel who work on and use the weapon would still be at significant risk. Coupled with the need to redesign, test and certify a new warhead has significant cost, time and resource implications at the detriment of reduce capability that will not meet the capability user’s requirements at the price of small safety gain and so a trade-off decision will have to be made. If this were to be adopted, then the cost to remanufacture the new warheads is significant to create new production lines and upskilling of new workers also has massive lead times. When looked at through the lens of CBA the costs are enormous requiring tens of millions where other controls such as in-service surveillance will continue to extend this life of the warhead providing assurance as to its safety, this is the done practice for aging munitions, even though not ideal, it meets the current standards. As such. Even though sufficient to reduce risk class to D, this control has been discounted due to it grossly disproportionate and not reasonably practicable.

38. An additional control identified to protect against aging energetics is to manufacture and replace the warheads. Its widely known that munition stockpiles can be stored for years even up to three decades. As the weapons age, they begin to breakdown and key elements like stabilisers that reduce sensitivity are lost which makes the warhead more likely to initiate when exposed to heat, shock, ESD and more. By replacing the warheads, this would reset the age and be fit for use for so many years reducing the likelihood of the hazard from occurring. To manufacture these new warheads have has significant cost, time and resource implications as new production lines will be required which will need to endure for the weapons lifespan. In addition, to dispose of the old warheads can be costly as there are safety concerns and especially environmental issues due to compounds that were used that are currently on the banned list of REACH such as lead.  When looked at through the lens of CBA the costs are enormous requiring tens of millions where other controls such as in-service surveillance will continue to extend this life of the warhead providing assurance as to its safety, this is the done practice for aging munitions, even though not ideal, it meets the current standards. As such. Even though sufficient to reduce risk class to D, this control has been discounted due to it grossly disproportionate and not reasonably practicable. However, if there was a requirement to increase stockpile numbers, the discounted control of replacing old warhead with new ones could be viable as economies of scale will reduce the price per unit making the overall CBA practicable. 

39. Overall, the costs associated with these controls are deemed to be reasonably practicable as the millions spent pare in comparison to the estimated 700 weapons procured by the RAF at a value of £2 million each. 700 x £2m = £1.4 billion. [2]

40. The safety assessment has concluded the safety target has been met and so the hazard is ALARP [17], this demonstrates that all reasonably practicable measures to assess, reduce and control the risks have been applied in accordance with the relevant legal requirement, set by us and legislation. This complies with guidance set out in DSA03 and thus demonstrating compliance against requirements in DSA 02 OME Regs.  

41. This ALARP evaluation is an iterative process and will be reviewed and amended through life as information becomes available or new requirements are set. The nature of ALARP can change over time as new reduction technologies become available as well as what constitutes good practice. If at any point the hazard is ALARP but becomes intolerable, it will need to be reviewed and appropriate actions must be taken to achieve risk acceptance.[footnoteRef:7]  [7:  ASEMS contains guidance on how to treat risks that become intolerable. [21]] 
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onent Failure Cause Effect Detection Severity Probability Criticality

1Airframe

Launched outside of launch envelope  (too great 

of speed or turning angle) Launch sensor Catastrophic Remote

B

2Airframe Manufacturing Defect Maintenance inspection Catastrophic Remote B

3Airframe Bird strike N/A Catastrophic Improbable C1

4Airframe

FOD - Foreign Object Debris (loose screws etc 

and anything left during mounting onto aircraft) Pre flight inspection Catastrophic Remote

B

5Propulsion No Fuel Fuel level sensor Catastrophic  Occasional A

6Propulsion Ignition Failure Pre flight ignition check Catastrophic  Remote B

7Propulsion Ice/water in fuel - fuel flow restriction Inspection Catastrophic  Occasional A

8Propulsion Structural failure of propulsion system Inspection Catastrophic  Remote B

9

Lethal Package 

(Warhead) Failures in the SAU

N/A Catastrophic Improbable C1

10

Lethal Package 

(Warhead) Energetic Aging In Service Survaillance and testing

Catastrophic Occasional  A

11Navigation Software Failure Pre flight software check Catastrophic Remote B

12Navigation

Power Failure (Thermal Battery and Thermal 

alternator) Battery level inditcator Catastrophic Occasional

A

13Navigation GPS Error GPS integrity checker Catastrophic Probable A Strikes unintended target 
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Causes damage to weapon leading to structural 
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20240707 - Safety and Hazard Group Risk Assessment FINAL.xlsx
FMECA

		ID		System/Component Failure		Cause		Effect		Detection		Severity		Probability		Criticality

		Scope: From on platform during operation to during launch

		1		Airframe		Launched outside of launch envelope  (too great of speed or turning angle)		Causes damage to weapon leading to structural failure and fragmentation of airframe		Launch sensor		Catastrophic		Remote		B

		2		Airframe		Manufacturing Defect				Maintenance inspection		Catastrophic		Remote		B

		3		Airframe		Bird strike				N/A		Catastrophic		Improbable		C1

		4		Airframe		FOD - Foreign Object Debris (loose screws etc and anything left during mounting onto aircraft)				Pre flight inspection		Catastrophic		Remote		B

		5		Propulsion		No Fuel		Free Fall - Strikes Unintended Target		Fuel level sensor		Catastrophic 		Occasional		A

		6		Propulsion		Ignition Failure				Pre flight ignition check		Catastrophic 		Remote		B

		7		Propulsion		Ice/water in fuel - fuel flow restriction				Inspection		Catastrophic 		Occasional		A

		8		Propulsion		Structural failure of propulsion system				Inspection		Catastrophic 		Remote		B

		9		Lethal Package (Warhead)		Failures in the SAU		Unintended initiation over populated area

Early Detonation - Take out platform		N/A		Catastrophic		Improbable		C1

		10		Lethal Package (Warhead)		Energetic Aging				In Service Survaillance and testing		Catastrophic		Occasional 		A

		11		Navigation		Software Failure		Strikes unintended target 		Pre flight software check		Catastrophic		Remote		B

		12		Navigation		Power Failure (Thermal Battery and Thermal alternator)				Battery level inditcator		Catastrophic		Occasional		A

		13		Navigation		GPS Error				GPS integrity checker		Catastrophic		Probable		A





Risk Assessment

		Hazard ID		Hazard		Hazard Description		System Failure		ConsequenceIn/Effect		Cause 		Cause Description		Inherant Severity		Inherant Probability		Inherant Risk Score		Control		Residual Severity		Residual Proability		Residual Risk Score		Additional Controls		Additional Mitigation Severity		Additional Mitigation Probability		Additional Risk Score

		1		Unintended Initiation of warhead		The warhead could detonation outside of 
intended operational conditions at any point during its predicted lifespan. Manufacture, storage, transport, operations. 

This is defined as operating without planned consent and circumventing the arming process for the explosive train to take effect. 		Warhead		1. Blast/fragments Directly/indirectly injures/affects personnel or 3rd parties.

2. Blast/fragments causes structural or material damage

3. Blast/fragments leads to loss of aircraft and pilot		Warhead is initiated by an electrostatic discharge		Exposure to electrostatic discharge provides enough activation energy stimulus to initiate the warhead		Catastrophic		Remote		B		1. Insensitive munitions compliance IAW with DSA 03

2. Earthing and weapons container

3. Reinforced storage structures

4. Fire control

5. First aid party

6. Safety arming unit		Critical		Improbable		C2		1. Explosive filling redesign (reduced explosive power) and qualification
		Critical		Incredible		D

												Failure of Safety Arming Unit		Failure of the unit leads to removal of safety barriers and enables no interruption to the explosive train				Remote		B		1. Safety arming unity safety locks

2. Safety arming unit unsafe Condition Indicator

3. Reinforced storage structures

4. Safety intergrity level 4

5. Fire control

6. First aid party		Critical		Improbable		C2		1. Secondary Safety arming unit

2. Explosive filling redesign (reduced explosive power) and qualification		Critical		Incredible		D

												Weapon exposed to extreme environments		Weapon exposed to extreme heat or cold leading to degredation of the munition becoming more sensitive. Temperature cycling leads to leads to  breakdown of stabaliser and becomes more sentitive.				Occasional		A		1. Controlled Storage Containers

2. Environmental Data Loggers

3. Drop Tested

4. Reinforced storage structures

5. Fire control

6. First aid party

7. Insensitive munitions compliance IAW with DSA 03		Critical		Improbable		C2		1. Controlled Storage Warhouses (Climate Control)
2. Secure Warhouse explosively rated

3. Explosive filling redesign (reduced explosive power) and qualification		Crtical		Incredible		D

												Weapon defect prior to delivery from Weapon manufacturer		A fault during manufacture of the warhead that makes it extremely sensitive (incorrect mix or pour into warhread mould)				Remote		B		1. On Receipt Inspection

2. Reinforced storage structures

3. Quality assurance and supply chain vetting

4. Safety arming unit		Critical		Incredible		D		1. Explosive filling redesign (reduced explosive power) and qualification
		Critical		Incredible		D

												Electromagnetic emissions and interference		Exposure to EMI  provides enough activation energy stimulus to initiate the warhead				Probable		A		1. Weapon Electrically Grounded during preparation

2. Weapon Electrically Grounded during test

3. Bonded Earthing

4. Reinforced storage structures

5. Fire control

6. First aid party

7. Insensitive munitions compliance IAW with DSA 03

8. Safety arming unit		Critical		Improbable		C2		1. Airframe EMI Shielding 

2. Explosive filling redesign (reduced explosive power) and qualification		Critical		Incredible		D

												Ageing of energetics		Weapons can be stored for a very long time and stockpiles can be 10, 20, 30 years old. As it ages the warhead will degrade leading to increase its sensitiveness. 				Frequent		A		1. In-service survaillance

2. Frequent test firings

3. Reinforced storage structures

4. Insensitive munitions compliance IAW with DSA 03

5. Safety arming unit		Critical		Improbable		C2		1. Manufacture replacement warhreads		Critical		Incredible		D

												Control linked to hazard						Remote		B		1. Safety arming unit (STANAG 4187)  Electromagnet Effects Qualification		Catastrophic 		Improbable		C1		N/A		Catastrophic 		Improbable		C1

		2		Weapon fails to detonate		The is potential that the Weapon during operations upon impact fails to detonate.						Failure of Safety Arming Unit		Failure of the unit leads to removal of safety barriers and enables no interruption to the explosive train				Occasional		A		1. Safety arming unity safety locks

2. Safety arming unit unsafe Condition Indicator

3. Reinforced storage structures

4. Safety intergrity level 4

5. Fire control

6. First aid party		Catastrophic 		Improbable		C1		N/A		Catastrophic 		Improbable		C1

												Ageing of energetics		Weapons can be stored for a very long time and stockpiles can be 10, 20, 30 years old. As it ages the warhead will degrade possibly causing it to become more insensitive.				Frequent		A		1. In-service survaillance

2. Frequent test firings

3. Reinforced storage structures

4. Insensitive munitions compliance IAW with DSA 03

5. Safety arming unit		Catastrophic 		Improbable		C1		N/A		Catastrophic 		Improbable		C1

												Weapon defect prior to delivery from Weapon manufacturer		A fault during manufacture of the warhead that makes it extremely insensitive (deadpressing from formation of the warhead)				Occasional		A		1. On Receipt Inspection

2. Reinforced storage structures

3. Safety arming unit		Catastrophic 		Improbable		C1		N/A		Catastrophic 		Improbable		C1

												Power Failure (Thermal Battery and Thermal alternator)		Leads to critical system not being powered and so unable to function. For example the safety arming unit may not arm and so cannot initiate the Weapon. 				Remote		A		1.  preflight checks		Catastrophic		Incredible		C2		1. Secondary Battery		Critical		Incredible		D

		3		Unintended Initiation of primer charge		The primer charge could detonation outside of 
intended operational conditions at any point during its predicted lifespan. Manufacture, storage, transport, operations. 

This is defined as operating without planned consent and circumventing the arming process for the explosive train to take effect. 		Primer charge				Primer charge is initiated by an electrostatic discharge		Exposure to electrostatic discharge provides enough activation energy stimulus to initiate the warhead				Probable		A		1. Insensitive munitions compliance IAW with DSA 03

2. Earthing and weapons container

3. Reinforced storage structures

4. Fire control

5. First aid party

6. Safety arming unit		Critical		Improbable		C2		1. Explosive filling redesign (reduced explosive power) and qualification
		Major		Incredible		D

												Failure of Primer charge safety arming unit resulting in unintended operation of safety arming unit		Failure of the unit leads to removal of safety barriers and enables no interruption to the explosive train				Occasional		A		1. Safety arming unity safety locks

2. Safety arming unit unsafe Condition Indicator

3. Reinforced storage structures

4. Safety intergrity level 4

5. Fire control

6. First aid party		Critical		Improbable		C2		1. Secondary Safety arming unit

2. Explosive filling redesign (reduced explosive power) and qualification		Critical		Incredible		D

												Weapon exposed to extreme environments		Weapon exposed to extreme heat or cold leading to degredation of the munition becoming more sensitive. Temperature cycling leads to leads to  breakdown of stabaliser and becomes more sentitive.				Occasional		A		1. Controlled Storage Containers

2. Environmental Data Loggers

3. Drop Tested

4. Reinforced storage structures

5. Fire control

6. First aid party		Crtical		Improbable		C2		1. Controlled Storage Warhouses (Climate Control)
2. Secure Warhouse explosively rated

3. Explosive filling redesign (reduced explosive power) and qualification		Crtical		Incredible		D

												Weapon defect prior to delivery from Weapon manufacturer		A fault during manufacture of the warhead that makes it extremely sensitive (incorrect mix or pour into warhread mould)				Occasional		A		1. On Receipt Inspection

2. Quality assurance and supply chain vetting

3. Reinforced storage structures

4. Safety arming unit		Critical		Incredible		D		1. Explosive filling redesign (reduced explosive power) and qualification
		Critical		Incredible		D

												Electromagnetic emissions and interference		Exposure to EMI  provides enough activation energy stimulus to initiate the warhead				Occasional		A		1. Weapon Electrically Grounded during preparation

2. Weapon Electrically Grounded during test

3. Bonded Earthing

4. Reinforced storage structures

5. Fire control

6. First aid party		Critical		Improbable		C2		1. Airframe EMI Shielding 

2. Explosive filling redesign (reduced explosive power) and qualification		Critical		Incredible		D

												Ageing of energetics		Weapons can be stored for a very long time and stockpiles can be 10, 20, 30 years old. As it ages the warhead will degrade leading to increase its sensitiveness. 				Frequent		A		1. In-service survaillance

2. Frequent test firings

3. Reinforced storage structures		Critical		Improbable		C2		1. Manufacture replacement warhreads		Critical		Incredible		D

												Control linked to hazard						Improbable		C1		1. safety arming unit Electronic Effect Qualification		Catastrophic		Incredible		C2		N/A		Catastrophic		Incredible		C2

		4		Weapon upon launch is unstable		The Weapon when launched does not follow the designated trajectory/flightpath. 
		Airframe		Parts and/or Weapon strike aircraft or directly/indirectly involved personnel or 3rd parties		Manufacturing Defect		Imperfections and damage to airframe can lead to aerodynamic instability when in flight		Critical		Improbable		C2		1. Quality assurance during manufacturing

2. Validation and verification of airframe during demonstration

3. Through life management - (Procedural) - establish inspection  routine, 2 yearly and 5 yearly                                                                                                                                                                                              		Critical		Incredible		D		N/A		Critical		Incredible		D

												Bird strike		Bird/birds strike the Weapon causing damage leading  instability				Probable		A		1. Operate and deployment envelope to avoid birds		Critical		Improbable		C2		N/A		Critical		Improbable		C2

												FOD - Foreign Object Debris (loose screws etc and anything left during supporting operations)		FOD strike the Weapon causing damage leading  instability				Probable		A		1. Preflight inspection - red safety tags before launching		Critical		Improbable		C2		N/A		Critical		Improbable		C2

												Human Error		Launched outside of launch envelope at too great a speed and angle creating instabiility				Occasional		A		1. Training
2. Launch Safety Mechanisms		Critical		Improbable		C2		N/A		Critical		Improbable		C2

		5		Airframe breaks up upon launch		The airframe of the Weapon breaks apart on launch creating structural instability and aerodynamic issues.				Parts and/or Weapon strike aircraft or directly/indirectly involved personnel or 3rd parties		Manufacturing Defect		Imperfections and damage to airframe when understrain can lead to cracks/fractures and focal points for failure				Improbable		C2		1. Quality assurance during manufacturing

2. Validation and verification of airframe during demonstration

3. Through life management - (Procedural) - establish inspection  routine, 2 yearly and 5 yearly                                                                                                                                                                                              		Critical		Incredible		D		N/A		Critical		Incredible		D

												Bird strike		Bird/birds strike the Weapon causing damage leading to Weapon breaking apart				Probable		A		1. Operate and deployment envelope to avoid birds		Critical		Improbable		C2		N/A		Critical		Improbable		C2

												FOD - Foreign Object Debris (loose screws etc and anything left during supporting operations)		FOD strike the Weapon causing damage leading to Weapon breaking apart				Probable		A		1. Preflight inspection - red safety tags before launching		Critical		Improbable		C2		N/A		Critical		Improbable		C2

		6		Weapon free fall		There is potential that the Weapon engine will not engage and so cannot control its trajectory/destination.		Propulsion		Turbo jet failure damage/impact launch platform or  directly/indirectly involved personnel or 3rd parties		No fuel		No fuel for the turbo jet to provide thrust		Critical		Occasional		B		1. Preflight inspection - fuel levels

2. Design implementation, engineered capability to detect fuel level

3. Crew training in correct procedures		Critical		Improbable		C2		N/A		Critical		Improbable		C2

												Ignition failure		Failure to ignite fuel for turbo jet to provide thrust				Remote		B		1. Quality assurance during manufacturing

2. Validation and verification of propulsion during demonstration

3. Through life management - (Procedural) - establish inspection  routine, 2 yearly and 5 yearly                                                                                                                                                                                              		Critical		Incredible		D		N/A		Critical		Incredible		D

												Impedance of turbo fan		 Fan cannot rorate to provide thrust				Remote		C1		1. Preflight inspection - turbo fan spin up

2. Through life management - (Procedural) - establish inspection  routine, 2 yearly and 5 yearly        		Critical		Incredible		C2		N/A		Critical		Incredible		C2

												Ice/water in fuel 		Fuel is restricted/blocked from reaching the turbo jet to provide thrust				Occasional		B		1. Controlled Storage Conditions

2. Environmental Data Logger		Critical		Improbable		C2		N/A		Critical		Improbable		C2

												Structural failure		Fan blades fail under strain of operation and so fails to generate thrust.				Remote		C1		1. Quality assurance during manufacturing

2. Validation and verification of propulsion during demonstration

3. Through life management - (Procedural) - establish inspection  routine, 2 yearly and 5 yearly                                                                                                                                                                                              		Critical		Incredible		D		N/A		Critical		Incredible		D

												Over Idling		Fans going too fast while not going under own power. Generates excessive heat and resistance leads to damage/stalling.				Remote		C1		1. Air intake cover,  Shut down mechanism 
2. turbo speed limiter 
3. procedural - launch sequence 		Critical		Incredible		D		N/A		Critical		Incredible		D

		7		Weapon acquires incorrect target
		The is potential that the Weapon incorrectly aquirres an incorrect target. This differs from other risks as the Weapon is actively engaging in the process seekingthe target. 		Navigation		Weapon impact incorrect target		Software failure		Identifies incorrect target as objective and engages terminal homing		Catastrophic		Occasional		A		1. Preflight checks through health monitoring

2. Telemetry and Communications

3. Safety arming unit		Catastrophic		Incredible		C2		N/A		Catastrophic		Incredible		C2

												GPS Error		GPS error forces Weapon to travel to incorrect areas and identifies incorrect similar target as objective. 				Occasional		A		1. Inertial navigation

2. Pre-program flight path, talking to more than one satellite Seeker head. 

3.GPS Qualification program

4. Telemetry and Communications

5. Safety arming unit		Catastrophic 		Incredible		C2		N/A		Catastrophic 		Incredible		C2

												Environmental and or metrological conditions e.g. wind, cloud smoke		Weather disurpts Weapons ability to identify target and mistakenly engages terminal homing on wrong target				Frequent		A		1. Meteorological data

2. Tactical doctrine

3. Operating software

4. Telemetry and Communications		Catastrophic 		Incredible		C2		N/A		Catastrophic 		Incredible		C2

												Human Factor		1. No target data inputted and so Weapon makes its own selection
2. Wrong target data inputted and engages wrong target 				Occasional		A		1. Training Procedural

2. Telemetry and Communications		Catastrophic 		Incredible		C2		N/A		Catastrophic 		Incredible		C2

		8		Incorrect navigation
		The is potential that the Weapon navigation fails causing it travel to an unknown area. 				Weapon impact incorrect target		Software failure		Identifies incorrect target as objective and engages terminal homing		Catastrophic		Occasional		A		1. Preflight checks through health monitoring

2. Telemetry and Communications

3. Safety arming unit]		Catastrophic		Incredible		C2		N/A		Catastrophic		Incredible		C2

												GPS Error		GPS error forces Weapon to travel to incorrect areas and identifies incorrect similar target as objective. 				Occasional		A		1. Inertial navigation

2. Pre-program flight path, talking to more than one satellite Seeker head. 

3.GPS Qualification program

4. Telemetry and Communications		Catastrophic 		Incredible		C2		N/A		Catastrophic 		Incredible		C2

												Human Factor		1. No target data inputted and so Weapon makes its own selection
2. Wrong target data inputted and engages wrong target 				Occasional		A		1. Training

2. Integrity checks of input data

3.Telemetry and Communications		Catastrophic 		Incredible		C2		N/A		Catastrophic 		Incredible		C2

												Power Failure (Thermal Battery and Thermal alternator)		Leads to critical system not being powered and so unable to function. For example the GPS, Flight control. 				Remote		A		1.  preflight checks
2. Independent batteries		Catastrophic		Incredible		C2		1. Secondary Battery		Critical		Incredible		D

















Matrix



				Probability		Accident Severity												Severity		1st Party		3rd Party		Material Safety				Probability		Likelihood of Occurrence		Numerical over the Service

						Catastrophic		Critical		Major		Marginal		Negligible				Catastrophic		More than two deaths.		One fatality.		Significant Collateral						(Systematic Failure)		Life (< 20 years)

				Frequent		A		A		A		B		C1								Multiple severe injuries or occupational illnesses.		Damage in addition to the loss of the Launch Aircraft.				Frequent		Likely to occur frequently		1x10-2 < P

				1x10-2 < P														Critical		One or two deaths		A single severe injury or occupational illness.		Collateral Damage in addition to the loss of the Launch Aircraft.				Probable		Likely to occur several times in the life of the missile		1X10-3 < P ≤ 1X10-2

				Probable		A		A		B		C1		C2						(e.g. crew of one aircraft).		Multiple minor injuries						Occasional		Likely to occur sometime in the life of the missile		1X10-4 < P ≤ 1X10-3

				1X10-3 < P ≤ 1X10-2																Multiple severe injuries or occupational illnesses.		or occupational illnesses.						Remote		May be possible to occur in the life of the missile		1X10-5 < P ≤ 1X10-4

				Occasional		A		B		C1		C2		D				Major		A single severe injury		A single minor injury or occupational illness.		Launch aircraft fails to return (SD3).[1]				Improbable		Unlikely but may be possible to occur in the life of the missile		1X10-6 < P ≤ 1X10-5

				1X10-4 < P ≤ 1X10-3																or occupational illness.								Incredible		Extremely unlikely to occur at all		P ≤ 1X10-6

				Remote		B		C1		C2		D		D						Multiple minor injuries

				1X10-5 < P ≤ 1X10-4																or occupational illnesses.

				Improbable		C1		C2		D		D		D				Marginal		A single minor injury		Less than a minor injury.		Major damage to aircraft or equipment.

				1X10-6 < P ≤ 1X10-5																or occupational illnesses.

				Incredible		C2		D		D		D		D				Negligible		Less than a minor injury.		Not Applicable.		Minor damage to aircraft or equipment.

				P ≤ 1X10-6






