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Introduction

Internet Protocol (IP) version 6 (v6) is the replacement to IPv4, the currently prevalent internet protocol, which has had no significant changes since Request for Comments (RFC) 791, published in 1981 (Davies, 2012, p.1). Although IPv4 has proven to be easy to implement, interoperable and long-lasting, its initial design did not account for the way that the Internet has grown over the past 40 years, leading to the imminent exhaustion of the 32-bit address space of IPv4, which permits 4,294,967,296 addresses (Davies, 2012, p.2). The development of IPv6 began in 1995; its 128-bit address space means it can tackle the problem of the depletion of IPv4 addresses (Mahmood, Adhab, & Ani, 2019, p.66). This report will first introduce addressing issues within IPv4, then focus on types of addressing available in IPv6.

IPv4 Addressing

In IPv4, the logical numeric address is made up of  four numbers separated by periods (e.g. 128.243.40.48); each number is less than 256 in order to be represented by eight bits, or an octet. The IPv4 address is a decimal address, while the IPv6 is hexadecimal, and both are logical network addresses functioning at the Network layer of the ISO/OSI network model (Minoli & Kouns, 2016, p.51). Duplication of IP addresses is prevented, as each is a unique identifier of a network device (Al-Ani, Anbar, Manickam, & Al-Ani, 2019, p.1)

Class A, B, C and D IP addressing and Subnet Masks 

Three primary IPv4 address classes are Class A, Class B and Class C. These are used for various kinds of equipment on a network, and often depend upon which part of the network they will be located and their function. Each is associated with a particular subnet mask, as special bit pattern that “blocks off” the part of the IP address which denotes the network. Default subnet masks are 255.0.0.0 for Class A, 255.255.0.0 for Class B and 255.255.255.0 for Class C (Pyles, Carrell, & Tittel, 2016, p.58). The 255 masks the octet denoting the network section of the address. This feature is used to restrict the quantity of devices that are available to coexist in one IP subnet. It creates local neighbourhoods which facilitate routing on a network (Pyles et al., 2016, p.59).

Public and Private IP addressing 

RFC 1918 assigns particular ranges of addresses within the Class A, B and C address space to be allocated to private IPv4 addresses. These addresses are used for host connectivity on a local network, but do not connect directly to the Internet or external networks (Pyles et al., 2016, p.62). Security protocols such as IP Security (IPSec) may require additional security at the firewall or proxy server when private IP addresses are used at one or both ends of the connection (Pyles et al., 2016, p.63). Table 1 illustrates private IPv4 address ranges in the form of network addresses.

Table 1: Private IPv4 address information (Pyles et al., 2016, p.62)
	Class
	Address Range
	Networks
	Total Private Hosts

	Class A
	10.0.0.0-10.255.255.255
	1
	16,777,214

	Class B
	172.16.0.0-172.31.255.255
	16
	1,048,544

	Class C
	192.168.0.0-192.168.255.255
	256
	65,024
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Figure 1: A NAT Example

Network Address Translation (NAT) in mechanism to address the problem of the scarcity of IPv4 address spaces. A NAT deployed at the edge of the network can map all private addresses on 192.168.0.1/24 to the public address of 131.107.47.119 (Davies, 2012, p.2). Public addresses identify servers and services that are to be accessible to the Internet; this facilitates the use of the Domain Name Service (DNS) which manages translations between symbolic domain names and numeric IP addresses (Pyles et al., 2016, p.64).

Unicast, Multicast, and Broadcast with IPv4

In an IPV4 network, there are three different ways in which the host can communicate: either through unicast, broadcast or multicast. The first is a mechanism for one host to communicate with another single host, the second is where the host sends a packet to all hosts on the network and the third sends a packet to a selected group of hosts; these may or may not be on the same network (TechMV, 2014). Unicast is the most frequently used, such as when a client communicates with a server in a peer to peer network. It is achieved by the source host placing its IPv4 address in the unicast header and designating the destination IPv4 address as its destination address. Broadcast is used by network protocols such as DHCP, and all hosts on the local network will receive and look at the packet (TechMV, 2014). Multicast is designed to reduce the amount of bandwidth required in an IPv4 network by sending a packet to a subscribed group of hosts; this form of addressing is used for the distribution of specific software or peer-to-peer gaming (TechMV, 2014).

IPv6 Addresses

IPv6 improves support for the way in which networks are currently used through data and voice support and enlarging the IP address to 128 bits. IPv6 addresses are normally written as eight groups of four hexadecimal digits with each group separated by a colon (Wu & Irwin, 2016, p.495). 

The following are examples of an IPv6 address, in various different formats:

2001:0db8:0000:0000:0000:0000:1111:4321
2001:0db8:0:0:0:0:1111:4321 (0000 is compressed)
2001:0db8:0:0::1111:4321 (:: can only be used once in an IPv6 address)
2001:0db8::1111:4321  (Wu & Irwin, 2016, p.496)

[image: ]
Figure 2: The IPv6 packet format (Wu & Irwin, 2016, p.494)

Unicast, Anycast and Multicast with IPv6

Three types of IPv6 are used in a computer network: unicast, multicast and anycast. The unicast address identifies an IPv6 node uniquely and usually includes two parts: (1) a 64-bit (sub-) network prefix, and (2) a 64-bit host part called an interface identifier (IID), which is automatically generated from the network interface's Media Access Control (MAC) address, randomly generated and changed over time. The first part is the equivalent of the subnet portion of an IPv4 address, and the IID is the equivalent of the host ID within the IPv4 address (Wu & Irwin, 2016, p. 495). Unicast addresses are sub-divided further into Global Unicast, Link-Local Unicast, and Unique Local Unicast. From the point of view of scanning a network for discovery, Global Unicast acts as the equivalent to public IPv4 addresses: they are routed on the Internet and available on the IPv6 part of the global network (Ivanov, Moskvin, & Ovasapyan, 2017, p.902).

Multicast addresses identify a collection of IPv6 interfaces, in order that all members of that group process that packet (Hagen, 2014, p.19). Multicast existed within IPv4, however, within IPv6 it has been reconfigures. A multicast address acts as an identifier for a group of nodes identified by the high-order byte ff, or 1111 1111 in binary notation. The multicast prefix is ff00:: /8. Each node is capable of being a member of more than one multicast group. Packets that are forwarded to a multicast address are received by each device within that group  (Hagen, 2014, p.38). 

A multicast address has a specific format; as mentioned, byte number 1 shows that this is a multicast address. The second four bits are assigned as Flags. Flag 1 is zero and is reserved for use in the future, Flag 2 embeds the Rendezvous Point, this acts as a distribution point for a multicast stream (Hagen, 2014, p.39). Flag 3 shows whether there is prefix information embedded within the multicast address. Flag 4 communicates whether the address is to be used as permanent or temporary. The next four bits include the Scope, the purpose of which is to confine the scope of the address including link-local (2), organisation-local scope (8) or global scope (E) (Hagen, 2014, p.39). RFC 4291 indicates that the remaining 112 bits of the address includes the multicast group ID. Examples of these include ff01::2 all routers address, or ff05::1:3 for all DHCP servers (Hagen, 2014, p.40).

Anycast addresses can offer redundancy and load balancing capacity in instances where the same service is provided by multiple hosts or routers. Its origins are in RFC 1546 and was designed as an experimental specification for use with IPv4 (Hagen, 2014, p.38). An anycast is an address that is assigned to a set of interfaces belonging to different nodes; syntactically, they are not distinguishable from unicast addresses (Cisco, 2012). From a practical perspective, the main distinction between multicast and anycast is that the latter is a special use of unicast addressing while multicasting uses more sophisticated routing support. Further, resource location during multicasting requires more datagrams to be sent. Thus, with anycasting, management of  time to live (TTL) is not required, meaning that only one datagram needs to be sent to locate a server, hence offering performance advantages over multicast (Oki, Rojas-Cessa, Tatipamula, & Vogt, 2012, p.105).

Conclusion

IPv4 and IPv6 offer similar functions. However, since the address space of IPv6 is much greater than the earlier version, it presents many more possibilities in terms of connected devices and is a protocol designed specifically for the current needs of the global internet. The forms of addressing have also changed between IPv4 and IPv6 such that where broadcast was used in IPv4, anycast is now available in IPv6. Since IPv6 no longer has support for broadcast, any function that previously relied upon this mechanism for reaching hosts will be required to use multicast, reducing the potential for flooding the network, leading to performance problems or denial of service.
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University-School of Applied Computing -(172.16.0.0 to 172.16.7.255.0)


	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask

	Open Access Lab
250-252
	172.16.0.0/23
	172.16.0.1
	172.16.1.254
	172.16.1.255

	255.255.254.0

	Lab:308
140-142
	172.16.2.0/24
	172.16.2.1

	172.16.2.254
	172.16.2.255
	255.255.255.0

	Lab:301
60-62
	172.16.3.0/25
	172.16.3.1

	172.16.3.126
	172.16.3.127
	255.255.255.128

	Lab:309
50-52
	172.16.3.128/26
	172.16.3.129
	172.16.3.190
	172.16.3.191
	255.255.255.192

	LAb:304
45-47
	172.16.3.192/26
	172.16.3.193
	172.16.3.254
	172.16.3.255
	255.255.255.192

	LAb:306
40-42
	172.16.4.0/26
	172.16.4.1
	172.16.4.62
	172.16.4.63
	255.255.255.192

	LAb:303
36-38
	172.16.4.64/26
	172.16.4.65
	172.16.4.126
	172.16.4.127
	255.255.255.192

	LAb:302
30-32
	172.16.4.128/26
	172.16.4.129
	172.16.4.190
	172.16.4.191
	255.255.255.192

	Test Centre
22-24
	172.16.4.192/27
	172.16.4.193
	172.16.4.222
	172.16.4.223
	255.255.255.224

	Staff:20-22
	172.16.4.224/27
	172.16.4.225
	172.16.4.254
	172.16.4.255
	255.255.255.224

	LAb:310
18-20
	172.16.5.0/27
	172.16.5.1
	172.16.5.30
	172.16.5.31
	255.255.255.224

	
	
	
	
	
	


	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask

	Lab:301
50-52
	172.16.8.0/26
	172.16.8.1
	172.16.8.62
	172.16.8.63

	255.255.250.0

	Lab:206
48-50
	172.16.8.64/26
	172.16.8.65

	172.16.8.126
	172.16.8.127
	255.255.255.192

	Lab:101
40-42
	172.16.8.128/26
	172.16.8.129

	172.16.8.190
	172.16.8.191
	255.255.255.192

	Lab:205
40-42
	172.16.8.192/26
	172.16.8.193
	172.16.8.254
	172.16.8.255
	255.255.255.192

	LAb:103
35-37
	172.16.9.0/26
	172.16.9.1
	172.16.9.62
	172.16.9.63
	255.255.255.192

	LAb:102
25-27
	172.16.9.64/27
	172.16.9.65
	172.16.9.94
	172.16.9.95
	255.255.255.224

	Staff
25-27
	172.16.9.96/27
	172.16.9.97
	172.16.9.126
	172.16.9.127
	255.255.255.224

	Cad Lab
20-22
	172.16.9.128/27
	172.16.9.129
	172.16.9.158
	172.16.9.159
	255.255.255.224



School of Automotive  Engineering - (172.16.8.0 to 172.16.15.255)








School of Engineering - (172.16.16.0 to 172.16.25.255)
[bookmark: _GoBack]


	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask

	Lab:202
80-82

	172.16.16.0/25
	172.16.16.1
	172.16.16.126
	172.16.16.127

	255.255.255.128

	Lab:409
80-82
	172.16.16.128/25
	172.16.16.129

	172.16.16.254
	172.16.16.255
	255.255.255.128

	Lab:203
65-67
	172.16.17.0/25
	172.16.17.1

	172.16.17.126
	172.16.17.127
	255.255.255.128

	Lab:404
45-47
	172.16.17.128/26
	172.16.17.129
	172.16.3.190
	172.16.3.191
	255.255.255.192

	LAb:410
45-47
	172.16.17.192/26
	172.16.17.193
	172.16.17.254
	172.16.17.255
	255.255.255.192

	LAb:408
28-30
	172.16.18.0/26
	172.16.18.1
	172.16.18.62
	172.16.18.63
	255.255.255.192

	LAb:205
25-27
	172.16.18.64/26
	172.16.18.65
	172.16.18.126
	172.16.18.127
	255.255.255.192

	LAb:201
20-22
	172.16.18.128/27
	172.16.18.129
	172.16.18.158
	172.16.18.159
	255.255.255.224

	Staff
18-22
	172.16.18.160/27
	172.16.18.161
	172.16.18.190
	172.16.18.191
	255.255.255.224







University building servers assign IPv6 address: 
Dns- 172.16.2.176->Ipv6- A210:02B0- 2002: A210:02B0:0:0:0:0
Email- 172.16.2.178->Ipv6-AC10:02B2- 2002: AC10:02B2:0:0:0:0
Finance - 172.16.3.216-> Ipv6- AC10:03D8 - 2002:AC10:03D8:0:0:0:0
Registry-172.16.4.25-> Ipv6-AC10:0419 – 2002:AC10:0419:0:0:0:0
File_server- 172.16.4.222->Ipv6- AC10:04DE- 2002: AC10:04DE:0:0:0:0
Print_server- 172.16.5.31-> Ipv6 –AC10:051F –2002:AC10:051F:0:0:0:0       
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