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1.0 
INTRODUCTION AND OBJECTIVES OF THE LAB
In the lectures, you learnt about network scanning tools. This laboratory exercise is a follow up of what you learnt in class. 
	Extracting Administrator password using L0phtCrack
	
· Run the tool on windows server or Windows PC in virtual machine
· Admin privileges to run the tool
· TCP/IP settings correctly configured and an accessible DNS server


	Lab Objectives: 
The lab teaches you how to:
· Use the L0phtCrack tool
· Crack administrator password

	Lab Tasks:
A. Lab Analysis:
Document all the results and reports gathered during the lab.
B. Lab Activity 
1. Launch L0phtCrack.
2. In the L0phtCrack wizard click Next.
3. Choose Retrieve from the local machine in the Get Encrypted password wizard and click next
4. Choose Quick Password Audit from the Choose Auditing Method wizard and click next.
5. Prompting to Report style, pick one or more Display encrypted password hashes.
6. click next and then finish.
7.  L0phtCrack tool cracks the password and a report is generated with cracked passwords.
Questions: 
What are the alternatives to crack admin password?
Why is the Brute Force attack used in the L0phtCrack tool?  
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