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Research on security framework and model
P2DR
The P2DR model is the representative model of the dynamic network security system proposed by the American ISS company, and it is also the prototype of the dynamic security model. The P2DR model includes four main parts: Policy. Protection, Detection and Response. Policy is the core. All protection, detection and response are implemented according to security policies.
Under the guidance of strategies, the P2DR model uses detection tools (intrusion detection, vulnerability assessment, etc.) to understand and evaluate the security status of the system while using protection tools, and adjust the system to the "most secure" and "lowest risk" through response. status. Protection, detection and response constitute a complete and dynamic safety cycle.
The basic principle of the theory is that information-related activities consume time, so no matter what behavior, time can be used to evaluate the security and security capabilities of the system.
P2DR's definition of security is a completely new concept. Its theory believes that timely response and detection is a safe model. According to its theory, we need to increase the protection time of the system, reduce the detection time and response time, so that the security problem can be solved. But it ignores many internal influencing factors. Such as the flow of personnel, the uncertainty between personnel, the instability of the strategy in the actual implementation process and the improvement of the quality of the most important personnel, etc., are all issues that the security system has not considered.
In this regard, Chinese information security experts have made some improvements and proposed the WPDRRC dynamic information security model. Compared with P2DR, two parts of Warning and Counterattack are added, which takes into account other factors more fully and strengthens the connection between components.
P2DR is limited to technical considerations of information security issues. But in fact, information security involves a wide range of aspects, from technology, management, system, and law. When dealing with information security issues, we must consider all aspects of the factors.

ISO 27000 Series
Background and composition:
In 1995, the British Standards Institute promulgated BS7799, and the predecessor of ISO 27000 was the second part of it. [1] ISO27001 and ISO27002 are the key points in the ISO27000 series of standards, mainly introducing control measures and PCDA cycle models for building control information systems.
The ISO27001 standard explains the requirements of ISMS, and organizations that use it can prove that they meet the requirements of information security-related regulations. Because modern companies are becoming more and more complex, the existing solutions have many unclear vulnerabilities, and cyber hackers pose a great threat to these companies. The ISO 27001 standard uses different technologies to provide a framework for protecting information. Under this standard, data management personnel should consider the vulnerable points in the system, design and implement a comprehensive set of information security control measures.

Analysis:
ISO27000 series standards have many advantages. First, it can protect key business data and detailed information of employees and customers. This will help customers to increase their trust in the company, thereby enhancing the company's reputation, and can avoid hitting the audience's trust. Obtaining the ISO27000 certification means that your company's security level is greatly guaranteed, which will increase the trust of customers in the company's business and help the company gain more customers.

Comparison of ISO27001 and others
At present, there are many information security standards in the world with overall security as the starting point. To this end, we set out a table to compare the standards of various countries with ISO27001.





TABLE1:Comparison of NIST and other standards
	Standard name
	Issuing unit
	Managed object
	Features
	Applicability

	NIST
	National Institute of Standards and Technology
	Specific network communication architecture and equipment
	Identify, protect, detect, respond, and restore five stages to describe information security requirements, the core idea: dynamic detection
	System with specific requirements. Such as power companies

	CobiT
	ISACA
	Information system
	Process-oriented, core: audit of information system
	Suitable for information security audit work

	Information Security Level Protection Management Measures
	Ministry of Public Security of China
	Information systems with different levels of security requirements
	Build a hierarchical management and guarantee system for information security throughout the country at the national level
	Applicable to Chinese companies that involve confidential information and have information security requirements

	ISO27001
	ISO
	Organizational Information Security
	There are many requirements for system establishment. Focus on the continuity of business and the integrity of the management system
	Good adaptability to different companies



Comparing with other standards, it can be found that ISO27000 focuses on the role of management in information systems. Although the ISO27000 series of standards have been perfected, it is a process of continuous development. Because of the changes and iterations of technology, there will be new problems, so a set of standards is not static. Need to constantly absorb new technology and experience to improve.

NIST Security Models
background:
The infrastructure function of the United States protects the country's economy, but with the advancement of technology and the increasingly complex Internet environment, more and more threats have appeared. Network security is directly related to a company's interests and reputation.
In order to address such risks, the President issued Order 13636: "Improve the cyber security of critical infrastructure." This framework was created through the cooperation of the government and the private sector, based on business needs, using a common language to handle and manage cybersecurity risks in a low-cost manner. The framework takes business as the driving force and guides network security activities.
composition:
This framework is divided into three parts: the core of the framework, the implementation layer of the framework and the outline of the framework. The core of the framework is mainly industry standards, guidelines and best practices. The implementation level of the framework describes the degree of implementation measures and helps the organization understand the specific situation of the work. In terms of frame outline, the organization compares the current outline with the expected outline according to its own situation to determine which aspect to improve. The current profile can help adjust the progress of the target profile.

analysis:
The core of the framework describes a series of practices required to achieve a certain network security state. It is displayed as a "framework core".
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(1) Function is actually the goal required for safety.
(2) The category is based on the different security needs of the organization
(3) The sub-category is a further refinement of the category based on technology or management activities
(4) Reference documents are related documents, such as commonly used standards, specific chapters of practice, etc.
The core of the framework is divided into five parts: the first identification, which is the consensus formed within the organization on network security risks. It requires an organization to understand the business environment and related network security risks, and to focus on breakthroughs according to certain strategies. The second is protection, which is the key to infrastructure services and can effectively prevent the impact of potential network security events. The third is detection. The detection function can help find some abnormal events and problems in time.
The fourth is to respond, plan certain countermeasures in advance, and take measures in time when an incident is detected.
The fifth is recovery. After experiencing a network security incident, it can help organizations resume normal operations in a timely manner and reduce the losses caused by the incident.

The framework can be applied to different organizations. The framework is not a new standard, it strives to bring together the most effective industry standards, guidelines and practices. Moreover, the introduction of a capability maturity model, which only provides an index to standards, guidelines and practices, reflects the current trend of leading standards compilation with integrated thinking.
Combining the above three frameworks and standards, we can find that each standard has its own unique background, and they propose solutions to some frequently occurring problems. But each standard has its own limitations, and their applicable objects will be different. For example, the framework proposed by NIST manages the network communication architecture and equipment related to the key infrastructure, which is suitable for enterprises with specific requirements, such as electric power enterprises. Compared with ISO27000, it mainly manages the information security of the organization, and it has better adaptability to different enterprises. However, technology is always advancing. Each framework has its own shortcomings and loopholes, and problems that have not been experienced may appear at any time. Therefore, it is necessary to continuously formulate or update new regulations and standards to solve the current problems.


Task2
Caribbean Coffee company overview
Caribbean Coffee Company is a global coffee company. They use cloud services to provide services to employees and customers, and most of the company's network is wireless. The company also has a huge online business and social media services to promote its activities. Due to the large number of customers and employees of the company, the existing security information system cannot meet the current security requirements, so a new security system needs to be designed to ensure the security of company information.
We analyze the company's current information and existing problems, combined with ISO27000 series standards and P2DR model to analyze and explain the design of the system from legal ethics, safety management, safety strategy, risk management, emergency plan and protection mechanism.

Caribbean Coffee's current problems
(1) The company's network security needs to be improved. Most of the company's networks are wireless and cloud-based services. They are easily invaded and attacked. Once cloud problems occur, all work will be affected.
(2) The company’s user base is huge and data protection capabilities are insufficient. Each user uses his own device to access the company’s network and resources. However, the company currently does not have a strict login management system, and the files in the system are also easily affected. Personnel leaked.
(3) There is no complete early warning system. The company needs to have a detection and early warning for users' equipment and servers on different platforms.

Design goals
Aiming at the company’s current problems, based on some existing frameworks, a suitable information management system is designed to help the company protect the company’s intellectual property rights and the data security of employees and customers. At the same time, the framework should enable the company to minimize risks when facing dangers.
Ethical and Legal Analysis of Caribbean Coffee Company
Ethics: Ethics refers to the principles and guidelines that should be followed when dealing with the relationship between people and society. Many professional organizations have established corresponding codes of conduct, such as the Ten Commandments of the Computer Ethics Society. For Caribbean Coffee company, it should strictly require employees to conduct related activities and prohibit things that violate the guidelines.
Law: The company's operation is always related to the law, which may involve computer crime law, privacy law, etc. The company’s rules and regulations should strictly comply with relevant laws and regulations. At the same time, some existing standards (such as PCI) are improved based on their own company conditions.

The company's security strategy
The formulation of the security strategy should be based on the company's reality. As the basis of the P2DR model, it should be combined with ISO standards, through analysis of problems, risks and requirements, and design from three aspects: physics, technology and management.
Physical security strategy:
The physical security strategy is the basis of guaranteeing the network information system, mainly protecting hardware devices such as computers, servers, switches, etc. from being damaged. By setting permissions, authorized users can control over-range use and illegal operations. At the same time, establish a complete management system to prevent illegal entry into the computer room and equipment damage.
Technical security strategy:
The technical strategy contains a number of contents, including information backup, identity verification, access rights, encryption processing, virus scanning, log auditing and firewalls.
Information backup: The company's billions of intellectual property rights need to be backed up, in case the system fails and can be restored in time to maintain integrity.
Identity verification: The personnel of the company system are divided into customers and employees, so it is necessary to confirm the identity of the personnel who log in to the system to prevent illegal personnel from using network information.
Access rights; different users should have different access rights to prevent leapfrog access.
Encryption processing: Encrypt company information to prevent data leakage.
Log audit: add a log system to the company's system to record system failures, abnormalities, external intrusions, and attacks, generate reports and save them. By analyzing the log, problems can be found in time, so as to identify the safety accident and determine the cause of the accident.
Virus scanning: Regularly scan various services and firewalls in the network information system to find security vulnerabilities in time and update and upgrade to prevent the spread of viruses.
Firewall: Multiple network security technologies can be used for synthesis to effectively avoid network security risks.
Managed security policy:
First of all, set up the first access control for the system, distinguish various types of users, and perform account management, password identification management and user verification management for users. After users log in to the company system through this set of processes, the system will be locked for multiple errors. Reported.
Then, according to whether it is an employee or a customer, the corresponding authority is assigned, and a series of related operations can be specified to prevent unauthorized use. For example, for customers, they can view the company's related introduction, purchase products and social interactions between customers, while for employees, they are responsible for reviewing customer information, managing company orders, and so on.
Then, it is to set the attributes to further improve the security. At the same time, it carries out security management for the network. The control platform of the network server can perform all operations. It needs to lock the server to prevent illegal modification and deletion of information, and set the server access time.
Finally, collect the operation and access information of users in the network for review, and timely freeze users who have violated operations and use to prevent security accidents.

Risk Management
Considering the safety of the system, the risk assessment of the system is mainly from three aspects. The first is the security of the network, the second is the security of data management, and the third is the security risk of management. Therefore, we evaluate the company from these three levels, identify possible potential risks, and design related management measures.
Cybersecurity risk
(1) Security risks of network access
The company's network is mainly through the cloud server, a large number of users access the company's resources through it, which will inevitably bring a lot of pressure on the server. Although the company requires users to access the company through the external network, it puts a lot of pressure on the company's firewall. Some attacks using new ports or protocol vulnerabilities cannot be isolated and are vulnerable to network attacks.
(2) Security risks of network equipment and servers
Because of the company's business expansion, more and more registered users, the company has purchased a lot of supporting servers. The company lacks a complete set of rules to manage these devices, they may encounter physical damage and virus invasion by criminals.

In response to network security risks, Caribbean Coffee can distribute part of the cloud server pressure to edge servers and the public network. At the same time, the firewall is deployed between the personal terminal and the company's cloud service to restrict access to the network security boundary. In particular, a complete set of rules must be established to manage the company's hardware equipment. Detect the login system, and freeze the abnormal IP and frequently accessed accounts in time. Customers can only access through a fixed port when logging in to the system, and employees need two-factor authentication when logging in.


Data management security risks
Data is the most critical part of a company, if it is destroyed, it will cause huge losses. The company has billions of intellectual property rights and huge user information, which is stored in the database, so the company must design a highly secure database management system.
According to the company's information characteristics and database design guidelines, it can be managed from two aspects:
1 The database must strictly divide the administrator's authority, and different authority can only read the corresponding database information to prevent illegal users from reading the company's core secrets. At the same time, very important information such as intellectual property should be backed up to prevent problems.
2 The company's huge information should be reasonably divided into modules to facilitate future management and protection.

Safety risks of personnel management
The quality of employees is directly related to the company's future development. The IT personnel who apply for the job need to strictly require their information security level. If there are outstanding capable but unqualified personnel, information security training is required. At the same time, the company's information management team members need to rotate and replace regularly. All personnel logging into the company's system need to be strictly identified. Changes in customer information should be modified in time and entered into the system.

According to the appeal analysis and related information of ISO and P2DR standards, the following structure diagram can be obtained
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Company safety management
According to the comparison and analysis of the three frameworks above, ISO27000 and P2DR are the most suitable information security frameworks for the case. Therefore, this article uses ISO27000 and P2DR combined with other standards as an auxiliary method to help design an information management system that meets the case.
According to the actual situation of the company, formulate 7 main steps
(1) Preliminary work: Collect company information, current information system status, establish information security management system construction team members, and clarify the construction schedule of information security management system;
(2) Risk assessment: formulate a risk assessment plan, collect company asset information according to the plan, analyze its weaknesses, and assess risks.
(3) Risk analysis: Determine the control range of the system based on the results of the analysis;
(4) Risk control and establishment of an information security system: According to the scope of control, establish an information security management system framework under the ISO27001 and P2DR standards, and build an information security management process;
(5) Internal audit and management: internal audit staff and the company's senior management will conduct internal audit and assessment to improve the shortcomings in time;
(6) Review and approval: external reviewers assess the company's information security management system;
Continuous improvement: make improvements to new information security issues;
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Figure 2
It can be seen from the above figure that the management system satisfies a cyclic control process

Protection mechanism
The protection system is an important means for the company to protect itself against foreign intrusions. The protection technology of our system is mainly reflected in the application of network firewalls. The firewall is mainly used between the user network and the company network to prevent unauthorized intrusion and unsafe access. The internal and external networks of the company are effectively separated by firewalls. For company internal personnel, they only need to pass the company intranet and account verification to log in to the system's data center. For remote personnel and customers, you need to connect to the VPN to access specific encrypted addresses and ports. The information is encrypted during transmission to prevent it from being stolen. The system also configures anti-virus programs on the port and updates regularly to resist more severe viruses.
In summary, the protection mechanism described above mainly realizes the following functions:
1 Unified planning, registration and management of all network resources under management.
2 Unified registration and management of all firewall equipment information and user logins under management.
3 Set up encryption and antivirus for transmission.
4 Construct a unified strategy for the firewall, and optimize and perfect the strategy according to the operating conditions.
Emergency plan
Contingency plan is to design in advance the possible response countermeasures for various incidents. For this module, it usually responds and restores two links. The system determines the response level and measures based on the results of intrusion detection; improves the high availability of the system, and improves the disaster recovery level and speed. The main functions include:
When an incident does not occur: Establish a plan library of response measures, and formulate different response levels and response measures for different incidents.
After the incident:
(1) Distinguish and process the incident level immediately. According to the result of the response, the level of the event is judged, and the corresponding measures are selected according to the plan library.
(2) Manage the decision-making process and actively mobilize resources to deal with incidents to achieve the goal of minimizing losses.
(3) Manage and establish a backup database. Develop a backup strategy, unified management of servers, applications, etc., so that it can be restored in time.
(4) Record the cause and consequences of this incident, and record it in the system database.

Overall structure design
In accordance with the ISO27001 and WPDRRC security models, first clarify the main body of information security management, and carry out preliminary preparations for the security plan. The main task at this time is to analyze the existing problems. The second is to proceed from reality, according to the P2DR model and ISO standards, through analysis of problems, risks and requirements, design security strategies. The third is to conduct an objective risk assessment of the current status, value and potential risks of the company's information assets and information systems. The fourth is the overall design of system safety management. The last is the analysis of the company's protection of itself and handling of emergency incidents. This gives the overall block diagram
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