



1. Enterprise Network Requirements and Future Growth
NOSS2027 is a multinational organisation operating across two UK sites, Swansea and London. The organisation requires a secure, reliable, and scalable enterprise network that lets employees at both locations communicate, share resources, and access business services. The proposed network will use Windows Server 2025, a Debian Linux server managed through the command-line interface (CLI), and Windows client computers.
1.1 Network connectivity and IP addressing
Swansea and London must be connected through a Wide Area Network (WAN) or a site-to-site Virtual Private Network (VPN). A WAN connects geographically separated networks, while a VPN can create an encrypted connection over the public internet. This allows employees to securely access authorised resources across both sites. [1]
Each site should use a separate IP subnet to improve routing, administration and security. For example, Swansea could use 192.168.10.0/24, while London could use 192.168.20.0/24. Each subnet would have its own default gateway, and the routing configuration would allow authorised communication between the two networks. These example addresses must be checked against any existing networks before implementation.
The organisation should configure suitable IP addresses, subnet masks, gateways and DNS settings. [2] Servers providing essential services should use static IP addresses or DHCP reservations so that clients can locate them consistently. Windows client computers can obtain their settings automatically through Dynamic Host Configuration Protocol (DHCP).
1.2 Network Diagram Overview
The provided diagram displays a suggested conceptual network layout for NOSS2027.
- Internet / WAN
- Secure site-to-site VPN connection
- Swansea Location
   - Subnet: 192.168.10.0/24
   - Router / Firewall
   - Windows Server 2025
     - Active Directory Domain Services (AD DS), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP)
   - Windows Workstations
- London Location
   - Subnet: 192.168.20.0/24
   - Router / Firewall
   - Debian Linux Server
     - Web, Secure Shell (SSH), Samba
   - Windows Workstations
This design is conceptual and focuses on the logical layout. Both sites necessitate communication between their respective subnets. The servers may be positioned at either location or distributed based on operational needs.

1.3 Centralised management and potential expansion

- Windows Server can offer Active Directory Domain Services (AD DS), allowing centralised control of user accounts, computer accounts, security groups, and authentication. Group Policy can enforce password rules, security configurations, and other organisational guidelines.

- Debian Linux can work alongside Windows Server by hosting web apps, file-sharing services, monitoring tools, and other applications based on Linux. It can also link up with Active Directory through appropriate software for centralised authentication needs.

- Security protocols should encompass firewalls, permissions based on least privilege, secure remote management, encryption, anti-malware protection, and regular security patches. Network segregation can isolate servers, employee devices, and guest Wi-Fi. Data backups and disaster recovery processes should safeguard critical company information.

- Scalability is crucial as NOSS2027 might onboard more staff, departments, servers, or new sites. A well-structured IP addressing scheme, ample hardware capabilities, and well-documented setups will facilitate future growth. The organisation should also keep an eye on bandwidth usage, server efficiency, and storage space to pinpoint when upgrades are necessary.

2. Comparison of Server Operating Systems
Windows Server and Debian Linux are both appropriate for corporate environments; however, they vary in management, licensing, and included features.
Windows Server 2025 is a paid server operating system tailored for business workloads. It provides support for Active Directory, DNS, DHCP, file sharing, and centralised Windows management. Its visual tools and PowerShell scripting language facilitate the management of Windows-oriented networks.
Debian Linux is an open-source operating system developed by a community. It offers a basic installation option that can lower resource consumption and eliminate unnecessary software. System administrators can set up services using the command line interface (CLI), scripts, and configuration files. Debian is commonly utilised for web hosting, network services, and application servers.
2.1 Feature comparison
	Feature
	Windows Server 2025
	Debian Linux

	Directory services
	Native Active Directory Domain Services
	Capable of connecting to AD or utilising different directory services

	DHCP
	Built-in DHCP Server role
	Appropriate DHCP server software packages

	DNS
	Built-in DNS Server role
	BIND 9, Unbound and other software packages

	File sharing
	SMB file services
	Samba for SMB compatibility

	Web hosting
	Internet Information Services (IIS)
	Apache HTTP Server or Nginx

	Administration
	Server Manager, PowerShell, Windows Admin Centre
	Command Line Interface (CLI), shell scripts, and Secure Shell (SSH)

	Security
	Group Policy, auditing, and tools for Windows security
	Linux permissions, firewall software, and system auditing

	Licensing
	Commercial licensing is applicable
	Open-source software, typically without a fee for an operating system license

	Updates
	Windows update mechanisms
	APT package manager and Debian repositories



2.2 Benefits and drawbacks of Windows Server
Windows Server offers integrated directory services, centralised authentication, and Group Policy. These functions enable administrators to consistently manage users and Windows client machines. It is especially beneficial for organisations needing domain-based authentication and centrally controlled security policies.
Nonetheless, the licensing of Windows Server could potentially raise operational expenses, depending on the version and deployment method. Administrators are also responsible for maintaining supported editions, applying security patches, and configuring roles accurately.

2.3 Advantages and limitations of Debian Linux
Debian delivers flexibility, a wide range of available software, and a minimal installation choice. Its command-line interface (CLI) supports scripting and automation, while package management streamlines the installation and updating of server software. Its licensing approach may decrease OS expenses.
Nevertheless, administrators must possess adequate Linux expertise to set up services and resolve issues. Integration with Windows domain services might necessitate additional packages and setup.

2.4 Suggested Strategy:
For NOSS2027, a combination of operating systems is recommended. Windows Server can manage Active Directory, DNS, and centralised Windows administration, while Debian Linux can support web applications, monitoring services, and other Linux-based tasks. This setup allows the organisation to leverage the unique capabilities of each system. When assigning roles, factors like performance, licensing, security, administrator skills, and server failure repercussions should be taken into account.

3. Network Services and Functions:
Network services facilitate communication between devices, resource discovery, information sharing, and access to business applications. Proper configuration is crucial to ensure availability, security, and performance.

3.1 Dynamic Host Configuration Protocol (DHCP) and Domain Name System (DNS):
DHCP automatically assigns IP addresses, subnet masks, default gateways, and DNS server addresses to client devices. It streamlines configuration tasks and minimises address conflicts. NOSS2027 should establish suitable DHCP scopes for each site and implement DHCP relay when necessary for clients to acquire addresses from a server on a different subnet.

DNS is a system that changes domain names into IP addresses, making it easier for employees and applications to find servers without needing to memorise the numerical addresses. In the context of Active Directory, DNS plays a crucial role as domain-joined computers rely on DNS records to locate domain controllers. It is vital to maintain accurate internal records and prevent unauthorised modifications. 

File sharing services allow employees to save, retrieve, and collaborate on business files. Windows Server supports SMB file sharing, while Debian can utilise Samba to offer compatible services. Permissions for file access should be based on department and job responsibilities. For instance, finance staff should only access files pertinent to their duties without automatically gaining entry to confidential HR files. File servers also need regular storage monitoring, backups, and permission audits. 

Web servers host internal websites, applications, and other business services. Windows Server can deploy IIS, and Debian can opt for Apache or Nginx. It is essential for administrators to update security, set up HTTPS with valid TLS certificates, and deactivate unnecessary services. Access to management interfaces should be limited to authorised administrators and not exposed publicly without proper safeguards. 

Remote access allows employees and administrators to use business resources outside the office. Remote Desktop Services offer Windows desktop access, while SSH provides secure command-line administration for Debian. Secure remote access should involve robust authentication, multi-factor authentication where possible, and restricted permissions. Direct exposure of RDP to the internet should be avoided without appropriate protections. VPNs or secure remote access gateways offer safer methods to access internal resources.
3.5 Routing and VPN connectivity
- Routing manages traffic flow among different IP subnets. Routers or Layer 3 switches need correct routes for the Swansea and London networks. Firewalls are essential for regulating which systems and services can communicate through these routes.
- A VPN connecting both offices can secure traffic over the internet. It is crucial for administrators to utilise approved protocols, robust cryptographic configurations, and appropriate access regulations. Regular testing is necessary for VPN functionality and routing.

3.6 Certificates, logging, and monitoring
- Digital certificates play a key role in verifying identities and securing communications like HTTPS. Administrators must safeguard private keys, monitor certificate expiration dates, and renew certificates in a timely manner.
- Monitoring and logging aid in identifying service disruptions, suspicious actions, and resource issues. Different logs, such as Windows event logs, Debian system logs, and firewall logs, can pinpoint failed login attempts, unusual network traffic, and setup mistakes. Monitoring should encompass server availability, CPU usage, memory usage, disk space, and network performance. Any critical alerts should be promptly investigated.

4. Basic Considerations for Information Security
Safeguarding information is vital to maintain the privacy, accuracy, and accessibility of company data. Instead of depending on a single security measure, NOSS2027 should establish multiple layers of protection.

4.1 Verification and Passwords
Authentication confirms users' identities before granting access. It is recommended that each staff member has their own account, and shared accounts should be avoided whenever possible. It is crucial to keep administrative accounts separate from regular user accounts.
To enhance security, privileged accounts and remote access should use multi-factor authentication if available. Passwords should be lengthy, unique, and securely stored with an authorised password manager. In case of compromised passwords, they should be changed, and inactive accounts should be promptly deactivated.

4.2 Permission and Minimal Access
Authorization dictates the resources that a user can utilize. NOSS2027 should adhere to the principle of least privilege, granting employees only the essential permissions for their roles.
Utilizing security groups can streamline permission management. For instance, managers might have access to department reports, while other staff members may only access files relevant to their positions. Regular reviews of permissions are necessary to eliminate unnecessary access.

4.3 Shielding with Firewalls
Firewalls supervise and regulate the flow of network traffic. By default, inbound connections should be blocked unless necessary for an approved service.
Rules should allow only essential traffic between authorised devices. For example, DNS and domain authentication traffic should be permitted as needed, while SMB traffic should generally be confined to trusted internal networks. Administrative access must be restricted to approved devices or secure VPN connections.
It is imperative to document, test, and review firewall rules. Network segmentation can also confine the spread of malware and prevent unwarranted access between different departments.

4.4 Patching and safeguarding against malware
Patching involves fixing security weaknesses and software flaws. It is important to regularly update Windows Server, Debian, client machines, and network equipment. Priority should be given to critical security patches, and updates should ideally be tested before being implemented.

Endpoint protection needs to be installed on supported computers and servers. To secure Debian, unnecessary packages should be removed, privileged access limited, and software should only be installed from trusted sources. Unsupported operating systems should either be upgraded or replaced.

4.5 Encryption and safeguarding of data
Encryption is essential for shielding sensitive data from unauthorised access. TLS can be used to secure internet traffic, while VPN encryption can protect communications between Swansea and London. Disk encryption and secure backup storage media should be considered when necessary.

Private keys and other credentials must be stored securely. Data retention should adhere to company policies and relevant legal regulations, with access restricted to authorised personnel.

4.6 Data Backups and Disaster Recovery
- Backups are crucial for recovering information in case of accidental deletion, equipment malfunction, ransomware attacks, or other emergencies. The NOSS2027 standard requires backing up critical files, server settings, and business data based on the recovery needs.
- It is recommended to keep at least one backup copy secured or shielded from unauthorised alterations. Regular restoration tests should be carried out to ensure that data can be retrieved successfully. A disaster recovery strategy should outline vital services, accountable staff, and the necessary steps to reinstate operations.

4.7 Surveillance and Incident Response
- Monitoring security logs is essential to detect suspicious behaviour, unsuccessful login attempts, and unexpected modifications. The organisation should have an incident response plan that includes reporting incidents, investigating them, containing the impact, and restoring normal operations.
- Employee training on recognising phishing scams, avoiding unsafe downloads, safeguarding passwords, and handling sensitive data is crucial. Routine security assessments can help pinpoint vulnerabilities before they escalate into major issues.

4.8 Protection of Physical Infrastructure
- To ensure physical security, servers, switches, routers, and backup equipment should be kept in secure areas accessible solely to authorised personnel. Adequate cooling, power backup, and equipment upkeep can minimise service disruptions. Physical security plays a vital role in safeguarding both data and network accessibility.

Conclusion
The proposed NOSS2027 network will connect Swansea and London through separate IP subnets, routing and a suitable WAN or site-to-site VPN. Windows Server 2025 can provide centralised authentication and Windows enterprise services, while Debian Linux can host flexible additional services.
DHCP, DNS, file sharing, web hosting, remote access, certificates and monitoring will support daily operations. Firewalls, least-privilege access, multi-factor authentication, patching, encryption, backups and security monitoring will help protect company resources.
By combining appropriate technology with secure administration and a scalable design, NOSS2027 can meet its current requirements while supporting future business growth.
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