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I. Introduction
The first section of this report will cover information about penetration testing and what different types of penetration testers that are out there. The report will then look at common attacks that are being used to exploit networks and gain unauthorised access. The author will then provide an example attack alongside solutions. Additionally, the last part of the research will cover security recommendations. These will help to ensure that data within the network is safe.  

The second section of this report will be used to document the penetration testing process. This will provide a contain a contingency plan to ensure procedures are in place if anything was to go wrong. It will then penetration testing framework and penetration testing tools. The report will then document the attacks performed during the penetration test and solutions where required. 

II. Related Work
This section of the report will be used to conduct and document research on different network attacks. This will then provide the author the background knowledge that will be required to conduct the penetration testing against Tevel Cyber Corps Private Limited.  




1. Penetration Testing
This section of the report will cover what is penetration testing and what different types of penetration testing there are. 

A. What is penetration testing
Penetration testing is testing the network to look for exploits that attackers could use to attack the network. This allows for the exploits to be fixed before an attacker can use them to gain unauthorised access to the network. The main aim of a penetration test is to gain access to the network and see how much information can be gathered. The report [1], looks at the benefits and drawbacks of automated penetration testing. The report additionally looks at common tools, it states that Kali Linux and Metasploit Framework are usually used for any manual penetration test. A penetration test allows for different security measures to be testing within the network. These can include firewalls, intrusion detection systems, intrusion prevention systems etc. There are three different types of penetration testing that can be performed. These are black box testing, white box testing and grey box testing. 

B. Black Box Testing
[2], [3] Black box penetration testing is performed by an attacker with no internal knowledge of the network. Someone who performs black box testing is usually known as a black hat attacker. A black hat attacker doesn’t gain the network owner’s permission; the hack is performed for financial gain. This means that the attacker must gather intelligence on the network to enable them to attack it. Black hat attackers aim to steal login, personal and financial information. The information that is found is commonly stolen by the attacker and then modified or destroyed on the original network. A black box test is illegal and attackers can be prosecuted for performing this type of attack. 



C. White Box Testing
[4] A white box hacker is someone who uses their extensive attacking skills for good, this type of attacker is commonly referred to as an ethical hacker. Someone who performs white box testing is also known as a white hat attacker. A white hat hacker still uses the same attacking methods as a black hat attacker, but with the permission of the network owner. Unlike a black hat attacker if the data is accessed it will not be stolen, modified or deleted. The attacker will just report the vulnerability within his documentation and give recommendations how to fix it. White hat attackers are usually paid a large sum of money to perform these tests. White box testing is legal as the attacker gains the permission of the network owner before conducting the attacks. 

D. Grey Box Testing
[5] A grey box testing is a mixture of black and white box testing. A grey box attacker will look for exploits and vulnerabilities within the network, then usually report them and offer to fix them for a small fee. Sometimes if the company will not pay then the attacker will post the exploit online for the world to use. However, usually this isn’t the case as this type of attacker isn’t inherently malicious. This type of hack like the black hat attack isn’t legal, the attacker doesn’t obtain the network owner’s permission before conducting the attack. 

E. Conclusion
Penetration testing is essential to network security as it allows for the network to have its weaknesses tested, this allows for the vulnerabilities and exploits to be patched before an attacker can use them to gain access to the network. In conclusion the research on penetration testing has identified the importance to have a white hat attacker to test the network to ensure most exploits are patched. A network will never be totally safe as there are new exploits developed as soon as updates are released. 

2. Network Attacks
This section of the report will cover a range of different attacks that can be performed during a penetration test. The author will provide information
 about the attack, recent attacks and solutions to resolve the exploit. 



A. Injection
[6]–[8] An injection attack is when an attacker can add untrusted data to a program that changes the execution. This type of attack is one of the oldest attacks. There are several different injection attacks. Blind SQL injection is where an attacker uses an error page that gets returned by the database server to answer a series of true/false questions, the attacker does this to attempt to gain control of the database. Blind XPath Injection is where an attacker who doesn’t know the XML document structure tries to find out the structure. Buffer overflow is used by attackers to change the flow of an application by overwriting parts of the memory. 

Format string injection attack is used by attackers to change the flow of an application by using sting formatting to access different areas of the memory. Lightweight directory access protocol also known as LDAP is used by attackers to exploit websites that construct LADP statements. This is done by modifying the LADP statement using a local proxy to execute commands. OS commanding is used by attackers to exploit websites by injecting into an operating system through the use of the hyper test transfer protocol HTTP request to the application. 

SQL injection uses the SQL syntax to inject commands to modify or read data from within the database. SSI injection is used by attackers to send code or script to a web application that will aim to later run on the web server. XPath Injection is used by an attacker to inject data into applications to execute XPath queries. 

Example Attack
[9] In 2015 TalkTalk was attacked using an SQL injection. This attack was successful and the attackers obtained customer data with ease, there was personal data of 156,959 customers stolen. This data included names, address, date of birth, bank account number and sort codes. TalkTalk was fined by the internet commissioner’s office a record £400,000 for failing to secure the company’s data from a well-known risk. SQL injection was also known to be used in the presidential elections in 2016.      


Solutions
There are a number of solutions that should be put into place. Application security testing can be used to identify injection issues. Prepared statements should be used to deal with queries. Stored procedures should be used to know how to deal with different situations. White list input validation should be used to enforce validation to all input. Enforcing least privilege is additionally important to reduce the impact should a breach ever happen. 

B. Broken Authentication and Session Management
When user and session authentication is not correctly configured it can allow attackers to obtain passwords, session tokens and when take control of users accounts. This allows the attacker to obtain the users identity, this can possibly give them access to recently opened information e.g. bank account. 

Example Attack 
An external attack would be if application timeouts are not correctly configured. When the user logs into their user account and doesn’t logout only closes the browser. The attacker would simply log into the computer and the browser would still be authenticated to the users account. 

Solutions
There are several solutions to this type of attack, having more than one solution allows there to be a bit more assurance that an attack couldn’t happen. Strong authentication and session management would be the first solution as it would end the session after the user is finished. The second solution would be multi-factor authentication; this would reduce the risk of an attack dramatically. This is as the attacker would generally require more than one device to conduct the attack.  

C. Sensitive Data Exposure 
[10] Sensitive data exposure is when encryption is used however, weak encryption key generation and management pose a risk to the sensitive data. The data is difficult to attack when it is stored but whilst in transit it poses a higher risk due to server side weaknesses. Sensitive data exposure is used by attackers to gain access to encrypted data. This is done by not attacking the encrypted data itself but whilst it’s in transit e.g. from the server to a client’s browser.
This type of attack can also involve stealing keys or executing man-in-the-middle attacks to obtain the information. This attack method has been one of the most impactful attack methods in recent years. 

Example attack
A database is secured using automatic database encryption, however when the data is retrieved it is automatically decrypted, this would allow for an SQL injection attack to be conducted against the data. This would then allow the stored data to be seen in clear text, allowing the attackers to steal the data. 

Solutions
There are several solutions to this type of attack depending on what needs to be secured. If data needs to be secured on a website, then secure socket layer SSL certification and hyper test transfer protocol secure HTTPS is required. The next step is to always ensure that data is encrypted using strong algorithms, this is if the data is stored or in transit. The website additionally needs to be using hashing for any stored passwords. A web application firewall WAF is able to prevent attackers from using common exploits and bots to attack the website. A vulnerability scanning tool will additionally help by finding backdoor files that could be exploited by attackers to obtain access to the sensitive data.  

D. XML External Entity
[11] XML external entity is an attack that is specially targets XML input. The attack occurs when an XML parser with weak or incorrect configuration processes an XML input that contains an external entity. This attack can then lead to a denial of service DOS attack. 

Solution
There are two different ways to stop this type of attack. The first method is to disable external entities by disabling document type definition DTD; this will also help prevent DOS attacks. The second method is to conduct static application security testing SAST. This will inspect the configuration, then find any issues, and enable them to be resolved, before an attacker can exploit them to access the data.





E. Broken Access Control
[12] Access control preformed after authentication to authorize users and grant access to content that is not available to all users. Access control is very difficult to implement correctly and this is how broken access control is a common issue. Users split into groups and sometimes can be part of more than one group. This is easier to manage however; it can mean users sometimes get access to sensitive data they do not need access to.  

Example Attack 
An application uses unverified SQL calls to access account information, the attacker then modifies the acct parameter that is in the browser. There is no verification so there is nothing to check if there were modifications made to the request. The attacker obtains access to any user account. 

Solutions
The main solution to preventing broken access control is penetration testing. This is the only way to identify any broken access control. This allows the exploit to be fixed before an attacker can use it for unauthorised access. Additionally, access control failures should be logged; this will alert the administrator when there are repeated failures and allow the failures to be investigated. 

F. Security Misconfiguration
[13] Security misconfiguration is when an attacker uses unpatched floors, unused pages, unprotected files and default accounts to obtain unauthorised access to the network. The risk of security misconfiguration can be reduced by creating a minimal platform, only install required software and features. The less features and software provides less vulnerabilities therefor, making the network easier to secure against this type of attack.

Example Attack 
A company buys a new application server and it has pre-installed demonstration applications however, these are not removed from the production server. The pre-installed demonstration applications are known to have security misconfigurations that an attacker can use to obtain unauthorised access to the server. If the demonstration applications have any access to the admin console and passwords were not changed then an attacker can use the default passwords and take complete control of the server.  
Solutions
Dynamic application security testing also known as DAST. This is the process of detecting conditions that can be used to create a security exploit within an application whilst it is running. This type of test usually only exposes HTTP and HTML security exploits however, some solutions are able to detect non web protocol and data malfunctions exploits. 
 
G. Cross-Site Scripting
[14]–[16] Cross-site scripting is also known as XSS. XSS is a web based application security exploit, it enables attackers to inject malicious scripts into web pages to obtain unauthorised access to the network. The attack is performed by sending a script to the client, the client then runs the script thinking that it is coming from the trusted website. This script then has the ability to access cookies, session tokens and any sensitive information stored within the browser and user within the site. The scripts can even overwrite the content of a webpage. 

Example Attack
There are four steps to this type of attack. Firstly, the attacker injects a payload into the websites database. The second step is when a victim requests the webpage from the server. The third step being, the victim is served the request however, the attackers payload is part of the hypertext mark-up language HTML. The victim then completes the form and when executed it sends the cookie to server and the attacker can use the stolen cookie to impersonate the victim. 

Solution
[17], [18] The main solution for this type of attack is website developer training in security. This training will enable the website development team to know the vulnerability and the solutions for this attack exploit. These can include data input validation, stopping users entering anything they want and encoding data.   

H. Insecure Deserialization
Insecure deserialization is when an attacker has the ability to execute malicious code within an application remotely. This can give the attacker the ability to delete reserialized data, exculpate privileges e.g. user to administrator or conduct injection attacks.  


Example Attack
A PHP form uses PHP object serialization to save the users information in a cookie that is called a “super” cookie. This will contain the user ID, role password and state. For example, a user inputs bob, user,1234, logged-in when this gets sterilized it would become “a6b8a3adb87fd0d05022f8f3c88ba". The attacker would then change the serialized object to obtain admin privileges. The attacker would put input bill, admin, 1234, logged-in when this gets sterilized it would become “a6b8a3adb87fd0d05022f8f3c88ba”. The attacker would have administrator privileges at this point of the attack. 
 
Solution
The report [19], states that application security tools have the ability to detect this type of exploit. The report additionally states that penetration testing is required on a regular basis to ensure that data validation is working correctly. 

I. Using Components with Known Vulnerabilities
This type of attack is common as a large number of webservers include a component that has a known vulnerability. When components with a known vulnerably are used it is easy to find pre-written exploits that can be used to conduct the attack. Sometimes other vulnerabilities require a custom exploit to be developed to allow them be exploited.

Solution
The solution to this type of attack is to run software composition and static analysis. This will have the ability to identify all insecure versions of components so that measures can be put into place to secure the exploit. 

J. Insufficient Logging and Monitoring
Logging and monitoring are used to monitor the network and log changes that are made to the network. Insufficient logging and monitoring is when there is not enough of the network being monitored and logged to detect an attack efficiently. Without sufficient logging it means an attacker can access different parts of the network without being detected. 




Solution
The solution to detecting that there is insufficient logging and monitoring is penetration testing. When conducting a pen test make sure notes are made on everything that is done, this will allow for the logging to be compared at the end. It will identify any areas that need to be logged that are not currently being logged. This would identify areas that an attacker can access without being detected.  

K. Browser Attack
[20], [21] A browser attack can additionally be known as a man in the browser attack. The attack is conducted by installing a Trojan horse onto the victim’s machine. The Trojan horse is able to intercept all of the victim’s transactions that are made over the internet. This type of attack is commonly used by organised criminals as the technology is very expensive to conduct this type of attack. Browser attacks can be conducted in Google Chrome, Internet Explorer and Mozilla web browser. A browser attack is very difficult to detect and prevent due to the modifications being conducted against the user’s browser. This is why security checks that are conducted will not detect the changes as they are made prior to being sent to the destination, making it look like the request was made by the user.   

Example Attack
An example of this type of attack would be accessing an online bank account. Then sending £250 to a family members bank account. The user would enter all the transaction details however; the Trojan horse would then be used to make a modification to the transaction. The attacker would then have the ability to additionally send £750 to their account. The bank would then see that the victim has made the transaction and process it. The only time the attack would be detected is when the victim checks their bank balance, it would be too late to stop the transaction at this point. 

Solution     
The report [22], states that there is not one specific way to stop this type of attack. Security software with real time detection and educating users is another solution. Banks are starting to offer out of band trusted verification.

L. Denial of Service Attack
[23], [24] A denial of service attack can additionally be known as a DoS attack. A DoS attack is conducted by installing malicious software onto victims to make them a zombie. There can be anywhere from thousands to millions of zombies that are used to create a DoS attack. A DoS attack is when a victim is selected, the zombies all send fake requests to the resource. This is done with the hope to send so many requests that the resource cannot handle them forcing it to crash. A denial of service attack is very hard to trace as there are so many requests from innocent users who are zombies. 

This type of attack is commonly used against large companies to stop them from operating. The report [25], looks into how internet of things IoT devices are being made without security considerations being made. This is making it easier for attackers to obtain more zombies to launch larger DoS attacks, making DoS attacks harder to prevent.    

Example Attack
[26] The world’s largest ever recorded denial of service attack was recorded on the 28th February 2018, the target of the attack was GitHub website. The was a server vulnerability, that Memcached servers had been misconfigured, majority have still not been reconfigured. This means that there is a risk of the attack being conducted for a second time. 
 
The attack used thousands of Memcached servers, this triggered requests from thousands of end devices. This is known as a amplification attack, it is capable of launching an attack 51,000 times the size of its original. The attack was started by an attacker sending a spoofed IP address to the Memcached servers port 11211 with the vulnerability. This was done to the thousand servers, in return sending 126.9 million packets per second being sent. In total 1.35 terabytes (TB) of data was sent to the website. 

Solution
[27]Load balancers reduce the risk of a DoS attack and can be implemented by an internet service provider (ISP) . This will drastically reduce the risk of a DoS attack. A network should have the ability to deal with up to four times the amount of normal traffic. 

This again will make it very difficult for a DoS attack to be conducted. Other solutions include firewalls, intrusion prevention system (IPS) and intrusion detection systems (IDS). The report [28], investigates the effectiveness of IPS and IDS in a DoS attack. The report shows how the systems responded in different scenarios. The report provides evidence that the systems reduce the risk of a DoS attack, by responding to detected attacks at almost machine speed. 

M. Password Cracking
[29], [30]Password cracking is used by attackers to obtain unauthorised access to a system or network. There are several different methods of password cracking, Dictionary, Brute Force, Rainbow Table, Phishing and offline cracking. However, the most common password cracking method is brute force. A brute force attack involves a password list and uses a trial and error-based method. This means it will simply test each password in the list, if it finds the password it will stop the attack otherwise it will continue until the end of the list. Organisations commonly use brute force password cracking to identify weak passwords, this enables the passwords to be changed before an attacker uses it to exploit the network or system. The report [31], looks at an online banking login mechanism. The report suggests that power-based key derivation function 2 (PBKDF2) is the strongest encryption method that can be used by banks, a brute force attack would take approximately 4 million years.   
 
Example Attack
The US utility was attacked in 2014 using a brute force password cracking method. The attack was successful, and the attackers obtained unauthorised access to the system. The attackers only gained access to the online portal so didn’t manage to compromise any critical infrastructure. This attack demonstrates the requirements for strong and complex passwords to be used.

Solution
The report [32], suggests that password security is important for every internet user. It looks at how passwords can be made more complex and the passwords can be safely stored within a database. The next solution is to enforce a password policy, this enforces certain rules e.g. length, upper case, lower case, numbers and symbols. 
An example of a simple password would be “Pass” however a complex password example would be P@ss!W0rd7a9b52a. These passwords can both be cracked, but the complex one will take longer. 

III. Network Defences
This section of the report will document steps that can be taken to ensure that systems and networks are always kept safe. The author will document each different defence that can be put into place and how it will benefit the network.

A. Physical Security 
When a network is being designed or modified physical security is often overlooked. Organisations spend huge sums of money on state if the art security devices to ensure the network is safe, however these devices do not physically secure the devices. Physical security can include door locks, motion sensors, server cabinets, device locks and should be planned when the network is being implemented. This will ensure critical infrastructure e.g. server rooms are difficult to get to by intruders and no not have windows. 

B. Firewalls
[33]–[35] A firewall can be virtual or physical. It is a device that is capable of filtering traffic based upon a set of rules. A firewall in a business network is generally a stand-alone device e.g. Cisco Firepower 9000 series firewall sometimes, it can be a software virtual based firewall both do the same job. A firewall is generally positioned between different sections of the network e.g. business and internet service provider. Depending on the security required servers might have additional firewalls to further limit access within the network. 

C. Virtual Private Networks
[36], [37] A virtual private network can also be known as a VPN. A VPN is a common security implementation that is used between a client and destination over the internet. A VPN will only show a connection from the device to a single destination, this is where everything is forwarded before going to the onward destination. A VPN will additionally encrypt all data that is being send over the network, giving it the ability to prevent man-in-the-middle attacks 


D. Intrusion Prevention System 
[38]  An intrusion prevention system IPS is used to scan network traffic, when an attack is detected it will automatically block it. This is a good as a defensive measure as if an attacker was to obtain access past the firewall, the IPS can then defect the attacker and stop them from getting full access into the network. 

E. Access Control
[39], [40] A network requires access control to limit access to resources by allowing certain users certain resources. This is done by firstly identifying each user and device, this then enables a security policy to be implemented, this will enable resources to be accessed by only users who are granted permission by the network security administrators. This helps reduce the risk of unauthorised access as different users will have different access control permissions. This means during a successful exploit an attacker would potentially have limited access to the network and resources.  

F. Antivirus and Antimalware 
[41] Antivirus and antimalware are used for the prevention, detection and removal of viruses and malware on systems. There are several different kinds of viruses and malware this includes ransomware, keyloggers, rootkits, trojan horses, spyware. An antivirus with real time detection will help to prevent these different infections that can be exploited by attackers to obtain access to data, devices and networks. 

G. Data Loss Prevention
[42], [43] Data loss prevention (DLP) can be used to ensure that the organisations critical and sensitive data is not sent outside the network by end users. This would stop an employee accidently attaching important company documents to an email or backing up work to Dropbox. The network security administrators who implement DLP decide what data end users can send or transfer. This means sensitive information should be kept safe within the organisation. 
 





H. Email Security
[44]–[46] Email security is required by organisations to detect social engineering attacks and viruses and malware sent via email. Employees can easily be tricked into downloading an attachment or clicking a link, especially when it is believed to be from someone who is known to them. An email security application can detect and block this type of attack it can additionally control outbound data; this can stop sensitive data being sent outside the organisation. Email security is important as it is a common attack vector that is used by hackers to obtain unauthorised access to a network. The report [47], looks at how an email attack was used to attack Sony in 2014. The attack was successful, and data was stolen.

I. Network Segmentation
[48] Network segmentation is dividing the network into smaller segments. Network segmentation can be done physically or virtually using virtual local area networks (VLAN). This allows for users to be classed into groups and access to resources limited to the requirement of the group. Network segmentation improves security, access control and performance. If an attacker gains access to a segment of the network, it contains the attacker in the single segmentation or vlan. This helps to prevent attackers from accessing the organisations critical information.  
J. Wireless Security
[49] Wireless security is a major issue in networks as a wireless network is not as secure as a wired network. This is as a wireless network does not need a physical connection to the network to obtain access, making it easier for attackers to gain unauthorised access. Ensuring that wireless access points encrypt all data is essential to the network security. It is also important to ensure devices are authenticated using radius servers. 

IV. Contingency Policy
A contingency policy is essential when conducting a penetration test. Failing to implement a well-planned contingency policy could have serious consequences for the network, company data and the company if this step is not correctly planned. The first step of a contingency policy is to know what is going to be tested. 
There are four different categories of testing vulnerability scan, security assessment, penetration test and social engineering.  The author is planning to perform a penetration test. The first step of this would be to perform a vulnerability scan, this should highlight what attacks will be performed within the penetration testing. 

The contingency policy will look at what risks could be involved and what could go wrong. What tools are going to be used and what can they do. The author would recommend that all company data is backed up to at least one secure location off the network, this will include all company device configurations. The author will aim not to effect the operation of the network however; it is essential to ensure measures are in place in case something goes wrong during the penetration test. If there is any data loss during the penetration test or any of the device configurations are lost, the backup that will be taken can easily be used to restore the network or devices. This will mean that if something does go wrong the effect on the company will be minimised.  

V. Implementation
This section of the report will be used to document the penetration testing. It will cover penetration testing framework and tools. This will additionally cover attacks launched as part of the penetration test along with solutions to prevent the attacks.  

A. Penetration Testing Framework
A penetration testing framework is used when conducting a penetration test, this allows the penetration test to have a single format that is always conducted in that way. It additionally provides all the tools that are required to conduct the test in a single place. It means that tools can easily be accessed during any penetration test. 

The author has chosen to use penetration testing framework 0.59. The reason for this choice is that it uses a very good that will ensure that the penetration test is as successful as possible. It has a number of sections that are within the framework that can be used during the test. The first is network foot printing, this is used to gather as much information about the company network. The second step is discovery & probing; this is used to discover as much information as possible about the company’s network. 
This will include what services are running, what ports are open and what operating systems are being used. The rest of the framework is used to document tools that can be used for different exploits to gain unauthorised access to the network.   

B. Penetration Testing Tools
The author will look at using a range of different penetration testing tools.  This will include tools that provide network information such as SmartWhois. It will also provide tools for vulnerability scanning like ZenMap, Nikto, Maltego and WPScan. It will additionally use exploit tools like hydra and SQLMap to attempt to exploit the webserver.     

C. Penetration Testing Attacks
This section of the report will be used to document attacks that have been conducted during the penetration test. It will document all attacks and provide solutions if required.   

1. SmartWhois
The first step of a penetration test is to find out the IP address of the webserver. Figure 1 shows that the IP address for www.tevelcyber.com has been identified as 192.185.39.52. 

[image: ]
[bookmark: _Toc536193086]Figure 1 – SmartWhois

2. Tracert
The next step is to verify the IP address that has been linked to the website. There are several ways in which this can be done however, tracert is the method that has been chosen. Figure 2, shows that the tracert has been run and gave the same IP address as SmartWhois 192.185.39.52.

[image: ]
[bookmark: _Toc536193087]Figure 2 – Tracert

3. Zenmap
Zenmap is the next tool that has been used. Zenmap is a vulnerability scanner that is able to detect operating system (OS), port status. It can identify open ports that can be used to exploit the webserver in the penetration test. This is done by scanning 2000 ports on the IP address 192.168.39.52 that is linked to the webserver. The scan identified 41 open ports that can be seen in figure 4 and 5. Additionally it also detected that the webserver is running Linux OS.  
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[bookmark: _Toc536193088]Figure 3 – ZenMap
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[bookmark: _Toc536193089]Figure 4 - ZenMap Open Ports 1
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[bookmark: _Toc536193090]Figure 5 - ZenMap Open Ports 2
 
4. Hydra 
Hydra is a brute force tool that can be used to crack passwords. Hydra has been used in the penetration testing to attempt to crack the password for FTP running on port 21. The author has used a username list with 403355 user names and 2151220 passwords. This gives hydra a possible 867705343100 different combinations that need to be tested. Figure 6 is used to show that the attack has been started. 
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[bookmark: _Toc536193091]Figure 6 - Hydra 1

Figure 7, shows that the attach had been running for 278 hours and 7 minutes when the last screenshot was taken. Shortly after this time the pc restarted due to updates and the attack was stopped. The attack was not successful in cracking the user information. If the password was not changed by Tevel Cyber often then this attack method could breach their systems. However, it would take a long time to find out the login details to access the webserver. This is as it tests each username with each password in the wordlists.
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[bookmark: _Toc536193092]Figure 7 - Hydra 2

5. Maltego 
The next attack that was run is Maltego, this is a software that can be used to discover internal IP addressing. Figure 8, shows that it has been run against Tevel Cyber. It links the website again to the IP address 192.185.39.52. 
[image: ]
[bookmark: _Toc536193093]Figure 8 - Maltego 1
However, figure 9 shows that it has been able to discover some internal IP addressing. The ranges 192.185.38.1-192.185.39.12 has been discovered as part of the network. The rules of the assignment stated that a vulnerability could not be used to pivot and discover further vulnerabilities. This is the reason why the author could not conduct vulnerability scanning on the internal IP addresses. It is additionally why the author could not try and exploit the network by attacking the network using the internal Ip addresses. 
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[bookmark: _Toc536193094]Figure 9 - Maltego 2

6. SQLMAP Injection
SQLMAP is an injection tool that can be used to conduct SQL injections. The attack is done by putting in the target URL, the software will then try and conduct an SQL attack. However, Figure 10 shows that the attack was not successful and had 4 errors. This shows that the website is not vulnerable to an SQL attack.  
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[bookmark: _Toc536193095]Figure 10 - SQLMAP

7. Nikto 
Nikto is a website scanner that looks for well known vulnerabilities and misconfigurations. This scanner performs over 6000 tests, it is a very commonly used tool by security professionals. Figure 11 shows that the author has run Nikto however, the scan terminated as it had 19 errors. This shows that this tool cannot be used to find vulnerabilities to exploit on the webserver. 
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[bookmark: _Toc536193096]Figure 11 – Nikto

8. WPScan 
WPScan is an online vulnerability scanner that is commonly used by security professionals when looking for WordPress website vulnerabilities. Figure 12 shows that the author has run this for Tevel Cybers website and it has identified one major issue. This is that the WordPress version is out of date and needs updating. Figure 13 shows that there is a risk of some information leakage. 
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[bookmark: _Toc536193097]Figure 12 - WPScan 1

[image: ]
[bookmark: _Toc536193098]Figure 13 - WPScan 2

VI. Results/Findings and Discussion
The penetration testing was successful however there was no exploits into the network found during the testing. However, the author would recommend that Tevel Cyber updates the WordPress version that is being used. This will enable the webserver to have additional security patches to ensure it is kept safe. The cost for implementing this would be relatively low as the update is available for free. The only cost involved would be an individual’s time to update the system. The cost for this would be around £100 per hour, the update should be completed within one hour. 

The solutions that have been suggested to prevent attacks including the OWASP top 10 can range from hundreds to thousands of pounds depending upon how secure the network needs to be. The limitations that were placed upon the penetration test, stopped the author from conducting a full penetration test. This means an additional testing would be required to find out what exact solutions are required to defend the network. This would then allow an exact costing and timetable for securing the network. 





VII. Conclusion
In conclusion the author thinks that the project was successful, there were two sections to the report. The first was used to conduct research into current security threats. This then enabled the author to provide solutions for the threats, it additionally provided the author with the background knowledge to conduct the penetration test. The second section on the report was used to document the penetration testing that was conducted against the Tevel Cyber website. The author had limitations provided by the company before starting the penetration testing, this drastically limited the attacks that could be conducted against the webserver. The penetration test was successful; however, the attacks were not able to obtain access to the company’s network. 

Recommendations for future work would be to conduct further research into additional threats and defences that can be used during a penetration test. This would allow the author to contact the company with a proposed plan of a future penetration test, without the limitations. This would allow the author to conduct a full penetration test against the company’s webserver with the organisation’s permission.
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root@kali:~# sqlmap -u https://www.tevelcyber.com/wp-login.php --time-sec 15
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[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is ill
gal. It is the end user's responsibility to obey all applicable local, state and federal laws.
evelopers assume no liability and are not responsible for any misuse or damage caused by this p
ogram

[*] starting at 14:52:39

[14:52:40] [INFO] testing connection to the target URL

[14:52:49] [INFO] checking if the target is protected by some kind of WAF/IPS

[14:52:49] [CRITICAL] heuristics detected that the target is protected by some kind of WAF/IPS

do you want sqlmap to try to detect backend WAF/IPS? [y/N] y

[14:52:56] [WARNING] dropping timeout to 10 seconds (i.e. '--timeout=10')

[14:52:56] [INFO] using WAF scripts to detect backend WAF/IPS protection

[14:53:15] [CRITICAL] WAF/IPS identified as 'ModSecurity: Open Source Web Application Firewall

Trustwave) '

are you sure that you want to continue with further target testing? [y/N] y

[14:53:23] [WARNING] please consider usage of tamper scripts (option '--tamper')

[14:53:23] [INFO] testing if the target URL content is stable

[14:53:24] [WARNING] target URL content is not stable (i.e. content differs). sqlmap will base

he page comparison on a sequence matcher. If no dynamic nor injectable parameters are detected,

or in case of junk results, refer to user's manual paragraph 'Page comparison'

c

[14:53:48] [INFO] searching for dynamic content

[14:53:56] [CRITICAL] no parameter(s) found for testing in the provided data (e.g. GET paramete
'id' in 'www.site.com/index.php?id=1"')

[14:53:56] [WARNING] HTTP error codes detected during run:

500 (Internal Server Error) - 4 times, 406 (Not Acceptable) - 4 times

[*] shutting down at 14:53:56
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WORDPRESS IS OUT OF DATE

You are running an outdated WordPress version. Please update to the

latest version.

Your are running WordPress version 4.9.9. This version is an outdated version of WordPress. It is best practice to keep your WordPress installation up to date. Therefore, it is

essential to update to the newest version of WordPress. Automatically update in the WordPress backend or download the newest WordPress version from the link below.
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INFORMATION LEAKAGE

While leaking information is not a direct threat to security, it can facilitate

an attacker to gain access to your systems. Therefore, it is recommended to
review the following leaked info to see if it contains sensitive data.

i robots.txt available under: 'http://www.tevelcyber.com/robots.txt"

i Interesting entry from robots.txt: http://www.tevelcyber.com/wp-admin/admin-ajax.php

i The WordPress 'http://www.tevelcyber.com/readme.html' file exists exposing a version number

i Full Path Disclosure (FPD) in 'http://www.tevelcyber.com/wp-includes/rss-functions.php':

i Interesting header: SERVER: nginx/1.14.1

i Interesting header: X-CONTENT-TYPE-OPTIONS: nosniff

iInteresting header: X-FRAME-OPTIONS: SAMEORIGIN

i Interesting header: X-XSS-PROTECTION: 1; mode=block

iXML-RPC Interface available under: http://www.tevelcyber.com/xmirpc.php




