




Synthesize a Solution to a potential Real-life Scenario
Network and Cyber Security Essentials











Table of Contents
Zero Trust Aligned Cybersecurity Framework for Vigilant Trust & Asset Management (VTAM)	1
Abstract	1
Introduction	1
Identification of Modern Threats	1
Modern Security Policies	2
Technical Mitigation Measures	3
Proactive Monitoring and Incident Response	4
Continuous Training and Awareness	6
Conclusion	6
References	7
Appendix A: Screenshot of the Board of Directors PowerPoint presentation	10
Appendix B: Screenshot of the Badge	14





[bookmark: _Toc216904356]Zero Trust Aligned Cybersecurity Framework for Vigilant Trust & Asset Management (VTAM)

[bookmark: _Toc215265709][bookmark: _Toc216904357]Abstract

This report presents a modern, Zero Trust–aligned cybersecurity framework for Vigilant Trust & Asset Management (VTAM), following recent security incidents involving phishing and an attempted ransomware deployment. Using guidance from the NIST Cybersecurity Framework (CSF), ISO/IEC 27001, the CISA Known Exploited Vulnerabilities (KEV) catalog, and ENISA threat intelligence, the report identifies contemporary cyber threats, proposes updated security policies, outlines technical mitigation measures, defines a proactive monitoring and incident response strategy, and recommends a continuous security awareness training programme. Designed for a financial services environment, the recommendations emphasise Zero Trust principles [1], cloud security controls, 24/7 monitoring capabilities, and staff awareness initiatives to enhance VTAM’s operational resilience against evolving cyber risks.
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Vigilant Trust & Asset Management (VTAM), a medium-sized financial services organisation, recently experienced a sophisticated phishing campaign and an attempted ransomware incident that bypassed traditional legacy defences. These events highlight critical gaps in VTAM’s existing security posture and demonstrate the increasing inadequacy of perimeter-based security models in modern threat environments. As a result, the board has mandated the adoption of an enhanced cybersecurity strategy aligned with recognised industry frameworks, including the NIST Cybersecurity Framework (CSF), ISO/IEC 27001, and the CISA Known Exploited Vulnerabilities (KEV) catalogue, with a particular emphasis on Zero Trust principles [1], [2].
This report aims to assess contemporary cyber threats relevant to VTAM, propose updated security policies, outline appropriate technical mitigation measures, and define a proactive monitoring and incident response approach. In addition, it recommends a continuous security awareness training programme designed to reduce human-related risk. The report is structured to first identify modern threats, followed by an evaluation of security policies and technical controls, before presenting monitoring, incident response, and training recommendations tailored to a financial services environment.
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VTAM faces a combination of emerging external and internal cyber threats that reflect the evolving threat landscape affecting financial services organisations. One of the most significant external threats is Ransomware-as-a-Service (RaaS), where criminal groups provide ransomware toolkits to affiliates, enabling large-scale and highly disruptive attacks. Financial institutions are particularly attractive targets due to the potential for financial extortion, operational disruption, and reputational damage [3].
AI-powered social engineering attacks, including vishing campaigns that use deepfake voice synthesis, are becoming increasingly sophisticated. These attacks primarily exploit human trust rather than technical vulnerabilities, making them difficult to detect through traditional security controls. As VTAM relies on employees to access sensitive systems and data, successful social engineering attacks could lead to credential compromise and unauthorised access [4].
Supply chain compromises have also increased in frequency and impact. High-profile incidents such as MOVEit and SolarWinds demonstrate how attackers often target trusted software providers as an indirect entry point into multiple organisations, including those within the financial sector. Such attacks can bypass perimeter defences and introduce systemic risk across interconnected environments [3].
Cloud misconfigurations represent another significant risk for VTAM. The use of cloud-based services can expose sensitive data when access controls, identity management, or monitoring configurations are incorrectly implemented. In addition, hybrid working arrangements introduce further risks, including insecure home networks, unmanaged personal devices, and reduced physical security controls, increasing the organisation’s overall attack surface [5].
Internal threats remain a persistent concern and include malicious insiders, accidental data leaks, and the use of weak or reused credentials. Furthermore, unpatched systems pose a critical risk, as attackers frequently exploit known vulnerabilities that are publicly documented and actively abused. The CISA Known Exploited Vulnerabilities (KEV) catalogue highlights the importance of prioritising remediation efforts based on real-world exploitation trends [2]. Collectively, these threats underline the necessity of adopting a Zero Trust security model supported by continuous monitoring and advanced detection capabilities.
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The security policies proposed for VTAM are aligned with Zero Trust architecture and internationally recognised cybersecurity standards. Under a Zero Trust Access Control Policy, all users, devices, and applications are continuously verified before being granted access to organisational resources. Multi-Factor Authentication (MFA) is enforced across both internal and external systems, while Identity Governance and Administration (IGA) processes ensure access permissions follow the principle of least privilege, supported by quarterly access reviews to remove unnecessary privileges [1].
Network segmentation is implemented to limit lateral movement within the environment, ensuring that even if an attacker gains initial access, their ability to compromise additional systems is restricted. An Encryption Policy mandates the use of AES-256 encryption for data at rest and TLS 1.3 for data in transit. These measures support regulatory compliance, including GDPR Article 32, which requires organisations to implement appropriate technical controls to protect personal data [6].
A Patch and Vulnerability Management Policy prioritises remediation of vulnerabilities listed in the CISA Known Exploited Vulnerabilities (KEV) catalogue, requiring critical patches to be applied within 72 hours. This risk-based approach ensures remediation efforts focus on vulnerabilities that are actively exploited in the wild, thereby reducing VTAM’s exposure to known attack vectors [2].
To address risks associated with cloud environments, a Cloud Security Policy mandates the use of Cloud Security Posture Management (CSPM) and Cloud Infrastructure Entitlement Management (CIEM) tools to detect misconfigurations and excessive permissions. Continuous monitoring is essential due to the dynamic nature of cloud environments and the rapid introduction of configuration changes [5].
Finally, the Incident Response Policy is aligned with the NIST SP 800-61 incident response lifecycle, emphasising preparation, detection and analysis, containment, eradication, recovery, and post-incident lessons learned. This structured approach ensures incidents are handled consistently and effectively, minimising operational disruption and supporting organisational resilience [7].


	NIST CSF Function
	VTAM Policy Alignment

	Identify
	Asset inventory and risk assessment

	Protect
	MFA, encryption, least privilege

	Detect
	SIEM, UEBA, continuous monitoring

	Respond
	Incident response playbooks

	Recover
	Backup and recovery procedures
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VTAM will implement a layered set of technical and administrative controls designed to reduce the likelihood and impact of modern cyber threats, in line with Zero Trust principles. To mitigate ransomware attacks, immutable backups following the 3-2-1 rule are implemented to ensure data availability and rapid recovery in the event of encryption or data destruction. These backups are protected from modification or deletion by compromised accounts, supporting the principle of assume breach and enhancing organisational resilience [8].
Endpoint Detection and Response (EDR) solutions provide continuous behavioural monitoring across endpoints, enabling the detection of malicious activity such as privilege escalation and lateral movement. Application allowlisting further reduces the attack surface by preventing the execution of unauthorised or malicious software. Together, these controls limit the ability of attackers to establish persistence within the environment [9].
Phishing and social engineering risks are mitigated through the deployment of AI-driven email filtering and sandboxing technologies that analyse attachments and URLs in real time. These measures help identify advanced phishing techniques that bypass traditional signature-based controls. To address insider threats, User and Entity Behavior Analytics (UEBA) is employed to detect anomalous user behaviour that may indicate credential compromise or malicious insider activity [10].
Cloud-related risks are addressed using Cloud Security Posture Management (CSPM) and Cloud Infrastructure Entitlement Management (CIEM) tools. These technologies enable continuous assessment of cloud configurations and identity permissions, ensuring misconfigurations and excessive privileges are promptly identified and remediated in dynamic cloud environments [5]. In addition, third-party risk management controls require suppliers and contractors to complete security assessments, validate compliance with security requirements, and operate within segmented network environments to reduce the potential impact of supply chain compromise [3].
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A proactive monitoring capability is essential for the timely detection and response to cyber threats within VTAM’s environment. To achieve this, the organisation will deploy a Security Information and Event Management (SIEM) platform to centralise and correlate log data from endpoints, servers, cloud services, network devices, and security tools. Correlation rules and behavioural analytics enable the identification of anomalous activity across systems, supporting early detection of potential security incidents [9].
To enhance response efficiency, a Security Orchestration, Automation, and Response (SOAR) platform will be integrated with the SIEM to automate alert triage, prioritisation, and response actions. This integration reduces response times, ensures consistent execution of incident response playbooks, and minimises the risk of human error during high-pressure incidents. Network monitoring capabilities include Intrusion Detection and Prevention Systems (IDS/IPS), traffic analysis, and endpoint telemetry collected from EDR solutions, providing comprehensive visibility across the attack surface [7].
VTAM’s incident response process follows the NIST SP 800-61 lifecycle, encompassing preparation, detection and analysis, containment, eradication, recovery, and post-incident lessons learned. Clear escalation paths and communication channels are defined to ensure timely decision-making and regulatory notification where required. For example, phishing incidents trigger immediate credential resets, user isolation, and targeted awareness reinforcement, while ransomware incidents initiate host isolation, forensic analysis, system restoration from immutable backups, and executive-level escalation [7].
Roles and responsibilities are clearly defined within the incident response framework. The security operations team is responsible for monitoring, initial analysis, and containment actions, while the IT team supports system remediation and recovery. The Security Manager oversees incident coordination and external communication, and the board is informed of high-impact incidents to support strategic decision-making. This structured approach aims to minimise operational downtime, reduce financial losses, and limit regulatory and reputational impact on VTAM.
















Figure 2: Incident response workflow integrating SIEM and SOAR for detection, triage, containment, eradication, and recovery at VTAM.
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Human error remains one of the leading causes of cybersecurity incidents, particularly in phishing and social engineering attacks. To address this risk, VTAM will implement a comprehensive and continuous cybersecurity training and awareness programme designed to strengthen its human security layer. The programme includes monthly phishing simulations, AI-based vishing simulations, quarterly security awareness workshops, and annual certification requirements for employees in sensitive or privileged roles [4].
To maximise effectiveness, training content is tailored according to job function. General staff receive focused training on identifying phishing attempts, secure authentication practices, and reporting suspicious activity, while IT and security personnel receive advanced training on incident handling and secure system administration. Executive-level training focuses on decision-making during major incidents and understanding organisational risk. Gamified training approaches are used to increase engagement and improve knowledge retention [11].
The training programme reinforces a Zero Trust culture by ensuring employees understand the importance of continuous identity verification, least privilege access, and the assumption of breach. Programme effectiveness is measured using defined metrics, including phishing simulation click rates, reporting rates, training completion percentages, and mean time to report incidents. Continuous improvement is achieved by adapting training content based on incident trends and assessment results, thereby reducing the likelihood and impact of human-driven security incidents [12].
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This report presents a comprehensive Zero Trust–aligned cybersecurity framework tailored to the operational and regulatory requirements of Vigilant Trust & Asset Management (VTAM). Through the identification of modern cyber threats, the definition of robust security policies, the implementation of layered technical mitigation measures, and the deployment of proactive monitoring and incident response capabilities, the proposed approach addresses key risk areas affecting financial services organisations.
The integration of continuous security awareness and role-based training further strengthens VTAM’s security posture by reducing human-related risks and reinforcing Zero Trust principles across the organisation. Alignment with recognised frameworks and standards, including the NIST Cybersecurity Framework (CSF), ISO/IEC 27001, and the CISA Known Exploited Vulnerabilities (KEV) catalogue, ensures that the proposed controls reflect global best practices and regulatory expectations.
Overall, the recommended framework enhances VTAM’s ability to prevent, detect, and respond to cyber incidents, while reducing the likelihood of data breaches, operational disruption, and regulatory or financial penalties. By adopting this structured and risk-based approach, VTAM is better positioned to maintain business continuity and protect critical assets in an evolving threat landscape.
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