Website security:
The site I created contained security measures including:
· A login system which requires the user to present a username and password before accessing any content stored on the site.
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Along with this the password box hide its content from prying eyes (this is simply done by setting its type to password).

[image: ]
[bookmark: _GoBack]
After finishing my own website, I realised that it possesses a number of security issues which would have to be dealt with before it could become accessible via the internet. For instance:
· Not every page on the site is equipped with validation that might determine whether a user accessed any of the pages on site via usual means (e.g. via links from other pages, from inside or outside of the site). For example, if a user was to simply type: “http://localhost/Assignment%201/this_one/index.php” into their browser, they would gain access the sites without having to have logged in. This could be rectified by either having the contents of each page contained within an “IF” statement stating that the content within may only be run if the page was access via certain pre-determined links, which would force the user through certain login pages, as some pages have.
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Another solution could be another “IF” statement stating that pages could only be accessed if the user was logged in. This measure could be carried out by checking whether certain data was accessible by the site (this could mean checking that a user id was present as it would only be present if a user was logged in).


· Another flaw in the site is that, within the database, user passwords are not encrypted meaning that they are not protected from prying eyes. This can be avoided by encrypting passwords when they are added to the database, as seen below, by taking the input “$password” encrypting it and then using that (“$hashpass”) in its place. Though many other methods of encryption would suffice.[image: ]
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