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[bookmark: _Toc225471371] 1. Introduction
OS is a very basic part of any computer system that serves as a mediator between users and hardware. It offers a platform whereby the user can run programs with efficiency and security. The users would have to deal directly with hardware, which is not an efficient way to operate without an operating system.
Other contemporary operating systems like the Microsoft windows and Linux are developed to handle the resources within the system, offer security, and multitasking. They are applied in a huge variety of settings, such as personal computers, servers, and embedded systems.
This report seeks to understand the important roles of operating systems, discuss the application of command-line interface (CLI) in Windows and Linux, and show scripting methods as applied in automation. These features are also compared in the report in terms of system efficiency and reliability (Stallings, 2016).
[bookmark: _Toc225471372]2. Key Functions of Operating Systems 
Three important functions that are carried out by the operating systems guarantee smooth running of computer systems. These are functions necessary in the management of both the hardware and software resources.
[bookmark: _Toc225471373]2.1. Process Management
One of the most significant roles of an operating system is the process management. A program in execution is a process and the creation, scheduling and termination of a process is done by the OS. It also makes sure that processes receive adequate CPU time and processes do not interfere with each other.
Two scheduling algorithms that are applied in operating systems include the First Come First Serve (FCFS) and Round Robin. The algorithms are used in optimizing CPU use and system performance.
 [image: ]
[bookmark: _Toc225463496]Figure 1: Task Manager – Processes Tab
Analysis
The process management will also be efficient to the extent that no individual process makes use of system resources, making the system stable.
[bookmark: _Toc225471374]2.2. Memory Management
Memory management deals with the process of allocating and de-allocating the main memory (RAM) to processes. The operating system allows every process to get sufficient memory and avoids an unauthorized access.
In case of inadequacy in physical memory, the method adopted is virtual memory. It enables the system to expand RAM memory on disk, thereby enhancing performance (Englander, 2014).
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[bookmark: _Toc225463497]Figure 2: Task Manager – Memory Usage
Analysis:
In the absence of effective memory management, there are chances of crashes or slowing down of the systems. Memory allocation is efficient, which enhances the stability and responsiveness of the system.
[bookmark: _Toc225471375]2.3. File and Directory Management
The management of files and folders is one of the most important roles of an operating system that helps to arrange the data and store it as files and folders. Operating systems such as Microsoft windows and Linux enable users to add, delete, copy and move files effectively. It is organized in a hierarchical format with directories having sub directories and files, thus better structured. The OS also handles file permissions in order to guarantee security and avoid unauthorized access. Windows dir and Linux ls, and others, help users to see files contents. This role enhances data management, accessibility and efficiency of the entire system.
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[bookmark: _Toc225463498]Figure 3: File Explorer Window
Analysis:
Data integrity and availability are guaranteed by file management. It also helps in backup and recovery.
[bookmark: _Toc225471376]2.4. Device Management
An operating system is able to control and coordinate hardware devices like keyboards, printers, and storage systems which is key work of the operating system. Other systems such as the windows, the Linux operating systems are operating systems that rely on device drivers to facilitate communication between the hardware and the software. The OS handles the input and output processes and devices work effectively and do not conflict. It also does the allocation of resources and prioritizes access to devices in cases where there are other processes that need the same hardware. Proper management of devices enhances performance, reliability and user experience of a system through ensuring that there is a good interaction between the hardware components and the operating system.
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[bookmark: _Toc225463499]Figure 4: Device Manager
Analysis:
Management of devices allows the effective running of peripherals like printers, keyboard and storage devices.
[bookmark: _Toc225471377]2.5. Security and Protection
Security and protection are fundamental operations of an operating system that make sure data and system resources are not accessed by unauthorized persons. It is through operating systems like Microsoft windows and Linux that authentication systems like usernames/ passwords are used to authenticate users. They are also authorization methods used to restrict access of files and system resources. There is also encryption, firewalls, and antivirus support which are also features that increase security. The OS tracks the activities of the system in order to identify threats and thwart malicious attacks. These are used to ensure data is confidential, intact and uncorrupted and is available, therefore providing a safe computing environment.
Analysis:
OS security functions are crucial in the protection of sensitive information with the rise of cyber threats.
[bookmark: _Toc225471378]2.6. User Interface
The OS offers such interfaces as GUI and CLI. GUI can be interactive through the use of icons whereas CLI can be interactive through the use of commands.
[bookmark: _Toc225471379]2.7. Process Scheduling & Deadlock Handling
The OS allocates tasks and removes deadlocks through algorithms like Bankers Algorithms.
Analysis:
These functions guarantee effective system working. Systems would crash which is unattainable in the absence of process and memory management. In the contemporary computing world, security features are important.
[bookmark: _Toc225471380]3. Windows OS CLI Commands 
Microsoft windows Command Line Interface CLI is an interface used to interact with the system through text-based instructions. It gives users and system administrators to work more efficiently than the graphical tools. Tasklist and taskkill are some of the common commands used to manage the processes and they are useful to monitor and kill running applications. File and directory Commands can be used in order to access file and directory e.g. dir, cd, mkdir and del (Microsoft Docs, 2024).
To monitor the network, forty-five commands such as ipconfig, ping, and netstat are applicable to check the network and its connectivity. The net user command can be used to have user management, and the schtasks can be used to have task scheduling automated. In most cases these commands have switches (e.g., /F, /PID) to enhance functionality. In general, windows CLI commands enhance the control, troubleshooting and automation of systems and therefore are necessary tools in the efficient management of the systems.
[bookmark: _Toc225471381]3.1. Process Management
Microsoft windows such commands as tasklist and taskkill are used to manage processes, monitor running processes and to kill the non-responsive applications effectively.
· tasklist → shows running processes 
· taskkill /PID 1234 /F → terminates process 
[image: ]
[bookmark: _Toc225463500]Figure 5: tasklist command output

[bookmark: _Toc225471382]3.2. File & Directory Management
Commands like dir, cd, mkdir, and del in Microsoft Windows manage files, create folders, and organize directories efficiently
· dir → lists files 
· cd foldername → change directory 
· mkdir test → create folder 
· del file.txt → delete file 
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[bookmark: _Toc225463501]Figure 6: dir command output

[bookmark: _Toc225471383]3.3. Network Monitoring
· ipconfig → shows IP configuration 
Purpose: Displays IP configuration details of your network adapters.
· ping google.com → test connectivity 
Purpose: Checks connectivity to another device or server.
· netstat -an → shows active connections 
Purpose: Displays active network connections and listening ports.
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[bookmark: _Toc225463502]Figure 7: ping command output
[bookmark: _Toc225471384]3.4. User Management
· net user → list users 
· net user username password /add → add user 
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[bookmark: _Toc225463503]Figure 8: user creation
[bookmark: _Toc225471385]3.5. Task Scheduling
· schtasks /create /tn "Tests" /tr notepad.exe /sc daily 
[image: ]
[bookmark: _Toc225463504]Figure 9: scheduled task
Analysis:
These commands enable the administration of the processes in the system, users and network performance effectively. They are quicker than GUI when dealing with complex tasks.
[bookmark: _Toc225471386]4. Linux OS CLI Commands 
Linux operating system has a strong Command line interface (CLI) which enables users to engage the operating system in an effective way by using textual input commands. System administrators and developers make extensive use of CLI commands to manage files, monitor the system and control processes (Shotts, 2019).
Some of the basic commands are ls which lists the contents of the directory, cd which changes the directory, and pwd which shows the current working directory. Such commands as cp (copy files), mv (move or rename files), and rm (remove files) are used to execute file operations. In making directories, one uses the mkdir command whereas rmdir removes empty directories (Nemeth, et al. (2017).
Linux also requires user and permission management. Chmod is used to alter the permissions of files whereas chown is used to alter file ownership (Robbins, 2013). Process management commands such as ps are used to show running processes and kill is used to end it. Besides, top offers real time monitoring of performance in the system.
Different distributions have different package management commands, e.g. apt in Debian-based systems and yum in Red Hat-based systems. All in all, Linux CLI commands are very flexible, fast, and controllable and hence they are an important tool in effective system administration and automation.
[bookmark: _Toc225471387]4.1. Process Management
· ps aux → view processes 
· top → real-time monitoring 
· kill -9 PID → terminate process 
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[bookmark: _Toc225463505]Figure 10: top command
[bookmark: _Toc225471388]4.2. File & Directory Management
· ls → list files 
· cd /home → change directory 
· mkdir test → create directory 
· rm file.txt → delete file 
[image: ]
[bookmark: _Toc225463506]Figure 11: list files
[bookmark: _Toc225471389]4.3. Network Monitoring
· ifconfig → network info 
· ping google.com 
· netstat -tuln 
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[bookmark: _Toc225463507]Figure 12: Ping google.com
[bookmark: _Toc225471390]4.4. User Management
· adduser username 
· passwd username 
· whoami 
[image: ]
[bookmark: _Toc225463508]Figure 13: whoami
Analysis:
Linux CLI is robust and mostly applied in servers. There are system resources that are directly controlled by commands.
[bookmark: _Toc225471391]5. Windows Batch Scripts
Windows Batch scripts are a text file which bears a sequence of commands that can be run by the Command Prompt to automate repetitive jobs. These scripts have the file extensions of either .bat or .cmd and are popular system administration, file manipulation and simple automation scripts in Windows environments.
A batch script usually begins with: @echo off in order to make the output neater by preventing the commands to be displayed in the execution process. Echo, pause and cls are also common commands in displaying messages, stopping the execution and clearing the screen respectively. Operations on files and directories could be conducted with the help of such commands as dir (list files), copy, move, and del (delete files).
Control structures such as if statements in decision making and for loops in repetition of tasks are also supported by batch scripts. The set command can be used to define variables, so scripts can operate with dynamic variables. As an example, the user input can be recorded and managed inside the script.
The scripts can be utilized in automating backups, executing programs and automated management of activities in a system. In general, Windows batch scripting is a low-level, but efficient mechanism to enhance efficiency and eliminate redundant work in the daily routines of the computer.
[bookmark: _Toc225471392]Script 1: User Input & Calculation
@echo off
set /p num1=Enter first number:
set /p num2=Enter second number:
set /a sum=%num1% + %num2%
echo Result = %sum%
pause

[image: ]
[bookmark: _Toc225463509]Figure 14: Script execution output
[bookmark: _Toc225471393]Script 2: Loop Example
@echo off
for /l %%x in (1,1,5) do (
echo Number %%x
)
pause
[image: ]
[bookmark: _Toc225463510]Figure 15: Loop output
Analysis:
These scripts show variables, input, arithmetic and loops. Repetitive tasks are done with the help of batch scripting.
[bookmark: _Toc225471394]6. Linux Bash Scripts
A very powerful aspect of the Linux environment is the bash scripting which enables user to automate a task by writing a series of commands in a script file, which usually has an extension of .sh (Linux Foundation, 2024). The default shell in most Linux-based systems is Bash (Bourne Again Shell) and is commonly used to manage and develop systems.
The following is typical of a Bash script, which starts with a shebang line (#!/bin/bash) to identify the interpreter. The most typical commands are echo to display output, read to accept user input, file commands including: cp, mv, and rm. Bash is also able to use variables defined without spaces (e.g., name=Ali) and used with, e.g., name.
Decision-making and repetition are made possible by control structures such as if statements, for loops, and while loops. Bash scripts are utilized on a regular basis to automate backup processes, to regulate processes and to set up systems effectively and therefore is a very vital tool to Linux users.
[bookmark: _Toc225471395]Script 1: User Input
#!/bin/bash
echo "Enter your name:"
read name
echo "Hello $name"

[image: ]
[bookmark: _Toc225463511]Figure 16: User Input
[bookmark: _Toc225471396]Script 2: Loop & Condition
#!/bin/bash
for i in {1..5}
do
if [ $i -eq 3 ]
then
echo "Number is 3"
else
echo $i
fi
done
[image: ]
[bookmark: _Toc225463512]Figure 17: Loop output
Analysis:
Bash scripting enables automated workflow with conditional statements and looping functions; therefore; scripting is often utilized for system administration.
[bookmark: _Toc225471397]7. Conclusion
This report demonstrated the underlying purpose of a computer operating system and why they are vital to manage your computer system. Both Windows and Linux platforms include many powerful command-line tools that make managing a computer system easy to perform. Scripting languages such as Batch and Bash will improve productivity and automate repetitive tasks. Hence, all IT professionals should have an understanding of these technologies, since they will be the basis of System Administrators and Software Managers daily duties.
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Appendix
Appendix 1
	OS Type
	Description
	Example

	General-purpose OS
	Used for daily tasks
	Windows, Linux

	Mobile OS
	Used in smartphones
	Android

	Network OS
	Manages network resources
	Windows Server

	Embedded OS
	Used in devices
	ATM systems

	Real-time OS
	Immediate response required
	Industrial systems



Appendix 2
Common Computer Components:
· CPU 
· Memory (RAM) 
· Input devices (keyboard, mouse) 
· Output devices (monitor, printer)
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C:\Users\PMYLS>tasklist
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] Command Prompt X + v

C:\Users\PMYLS>ping

Usage: ping [-t] [-al [-n count] [-1 size] [-f] [-i TTL] [-v TOS]
[-r count] [-s count] [[-j host-list] | [-k host-list]]
[-w timeout] [-R] [-S srcaddr] [-c compartment] [-p]
[-u] [-6] target_name

Options:

=iz Ping the specified host until stopped.
To see statistics and continue - type Control-Break;
To stop - type Control-C.

-a Resolve addresses to hostnames.

-n count Number of echo requests to send.

-1 size Send buffer size.

-f Set Don't Fragment flag in packet (IPvi-only).

=5, Tk Time To Live.

-v TOS Type Of Service (IPvU-only. This setting has been deprecated
and has no effect on the type of service field in the IP
Header) .

-r count Record route for count hops (IPvid-only).

-s count Timestamp for count hops (IPvid-only).

-j host-list Loose source route along host-list (IPvid-only).

-k host-list Strict source route along host-list (IPvid-only).

-w timeout Timeout in milliseconds to wait for each reply.

-R Use routing header to test reverse route also (IPv6-only).
Per RFC 5095 the use of this routing header has been
deprecated. Some systems may drop echo requests if
this header is used.
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] Command Prompt X + v

Microsoft Windows [Version 10.0.26200.8039]
(c) Microsoft Corporation. All rights reserved.

C:\Users\PMYLS>net user

User accounts for \\DESKTOP-1VNNIKF

Administrator DefaultAccount Guest
PMYLS WDAGUtilityAccount WsiAccount
The command completed successfully.

C:\Users\PMYLS>|
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] Command Prompt X + v

Microsoft Windows [Version 10.0.26200.8039]
(c) Microsoft Corporation. All rights reserved.

C:\Users\PMYLS>SCHTASKS /create /tn "tests" /tr notepad.exe /sc daily
SUCCESS: The scheduled task "tests" has successfully been created.

C:\Users\PMYLS>|
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demo@incus-os:~$ 1s
test
demogincus-os:~$ ||
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C: \Windows\system32>ping google.com

Pinging google.com [142.251.42.14] with 32 bytes of data:
Reply from 142.251.42.14: bytes-32 time1ems TTL-118
Reply from 142.251.42.14: bytes-32 time=1oms TTL-118
Reply from 142.251.42.14: byte:
Reply from 142.251.42.14: byte:

time=12ms TTL-118

Ping statistics for 142.251.42.14:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds
Minimum = 16ms, Maximum = 12ms, Average = 11ms
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C:\Users\PMYLS> bash scriptl.sh
Enter your name:

Ali

Hello Ali
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