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[bookmark: _heading=h.ychl1s86ba2m]Introduction
Every year smart homes are getting more and more advanced with the growth of new technology making aspects of the home more smart and automated, this increase is down to enormous tech companies creating Voice activated assistants the two largest competitors in this market are Google and Amazon who dominate both with Alexa's and Google home technology.
Both company's technology dominates the market with compatibility allowing for most companies to work with either or both technologies allowing for integrated Smart homes easier with plug and play.
There are huge lists of increasing benefits of having a smart home Some aspects Some aspects of smart homes people like the security more than automation where others prefer better energy control over their devices. a lengthy list of benefits of operating a smart home.
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[bookmark: _heading=h.enwb8k6z4gbk]Chapter 1 – Internet of Things
Section 1.1 – Smart Home Concept
What is a Smart home? Concept of a smart home is 2 to connect devices together for remote monitoring, managing and security. Being able to manage applications such as the heating and also lighting with automation built-in allows for more efficient smart homes as well by saving money on bills yearly, in combination with solar panels on roofs and recycled water these can allow for very efficient homes [1,2].
[bookmark: _heading=h.9qf2det0qu5z]Section 1.2 – Various Technologies
[bookmark: _heading=h.car615mkxigf]Amazon Alexa & Google Home
With the difference between the two difference home assistant, there are a lot of pros and cons between both of them the differences between them and more specific to the company's services that they supply, Amazon Focuses around their services and the shopping with tracking enabled to allow for home users to use services by using voice commands[2].
Amazon Alexa relies heavily on third parties to develop and design devices that will integrate and connect with the Amazon Alexa API. combination with the developers and design their technology to work perfectly with Alexa.
Amazon develops and designs all its home automation software on its own operating system via its latest release of 7.3.1.2 [4]. This operating system is built on the Android systems that is developed by Google and is heavily modified to use the kernel and the efficiency. 
With Amazon Alexa being very supportive of third-party manufacturers it comes with the cost of frequent updates across all of its platforms where if one device updates it could take several days to update another item until they all are on the same version and working coherently again. Alexa's privacy is not 100 percent secure and can allow for people to access user locations based on services that can be accessed from third parties [3]. 
Amazon Echo must be plugged in 24/7 as it has no internal battery. 3 third parties have created Battery docks for the echo [6].
Google home assistant is widely popular and has excellent integration with Android phones giving them brilliant monitoring and management tools straight from every device in your pocket, Google opens up API to third-party developers and also supports a huge development in the IOT Smart home [3]. 
Firmware and feature updates are not available to all regions which can leave percentages of regions out of a large feature push with updates delayed hugely meaning it may also delay some products.
Google home does not have as many skills as Amazon Alexa does in comparison, also it lacks third-party support for creating app. Google home supports 3rd party developers but is not as big into pushing for development like Amazon Echo does.
Products also cost a lot more money than Amazon products when compared to setting up smart homes. The decision between these two companies creates a price war between each product [3]. 

[bookmark: _heading=h.wbuzvz5ums6y]Hive Active Heating 2 & Nest Learning Thermostat
The installation of smart Home thermostats is to reduce wasted energy. With the users being able to visually see their usage and have controls they can decide or use AI to control their energy usage to save money, also lower the cost of their bills to give a bigger impact on the environment [12].
Nest thermostats that are developed by Google use a very interesting way of smart Home management, the developers are Google designed an AI that learns the home users behaviour to decide on when to turn the heating on or how to operate the most optimal to the user's requirements.
Hive active heating 2 is a large competitor against the nest, when looking into comparing both products are in the same market of IOT they don't offer a lot of difference between each other they both do the same chop some of them have more compatibility with types of boilers and heating devices in homes but their requirements are very much the same and it comes down to price, warranty and voice compatibility [13].
They control home boilers and central heating systems effectively on both devices by saving money for both users, enabling rooms to be heated instead of heating in the entire home save money is in this area both products do this flawlessly. and also detecting when your home via your smartphone phone allows for Smart tracking to enable heating where you walk in the house this is a feature offered by nest primarily but a lot of other heating does the same.
An overall view of both products and the heating smart Home device is brilliant and is very smart for saving money the only downside to using this technology is the initial cost of installing it and buying the product, With this and hand if the user does not have  compatible heating with this new smart tech then it will need a new compatible home heating system installed which would lead to a very expensive cost which may not be worth it [14].
[bookmark: _heading=h.tl9e2c3lp98g]Nest & Ring Cameras
Cameras in homes as security to watch over for any intruders or suspicious activity. They then save this to an NAS server in the house in a large storage hard drive that can be accessed on the local network. This is the old style of cameras in homes, when you and more modern technology has replaced this to add more features to benefit home security. Two of the biggest smart camera manufacturers that are Nest and ring dominate this market by offering features that allow for the users to monitor their homes on the go over the internet [7].
Smart Home Security  allows users to check and secure their homes from anywhere in the world with a Wi-Fi connection, to the cameras mobile phone apps that allow for notifications to be sent to the user's phones when activity has been detected is a large feature that is supported through the nest cameras[8].
Nest is leading the way in security cameras for smart homes and one of the biggest features that they offer facial recognition on doorbells; they also offer HDR video sharp detail. This creates extremely Sharp and high detailed photos and videos in the smart cameras which can pick up detail easier and better during night. Ring operates similarly to next, but they push more on two-way conversations over the cameras and night vision being very, with a field of view being wide to pick up a lot of side action [9].
The negatives to having smart cameras is that some brands have security holes that can make the data vulnerable online, because of the data constantly streaming people can access streams or archived footage. Some manufacturers do not change the default password or user login credentials meaning that potential people passing by can quickly search up the default credentials and login to your network from outside of the user's house. Because of this, some countries have banned government agencies from using certain brands of security cameras for their agencies, the US banned two companies because of their security holes and public records for releasing information that might leave offices open to prying eyes from outside[11].
SMART cameras just offer a deterrent for breaking into people's homes / offices and helps in investigating any crimes, the smart of the technology is the better it helps solve crimes or problems when they happen [5].
[bookmark: _heading=h.stv1o3l2w832]Section 1.3 – Security
Smart devices need access to the internet to update features, connect to services and update for patches, some devices stream live video footage or personal data across the internet to the smart device servers. With all this information the question of privacy and data usage comes to the table a lot when discussing what the product does with this information.
There have been cases over the years of people google nest being hacked and creating orders, home security door locks being unlocked, and video camera feed being hacked into. This creates a terrible feeling for a smart and secure home as it feels more like Big Brother [10]. Hackers can find vulnerable devices in the network that have not had their default credentials changed and login this can also mean that they can watch activity over the network using certain tools they can and watch and even take over devices such as laptops, tablets and smartphones.
The privacy of home users can be breached easily if passwords are not strong enough there are also some companies that require home users to sign up to use their device some include with a subscription. To use this service with the device, the users must agree to their policy, this allows for these companies to access the device data and record details for future development on next products and fixes bugs. Unaware to users this is recording data that they may wish not to share as it can record some information that home users do not want to give out from their personal lives [11].



[bookmark: _heading=h.947ha6osn7r2]Section 1.3 - Smart Home Downsides 
Smart homes are wonderful, but they can be bad with the previous section talking about the security flaws. There are more negatives to having a smart home, and these can be put into 4 simple points.
· Installation - Depending on the home user that is operating this device may have to pay to bring a professional to install the equipment like security cameras and thermostats are some of the biggest.
· Intricate Technology - Not all Smart home technology makes it easier for the home users, it contains simple tasks into a difficult experience for some home users.
· Compatibility - Compatibility can be the biggest problem in smart homes with physical equipment like boilers not being able to work with the Smart home technology or leading to different devices requiring different logging systems to operate for example security cameras may not work on the same system as the thermostat.[image: ]
· Cost - smart homes are very expensive to install and maintain with some of the cheapest equipment costing upwards of £400 for a single device.
[bookmark: _heading=h.cd1wj022jt82]Chapter 2 – Smart Home Design
Creating a smart home with the vision of automated routines security and Efficiency for energy, we are very expensive to create but it can lead to a home uses life efficiency increased and can lead to money saving. 
The design below was created around an automated smart house that uses smart technology to automate everyday living.
The security camera is placed around the entrances of the building and the most used rooms to allow for top security and balanced privacy in other rooms. Connect to the router that is placed in the centre of the house, this router is connected to a firewall that allows certain connections and devices to connect through also blocking unknown or unauthorised connections that are not allowed on the network this gains a higher level of security towards these devices. 
[bookmark: _heading=h.cvtwjo8v4lzz]Conclusion 
Every year smart Home technology is getting brilliant. It is allowing homes to grow with new technology by replacing old items and making them smart. This allows for better integration with the user and home and can help for good security and management while away from home and creating home energy savings.
But the downside that is clear is the privacy and the security that can be reversed against the user by having them being watched or monitored. They are always ways to protect against this. What are the biggest ways to prevent and slow down any form of hacking would be to put a firewall on the user’s network, this has a greater chance of slowing down any intruders trying to get into the Smart home devices. The other option is to Hardwire security cameras and devices in the house directly to a central hub, the reason for this is it is harder to hack into something that is physical instead of the Wi-Fi, where you can easily open the laptop and gain access over the air.
Overall smart homes are brilliant and are very intelligent, but they are also very expensive and can lead to multiple decisions between different brands. It would be recommended to pick a brand that makes a smart home and unified ecosystem would create less hassle later.
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