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: Authentication failure

:-$ su - tyler

Password:
$ sudo visudo
:~$ su - 'Administratoretyler.acca

Passwor
:~$ sudo apt install oddjob-mkhomedir

[sudo] password for administratoretyler.acc

sorry, try again.

[sudo] password for administratoretyler.acc

sorry, try again.

[sudo] password for administratoretyler.acc

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

oddjob-mkhomedir is already the newest version (@.34.7-1¢b2)

@ upgraded, 0 newly installed, 0 to remove and 45 not upgraded

$ Klist

Ticket cache: FILE:/tmp/krbScc_927660500_1ren3y

Default principal: AdministratoreTYLER.ACCA

valid starting  Expires service principal
12/05/25 03:56:49 12/05/25 13:56:49 krbtgt/TYLER.ACCAGTYLER.ACCA
Tenew until 13/05/25 03:56:49

:~$ realm list
realn: command not found

s .

nCecoldews @0
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tyler@tyler:~3% klist
Ticket cache: FILE:/tmp/krbScc_1000
Default principal: Administrator@TYLER.ACCA

valid starting  Expires service principal

12/05/25 ©3:32:04 12/85/25 13:32:04 Krbtgt/TYLER.ACCAGTYLER.ACCA
Tenew until 13/05/25 0 5

tyleretyler:-$ sudo realm discover tyler.acca --verbose

* Resolving: _ldap._tcp.tyler.acca

* Resolving: tyler.acca

* No results: tyler.acca

: No such realm found: tyler.acca
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tyler@tyle:
[libdefaults]
default_realm = TYLER.ACCA
dns_lookup_realm = false
dns_lookup_kdc = true

$ cat /etc/krb5.conf

[realns]
TYLER.ACCA = {
kdc = 192.168.1.1
admin_server = 192.168.1.1
)

[domain_realm]
-tyler.acca = TYLER.ACCA
tyler.acca = TYLER.ACCA

' |

tyler@tyle:
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tyler@tyler:~$ ping win-4krih7317e.tyler.acca

ping: win-4krih7e317e.tyler.acca: Name or service not known
tyleretyler:~$ host tyler.acca

Host tyler.acca not found: 3(NXDOMAIN

tyleretyler:~$ dig _ldap._tcp.tyler.acca

; <<>> DiG 9.18.33-1~debl2u2-Debian <<>> _ldap._tcp.tyler.acca

;i global options: +cnd

;i Got answer:

;i ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 1667

;i flags: qr rd ra; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

;i OPT PSEUDOSECTION:
EDNS: version: 0, flags:; udp: 512

;i QUESTION SECTION:

_1dap._tcp. tyler.acca. ™ A

ii AUTHORITY SECTION:

. 9319 I SOA  a.root-servers.net. nstld.verisign-gr
604800 86400

;i Query time: 24 msec
;i SERVER: 194.168.4.100#53(194.168.4.100) (UDP
i WHEN: Sun May 11 20:37:08 BST 2025

ii MSG SIZE rcvd: 125

tyleretyler:~$ |

.com.

2025051101 1800 900
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tyleretyler:~$ sudo wg show
interface: wg0
public key: Toac7ydwFAOMMgNGOLIVTtPJou+e+bGUEKWENXPISg4=
private key: (hidden)
listening port: 65000

peer: T3xH9atFar41SBhMTOymVuaOUiDOGVRET/dXXGSKQ1Q=
endpoint: 10.0.0.1:65000
allowed ips: 172.16.0.1/32
latest handshake: 2 ninutes, 54 seconds ago
transfer: 16.10 Ki5 received, 37.24 Kif sent
persistent keepalive: every 25 seconds
tyleretyler:~$ [
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Addres:

| 1dap._tcp.tyler.acca SRV service location

priority )

weight = 100

port - 389

svr hostname = win-4krih70317e.tyler.acca

| 1dap._tcp.tyler.acca SRV service location

priority -0

weight -0

port = 389

svr hostname  — ldap.tyler.acca
n-4krih70317e.tyler.acca internet address
n-4krih70317e.tyler.acca internet address
n 4krih70317c.tyler.acca internct address
win-4krih70317e.tyler.acca internet address

172.16.0.1
10.0.2.15
92.168.1.1
10.0.0.1

C:\Users\Administrator>Restart-Service -Name DNS
‘Restart-Service' is not recognized as an internal or external command,
operable program or batch file.

C: \Users\Administratorsnet stop dns &net start dns
The DNS Server service is stopping
The DNS Server service was stopped successfully.

[The DNS Server service is starting.
[The DNS Server service was started successfully.

C: \Users\Administrator>,

1801
11/05/2025

O Type here arch A T dg
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[Interface]

Address = 172.16.0.2/24

PrivateKey = eJQt1TIROKKO7QwCg]j15MOhLFwB18bSIFGIZIULWY1g=
ListenPort - 65000

[Peer]

PublicKey = T3xH9atFar4l1S8hMTOymvuaguiDOGVRe7/dxxGSKQ1Q~
AllowedIPs - 172.16.0.1/32

Endpoint - 10.0.0.1:65000

Persistentkeepalive = 25

[ Read 12 lines
write out Where Ts I B Execute
il Read File Replace & Justify

Help
& exit

Undo

Location
Go To Line Redo
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5 packets transmitted, @ received, +3 errors, 100% packet loss, time 4078ms
pipe 4
tyleretyler:~$ arping - enpdss 10.0.0.1
bash: arping: command not found
tyleretyler:~$ ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data
64 bytes from 10.0.0.1: icmp_seq-
64 bytes from 10.0.0.1: icmp_se
ac
--- 10.0.0.1 ping statistics --
2 packets transmitted, 2 received, 0% packet loss, time 1007ms
rtt min/avg/max/mdev = 1.708/2.063/2.419/0.355 ms
tyleretyler:~$ sudo systemctl restart wg-quickewge
[sudo] password for tyler:
tyleretyler:~$ sudo wg show
interface: wg0
public key: Toac7ydwFAOMMgNGOLIVTtPJou+e+bGUEKWENXPISg4=
private key: (hidden)
listening port: 65000

peer:
endpoint: 10.0.0.1:65000
allowed ips: 172.16.0.1/32
latest handshake: 12 seconds ago
transfer: 92 & received, 180 5 sent
persistent keepalive: every 25 seconds
tyleretyler:-s [|
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€ WireGuard - [u] X

Tunnels Log

Time Log message A
2025-05-1115:36:35.888  [TUN] [WindowsDebian] Interface created

2025-05-1115:36:35943  [TUN] [WindowsDebian] Dropping privileges

2025-05-1115:36:35.943  [TUN] [WindowsDebian] Setting interface configuration

2025-05-1115:36:35943  [TUN] [WindowsDebian] Peer 1 created

2025-05-1115:36:35.946  [TUN] [WindowsDebian] Monitoring MTU of default v4 routes

2025-05-1115:36:35.944  [TUN] [WindowsDebian] Sending keepalive packet to peer 1 (10.0.0.2:65000)
2025-05-1115:36:35.944  [TUN] [WindowsDebian] Sending handshake initiation to peer 1 (10.0.0.2:65000)
2025-05-1115:36:35.946  [TUN] [WindowsDebian] Interface up

2025-05-1115:36:35.951 [TUN] [WindowsDebian] Receiving handshake response from peer 1 (10.0.0.2:65000)
2025-05-1115:36:35.951 [TUN] [WindowsDebian] Keypair 1 created for peer 1

2025-05-1115:36:35.957  [TUN] [WindowsDebian] Setting device v4 addresses

2025-05-11 15:36:35.993  [TUN] [WindowsDebian] Monitoring MTU of default v6 routes

2025-05-1115:36:35.994  [TUN] [WindowsDebian] Setting device v6 addresses

2025-05-1115:36:36.018  [TUN] [WindowsDebian] Startup complete S
2025-05-1115:36:56.363  [TUN] [WindowsDebian] Receiving handshake initiation from peer 1 (10.0.0.2:65000) Hide
2025-05-11 15:36:56.363  [TUN] [WindowsDebian] Sending handshake response to peer 1 (10.0.0.2:65000)
2025-05-1115:36:56.363  [TUN] [WindowsDebian] Keypair 2 created for peer 1

2025-05-1115:36:56.363  [TUN] [WindowsDebian] Receiving keepalive packet from peer 1 (10.0.0.2:65000)
2025-05-1115:37:21.493  [TUN] [WindowsDebian] Sending keepalive packet to peer 1 (10.0.02:65000)

- ~ 1537
H P Type here to search I =) 5 | f« M 2= a0

Qoka@e =K@ Rrghtcr

r O COedew 5@ feemwn .
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IPv4 Address. I : 10.0.2.15
Subnet Mask . . . . . . ... .. : 255.255.255.0
I Default Gateway . 10.0.2.1

IC: \Users\Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.

Ping statistics for 192.168.2.1:

Packets: Sent = 1, Received = @, Lost = 1 (100% loss),
JControl-C
~C
|c: \Users\Administratorsping 172.16.0.2

3

Pinging 172.16.0.2 with 32 bytes of data:
Request timed out.

Ping statistics for 172.16.0.2:
Packets: Sent = 1, Received = @, Lost = 1 (100% loss),

C: \Users\Administrator>ping 10.0.0.2

Pinging 10.0.0.2 with 32 bytes of data:
Request timed out.

ping statistics for 10.0.0.2:
Packets: Sent = 1, Received = @, Lost = 1 (100% loss),

15:51
11/05/2025

A B dg
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Unknown adapter WindowsDebian:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . ... :172.16.0.1
Subnet Mask . . . . . .. . ... : 255.255.255.0
Default Gateway .

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : fe80::c502:eee5:13a4:el6c%5

IPv4 Address. . . . . . . ... .:10.0.0.1
Subnet Mask . . . . . . .. ... :255.0.0.0
Default Gateway . . . . . . . . . : 0.0.0.0

Ethernet adapter InLan:

Connection-specific DNS Suffix .
Link-local IPv6 Address . . . . . : fe80::3962:2ead:23b:e72e%13

IPv4 Address. . . . . . . . . . . :192.168.1.1
Subnet Mask . : 255.255.255.0
Default Gateway . : 0.0.0.0
Ethernet adapter Ethernet 2:
Connection-specific DNS Suffix . : cable.virginm.net
Link-local IPv6 Address . . . . . : fe80::e063:5b93:38cc:989%12
IPv4 Address. . . . . . . . . . . :10.0.2.15
Subnet Mask . . . . . . . . ... : 255.255.255.0
Default Gateway . . . . . . . . 10.0.2.1

Manageability

O Type here to search
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Tootetyler: /home/tyler# sudo nano /etc/wireguard/wg.conf
Tootetyler: /home/tyler# sudo nano /etc/wireguard/wge.conf
rootetyler: /home/tyler# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enpds3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Link/ether 08:00:27:1a:7a:33 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enps3
valid_1ft 85273sec preferred 1ft 85273se
inet6 fdoo::a00:27ff:fela:7a33/64 scope global dynamic mngtmpaddr
valid_1ft 86299sec preferred 1ft 14209se
inet6 fe80::a00:27ff:fela:7a33/64 scope link
valid_1ft forever preferred 1ft forever
3: enp@ss: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Link/ether 08:00:27:df:71:5F brd ff:ff:ff:ff:ff:ff
inet 10.0.0.2/30 brd 10.0.0.3 scope global enpess
valid_1ft forever preferred 1ft forever
inet6 fe80::a00:27ff:fedf:715f/64 scope link
valid_1ft forever preferred 1ft forever
4: enps9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Link/ether 08:00:27:cazde:12 brd ff:ff:ff:ff:ff:ff
inet 192.168.2.1/24 brd 192.168.2.255 scope global enpose
valid_1ft forever preferred 1ft forever
inet6 fe80::a00:27ff:feca:de12/64 scope link
valid_1ft forever preferred 1ft forever
5: wgo: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc noqueue state UNKNOWN group default glen 1000
Link/none
inet 172.16.0.2/24 scope global wgo
valid_1ft forever preferred 1ft forever
root@tyler:/home/tyler# J|
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Activities [ Terminal

] tyler@tyler: ~

rootetyler:/home/tyler# sudo iptables-save | sudo tee /etc/iptables/rules.va

10 May 11:02

l# Generated by iptables-save v1.8.9 (nf_tables) on Sat May 10 11:02:41 2025

“filter

INPUT ACCEPT [5609:23510314

FORWARD ACCEPT [0:0]

OUTPUT ACCEPT [4456:361389

-A INPUT -i wg@ -j ACCEPT

-A FORWARD -i wgo -j ACCEPT

-A FORWARD -0 wg0 -j ACCEPT
FORWARD -i wg0 -j ACCEPT
FORWARD -0 wg0 -j ACCEPT

commIT

l# Completed on Sat May 10 11:02:41 2025

l# Generated by iptables-save v1.8.9 (nf_tables) on Sat May 10 11:02:41 2025

*nat

PREROUTING ACCEPT [0:0]

INPUT ACCEPT [0:0]

OUTPUT ACCEPT [1:176]

POSTROUTING ACCEPT [0:0]

-A POSTROUTING -0 enp@s8 -j MASQUERADE
[COMMIT

|# Completed on Sat May 10 11:02:41 2025
rootetyler: /home/tyler# J|

B @g =i @@ rioht crl

D eode e W
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[}
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Name: | WindowsDebian

Public key: | T3xH9atFar4IS8hMTOymvuaOuiDOGVRe7/bGSKQ1Q=

[Interface]
PrivateKey
tenPort
|Address = 172.16.0.1/24

[Peer]

PublicKey = T3xHoatFar4IS8hMT9ymvuaduiDOGVRe7/dxxG5KQ1Q=
|AllowedIPs = 172.16.0.2/32, 10.0.0.0/24

Endpoint = 10.0.0.2:65000|

PersistentKeepalive = 25
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Link/loopback 00:00:00:08 9 brd 00 9030000
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:00:79:f8 brd ff:ff FEFf
inet 192.168.2.2/24 brd 192.168.2.255 scape global enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:feho:7976/64 scope link
valid_Lft forever preferred_lft forever
+ enpesB: <BROADCAST,MULTICAST> mtu 1506 qdisc noop state DOWN group default glen 1800
Link/ether 08:00:27:98:66:eh brd Ffff:ff:ffiffff
root@tyler:/home/tyler# sudo dhclient
root@tyler: /home/tylerd ip a
: 1o <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:00:79:f8 brd ff:ff FEFf
inet 192.168.2.2/24 brd 192.168.2.255 scape global enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:feho:7976/64 scope link
valid_Lft forever preferred_lft forever
3: enpos8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:98:66:eh brd Ffiff:ff:ffffff
inet 192.168.0.89/24 brd 192.168.0.255 scope global dynamic enposs
valid_Lft 86396sec preferred_lft 86336sec
inete fe0::a00:27ff:feda:66eh/64 scope link
valid_Lft forever preferred_lft forever
ront@tyler:/home/tyler# ping 192.168.0.689
PING 192.168.6.89 (192.168.0.89) 56(84) butes of data

54 bytes from 192.168.0.89: icmp_seq=1 ti .069 ms
54 bytes from 192.168.0.89: icmp_sen=2 ti .045 ms
T

- 192.168.0.89 ping statistics ---

> packets transmitted, 2 received, 0% packet loss, time 1027ms
"t min/avg/max/mdev = 0.045/8.057/0.069/0.012 ms
ront@tyler:/home/tyler# ping 8.8.8.8

PING B.8.8.6 (8.8.6.8) 56(84) bytes of data

54 bytes from 8.8.8.8
54 bytes from 8.8.8.8
T

16 time=41.0 ns
16 time=35.7 ms

icmp_sen=1 tt
iomp_seq=2 tt

- B.8.8.8 ping statistics ---
> packets transmitted, 2 received, 0% packet loss, time 1062ms
Pt min/avg/max/mdev = 35.743/38.353/40.963/2.610 ms
~ootatyler:/home/tylerd





image26.png
- [m]
Q wireguard - Search X | 3 Quick Start - WireGuar X | J Downloads x +
€) WireGuard o X
Tunnels Log
WindowsDebian Interface: WindowsDebian
Status:  Inactive

Public key:  T3xH9atFar4IS8nMT9ymvuaduiDOGVRe7/dxG5KQ1Q=
Listen port: 65000
Addresses:  172.600.1/24

Activate

Peer
Public key:  T3xH9atFar4IS8hMTOymvuaduiDOGVRe7/dxGSKQ1Q=
Allowed IPs:  172.60.0.2/32, 192.16800/24
Endpoint: 100.0.0:65000
Persistent keepalive: 25

L Add Tunnel v‘ X‘ B

L Type here to search

QOok@o = iEFE @M right e
20Cede E B NG e e RNE 0

12/04/2025





image27.png
5
Q wireguard-Search x| & Installation - WireGuar X | Downloads x |+ o
a1 A aw a
€) WireGuard - [u] X
Tunnels Log

% Add Tunnel v‘ X‘

H L Type here to search

Import tunnel(s) from file

POk @s =K@ rightc

@OQOE\‘ﬁﬂ@ NEO G RN s

20:23




image28.png
etup) [Running] - Oracle Virtual

Help
- - [m] >

Q wireguard - Search X (S Installation - WireGuard x

& O & https://www.wireguard.com/install/ & % C

é WireGuard Installation Quick Start Interworkings ~ & Whitepaper % Donate

Installation

22 Windows 0.5.3)

' Download Windows Installer

& macOS 1016

& Download from App Store

¢ Ubuntu 1.0.20210606 - out of date 1.0.20210914]

$ sudo apt install wireguard

W Android 1.0.20231018 1.0.20231018]

[ ® Manageability [ T ® Manageability

H P Type here to search B! (] ‘é [

DOk @ o =i G right
2 HColde CE @ AG&Q@Q’»'QQ/OA/ZZEE





image29.png
B Server Manager

unning] - Oracle Virtua

« Dashboard -@1 ¢ ot ws W

Local Server

2 DNS

W§ File and Storage Services >
o IS
=1 Remote Access

H L Type here to search

'WELCOME TO SERVER MANAGER

“ Configure this local server

QUICK START

2 Add roles and features
3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

Roles:5 | Servergroups: 1 | Servers total: 1

il ADDs 1 £ DNs e
etwor

Internet access

(® Manageability

I ricerified netwe
O & = .

® Manageability

BOk@ o )= i’ @ right cl

QOQOEV‘:@@ NEO R RN s

20:17




image30.png
Oracle VirtualBox Manager = a] b3
pshot  Help

gw o B @ o9

Take Delete Restore Properties Clone = Settings Discard ~Start

Windows_10 (D DS Clie.) | 2M® Taken
=9 Running v &) snapshot 1 25/03/2025 11:21 (18 days ago)
v & snapshot 2 25/03/2025 11:39 (18 days ago)
) snapshot 3 25/03/2025 17:25 (18 days ago)
v & AD DS set up - Client Computer 09/04/2025 23:29 (2 days ago)
4§ Server_2022 - Settings = [u] X
Basic M Search settings &
Network:

Adapter 1 Adapter2  Adapter3  Adapter4

8@ Enable Network Adapter

Attached to: | NAT v
Name:
Adapter Type:  Intel PRO/1000 MT Desktop (82540EM) v

Fromiscucus Mode: Deny

MAC Address: 0800275FD8B3 ®

@ Cable Connected

Port Forwarding

i Shared Folders

Serial Ports
User Interface

Port 1 Port 2 Port 3 Port 4
oK Cancel Help

Take Reset

feonCeoeme ;@ SRR TOT




image31.png
B server.

File Machine View Input

B Server Manager

Dashboard

Devices  Help

T Routing and Remote Access

File Action View Help

&= 25

gz HE

i Local Serve
Al Servers
\ /il AD DS

2 DNS

g File and Sto

o IS

2 Remote Acc|

B Routing and Remote Access
B3 server Status
@) WIN-4KRIHT03L7E
B Network Interfaces
B Ports
" Remote Access Clients (0]
23 Remote Access Logging {

v H v
H General
5 static Routes
& DHCP Relay Agent
5 omp
= NaT
5 o

LAN and Demand Dial Interfaces
32 Loopback
22 nternal

23 Ethernet
s

Type
Loopback
Internal
Dedicated
Dedicated
Demand-dial

Status

Enabled
Enabled
Enabled
Enabled
Enabled

~

WIN-4KRIH703L7E
WIN-4KRIH703L7E 20063 Error
WIN-4KRIH703L7E

H L Type here to search

20171 Waming RemoteAccess System 12/04/2025 18:46:48
RemoteAccess System 12/04/2025 18:46:48

20169 Wamning RemoteAccess System 12/04/2025 18:40:01

DOk @s =il @R rightc

fencede &

~

& @

2 Q) @

19:04
12/04/2025




image32.png
(AD DS Client Setup) [Running] -

B server 2

File Machine Vi

Input  Devices  Help

Ea Server | B\Remote Access Management Console - o X
< [>
@ { Corl E Routing and Remote Access - 9
File Action View Help
L ] XE o= Hm
i lod %u:eng ansd Remote Access | [JTR8
rver Status
© B wINAkRIHTONLTE ér;er(aoe Total mappings Inbound packe]
E Network Interfaces =, Ethernet 0 0
= Ports FinLan 0 0
E Remote Access Clients (0]
g File 23 Remote Access Logging {
= v H v
io IS B General
& DHCP Relay Agent
5 omp
B onar
H rve
@
< > || >
WIN-4KRIH703L7E 20169 Warning RemoteAccess System 12/04/2025 18:4001 C

WIN-4KRIH703L7E 20169 Warning RemoteAccess System 12/04/2025 18:38:56
WIN-4KRIH703L7E 20169 Warning RemoteAccess System 12/04/2025 18:37:51

18:53

q
d 12/04/2025

H L Type here to search

Q@ =i {6 right cl
Paoece‘f? AGQ’%@:"’)@MOA}Z%;:





image33.png
M Server | B\Remote Access Management Cansal - O
Network Address Translation Properties - Ethemet Pro.. 2 X
it con tting a
@ B Con T Routing and Rel " \ar | s Pool | Senicns and Pors
File Action Vel
Interface Type:
L ]
 Private interface connected to private network
Routing and Rer
B Llog 2 9 ® Publicinterface connected to the Intemet
B3 server Statu:
D WIN-4KRIHT [¥ Enable NAT on this interface
E Network NAT enables clients on this network to send data to and receive 0
= ports data from the Intemet using this interface.
E Remote
W File 3 Remote
O v H v
o IIs F Gend
5 DHcH
5 oM
= NaT
H ve
ks~
v
< >
oK C: |
ancel Aeply 2025 18:40:01

WIN-4KRIH703L7E 20169 Warning RemoteAccess System 12/04/2025 18:38:56
WIN-4KRIH703L7E 20169 Warning RemoteAccess System 12/04/2025 18:37:51

H L Type here to search

Ok @y =i @R right
Paoecevﬁé AG&Q@Qw@umMﬁQi





image34.png
Server_2022 (AD DS Client

pu

File Machine Vi

Input  Devices  Help

er Setup) [Running] - Orac

VirtualBox

i Server | B Remote Access Management Console

<l
ik conl B routi
Routing and Remote Access Server Setup Wizard

File

2 DN

g File
o IS

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard

Summary of selections:

VPN access
IDemand-dial connections.

After you dose this wizard, configure the selected sarvicas in
the Routing andRemote Access console.

To dlose this wizard, cick Finish.

<Back Finish Cancel

lick

H L Type here to search

fenCcoede &

18:29
12/04/2025




image35.png
(AD DS Client Setup) - o X
= Add Roles and Features wém - o X
o ) ) DESTINATION SERVER
Confirm installation selections WNARIHTOSLTE eracea
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

SenaRoies their check boxes.

Features
Remote Access RAS Connection Manager Administration Kit (CMAK)
Role Services Remote Access
DirectAccess and VPN (RAS)
Web Server Role (I5)
Routing

Role Services

Remote Server Administration Tools
Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Web Server (IIS)

Export configuration settings
Specify an alternate source path

< Previous Next > Install Cancel

q

H L Type here to search

Lok @y =i G right
9aoecevﬁg AG&Q@wﬁ’umMﬁ?i





image36.png
Ps C:\users\administrator> if (susercount gt @) {

> urite-Log " - ${(user.Samaccountiane)} (Name: ${(user.nane)})"
> 3

- (Name: )

s C:\users\adninistrator> if (susercount gt @) {

> urite-Log " - ${(user.Samaccountiane)} (Name: ${(user.nane)})"
> 3

- (Name: )

Ps C:\sers\administrator> if (susercount gt @) {
> foreach (Suser in Susers) {

> urite-Log " - ${(Suser.Samiccountiiane)} (Name: ${(user.nane)})”
> 3

> 3 else {

> iirite-Log "WARNING: No user accounts found in $domsiniame.”

> 3

- (Name: )

- (Name: )

P c:\Users\administrator>
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PS C:\Users\Admirdstrator> $domainliame = “tyler.acca”

PS C:\Users\Administrator> Write-Log "Listing computers joined to Sdomainiiane
Listing computers joined to tyler.acca.

PS C:\Users\Administrator> Scomputers - Get-ADComputer ~Filter * -Propertics * -ErrorAction SilentlyContinue
\Users\Administrator> SconputerCount - (Sconputers | Measure-Object).Count

\Users\Administrator> Write-Log "Nlumber of computers joined to Sdomainane: ScomputerCount

t Tine:1 char:42

+ lirite-Log "Number of computers joined to $domainName: $computerCount”

: ey
ariable reference is not valid. ':' was not followed by a valid variable name character. Consider using
5} to delinit the name.

+ CategoryInfo : Parserérror: (:) [], ParentContainsErrorRecordexception
+ FullyQualifiedérrorTd : InvalidVariableReferenceNithDrive

C:\Users\Administrator> Sdonainliane = "tyler.acca”
C:\Users\Administrator> Write-Log *Listing computers joined to Sdomainiame...
Listing computers joined to tyler.acca.

C:\Users\Administrator> Sconputers - Get-ADComputer -Filter * -Properties * -ErrorAction SilentlyContinue
\Users\Administrator> SconputerCount = (Sconputers | Measure-Object).Count
C:\Users\Administrator> Write-Log "Number of computers joined to b{domainanc}: §{computerCount}
mber of computers joined to tyler.acca: 3
C:\Users\Administrator> Write-Log "Listing user accounts in Sdomainiiane
Listing user accounts in tyler.acca.
C:\Users\Administrator> Susers = Get-ADUser Filter { Enabled -eq Strue } -Properties *
>> Where-Object { 5_.SamAccountName —notlike "Administrator” -and 5_.SamAccountName -notlike "krbtgt" }
C:\Users\Administrator> SuserCount = (Susers | Measure-Object).Count
C\Users\Administrator> Write-Log “Number of user accounts in S{domainlame}: 3{usercounty
mber of user accounts in tyler.acca: 2
C:\Users\Administrator> if (3userCount -gt @) {
5> Write-Log " - §(user.SamAccountllame) (Name: §(user.name))”
5> 3
user. SamAccountiame : The term "user.SamAccountliame’ is not recognized as the name of a cmdlet, function,
script file, or operable program. Check the spelling of the name, or if a path was included, verify that
the path is correct and try again.
t line:2 char:17
 Urite-Log " - $(user.SamAccountName) (Name: $(user.name))
+ CategoryInfo : ObjectliotFound: (user.SamAccountlame:String) [], ParentContainsErrorRecordexc
eption
+ FullyQualifiederrorTd : CommandNotFoundException

C:\users\Administrators if (Susercaunt -gt @) {
> Write-Log " - ${(user. SamAccountiane)) (Name: ${(user.name)})"”
> 3

- " (Name: )
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