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[bookmark: _Toc102055153]Task 1: MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES
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Description automatically generated]1 Understanding NTFS and Share Permissions.[bookmark: _Toc101972699]Figure 1: Create share file
In order to be able to demonstrate NTFS permissions and Share permissions a text file must be created inside a folder. As can be seen in figure 1. A folder called Share_Files_NOSS is created and inside that folder is a simple .txt file called Important_File.



[bookmark: _Toc102055155]1.1 NTFS
[image: Graphical user interface, text, application, Word

Description automatically generated]Inherited permissions must be disabled from the file.  To remove permissions all authenticated users.
[bookmark: _Toc101972700]Figure 2: Remove users
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Description automatically generated]As can be seen in figure 3. By disabling inheritance, access to the folder has been denied to all users and only the owner can change permissions.
[bookmark: _Toc101972701]Figure 3: Disable inheritance
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Description automatically generated][bookmark: _Toc101972702]Figure 4: Admin permissions
As displayed in the two images below full control permissions are given to an administrative user. 

[image: Graphical user interface, text, application

Description automatically generated]As can be seen in figure 5. Although the permissions were set on the folder, the .txt file is inheriting access control from the Share_Files_NOSS folder.

[bookmark: _Toc101972703]Figure 5: File inheriting
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Description automatically generated]
A non administrative user is added but this user is only able to list folder contents and read.
[bookmark: _Toc101972704]Figure 6: Add non-admin
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Description automatically generated]Displayed in figure 7. The file can be modified and saved by the administrative user.
[bookmark: _Toc101972705]Figure 7: Admin message
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Description automatically generated]
1.2 Share PermissionsIn the two images below the non-administrative user is logged in and as can be seen the contents of the file can be seen but the user cannot modify the .txt file and save it. The user also cannot delete the file as displayed in the image on the left. This is because of the permissions set in figure 6.
[bookmark: _Toc101972706]Figure 8: Not able to delete
[bookmark: _Toc101972707]Figure 9: Not able to save
On server1 VM, a new folder share must be created on the server.
As displayed in figure 11. There are two non-admin users with read and execute access and one administrative user with full control.

[image: Graphical user interface

Description automatically generated][image: ]
The options selected for the new share folder can be seen in figure 10. 
SMB protocol is selected as it is used to share with other windows-based computers. 
The share location is set to the server1 server and is not clustered as it is not linked to any other servers.
Access-based enumeration is enabled to ensure the share only displays the files the user has access to.
Caching of share is also enabled to allow users access to the files if they are offline.
[bookmark: _Toc101972708]Figure 10: Share folder selections
[bookmark: _Toc101972709]Figure 11: Share permissions
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Description automatically generated]The local path can be seen in figure 12. The remote path can also be seen, this is what another client on the network would have to reference to be able to see the share.
[bookmark: _Toc101972710]Figure 12: Share path
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Description automatically generated]1.3 Accessing the file share/server over the network.On the client1 VM while logged in as an admin. By using map network drive. By using the remote path displayed in figure 12. As displayed in figure 13, the Share_Files_NOSS$ folder is available.
[bookmark: _Toc101972711]Figure 13: File visible on client1 (1)
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Description automatically generated]
As seen in figure 14. the share folder is visible on the client1 VM.
[bookmark: _Toc101972712]Figure 14: File visible on client1 (2)

[bookmark: _Toc102055158]2 Utilising Group Policy Management Console to better facilitate network object management
[image: A screenshot of a computer

Description automatically generated] First step in applying group policies is to create a new Organisational Unit (OU) in our domain, called Non-Admin Users as seen in figure 15.
[bookmark: _Toc101972713]Figure 15: Create new user OU








Create a new user called Eren Yeager in the new OU. Therefore all the policies created in the OU will apply to this user.
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Description automatically generated]
[bookmark: _Toc101972714]Figure 16: New user in OU

GPO 1: Moderating Access to the Control Panel.
[image: A screenshot of a computer

Description automatically generated with medium confidence]Now by using Group Policy Management a new Group Policy Object (GPO) is created on the OU created. This GPO is called NoCtrlPanAccess. 
[bookmark: _Toc101972715]Figure 17: NoCrtlPanAccess GPO
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Description automatically generated]As can be seen in figure 18. In the NoCtrlPanAccess GPO Access to the control panel and pc settings is prohibited.
[bookmark: _Toc101972716]Figure 18: Control access prohibited
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Description automatically generated]
In order to manually force all domain controllers to  receive an update from the server the policy was built on. gpupdate /force is typed into the command prompt. This will be used after every new GPO is created.
While being logged in as Eren Yeager. The message in figure 19 is displayed while attempting to open the control panel. Settings is also unreachable while logged in as this user.

[bookmark: _Toc101972717]Figure 19: No ctrl panel access
[bookmark: _Toc101972718]Figure 20: Update GPO
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Description automatically generated]GPO 2:  Removing Access to the Command Prompt.[bookmark: _Toc101972719]Figure 21: New command prompt GPO
Displayed in figure 21, a new GPO is created in the Non-Admin Users OU. This policy as seen in the image prevents access to the command prompt.



While Logged on as the user in that OU as seen in figure 22 the command prompt is disabled.
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[bookmark: _Toc101972720]Figure 22: Command prompt disabled
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Description automatically generated]
It is possible to use admin details to allow use of the command prompt as displayed here.
[bookmark: _Toc101972721]Figure 23: Admin login for command prompt
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Description automatically generated]GPO 3: Restricting Access to Removable Media Drives.[bookmark: _Toc101972722]Figure 24: New removable storage GPO

 For this new GPO access for all removable storage is denied. Which prevents the use of USB’s, CD drives, etc. 
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Description automatically generated]
The user is not able to access their USB. 

GPO 4:  Restricting Software Installs
[image: A screenshot of a computer

Description automatically generated]In order to create a GPO in order to restrict software installs, a new computer OU will have to be created.
As displayed in figure 25, a new OU is created and the client1 VM is moved into this new OU.
[bookmark: _Toc101972723]Figure 25: New computer OU
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Description automatically generated with medium confidence]A new GPO is created in inside of the new computer OU.
[bookmark: _Toc101972724]Figure 26: New software install GPO
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Description automatically generated with medium confidence]
As seen in figure 27. The user is unable to install any software.
The new GPO prohibits users installing software on the machine.
[bookmark: _Toc101972725]Figure 27: Not able to install software
[bookmark: _Toc101972726]Figure 28: Prohibit user installs

GPO 5: Enforcing Password Policy in the ‘nosstask.msft’ domain.
[image: Graphical user interface, application

Description automatically generated][bookmark: _Toc101972727]Figure 29: Password policy


A new password policy is updated in the default domain policies. Any new users password must meet the requirements set.
The new policy can be seen in figure 29.
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Description automatically generated]
Displayed in figure 30, is a error message after attempting to make a new user who’s password does not meet requirements. 
[bookmark: _Toc101972728]Figure 30: Weak password message

[bookmark: _Toc102055159]Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES
[bookmark: _Toc102055160]2.1 Utilising ARP and Routing Tables
[image: A screenshot of a computer

Description automatically generated]ARP -A command is used to display a table of cached IP addresses and their MAC address.
ARP can either be static which means it is manually added or dynamic which is what the program gets and are there until the cache has expired [31]. 
[bookmark: _Toc101972729]Figure 31: ARP -A command
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[bookmark: _Toc101972730]Figure 32:ARP -A after ping
Displayed in figure 32 after pinging 192.168.10.201 it is now in the list dynamically.

[image: A screenshot of a computer

Description automatically generated with medium confidence]Displayed in figure 33 is the result of using the ‘route print’ command, which contains the routes a packet will take to reach its destination. 
[bookmark: _Toc101972731]Figure 33: Route print command



[bookmark: _Toc102055161]2.2 Deploy core services (FTP Server)
[image: A screenshot of a computer

Description automatically generated]By using the server manager on server2. As can be seen in the figures to the right. The FTP server role is installed.
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Description automatically generated][bookmark: _Toc101972732]Figure 34: Add FTP server
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Description automatically generated]In the Internet Information Services (IIS) manager a new FTP site is created. This site is called MYFTPSITE. 
The physical path is to ftproot because FTP is being made.
A specific FTP user has been created called ftpuser22 as seen in figure 36. 
This user will be able to use the FTP service after adjusting their permissions later on.
[bookmark: _Toc101972733]Figure 35: FTP site name
[bookmark: _Toc101972734]Figure 36: New FTP user
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Description automatically generated]
While setting up the FTP site the port used is 21 as this is what FTP uses.
Figure 37 is displaying that only specific users have access to FTP. As can be seen the user that has access is on server2 and is the ftpuser22 created in figure 36. 
Also read and write permissions are given.
[bookmark: _Toc101972735]Figure 37: FTP permissions
[bookmark: _Toc101972736]Figure 38: FTP setup port

[image: A screenshot of a computer

Description automatically generated with medium confidence]Figure 39 is displaying the FTP site created.
[bookmark: _Toc101972737]Figure 39: FTP site
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Description automatically generated]
Figure 40 displays a banner for the FTP site as well as a welcome and a exit message.
[bookmark: _Toc101972738]Figure 40: FTP banner

[image: A screenshot of a computer screen

Description automatically generated][image: A screenshot of a computer

Description automatically generated]In the ftproot folder as seen in figure 41 a new folder is created called MyFtpUploads.
Although the user ftpuser22 can run the service the user also must be added to the permissions folder and given full control. The FTP service is now ready on server2. 
[bookmark: _Toc101972739]Figure 41: Create FTP folder
[bookmark: _Toc101972740]Figure 42: ftpuser22 permissions
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Description automatically generated][image: A screenshot of a computer

Description automatically generated] Create folder and document on client2 in the C:\ directory. This can be seen in figure 43.
[bookmark: _Toc101972741]Figure 43: Create file on client2
Verify firewalls are disabled. 
[bookmark: _Toc101972742]Figure 44: Disable firewall

 


[image: A screenshot of a computer

Description automatically generated]As displayed in figure 45, by using the ftpuser22 username and password the welcome banner set up earlier is displayed therefore we are now logged onto the ftp.
[bookmark: _Toc101972743]Figure 45: Log onto FTP

Figure 46 displays a directory printout and the myftpfile2upload is visible.
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[bookmark: _Toc101972744]Figure 46: Directory printout
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Description automatically generated]
Use the ‘put’ command to transfer the file.
Change directory to the myftpupload file. Note the full path isn’t needed because this was specified while creating the ftp service.
[bookmark: _Toc101972745]Figure 47: Put command
[bookmark: _Toc101972746]Figure 48: Change directory to myftpupload

[image: A screenshot of a computer

Description automatically generated]As seen in figure 49, the document is visible on server2.
[bookmark: _Toc101972747]Figure 49: Document visible on server2



[bookmark: _Toc102055162]2.3 Installing and configuring the Routing and Remote Access Service
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Description automatically generated]As seen in figure 50, remote access has been installed with routing, using server manager on server1.
[bookmark: _Toc101972748]Figure 50: Add routing and remote access


 After selecting Deploy VPN only, the routing and remote access console appears.

[bookmark: _Toc101972749]Figure 51: Routing and remote access console
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Description automatically generated]
As displayed in figure 52, routing and remote access is now configured. 
[bookmark: _Toc101972750]Figure 52: Routing and remote access configured
Choose LAN because were setting up routers on server 1 and 2. This allows everyone on those networks to be able to communicate. 

[bookmark: _Toc101972751]Figure 53: Configuring routing and remote access

[image: Graphical user interface, text, application

Description automatically generated] We now must add a new routing protocol called RIP. 
In Figure 54, we have now connected PublicNet and PrivateNet1 using routing protocol RIP. 
Server now has the ability to route to the networks its connected too.
[bookmark: _Toc101972752]Figure 54: Add RIP



 In Figure 55, server2 is displayed and routing and remote access has been set up the same as server1 above.
[bookmark: _Toc101972753]Figure 55: Server2 setup
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Description automatically generated with medium confidence]
As seen in figure 56 the other networks can not be reached this is because there is no default gateway.
[bookmark: _Toc101972754]Figure 56: Ping fail
It is now possible to reach the PublicNet network which shows that the routers are connected.
[bookmark: _Toc101972755]Figure 57: Ping public net form server1
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Description automatically generated]Figure 58 shows a default gateway being set up as Privatenet1 on server1.
[bookmark: _Toc101972756]Figure 58: Default gateway setup
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Description automatically generated with medium confidence]
As displayed in figure 59, Client1 can now reach the PrivateNet2 network on server2.
[bookmark: _Toc101972757]Figure 59: Ping success from client1

[bookmark: _Toc102055163]2.4 IP Packet Filtering
[bookmark: _Toc102055164][bookmark: _Hlk101354712]2.4.1 Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service.
[image: Graphical user interface, text

Description automatically generated]Figure 60 displays an inbound filter being created to stop anyone in PrivateNet1 from Pinging 192.168.1.1.
[bookmark: _Toc101972758]Figure 60: Configure filter 1
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Description automatically generated with medium confidence]
Seen here the ping Worked without filter then once applied doesn’t allow ping but allowed to ping to PrivateNet1.
[bookmark: _Toc101972759]Figure 61: Filter 1 success

[bookmark: _Toc102055165][image: Graphical user interface

Description automatically generated]2.4.2 Filter 2:  Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2[bookmark: _Toc101972760]Figure 62:Configure filter 2
Figure 62, displays an outbound filter being created to only allow hosts in privateNet2 to use TCP protocol. In this case we need 2 outbound filters.
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Description automatically generated]
As seen in figure 63, FTP cannot be used but the networks can still communicate via ping.
[bookmark: _Toc101972761]Figure 63: Filter 2 success

[bookmark: _Toc102055166]2.4.3 Filter 3:  Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2
[image: A screenshot of a computer

Description automatically generated]In order to only allow access to FTP from hosts specific on PrivateNet1. Two inbound filters are added to restrict all access apart from the rules seen in figure 64.
[bookmark: _Toc101972762]Figure 64:Configure filter 3
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Description automatically generated]
Seen if figure 65, client1 can access the FTP server if there was another client on this network they would not have access.
[bookmark: _Toc101972763]Figure 65: Filter 3 success

[bookmark: _Toc102055167]TASK 3: OBSERVATIONAL TASKS
[bookmark: _Toc102055168]3.1 Password principles in modern network environments.
[bookmark: _Toc102055169]3.1.1 Password complexity requirements
Passwords play an extremely important role in online security. They are the most popular method of protecting your devises and accounts [1]. Having a weak password can leave you vulnerable to many different types of attacks. Having a strong password procedure can ensure that all your personal information and devices are kept secure. As working remotely is become more popular over the last few years cybersecurity and data breaches are now the top concern among organizations [2].
One simple way to enforce stronger passwords is to ensure the password is lengthy. The longer the password is the more likely it is stronger. Alex Weinert [3] explains that if the attacker uses brute force attack on a password length of 6 characters it will take the attacker 8 seconds to try the passwords they have. Where as a password of 10 characters will take 7,694 days. Therefore the more characters the longer the attack takes. 
Although having a long password is good it is important to enforce they use of uppercase, numbers and special characters. A 6 character password with only lowercase letters would have 308,915,776 different possibilities [4] where as a 9 character password with the use of four different types of characters contains 572,994,802,228,616,704 different possibilities. 
It is important to enforce a mandatory change of passwords for users every so often. A survey found that after a breach of data only 45% of Americans would change their passwords [5]. This stat shows that almost half of people wouldn’t change their password if they know their data was leaked. Therefore it is important to make users change their password because they will not do it if they are not made to. NIST suggests to avoid changing passwords to frequently and recommend changing once annually or if there is a known data breach [6]. 
Allowing the use of simple of popular passwords is a risk to the network because they are easy to guess. Adama, Victor N et al [7]. asked 481 people if they have ever used ‘password’ or ‘12345’ as their password and 23.9% said yes for the use of these two passwords alone. The figure below is a list of the most popular passwords according to NordPass [8]
[image: Table
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[bookmark: _Toc101972764]Figure 66: Popular passwords
These passwords will not be difficult for an attacker to use to hack into an account. A good way to complicate and strengthen passwords is to use passphrases. Passphrases contain the use of multiple words to create a long string of characters [9]. Although having a strong password is excellent for security a password must also be fairly easy to remember. 35.1% percent of peoples reason for reusing passwords was because they are easy to remember [10]. Passphrases can help against many different types of attacks including Dictionary attacks and Brute force [11].
[bookmark: _Toc102055170]3.1.2 Multi-Factor Authentication
Strong passwords are an important part of security as stated above there are many ways to strengthen our passwords, but a password is only a singe factor in authentication. In order to strengthen security more another factor of authentication should be used [12]. Two other factors are something you have like a mobile phone and something you are like a fingerprint [13]. The most popular multi-factor authentication (MFA) methods in the workplace are SMS codes and mobile apps [14]. When it comes to incorporating MFA the most popular mobile apps are LastPass Authenticator, Duo Security and Google Authenticator [15]. 33% of UK businesses are already using a form of MFA [15]. The national cyber security centre suggest using MFA wherever possible [16]. Even if the attacker manages to get the users password they will not be able to access the account because they will not have access to the other form of authentication [17].
[bookmark: _Toc102055171]3.2 Failover Clustering for high availability systems/services
High availability ensures all systems, servers, databases and application are working as and when they are needed. In order to aim for high availability the five nines are used meaning the service should aim to be available at least 99.999% of the time [18]. This is incredibly difficult to achieve and requires a lot of money and resources. As well as the 5 nines there is also the 4 nines and the 3 nines. The image below shows how the 9s translate into downtime over a year. Deciding what level of availability depends on what the impact of downtime would causes, the cost of maintaining high availability as well as the service level agreement (SLA) with clients [19].
[image: How the 9s translate to network downtime] [20]
[bookmark: _Toc101972765]Figure 67: Network downtime
High availability is extremely important for organizations because downtime can cause many issues. An industry survey conducted by Gartner found the average cost of downtime costs $5,600 per minute [21]. Although this figure does depend on the size of the organization, it shows the damage that downtime can cause.
Failover clusters are used to ensure high availability and continuous availability. A failover cluster consists of two or more nodes connected to each other [22] nodes are serves that are connected to each other this means that stand alone servers work together to form a single resource [23]. It is important that all the nodes can communicate with one another. The nodes must have a connection in order to check the ‘heartbeat’ which is a health monitor for each node that notifies the cluster if there is an issue [24]. This is important because it enable services to continue to run without human intervention. The way this is work is if a cluster node fails then the other node begins to provide the service with minimum downtime by using failover.
In order to deploy a failover cluster there are many thing that must be taken into consideration. Firstly you must have access to more than one sever to use as nodes. The servers must be connected to the network and the storage. The storage used must be shared with each node [25]. 
Every server that is going to be used as a cluster node must be using the same active directory domain [26]. In order to better protect the clusters against deletion and to allow for group policy setting to be used the servers used as cluster nodes can be put into an organizational unit (OU).
It is important while creating the clusters that domain user with administrative rights is used but this user must have permissions on all the servers that are getting used.
When it comes to creating the failover cluster, you must add the failover clustering role to every server that you would like to be used as a node [27]. The way to do this is by using the server manager and add the failover cluster manager role. In the failover cluster manager the servers that you would like to be a part of the cluster will be selected. The role that you want the cluster to host must now be chosen a list of these roles is listed below. [image: A screenshot of a computer

Description automatically generated with medium confidence] [26]
[bookmark: _Toc101972766]Figure 68: Cluster Roles




[bookmark: _Toc102055172]3.3 Network policy for high availability practices and security practices
The image below is an example of how the network would be set up if there was 3 different locations. 
[image: Diagram

Description automatically generated]Public network WAN
PrivateNet3 LAN
PrivateNet2 LAN
PrivateNet1 LAN

[bookmark: _Toc101972767]Figure 69: Topology

The use of organisational unit (OU) policies should be considered in order to apply group policies. An assumption is made that all the different offices the organization has nationwide belong to the same active directory. Therefore the different sites should be grouped in order to allow for group policies to be added to each site. Grouping departments would be a good policy in order to only allow a specific group to be able to have access to a specific file, in order to keep data private [28]. 
It is important to ensure some group policies are implemented that disallow the access to various threats to the network such as removable media drives and software installs as this could cause malware. Also disabling access to various network access such as command prompt and control panel.
In terms of a disaster recovery plan a failover cluster should be set up across the network as described in section 3.2. By having failover clusters placed in different branches across the organization, the failover clusters will continue to work across all other locations if a failure was to happen in one location. Therefore system availability will also be higher [29].
Based on the research and findings in section 3.1, a strong password policy should be in place. Every users password must meet the following requirements.
· Must contain at least one lowercase character
· Must contain at least one uppercase character
· Must contain at least one numeric character (0-9)
· Must contain at least one special character (example !, £, @)
· Password must be at least 10 characters in length
· Password must be changed after 1 year 
· In the event of a data breach all passwords must be changed
Education on strong and secure passwords should be given to every member of staff, to make them aware of the risks of having a simple or popular password. Education on using passphrases to help strengthen passwords should also be given.
Also stated in 3.1.2 is multi-factor authentication (MFA), in order to strengthen security and add another layer of protection in terms of protecting accounts from being accessed by anyone other than the intended user. MFA in the form of a mobile application must be used by every member of the organization in order to log into their account.
IP packet filtering should also be implemented on the routers in order to protect the network against attackers who try to gain unauthorized access or disrupt the network [30]. Creating an inbound filter to only allow recognised IP addresses to connect and interact in the network.
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