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[bookmark: _Toc70000532]Abstract
The Author was tasked with documenting and demonstrating a number of tasks including an observational and research element within 2 parts of the following document. 
The first part of the document required the author to carry out 5 tasks which included the following. Task 1 included the configuration and testing of ARP and routing tables. Part two included the configuration and testing of the FTP service within a network. Part 3 required the author to configure and demonstrate the deployment of the RIPv2 network routing protocol. Part 4 asked the author to create 3 filters utilising the packet filtering feature within the routing and remote access console and test the outcomes. Part 5 then asked the user to discuss and document the consideration of a high availability deployed within an enterprise network.
The second part of the document included one observational and research task. The task was focused around the drafting of a network security policy and noting the considerations of a high availability deployment within a network.
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[bookmark: _Toc70000534]Introduction
The Author was tasked with conducting a two part document with a number of tasks within each part in the following paper. Part 1 consisted of five tasks which had a number which were broken down in to smaller sub tasks to details and document/evidence the work undertaken. 
These five tasks consisted of task one, which was the configuration and demonstration of utilising ARP and Routing tables on a windows based operating system. Task two required the author to deploy and configure an FTP Server service on a Windows Server based operating system, further configuration to firewalls and testing from a windows based client for connectivity was conducted. Task 3 asked the author to install and configure the routing and remote access service on a windows server operating system, once configured the author carried out testing of the RIPv2 protocol deployment using two windows client operating systems on the two networks.
Task four asked the author to configure a number of IP packet filtering rules to demonstrate the ability to allow and deny traffic across the RIPv2 networks. These included by not limited to FTP restricted access from certain hosts on the networks and ICMP demonstrations of restrictions from areas of the networks. Task five required the author to document and evidence the usage and configuration of high availability features/roles on a windows server operating system, while also expanding on some of the considerations with such deployments.
The author then moved on to Part 2 which consisted of an observational and research task. The task was to create a network and security draft policy demonstrating the types of requirements and concerns that would be needed to be highlighted when deploying managing a large enterprise network across multiple sites. As well as the draft policy the author was tasked with discussing the requirements and concerns that would be noted when considering high availability deployments within an enterprise network.













1. [bookmark: _Toc70000535]Part 1 – Practical Work
In Part 1 the author has assigned practical work to undertake and document. The Author has been tasked with five tasks which contain sub tasks within each one. The tasks are listed below.
1) Utilising ARP and Routing Tables
2) Deploy Core Services (FTP Server)
3) Installing and Configuring the Routing and Remote Access Service
4) IP Packet Filtering
5) Failover Clustering for High Availability Systems/Services
In Task 1 the author will demonstrate the use of ARP and routing tables within a Windows operating system. The author will then carry out a series of ping commands to demonstrate the ARP table being updated.
In Task 2 the author will demonstrate deploying the FTP server service from within the Windows Server Manager GUI. Once the deployment has been complete the author will then look to configure an FTP site and associated user’s accounts and run a test demonstration of the successful connectivity from one of the client’s devices on the network by uploading a file.
In Task 3 the author will demonstrate the deployment of the Remote Access role within a Windows Server operating system via the server manager. Once the role has been deployed the author will then configure the role services to add the RIPv2 routing protocol. This process will be carried out on both servers on the network, and then test connectivity will be carried out by the author in the form of successful pings between the servers and clients on each network.
In Task 4 the author will demonstrate the deployment of the IP routing feature within the Routing and Remote access tool. The Author will configure 3 separate IP filtering rules between the networks and demonstrate the expected behaviour, the filters will be applied on either or both privatenet network connections on the servers on the associated networks.









[bookmark: _Toc70000536]1.1 Worksheet 4 - Task 1 – Utilising ARP and Routing Tables
For the first task the author is tasked with demonstrating the “arp –a” and “route print” commands and its functionality on a Windows operating system device.
As Shown in Figure 1. The author has launched the command prompt on one of the Windows Server devices. From the command prompt the author has entered the “arp –a” command. The output information show the two interfaces that are on the server, along with outputting the Internet Address, Physical (MAC) address and the Type[1].
[image: ]
Figure 1. Example output of the “arp –a” command from a Windows Server device.
The author will now ping two devices that are contactable via the connected networks on Server 1. These are the Client 1 and Server 2 as shown in Figure 2 and Figure 3. Both return successful replies.
[image: ] [image: ]
Figure 2. Ping reply from Client 1.		  Figure 3. Ping reply from Server 2.
The Author now rung the “arp –a” command again from the command prompt on Server 1 to demonstrate the updated arp table once more known devices are contactable and connected on the network as shown in Figure 4.
[image: ]
Figure 4. Output from the “arp –a” command on Server 1 post updated pings. 
The final output within task 1 that the author will demonstrate in the “route print” command. As shown in Figure 5. The out shows a number of tabular organised entries. These include the listed interfaces on the Server 1 device, followed by an IPv4 and IPv4 tabular output listing the known network destinations and the interfaces associated with those network route[2]. The Network Destination, Netmask, Gateway, Interface and Metric are all shown in the table. 
The Metric is the calculated “cost” of the path to reach the associated network destination, and in case of multiple paths to the same network the cost or “metric” will be the determining factor as to which path is used. The Metric is generated by taking in to account a number of factors including but not limited to link speed, hop count and time delay[3].
[image: ]
Figure 5. Example out the output from the “route print” command on Server 1.

[bookmark: _Toc70000537]1.2 Worksheet 4 – Task 2 – Deploy Core Services (FTP Server)
In task two the author will demonstrate the deployment and configuration of the FTP Server service and FTP Server on Server 2[4], along with its associated configuration such as user accounts and firewall entries. Once configured the author will then test the connectivity from the Client 2 Windows 10 device and demonstrate the successful connectivity by uploading a file to the FTP site. 
To achieve the setup described above firstly the author will deploy the “Web Server (IIS)” role and its associated FTP services from the Windows Server manager on Server 2 as shown in Figures 6, 7, 8, 9, 10 and 11. By running through the GUI driven wizard and selecting the highlighted options[5].
[image: ]
Figure 6. Windows Server Manager, role-Based or Feature-based installation selection.
[image: ]
Figure 7. Windows Server Manager continued, with server selection.
[image: ]
Figure 8. Windows Server Manager continued, selection of “Web Server (IIS)” role.
[image: ]
Figure 9. Windows Server Manager continued, with selection of “FTP Server” role service.
[image: ]
Figure 10. Windows Server Manager continued, Confirmation of selected Roles/Features.
[image: ]
Figure 11. Windows Server Manager continued, Roles/Feature Installation Successful.
Now that the Web Server (IIS) and associated FTP Service have been installed, the author will create a user account within the local users of the Server 2 as shown in Figure 12.
[image: ]
Figure 12. Local user account “ftpuser” created to be associated with FTP site access.
With the FTP user account created the author then configures an FTP site on server 2. This is carried out via the “Internet Information Service (IIS) manager” console[6]. As shown in Figure 13. The author right clicks on the root of the tree (Server name) and selects the add FTP site.
A GUI wizard is then presented to the author which prompts the author to enter a FTP site name and Physical storage location on the Server 2 device. The author then configures the IP Address and Port along with and SSL configuration (which is not selected in this example) as shown in Figure 14. Followed by the Authentication selection and user account access & permissions as shown in Figure 15.
[image: ][image: ]
Figure 13. FTP site name & Physical path.  Figure 14. IP Address & Port, SSL configuration.
[image: ]
Figure 15. FTP Authentication & user Access configuration GUI.
Once the site has been created via the above demonstrated GUI driven wizard. The author is then tasked with setting up a Banner within the FTP messages settings as shown in Figure 15. The Banner is setup not only to identify the services to the end user but to also potentially warn intruders of action that may be taken for security purposes in event of a breach[7].
[image: ]
Figure 15. FTP messages enablement settings.
The author now checks that the assigned user account that was shown in Figure 14. Has the correct permissions on the local folder of the FTP site on Server 2. As shown in Figure 16. The local user “ftpuser” is added to the advanced permissions of the C:\inetpub\ftproot location[8].
[image: ]
Figure 16. Assigning “ftpuser” to the local path C:\inetpub\ftproot on Server 2.
With the permission on the FTProot folder now in place, the author creates a new subfolder called ftpuploads as shown in Figure 17. Which will inherit the permissions in place at the ftproot level.
[image: ]
Figure 17. Example of folder creation “ftpuploads” under the ftproot folder level.
Now that the FTP site has been configured, along with the necessary access/permissions having been set. The Author will now lastly confirm that the local firewalls on the Server 1 have been disabled for testing as shown in Figure 18. In a production environment rather than disabling all firewalls, the firewalls would be configured to allow access as deemed required[9].
[image: ]
Figure 18. Disabling of firewall services on Server 2 for testing connectivity.
The author is now tasked with testing connectivity and demonstrating an upload from a client device on the same network as Server 2. In this instance the Client 2 Windows 10 device meets the criteria and will be used to demonstrate the connectivity. 
The administrator creates a local folder on client 2 called “FTPFiles” and creates text document named “ftpfile2upload” as shown in figure 19. Which will be used when uploading to the FTP server on server 2. 
[image: ]
Figure 19. Client 2 local folder structure with text file to be used to test uploading.
Utilising the command prompt, the author now connects to the FTP server/site on Server 2 by entering the FTP 192.168.101.1 command as shown in figure 20. As the port utilised is port 21 which is a default FTP port, no specific port entry is required to be entered[10]. The author enters the credentials created on Server 2 previously to gain the required access.
[image: ]
Figure 20. Successful connection with created credentials “ftpuser” to FTP site on Server 2.
With the successful connection from Client 2 to the FTP Server on Server 2. The Author now utilize the “lcd C:\ftpfiles\” command to navigate the local file structure to the created FTPfiles folder with the test text file entry in for upload. The “dir” command is issued to list the directories on the server side. At this point the author could change the directory before uploading the test file if necessary.
The author now utilises the “put” command[11] followed by the local file required to be uploaded “ftpfile2upload.txt” and if all permissions have been configured successfully, the file will upload and a “transfer complete” will be prompted in the FTP console as shown in figure 21. 
In Figure 22. The file shown by a logged on user to Server 2 is confirmed as having been successfully uploaded.
[image: ][image: ]
Figure 21. FTP console File Upload.		Figure 22. Server 2 File Upload Confirmation.


[bookmark: _Toc70000538]1.3 Worksheet 4 – Task 3 – Installing and Configuring the Routing and Remote Access Service
In task three the author is tasked with installing and configuring the routing and remote access service. The aim will be to enable the test network we have configured to allow communication between hosts on both sides of the Server 1 and Server 2 Network. The Remote Access / Direct Access and VPN role service will be installed via the Server Manager on both Server 1 and 2. All documented screenshots below from server 1 were replicated in server 2. 
The RIPv2 protocol[12] will be installed on both the PublicNet and PrivateNet1 (server 1) and Private Net2 (server 2) utilising the Routing and Remote access console. Once the configuration is complete the author will attempt multiple pings from various client and server hosts within the network to confirm the deployment and configuration of the RIPv2 protocol has been carried out successfully.
The author utilises the Windows Server Manager to install the Remote Access Role as shown in Figure 23. As part of the GUI wizard install, the author also selects the DirectAccess and VPN (RAS)[13] along with the Routing role services to enable the configuration as shown in Figure 24.
[image: ][image: ]
Figure 24. Enable the Remote Access Role	   Figure 25. Required Role Service Selection.
Once the required roles and role services have been selected, the author continues with GUI Wizard and completes the install as shown in Figure 26.
[image: ]
Figure 26. Completion of Remote Access Role & Direct Access (RAS), Routing Services.
With the required Roles and Services complete, the author next runs the Configure Remote Access Wizard from the Windows Server Manager window. As shown in Figure 27. The author selects the “Deploy VPN only” option, as in this example the author will be making use of the LAN routing functionality[14] as shown in Figure 28. Which is selected within the routing and remote access console by right clicking on the server (local) name.
[image: ] [image: ]
Figure 27. Configure Remote Access.	Figure 28. Configuration enable “LAN Routing”
Once the Configuration options have been set and completed as shown in Fig 27 & 28. The author then completes the setup which prompts the author for the routing and remote access service to be started to complete the process as shown in Figure 29. The Server (DC1-NWT in this example) is then confirmed as being active by the green play icon within the console and shown in Figure 30.
[image: ][image: ]
Figure 29. Routing & Remote Service Start.	Figure 30. Confirmed Server Services are active.

With the Routing and Remote Service now active the author configures the RIP protocol by enabling it on the desired scope. In this example the author has enabled the RIP protocol on the IPv4 scope, this is done by right clicking on the scope and selecting the “new routing protocol” and selecting the desired one. 
With the RIP Protocol now enabled, the author right clicks on the RIP tree entry and selects “new interface”. From this menu the author selects both the PrivateNet and PublicNet interfaces, this is done on both server 1 and server 2 as shown in figures 31 and 32. This is configured on both interfaces to allow for the communication between the 3 different networks PrivateNet1, Private Net2 and PublicNet. 
[image: ]
Figure 31. Configuration of the RIP protocol on Server 1, with PublicNet and PrivateNet1 Interfaces having been selected.
[image: ]
Figure 32. Configuration of the RIP protocol on Server 2, with PublicNet and PrivateNet2 Interfaces having been selected.

With selected networks having had the RIP protocol for LAN routing enabled on both Server 1 and Server 2, the author then carries out a series of tests to confirm the communication is working as expected. This is done by Pinging between Server and Clients within the two networks as shown in Figures 33, 34, 35 and 36.
[image: ]
Figure 33. Successful ping command from Server 1 to Server 2.
[image: ]
Figure 34. Successful ping command from Server 2 to Server 1.
[image: ]
Figure 35. Successful ping command from Client 2 to Client 1.
[image: ] 
Figure 36. Successful ping command from Client 1 to Client 2.
As shown below in Figure 37. The author has confirmed connectivity between the 192.168.100.x network through to the 192.168.101.x network via the 192.168.1.x network and the configured RIP protocol enablement.
[image: ]
Figure 37. Network diagram explaining the connectivity between the various network used in the test configuration.

[bookmark: _Toc70000539]1.4 Worksheet 4 – Task 4 – IP Packet Filtering
In task four the author is tasked with configuring, demonstrating and testing IP packet filtering[15] within the Network. The author will create 3 different filters with the aim of blocking ICMP on Server 1, Restricting access to the FTP server on Server 2 so that only hosts within the PrivateNet2 network are able to connect and lastly creating a filter so that only specific hosts within PrivateNet1 are able to access the FTP service on Server 2. 
In all three examples the author will demonstrate the configuration and show testing output to confirm the expected behaviour as a result. 
[bookmark: _Toc70000540]1.4.1 Task4 Filter 1: Configure Inbound Packet Filtering for ICMP on Server 1
The author will start by running the “routing and remote access” console[16]. Under the General section for IPv4 the author right click and selects properties on the required Network Interface Card, which is this example is PrivateNet1 as shown in Figure 38. 
[image: ]
Figure 38. Example of Inbound and Outbound rules editor.
Under the Properties tab the author is able to select either Inbound or Outbound rule filters for that NIC. In this example the author is tasked with setting an inbound filter that will be configured to filter traffic that is targeted to the destination of Server 1 (192.168.100.1) and targeting the specific ICMP protocol[17] as shown in Figure 39. The Filter Action is configured to receive all packets with the exception of the entered entries.
[image: ]
Figure 39. Example of Entry details for Inbound Filter on Server 1 to filter ICMP.
The author then connects to Client 1 Windows 10 Client and runs the command prompt to execute the “ping 192.168.100.1” command. This is the IP address of Server 1. By design as shown in Figure 40. The ICMP requested are dropped and no response is returned. 
[image: ]
Figure 40. Example of no ping request from Server 1 to Client 1 as expected.
To confirm another IP address that isn’t targeted by the previously configured filter works, the author ping the PublicNet interface for Server 1 and as shown in Figure 41. A response is returned as expected.
[image: ]
Figure 41. Example of ICMP response when pinging the PublicNet interface.
1.4.2 Task4 Filter 2: Restrict FTP access on Server 2, to only PrivateNet2 hosts
The author is now tasked with creating another filter that prevents all hosts that do not meet the desired criteria, in this case only hosts from the PrivateNet2 network are allowed to access the FTP server on Server 2.
The author navigates to the “routing and remote access” console. Under the General section for IPv4 the author right click and selects properties on the required Network Interface Card, which is this example is PublicNet as shown in Figure 42.
[image: ]
Figure 42. Example of Outbound Filter on Server 2 to prevent FTP traffic.
The author configures an outbound filter in this example. As it will prevent all traffic from being forwarded on that does not meet the specific rule, which in this instance is all outbound traffic that is not destination network 192.168.1.101 and TCP Port 21 (which is for FTP). 
When attempting to test the filtering is working from Server 1, we would expect the FTP connection to be unsuccessful. But as shown in Figure 43. The connection is still successful. This is because FTP can run on two binding ports which includes Port 21 and 20[18].
[image: ]
Figure 43. Successful FTP connection from Server 1 to Server 2.
To remediate the above action to make sure the FTP connection from server 1 is prevented, the author needs to create a duplicate entry for the PublicNet interface on Server 2 that now covers port 20 as shown in Figure 44.
[image: ]
Figure 44. Additional Outbound Filter on PublicNet on Server 2 for Port 20.
With the outbound filter for Port 21 and now port 20 in place, the FTP connection from Server 1 is re-tested. As shown in Figure 45. The connection times out as now both ports have been filtered as required.
[image: ]
Figure 45. FTP connection timeout as expected when connection from Server 1 to Server 2.
1.4.3 Task4: Configure Inbound Packet Filtering for ICMP on Server 1
For Filter 3 the author is tasked with creating the necessary filters to only allow a specific host within the PrivateNet1 network to access the FTP Service running on Server 2. To achieve this the author has created 2 inbound filters on Server two that are configure to drop all packets with the exception of the IP address for the Client 1 in the PrivateNet1 network (192.168.100.2) as the source to the destination Server 2 (192.168.1.101). As shown in Figure 46. The author as created two entries to cover the port 20 and port 21 connection possibilities.
[image: ][image: ]
Figure 46. Examples of the IP filtering entries showing the Source, Destination and Ports.
The author attempts to connect to the FTP server on Server 2 from Server 1. But as the source address of server 1 is not allowed by the packet filtering the FTP connection times out as shown in Figure 47.
[image: ]
Figure 47. FTP connection from Server 1 to FTP Service on Server 2 timing out due to Packet Filtering as expected.
The author then demonstrates the attempted FTP connection from Client 1 on the PrivateNet1 network to the FTP Service on Server 2. As the IP address entries are allowed by the packet filtering configuration the FTP connection is successful as shown in Figure 48.
[image: ]
Figure 48. Successful FTP connection from Client 1 to the FTP service on Server 2 due to the allowed packet filtering configuration as expected.

[bookmark: _Toc70000541]1.5 Worksheet 4 – Task 5 – Failover Clustering for High Availability Systems/Services
In Task 5 the author is tasked with detailing and explaining the concept of High Availability (HA) or Continuous Availability for Servers/Services that run within an enterprise Network.
HA or CA is essentially the ability to create clustered servers from multiple individual nodes, with the aim of grouping these nodes together with the common app/services which allows for the app or service to be available when one of the nodes in the cluster is offline[19]. The clusters can be created for a number of reasons[20]:
· Avoid single point of failure for important services or apps, to avoid the all your eggs in one basket situation.
· Nodes can be created within a single site for resiliency to hardware faults or to allow for a greater spread of resource to improve scalability and performance. 
· Creating nodes spread across multiple sites to allow for Disaster Recovery High Availability.
· Allow for resource within a service to be taken offline for maintenance purposes such as Hardware refresh/replacement or even Software/Driver Updates such as Windows Updates. 
Some of the common uses for clustering nodes for HA or CA are in scenarios such as:
· File share storage services are an example that can not only allow for High availability in the event of a failure for resiliency, but also allow for improved performance accessibility across multiple sites in a large scale environment.
· Application nodes such as Microsoft SQL services as shown in Figure 49. Are a good example of an application level high availability that allows for application service to continue to serve its use case in the event of a failure of one of the nodes in the cluster.
· Virtual Machine environment such as Hyper-V are an example of Virtualisation usage for clustering. The clustering of these nodes allows for the service to continue in the event of a single node failure either on single site or cross multiple remote sites for disaster recovery, as well as providing clustered environments for improves load balancing[21] as shown in Figure 50. For the services being provides on the Hyper-V platform.

[image: The ultimate guide to High Availability methods for Microsoft SQL Server]
Figure 49. High level overview example of SQL Clustered Nodes and Access routes.
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/image/app-server-failover_525x498.png]
Figure 50. Example of server clustering for load balancing purposes.
The author will demonstrate with evidenced screenshots showing the process of deploying the “Failover Clustering” feature which is utilised to allow for HA and CA within a Windows Server Environment. 
Before demonstrating the process of enablement it is important to note that there are some recommendations[22] to take in to consideration in regards to the nodes utilised within cluster. These include but are not limited to:
· Selected node server(s) within the cluster should have similar hardware specifications such as CPU, Memory and Disk Space to cater for the failover of services from one node to another.
· If any shared storage is being utilised within the clustered nodes, the nodes need to have access to the configured network attached storage
· Make sure that the nodes utilised within the cluster are on the same domain and the user accounts utilised within the cluster are configured for the correct access across the clustered nodes.
The feature is enabled by utilising the Server Manager “add Roles and Feature Wizard” and selecting “next” until the author reaches the “Features” option as demonstrated in Figure 51.
[image: ]
Figure 51. Example of enabling the Failover Clustering feature within Windows Server Manager.
Once the role has been selected within the GUI, the author is then presented with the additional features that are required/recommended for installation. These include the Administration tools that allow for the configuration and administration of the cluster once configured. Once the author had added the feature and selects next the author is then provided a confirmation of the feature being installed as shown in Figure 52. Followed by the successful deployment of the feature as shown in Figure 53.
[image: ][image: ]
Figure 52. Feature Install confirmation.	Figure 53. Feature installation completed.
With the Failover Cluster feature installed, the author once server(s) nodes have been rebooted begins the configuration of the cluster via the Cluster Manager Administrator tool as shown in Figure 54.
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-failover-cluster-1.jpg]
Figure 54. Example of Cluster Administration Manager Tool.
The author navigates the GUI installation Wizard and is prompted to select the servers that the author wants to use in the creation of the cluster. At this point the author would search the domain or manually add the details for the preconfigured nodes that require adding to the cluster as shown in Figure 55.
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-failover-cluster-3.jpg]
Figure 55. Server node selection for addition to the creation of the cluster.
As part of the configuration, the cluster creation wizard prompt for a Validation Warning as shown in figure 56 and 57. This is a process as to where the wizard will run a set of tests which include but are not limited to node hardware and configuration tested such as shared network storage[23]. 
Once the author had confirmed the tests that are to be ran if selected the configuration wizard will run and progress the tests and provide a summary of the results and processes as shown in Figure 58.
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-failover-cluster-4.jpg][image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-failover-cluster-6.jpg]
Figure 56. Cluster Node Validation Warning.	  Figure 57. Validation testing options.
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-failover-cluster-8.jpg]
Figure 58. Example of clustered node validation testing progress.
After a successful validation test is concluded the author is then tasked with configuring the cluster name which will be utilised for the Access Point and Administration of the cluster from the cluster administration manager tool as shown in Figure 59.
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-ip-name.jpg]
Figure 59. Example of Cluster Administration Name Access Point configuration.
The author then proceeds to continue with the Wizard Configuration and is provided with a summary of the outcome of the configuration to complete the cluster setup as shown in figure 60.
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-finish.jpg]
Figure 60. Example of Summary and Completion of Cluster configuration.
The author is now able to view and administer the newly created cluster via the Cluster administration console as shown in Figure 61. Within the Administration console the author is able to carry out duties such as but not limited to viewing the current health and status of the node, configure/administer Networks for the cluster, Configure/Administer Disk and storage Pools for the cluster as well as having a single pain of view for any logged events on the cluster[24].
[image: https://www.papercut.com/support/resources/manuals/ng-mf/common/screen/clustering-nodes-online.jpg]
Figure 61. Example of Cluster Administrator console overview and features.

2. [bookmark: _Toc70000542]Part 2 – Observational Task – Task 6 – Security Policy. 
The author has been tasked with drafting a security policy, whilst taking in to account the business applications high availability aspect. Firstly the administrator will provide a high level overview example of an on-premise Network security policy. With the example of Network Security policy the author will cover a number of key headings, whilst providing an outline of what each covers within the Network security policy.
Once the author had outline the policy, the author will then look to highlight some of the considerations around high availability practises.
2.1 On-Premise Network Security Policy.
In a traditional on-premise network security policy the author would have a number of key areas within the document. Listed below are an example of the area’s the author would expect to see.
2.1.1 Scope
The Scope details the areas as to which the policy applies to. For example in the example of a business, the policy would apply to all Network type access methods wired and wireless. It would then expand to cover keys areas such as Storage, Sharing and Transmission of all business related data.
The scope would also cover the duplication of hard copies of any data via the methods of printing and scanning of physical copies, along with any provisions made for sending and receiving data via the internet or any other external network connections outside of the business.

2.1.2 Aims
The aim of the Network Security policy is to be able to provide assurance to senior management, staff and customers of the business that all data utilised within the business it held under strict controls, along with being stored and access via secure methods whilst taking in to account all confidentiality concerns.
2.1.3 Objectives
The objectives of the Network Security policy is to maintain suitable controls to the existing business network. Whilst also ensuring that all staff and customers that access the managed network are aware and understand of their responsibilities that pertain to the policy.
2.1.4 Physical and Environmental Security
A number of Physical and Environmental Security policies must be in place and adhered to at all times within the business. These include but are not limited to:
· All Network equipment including but not limited to switches, routers and server infrastructure are to be housed in secure physical environments[25]. These environments should only be accessible to the necessary staff within the business. 
· The Physical environments for the storage of network and computing infrastructure should be housed within environmentally monitored systems. These include but not limited to Temperature, Humidity and Power Supply provisions including backup disaster recovery planning.
· The Network Physical Storage location will be protected by security systems including but not limited to locks, pin-code and or biometric access. As well as intruder alarm and fire suppression systems.
· All Staff accessing the secure network locations will be monitored and logged. Any external parties or authorised visitors must be authorised and managed by ICT staff of business.
· A Number of Technical implementations that include but are not limited to Security patching, Firewalls and Network access control will be implemented within the environment, and only the required staff will be provided the level of access that is necessary.

2.1.5 Access to the Network
As stated in 2.1.4 access to the network area housing sensitive network equipment will be restricted to those who are required the access. Alongside this a log of access to these areas will be maintained. Access to these areas to visitors will be supervised. 
In some cases trusted third party engineers will be trusted to have unsupervised access where it is deemed acceptable and where needs are required. 
Users who have been provisioned to access the network via the business active directory will have the account periodically reviewed for usage. Dormant accounts will be removed to prevent increasing the attack surface vulnerabilities. Users will be notified that access via their supplied account is strictly for their own user and not to be shared. 
When using account to access devices within the business, users must make sure that accounts are logged off when no longer in use. And when accounts are temporarily not in use systems are locked to prevent unauthorised users from utilising the credentials logged in to devices.

2.1.6 Third Party Access to the Network
Remote access to the networks systems will require authentication against the Business active directory, and remote access will be adhering to the businesses remote access policy. This may include the provision of business supplied devices, or the expectation or a level of Software patching and security software in place, alongside the user of a VPN access portal.
To tie in to the remote access for staff or third party engineers, there must be a formal documented user registration and user de-registration process to make sure no accounts are left dormant for potential use by attackers.
Third party device access to the network will only be allowed once the devices meet the pre-defined security baselines. These will include but not limited to updated software security patches, anti-virus software, drive encryption, configured proxy server access and refusal to allow for legacy deprecated software systems that may have known vulnerabilities.

2.1.7 External Network connections
All external network connections must comply with the business and other relevant security policies. These would include being supplied by authorised and credentialed suppliers. 
Alongside the aforementioned requirements the connections will have to follow authorisation internally from the ICT Senior management and senior business management. If the above requirements are not met than access will be disconnected and blocked until resolved.

2.1.8 Maintenance Agreements
All network and associated computing equipment will be under suitable contracts of support. The devices must be monitored and updated, which being periodically reviewed to confirm that they fit the maintenance contracts in place. The devices and contracts will also be noted on the businesses configuration management databases for documentation and reference purposes.

2.1.9 Change Control
All equipment and systems must adhere to the business change control practises. These include but are not limited to proposing the changes and raising the change for authorisation to the ICT management[26]. These changes will then be reviewed and wait approval from the change manager within the business. All proposed changes will undergo acceptance testing along with testing to confirm the changes adhere to the existing security requirements in place.

2.1.10 Security Monitoring
Network and associated Computer hardware will be monitored for potential security breaches. Software systems will be put in place to automate and highlight and potential security risks and alert the relevant assigned staff within the business. 
All potential security breaches must be reported to the security manager of the business via the appropriate methods which may include software reporting tools[27]. It will then be the responsibility of the security manager to follow up and action the highlighted breaches and report and document action required or carried out.

2.1.11 User and Departmental Responsibilities
There are a number of user groups within the business that have varying levels of responsibility to carry out and maintain the Network security policy. These include the following:
· All users – 
· Must be made aware of the content of the network policy and the potential implications of not adhering to the policy. This may include but not limited to disciplinary action such as formal warning or dismissal.
· Should safeguard and maintain hardware and software that is within their care, and prevent loss or the introduction of malicious software on to the business systems. 
· Have an obligation to report on and suspected or known breeches of system that are referred to within the network security policy.

· ICT Staff are responsible for –
· Management of Network and Computer systems with the business
· Managing network security of the business that includes but not limited to on-premise business network wired or wireless as well as any third party external networks.
· Being aware of Disaster recovery procedures, along with understanding of their roles within the business continuity plans of the business.
· Provide support to users within the business in relation to accessing their systems and network access.
· Periodically testing the security of the network and its associated computer hardware.

· Head of ICT Department – 
Will be responsible for implementation and effective policy for the security of the business network. Whilst also ensuring that all relevant documentation and procedures including contingency plans are made available.

· ICT Security Manager – 
The security manager will be responsible for the including points:
· Acting and providing the business as the central contact point for any IT security related issues within the organisation.
· Assisting with the development and ongoing updating of the security policies that are in place for the business.
· Responsible for liaising with external organisations on matters relating to security. And providing guidance to these entities in relation to the requirements of the business.
· Advising the Head of ICT on security breaches and recommendations provided to action such breaches.
· Monitoring systems via the software platforms that have been deployed, and checking that the compliance of these systems in relation to the security policy.
· Creating and maintaining the implementations of the network security within the business. Along with providing guidance where necessary.


2.1.12 Training and Implementation
All staff within the business will be required to undertake the necessary training that has been provided to them, based on their role to adhere to their responsibilities within the business and the security policy. Any refusal to take training and keep up to date with the relevant training could lead to disciplinary action.

2.2 High Availability Practices.
Within a network policy, the author would document a section around the considerations for advising and creating high availability server architecture setups. 
High availability in general is required for any application or server resource system that would host a service that is essential to the day to day operation of the business[28]. As with any hardware deployment downtime can be caused by a number of factors, these include but are not limited to:
· System Faults 	
· Hardware failure such as CPU, Memory, Power Supply.
· Software Failures such as Operating system corruption, Database failure, middleware failure or an application errors[29].
· Peripheral dependency failure.
· Power supply failure to the hardware.
· Network Failure or compromise.
· Data and Media Error
· Errors caused by Human error such as Operator Error, User Error, DBA Error or even Sabotage.
· Media Errors such as disk failures or corruption in the data.
· Site Outages
· Outages caused by natural disaster[30].
· Power Outage Failures.
· Sabotage either internal or external.

· Planned Downtime
· Routine operations such as backups, performance management and user/security management[31].
· Periodic Maintenance such as housekeeping maintenance tasks for DBA and Applications. 
· Upgrades to hardware, network, software and applications including routine patching cycles.
To account for some of the above mentioned factors the author would highlight a number of key areas as listed below to be considered.
· System Level Planning 
· Capacity planning of the system considered for High Availability
· Processing power requirements
· Memory requirements
· Storage Requirements[32]
· Network Bandwidth Requirements
· Overhead available to allow for growth of the system beyond the current state.
· Redundancy planning for the system and its requirements.
· Redundant Power Supply
· Storage redundancy
· Cooling redundancy[33]
· Network connectivity redundancy
· Monitoring systems to warn of pending failures.
With the above aspects taken in to consideration, the author would make sure all noted or highlighted systems that require the potential for high availability setups are documented and the above points are considered and addressed when undertaking a planned HA deployment.
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Configure DirectAccess on the server, and enable DirectAccess client computers.

—> Deploy VPN only
Configure VPN using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections. VPN
can be used by clients ot supported for DirectAccess.
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Welcome to Routing and Remote Access
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(€) 2618 Wicrosofe Corporation. ALL rights reserved
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Windows 19 Configuration
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Connectian-specific ONS SuFfix

Link-local Thve Address Feso: 189745 cddf s F99c1 a9 A%
Ipva Address. 192.168.1.200
Subnet Mazk 2550255 255.0

Default Gateay
Ethernet adapter PrivateNet1:

Connectian-specific ONS SuFfix

Link-local Thve Address Feso: 18585 fa21:2F4sb26ex10
Ipva Address. 192.168.160.1
Subnet Mazk 2550255 255.0

Default Gateay
C:\>ping 192.165.1.101

Pinging 192.168.1.101 with 32 bytes of data
Reply from 192.168.1.101: bytess32 tinecins TTL=128
Reply from 192.168.1.101: bytes-22 timecins

Reply from 192.168.1.101: bytes-22 timecins
Reply From 192.168.1.101: bytess32 timecins TTL-128

Ping statistics for 192.168.1.101
Packeta: Sent - 4, Received - 4, Lost - 0 (6% loss)
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Reply from 192.168.1.160 2 time<ins
Reply from 192.168.1.160
Reply from 192.168.1.160:
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Windows TP Configuration
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Default Gateway . . . . . . . . . : 192.168.100.1

C:\Users\Administratorsping 192.168.161.2

Pinging 192.168.101.2 with 32 bytes of data:
Reply from 192.168.101.2: bytes=32 time<ims
Reply from 192.168.101.2: bytes=32 time<ims
Reply from 192.168.101.2: bytes=32 time<ims
Reply from 192.168.101.2: bytes=32 time<ims

Ping statistics for 192.168.101.2:
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Approximate round trip times in milli-seconds:
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Subnet Mask .

Default Gateway .
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192.168.101.2
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192.168.101.1

C: \Users\Client2User>ping 192.168.160.2

Pinging 192.168.100.2 with 32 bytes of data:
Reply from 192.168.100.2: bytes-32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims
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ping statistics for 192.168.160.2

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
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image43.png
:\>ping 192.168.1.160

Pinging 192.168.1.160 with 32 bytes of data:
Reply from 192.168.1.160: bytes=32 time<ims
Reply from 192.168.1.160: bytes=32 time<ims
Reply from 192.168.1.160: bytes=32 time<ims
Reply from 192.168.1.160: bytes=32 time<ims

ping statistics for 192.168.1.106;
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-second
Minimum = @ms, Maximum - ems, Average = 6ms

\>,





image44.png
53 Server Status.
~ ) DCI-NWT (local)
T NetworkInterfaces
&3 Remote Access Logging|
vE e
 Genersl
T sttic Routes
Fre
s Eiee

Interace
S puplicnet
Bpiatenett
S oopback

Entermal

PublicNet Properties 7 % Outgoing bytes Static Fiters
13,137 Disabled
v .

Outbound Filters e T

These fites control which packets arereceived by tis network |

Fiteraction:

@ Transmit all packets evcept those that meel th it beo

€ Diop sl packels except those that mest the ciferi bon,

Fiters:

‘Source Address

‘Source Network Mask

T~ Source network.

52 168 1 101

255 255 2% 255





image45.png
Hicrosoft Windows [Version 16-9.17763.757]
(c) 2618 Microsoft Corporation. ALL rights reserved

:\Users\Adinistrators fep 192.168.1.101
Comnected to 192.168.1.101

26 Microsoft TP Service

220 Welcome to 8BS FIPSERVER

.00 0PTS UTF8 command successful - UTFE encading now ON.
Iser (192.165.1.101 (none)) : de2-mwe\Fepuser

131 pazsuard required

S

236 User logged in

fep>




image46.png
O berver Status Interface o
B DCI-NWT (oca) Inter Publicet Properties [
H Networklnterfaces || 5 PublicNet
3 Remote Access Logging| | &2 PriveteNet] o, thound Fitters x
vE P #PLoopback
T General B3 internal ‘These fiers control which packets are received by this network.
3 sttic Routes Fitracon
e P
T  Transmt all packels except those that eet the crteia below

" Drop all packets except those that meet the crteria below

152.163.1.101 256.256.256.255. Any. 2

oK Cancel Aoply





image47.png
wmand Prompt - ftp

icrosoft Windows [Version 10.0.17763.757]
(c) 2618 Wicrosofe Corporation. ALL rights reserved

C:\Users\Adninistratars ftp 192.168.1.201
| #cp: comect :connection tined out
Fep>




image48.png
Inbound Fitters

These fiters control which packets are forwarded or processed by tis network

Fiter acton;

" Receive al packets except those that meet the citera below
% Drop all packets except those that meet the crteria below

Fiters:

‘Source Address | Source Network Mask | Destination Address | Destination Mask | Pi
1921681002 255265265255 192.168.1.101 255255255255 T
1921681002 255.255.265.255 192168.1.101 25252525 T

[ o | conen





image49.png
Inbound Fitters

These fiters control which packets are forwarded or processed by tis network

Fiter acton;

" Receive al packets except those that meet the citera below
% Drop all packets except those that meet the crteria below

Fren:
Destntion Adess | Destton Vask | Prtocs | S P orType | Desinstc
T2IBII0 Z22ES TP A 2
I ZeezEs TP Am Fl
< >
N ex Deie
[ o | conen





image50.png
rver! (Pre-Wo (Running]

Input

ersion 16.0.17763.737]
() 2618 wicrosore corporation. ALL rights reserved

o \users\Agminsstratars fep 192.168.2.301
> #cp: comect :connection tined out
Feps L





image51.png
t 4) [Running]

RecycleBin
HE
B DACPUG Client DUID. . - . . - - - i 00-01-00-01-27-A4-72-0A-03-00-27-1F-10-5F
“ DNS Servers . . . . . . . . . . . 192.168.100.1
NetBIOS over Tcpip. . . . . . . . : Enabled

C: \Users\Administratorsping 192.168.166.1

Pinging 192.168.160.1 with 32 bytes of data
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims

. ping statistics for 192.168.160.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C: \Users\Administrator>hostname
is1-NUT

C: \Users\Administrator>ftp 192.168.1.161
iConnected to 192.168.1.101.

226-Microsoft FTP Service

226 Welcome to BOBS FTPSERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.1.101:(none)): dc2-nut\ftpuser

331 Password required

password

236 User logged in.

Ftp> _





image52.png
Client Access Point

SQL Server
Node 2

SQL Server
Node 1

scecescee

Shared Storage




image53.png
Supported Database

B - B

App Server A Network data folder App Server B

Load Balancer

\ 1

B B

User Clients MFDs SiteServers  Secondary Servers




image54.png
[ Server! (Post Worksheet 4) [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help
s

[

LR Select features | SEmeronsae
Log «

Select one or more features to install on the selected server.

Features Description

o
= DN C NET Framework 3.5 Features e e i
i b (W NET Framework 47 Features (2 of 7 installed) servers to work together to provide.
R Fil . ‘ high availability of server roles.

s Sacgrouna dligent s S O
fo s B Flosr et o o e o

File Services, virtual machines,

Failover Clustering allows multiple

itLocker Network Unlock
BranchCache dstabase spplcations, and mil
Clent for NFS applicaions.
Containers
Dats Center Erdging 7 Add Roles and Features Wizard x
Direct lay
Enhanced Storage
Faiover Clustering Add features that are required for Failover Clustering?
/| Group Folcy Management (nstlled)
Host Guarian Hyper-V Support The following tools are required to manage ths feature, but do not
1/0 Quality o Service have to be instaled on the same servr.

1IS Hostable Web Core
Internet Printing Client 4 Remote Server Administration Tools

1P Address Management (PAM) Server 4 Feature Administration Tools
SNS Server senvice 4 Failover Clustering Tools

[Tools] Falover Cluster Management Tools
[ools] Failover Cluster Module for Windows PowerShe|

<Previous | [ Next>
Services Services
Performance Performance
BPA results BPA results

Include management tools (if applicable)

Add Features | | Cancel





image55.png
s Add Roles and Features Wizard

Confirm installation selections

o

DESTINATION SERVER

ESRTrA——.

Before You Begin Toinstall the following roles, role services, o features on selected server,clck Install.

Instalation Type [ Restart the destination server automatically f required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically.If you do not want to installthese optional eatures, lick Previous to clear

Server Roles P

Features

Failover Clustering

Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Tools

Failover Cluster Module for Windows PowerShell

Export configuration settings
Specify an alterate source path

< Previous.

Next >

Install

Cancel





image56.png
s Add Roles and Features Wizard - o

DESTINATION SERVER

Installation progress CT AT st

View installation progress

A\ Feature instalation
A resart i pending on DCT-NWT rwtraders msft. You must restart the destnation server to
finish the nstallation.

X

Failover Clustering
Remote Server Administration Tools.
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Tools
Failover Cluster Module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detais.

Export configuration settings

<Previous | [ Next> Close. Cancel





image57.jpeg
5 Failover Cluster Manager
File Action View Help
e »|m@
=5 Failover Cluster Manager

Failover Cluster Manager

2% Creste faover custers. vaidate hardvare for poental fover clusers, and perfor configuraton
.,s changes to your failover clusters.

(® Overview

Afailover cluster is a set of independent computers that work together to increase the availability of server

roles. The clustered servers (called nodes) are connecied by physical cables and by software. If one of the
nodes fails. another node begins to provide services. This process is known as failover.

(™ Clusters

Name

Role Status Node Status|

No items found.

(® Management

To begin to use failover dlustering, frst validate your hardware configuration, and then create a cluster. After
these steps are complete. you can manage the cluster. Managing a cluster can include copying roles o it
from a cluster running Windows Server 2016 or supported previous versions of Windows Server
8 Validate Configuratior

9 Create Cluster
8 Connect to Cluster.





image58.jpeg
3 Create Cluster Wizard

aSelecISewers

Before You Begin Add the names of all the servers that you want to have in the cluster. You must add at least one server.

Validation Warming

Access Point for Erter server name: I ] | Browse...
Admiistenng the !

Custer Selected servers: Serverl mydomain.org Rad
A Server2mydomain.org

Creating New Cluster

Summary

e ) ==l




image59.jpeg
3 Create Cluster Wizard

%’ Validation Warning

Before You Begin Forthe servers you selected for this cluster. the reports from cluster configuration validation tests
Sais appearto be missing orincomplete. Microsoft supports a cluster solution only  the complete:
configuration (servers, network and storage) can pass all the tests in the Validate a Corfiguration

Voo vores

Access Point for Do you want to run corfiguration validation tests before continuing?

Administering the

Custer

Confimation

et How L e @ Yes. When | cick Nex. run configuratin validation tests, and then retum o the procsss of creating
Summary the cluster.

(© No. | donot require supportfrom Microsoft forhis luster, and therefore do not wantto un the
vaiidation tests. When | cick Next, continue creating the cluster.

More about cluster validation tests

_<Previous |[ Net> ] Cancel




image60.jpeg
# validate a Configuration Wizard

w Testing Options

Before You Begn

Confimation
Vaidating

Summary

Choose between running al tests or running selected tests.

The tests examine the Cluster Configuration, Hyper-V Corfiguration, Inventory, Network, Storage, and
‘System Configuration.

Microsoft supports a cluster solution only f the complete corfiguration (servers, network, and storage) can
pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certfied
for Windows Server 2016."

(@ Run alltests recommended)
O Run onlytests | select

More about cluster validation tests




image61.jpeg
@ validate a Configuration Wizard

ﬁ Validating

Before You Begin
Testing Options
Confimation

Summary

“The following validation tests are running. Depending on the test selection, this may take a signficant

amount of time.
Progress Test Resut s
100% Valdate Disk Access Latency The test passed.
Valdate Disk Abtration Pendng
Validate Disk Faiiover Pendng.
Valdate Fie System Pending.
100% Validate Microsoft MPIO-based disks The test passed
Validate Mutiple Atiration Pendig
100% Validate SCS| device Vital Product Data (VPD) The test passed
0% Validate SCSI-3 Persistent Reservation Issuing call Persistent v
< >

Test is cumently running.





image62.jpeg
3 Create Cluster Wizard

g Access Point for Administering the Cluster

Before You Begn Type the name you want to use when administering the custer.
Select Servers

Cluster Name: [ Print_Server
T e

© automatically. For each network to be used, make sure the network i selected, and then type an
Corfimation address.
Creating New Cluster e
Summary

%] 192.168.0.0/24 192 , 968 . 80 ;. A

| <Previous |[_Net> || Cancel





image63.jpeg
Summary

Before You Begin
Select Servers

Access Point for
Administering the
Cluster

Confimation
Creating New Cluster

3 Create Cluster Wizard

You have successfully completed the Create Cluster Wizard.

Node

Server2 mydomain org

Server1 mydomain org

Cluster

Print_Server

Quorum

Node and Disk Majortty (Cluster Disk 2)
IP Address

192.168.0.20

To view the report created by the wizard, click View Report
To close this wizard, click Finish.




image64.jpeg
5 Failover Cluster Manager

File Action View Help

Nodes (2)

e Jawies [kl -

v [} Storage
& Disks
B Pools
BB Enclosures
(53 Networks
§4] Cluster Events





image1.png




