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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing
Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet requires you to research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  


[bookmark: _GoBack]The protocol IP stands for the internet protocol, this is a standard rule that all systems need to follow, it allows routing and addressing packets of data so they can travel to their requested destination. Over the internet, these packets will be broken down into smaller bits called packets and they are given IP information, this allows the router to send the packet to the right place. [1] The Transmission Control Protocol is an essential part of the internet protocol because it controls the way data is sent and collected, where a file is being sent over the internet, the TCP attaches itself to the header of the file, this makes sure that the file reaches the destination and if any packets are missing they will be resent. [2] This allows devices to communicate with one another over the internet. IPv4 was the main protocol used for this connection, the standard was first used in 1983 and is capable of four billion addresses, that the time nobody ever thought that there would these many devices. There were many benefits to using IPv4, it was supported by almost all devices that were built, this made sure that there wouldn’t be any compatibility issues, another feature is the ability to have class addresses allows for a large number of hosts to be on a network. [3]For example, in the class A addresses if the address range was 1.0.0.1 all the way up to 126.255.255.254, there would be 16 million available hosts for each of the 127 networks. Some features didn’t carry on, for example, VLSM support, this makes senses because the number of available addresses on IPv6, another feature is the routing information protocol, this is used to performs hop counts to find the best path between the sender and the network, the reason the IPv6 standard don’t use RIP is because it uses static routers [4] However, IPv6 will be overtaken as the new internet protocol standard, it provides some new and existing features. Comparing the perversion version of this protocol to the newest standard, IPv4 was able to produce 32-bit addresses in decimal, so the addresses will be layered out as numbers, this makes subnetting a lot easier also it is compatible with a wide of range of devices. [5] compared to IPv6 which can create 128-bit address, in a hexadecimal format, which means the addresses will contain numbers and letters allowing the address to have 340282366920938463463374607431768211456 possible address compared to the 4,294,967,296 only available on IPv4, this is the reason the standard needs to change because we have already used up all the possible address on the IPv4 range and more are needed. There are many reasons to use IPv6, a few of the reasons are it can cover a larger address space, it’s able to do this because addresses are produced in 128-bits in a hexadecimal format, so 3.4 x 1038 address can be created, providing every device with an IP address. [6] Another future is that the header will become simpler, however, the size will become larger the reason for this is that some of the information on the IPv4 address is unnecessary and adds a layer of complexity to the header, however in the IPv6 header a lot the complex details have been removed, some bits of the header will stall be kept like the version, source address and the destination address, flow label is a new addition to the header, this allows a source to label a set of packets belonging to the same flow. The IPv6 the addresses themselves will also get larger because they are using a 128-bit address so compared to IPv4 these addresses are physically larger, the whole future of the Header has changed as shown in figure 1.
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	Figure 1 showing the changes and difference between IPv4/6 headers.


  



















The benefits of using IPv6 are that devices to auto-configure themselves, normally to you would have to configure a router using the IPv4 standard you would have to manual or using dynamic host configuration protocol which would have to use MAC addresses to identify the devices, nevertheless IPv6 uses the stateless address autoconfiguration which will use the latest version of the internet control message protocol or DHCPv6, the new DHCPv6 uses an unique identifier, it also uses router advertisement and IPv6 multicast messages. [8] What makes IPv6 security features better than IPv4 are the fact that is I said before IPv6 has a large addressing space, most attacks will result in the attacker scanning the most common network segment in the IP range which is class C, having 8-bits assigned to addressing, it would only take a few minutes to scan because there would only be 64 bits of addressing, but doing this on an IPv6 addresses will result in 264 scans to occur meaning the attacker would have to scan 18446744073709551616 hosts, this would be a waste of time for any and practically impossible [9]
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Subnetting and VLSM

NOTE: To complete this part you would need a full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts 
and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1-R2
	172.16.13.104/30
	255.255.255.252
	172.16.14.105
	172.16.14.106
	172.16.14.107

	R2-R3
	172.16.14.108/30
	255.255.255.252
	172.16.14.109
	172.16.14.110
	172.16.14.111
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