Betty Julie Millard P150865	MODULE CODE: ACCA7029 Exam 11/05/2021


Question 1a
Single-homed redundancy in connection with ISP can be explained as a single connection to the ISP. It is suitable for use when connections to the internet or wireless area network is not high. As it is only connected to one ISP if the connection fails there is no redundancy. The static default route is supplied by the ISP and the public network is taken care of by the host. [1]	Comment by Kapilan Radhakrishnan: 3 marks each, a picture to demonstrate would be good.

9marks 
Dual-homed connection are made up of two connections to the ISP. It can be set-up using a single router or can use two routers. This is useful when the traffic is expected to be of medium rate. The routers can be set-up to perform redundancy, and either use static or dynamic routing. If using dynamic, then a routing protocol will need to be initiated. Such as OSPF, EIGRP, ISIS or RIP. [1], [2]
Multi-homed requires the commotion to multiple ISP concurrently. It provides superior performance, allows for redundancy, and is used for backup. The usual path vector routing protocol used for multi-homed is BGP which allows for stability of the network, is flexible and can be scaled with ease. [1], [2]

Question 1b	Comment by Kapilan Radhakrishnan: 2 marks for identifying all ports correctly
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RSTP, Rapid spanning Tree Protocol is used to create a loop-free network topology. It is used to recalculate a topology whenever there is a change in the network topology.
There are three states, forwarding, learning, and discarding. The forwarding state is only used when the topology is stable. It is these switch ports that ascertain the topology after a change to the network.
The learning state is used when the topology is changing as well as when it is stable, and the discarding state is also used in the stable topology and when the is a change.	Comment by Kapilan Radhakrishnan: This part is not required. You were asked to explain the function of each port which you have answered briefly. 


3 marks
The ports are root, designated, backup and alternate. The root ports can change to the forwarding state as soon as it has received the Bridge Protocol Data Unit with the necessary configuration information.
Designated ports only connect to the same link-type. They connect to switches which are designated ports for that portion of the network and only change to the forwarding state if the link is point-to point.
The backup port and the alterative port reach these conditions when the RSTP have occurred. [2]	Comment by Kapilan Radhakrishnan: 2 marks 

Question 2 a
Router ports are typically configured on switches in the core and distribution layer. They connect wide area networks and can be used on security devices. 	Comment by Kapilan Radhakrishnan: It is routed not router port. 
The command is entered on interface mode not from global config mode. 

2 marks
They can be enabled on a switch by using the following commands:
S1(conf)# ip routing
S1(config)#no switchport
S1(config-if)#ip address and subnet mask
Exit

Question 2b
OSPF packet types
Hello packet are sent to find and keep connection with neighbors[2]
Database Description condense the contents of databases. And exchange packets when new OSPF adjacency are created. [2]
Link-state requests are used to keep databases updated. Routers use this packet type to request updated from neighbor databases. [2]
Link-state update is used to ensure the databases are kept updated and is and specific LSA which is sent as an immediate response to the LSR. [2]
Link-state ack are used to respond to flood acknowledgements that have been created by LSAs. [2]	Comment by Kapilan Radhakrishnan: 5 marks 

Question 2c
Enhanced Interior Gateway Routing Protocol is a distance vector routing protocol which uses the DUAL (Diffusing Update Algorith) to attain rapid convergence. Queries are sent to neighbors to find the best path. It uses summarisation to limit the queries to speed convergence, and is faster as the topology information is updated faster. [3]	Comment by Kapilan Radhakrishnan: Partial answer 

1 mark
Partial updates refer to the information only including updates about the route changes and are only sent when there is a change to the network. [3]	Comment by Kapilan Radhakrishnan: Partially correct.
2 marks
Multi network layer support refers to the procedural constraints related to the network layer. [3]	Comment by Kapilan Radhakrishnan: 1 mark

Question 3
A scalable network for merging the University should include the following:
A hybrid topology would be best suited to the University needs as it can combine more than one topology for example a star topology and a bus topology which would allow for scalability and can be tailored to the needs of the University.
It should be resilient and flexible and should have security measures in place. That would include firewalls and a DMZ. The firewall should include Zone Based Policy and Global ACL. NAT and Pat to be implemented. ASA firewalls to be configured to use both RADIUS and TACACS+ and a local user be implemented for backup should the AAA servers not be reachable. 	Comment by Kapilan Radhakrishnan: Good areas identified but should go in detailed discussion
There should be RSA public and private key pairing for SSH access and a legal notice on all routers.
The topology should include a network for BYOT that would allow students and staff to connect to the University network safely. 
Security policies should include password policies such as having all passwords encrypted, be of a minimum length and be alphanumeric with special characters.
ACLs should be implemented on all LAN access points, edge routers, and switches. 
Penetration testing should be carried out to ensure there is minimal risk to the network. 
The project proposal should cover:
· Network layout
· Equipment required
· Protocols to be implemented
· Security policies
· Time management plan
· Risk assessment


A time management chart to be completed and adhered to as strictly as possible. A Gannt Chart would work in this situation.
The risk assessment for completion of the project should include:
· Equipment delivery
· Cabling
· Troubleshooting
· Finances
Consultation with the University on an ongoing basis to complete the task within the given timeframe.	Comment by Kapilan Radhakrishnan: Very limited discussion. Rather than describing your answer should go in depth to explain your choice of design, technology, etc. The four characteristics of network architecture is essential for this discussion. 
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