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1. Introduction
Computer viruses are a great cause of nuisance in many sectors which utilise networked and internet connected systems. These systems are not just computers, but any devices which connects to a network and by extension the internet. 

A specific type of computer virus which causes a lot of frustration, annoyance and sometimes cost financially and from a time aspect. These intrusive viruses effectively target sensitive information that is critical to the user. For instance, company accounts, legal contracts, employee personal details and so on. These items are then locked or encrypted by the virus and a ransom issued for a key or code to unlock the data, normally in the form of a bitcoin ransom.       


2. Ransomware

2.1. What is Ransomware
What is Ransomware? It appears that Ransomware is “Ransom malware, or ransomware, is a type of malware that prevents users from accessing their system or personal files and demands ransom payment in order to regain access.“[1] according to Malwarebytes.com [Online] 08/11/2019

2.2. How are devices infected 

As described by Norton “Sometimes people are tricked into accidentally downloading mobile ransomware through social networking schemes, because they think they are downloading innocent content or critical software.” [2] according to us.norton.com [Online] 14/11/2019

2.3. How to protect your data
There are several ways to protect your data, these include physical prevention of infection i.e. by storing sensitive information only on stand alone computers or devices. There is no connection to the internet, therefore removing the source of infection entirely. 
However, this is not always possible, requiring 2 things:
1. An effective anti-virus program which monitors all incoming files/data, that is able to quarantine and remove any harmful files 

2. An effective back up strategy that is used frequently and is able to be attached from the system so as not to be infected itself.   



3. Conclusions 

In conclusion all devices that are open to the outside world i.e. are not closed internal networks or stand-alone computers or devices are susceptible to ransomware and viral attack. 

Ransomware is a type of computer virus that encrypts or locks the user out of the system or parts of the system which contain sensitive information. The sensitive information is then held at ransom, as a ransom is demanded from the user in order for them to re-gain access. Though if payment is made there is no guarantee that the information will be unlocked or a key given. 

Protection from such attack can be given in several forms, for example making the sensitive information accessible only by stand-alone devices or networks with only internal access. For systems requiring access to the world wide web, they should ensure adequate protection. 


4. Recommendations
 
Due to the threat of Ransomware and other viruses, as demonstrated throughout this report, it is highly recommended that all sensitive information be held on stand-alone devices or networks, without connections to the internet.

When the aforementioned is not possible a suitably effective virus checker or anti-virus software should be utilised and an effective back up system and strategy used.
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