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FTK Lab 3 - Forensic Image Integrity, Hash Verification & Deleted-File Recovery
Purpose
This lab develops the practical relationship between forensic acquisition, evidence integrity and recovery. Using a lecturer-supplied forensic image, you will verify image integrity, review file-level hashes generated by FTK, identify deleted files, run controlled data carving where required, examine recovered/carved items and export one recovered training item for further examination.
Learning Outcomes
Explain why image verification is performed before relying on a forensic image.
Use FTK 8.0 to verify or calculate an evidence-image integrity hash.
Differentiate image-level integrity verification from file-level hashing.
Locate deleted items using FTK's Overview/status and predefined filtering functions.
Explain the difference between deleted-file recovery and data carving.
Run Data Carve as Additional Analysis on a controlled training image.
Examine, bookmark and export a recovered training item while preserving the source image.
Document recovery findings without overstating what the evidence proves.
Prerequisites
FTK Labs 1 and 2 completed.
FTK 8.0 access using your individual account.
Lecturer-supplied forensic image containing suitable deleted/recoverable training artefacts.
A student working/export folder separate from the original evidence location.
Important Evidence Rule
Do not modify the lecturer-supplied forensic image. All verification, processing and recovery activities must be performed through FTK using the controlled training evidence. Any exported recovered files must be written to your student working/export folder, not to the evidence source folder.
Lab Scenario
A forensic image has been supplied following acquisition of a storage device. Before relying on the image, you must check its integrity. During initial examination, you are informed that relevant files may have been deleted. You must identify recoverable deleted material and, where appropriate, use FTK data carving to locate data remaining in unallocated/free space.
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Part A - Create the Lab 3 Case and Add the Evidence Image
Start FTK 8.0 and log in using your own account.
In Case Manager select Case > New.
Set Case Name to ACCD5000_FTK_Lab3_<YourStudentID>.
Set Reference to ACCD5000-LAB3.
Set Description to Evidence Acquisition and Recovery - Image Integrity and Deleted-File Recovery.
Use the case folder location specified by your lecturer.
Select the Forensic processing profile unless your lecturer provides a Lab 3 profile.
Ensure the case will open after creation and click OK.
In Manage Evidence click Add and select the evidence type appropriate to the supplied forensic image.
Browse to the lecturer-supplied image and select it.
Set ID/Name to the lecturer-provided identifier, or LAB3-EVIDENCE-01 if none is supplied.
Enter a factual description, select the appropriate evidence category, and set the scenario time zone.
Confirm that Include Deleted Files is enabled in the intended processing settings. Do not change other advanced settings unless instructed.
Click OK and allow the image to be added/processed. Use View > Progress Window to monitor the Add Evidence job.
	
STUDENT SCREENSHOT: Manage Evidence showing the Lab 3 forensic image and evidence metadata
Paste your screenshot here before submission.




Evidence Record
	Evidence image filename
	Student to complete

	Evidence ID
	Student to complete

	Evidence image path
	Student to complete

	Image format
	Student to complete

	Scenario time zone
	Student to complete

	Processing completed?
	Student to complete


Checkpoint 1: Why should recovery work be performed against a forensic image rather than the original storage device?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Part B - Verify the Evidence Image Integrity
FTK can verify image integrity for image formats that store a hash internally, including E01 and S01. If the image does not contain a stored hash, FTK can calculate a hash instead. The exact command shown therefore depends on the training image format.
From FTK select Tools > Verify Image Integrity.
In the Verify Image Integrity dialog, locate the Lab 3 evidence image.
Confirm that Image Name and Path correspond to the evidence you added.
Look at the Command column. FTK will display Verify when a stored image hash is available, or Calculate when a hash must be calculated.
Click Verify or Calculate as displayed for your image.
Wait for the Progress dialog to complete. Large images may require additional time.
If FTK is verifying a stored hash, compare the calculated/current hash with the originally stored image hash shown by FTK.
Record the result exactly as FTK reports it. Do not write 'verified' unless FTK has actually performed a comparison against a stored hash.
If your image only supports Calculate, record the calculated value and state that a stored acquisition hash comparison was not available in this exercise.
Capture the completed verification/calculation result.
	
STUDENT SCREENSHOT: Verify Image Integrity result showing the image and verification/calculation outcome
Paste your screenshot here before submission.




	FTK command shown
	Student to complete

	Stored/original hash shown (if available)
	Student to complete

	Calculated/current hash
	Student to complete

	Hash values match?
	Student to complete

	Verification result
	Student to complete

	Examiner observation
	Student to complete


Checkpoint 2: What would a mismatch between the stored acquisition hash and the newly calculated hash indicate?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
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Part C - Review File-Level Hashing
Image-integrity verification concerns the forensic image as a whole. FTK can also calculate hashes for individual file items during evidence processing. The User Guide states that MD5, SHA-1 and SHA-256 processing options calculate the corresponding value for each discovered file item.
Open the Examiner and select the Explore tab.
Navigate to a normal allocated file in the training evidence.
Select the file and inspect the File List/Properties information for hash values available in your case.
Record the filename and the MD5 and/or SHA-1 value generated by the processing profile. Record SHA-256 if it is present in your laboratory configuration.
Select a second file and repeat the observation.
Compare the two file hashes. Do not assume that different filenames imply different content; hash comparison is based on the file data.
	Item
	Filename
	MD5
	SHA-1
	SHA-256 if shown

	1
	Student to complete
	
	
	

	2
	Student to complete
	
	
	


	
STUDENT SCREENSHOT: File properties/list showing a file-level hash value
Paste your screenshot here before submission.




Checkpoint 3: Explain the difference between verifying the hash of the forensic image and calculating a hash for an individual file.
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Part D - Locate Deleted Files
FTK includes a predefined Deleted Files filter and also represents Deleted Files within File Status categories when suitable deleted items have been recovered during processing.
Select the Overview tab.
Expand File Status.
Look for Deleted Files and select it if present.
Record the number of deleted items shown by FTK.
Review the File List generated by the Deleted Files status.
Alternatively, or to confirm the result, open the Filter drop-down and select the predefined Deleted Files filter.
Select one deleted item that contains recoverable training content.
Record its filename, original/recovered path if available, size, timestamps and file category.
Review its content in the File Content Viewer. If FTK cannot display usable content, record that fact rather than assuming recovery was successful.
Create a bookmark named LAB3_Deleted_Item_01 and add a factual comment.
	Deleted items shown
	Student to complete

	Selected filename
	Student to complete

	Path/location
	Student to complete

	File category/type
	Student to complete

	Size
	Student to complete

	Relevant timestamp(s)
	Student to complete

	Content readable?
	Student to complete

	Factual observation
	Student to complete


	
STUDENT SCREENSHOT: Deleted Files status/filter and selected deleted item
Paste your screenshot here before submission.




Checkpoint 4: Why can some deleted files be recovered while others may be incomplete or unrecoverable?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
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Part E - Run Data Carving as Additional Analysis
Data carving searches for recognised file headers and, where possible, determines file length or locates a footer so that data can be recovered as a distinct item. FTK states that carving can recover deleted files from unallocated space and can be run during initial processing or later through Additional Analysis.
In the Examiner select Evidence > Additional Analysis.
Locate and select Data Carve / Carving in the Additional Analysis options.
Confirm that Expand Compound Files is enabled if FTK requires it for the carving configuration.
Open Carving Options.
For this Level 5 exercise, select only the file types specified by your lecturer. Suitable FTK-recognised training types include PDF, PNG, GIF, HTML, ZIP, BMP, TIFF or supported Office/OLE content.
Do not enable every file type unless instructed; limiting the scope makes the exercise easier to interpret and reduces unnecessary processing.
Confirm the selected carving options and click OK to start Additional Analysis.
Open View > Progress Window.
Under Additional Analysis, monitor the carving job until it completes.
Record the selected file types and the processing outcome.
	File types selected for carving
	Student to complete

	Additional Analysis started
	Student to complete

	Additional Analysis completed
	Student to complete

	Errors/warnings
	Student to complete


	
STUDENT SCREENSHOT: Additional Analysis/Data Carve options and/or completed carving job
Paste your screenshot here before submission.




Checkpoint 5: How does data carving differ from recovering a deleted file using intact file-system metadata?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Part F - Examine Carved Results
After carving completes, return to the Overview tab.
Expand File Status and select Data Carved Files if available.
You may also use the predefined Carved Files filter.
Record the number of carved items shown.
Select one carved item and inspect its content.
Record the carved item's displayed name, type, size and any offset/location information FTK provides.
Determine whether the content appears complete, partial or cannot be determined from the available evidence.
Create a bookmark named LAB3_Carved_Item_01 and add a factual comment.
If no carved item is produced by the lecturer-supplied evidence, record No carved item recovered and retain the processing screenshot as evidence of the procedure.
	Carved items shown
	Student to complete

	Selected carved item
	Student to complete

	File type
	Student to complete

	Size
	Student to complete

	Offset/location if shown
	Student to complete

	Apparent recovery state
	Student to complete

	Factual observation
	Student to complete


	
STUDENT SCREENSHOT: Data Carved Files/Carved Files results and selected carved item
Paste your screenshot here before submission.
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Part G - Compare Deleted and Carved Evidence
	Feature
	Deleted item
	Carved item
	Your interpretation

	Filename/path information
	Student to complete
	Student to complete
	Student to complete

	File-system metadata
	Student to complete
	Student to complete
	Student to complete

	Content readability
	Student to complete
	Student to complete
	Student to complete

	Timestamps available
	Student to complete
	Student to complete
	Student to complete

	Recovery limitations
	Student to complete
	Student to complete
	Student to complete


Checkpoint 6: Which of your two recovered items provides stronger contextual information, and what specific FTK evidence supports your answer?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Part H - Export One Recovered Training Item
Export only a training item selected in this lab. Exporting creates a working copy for further examination; it does not alter the item stored within the forensic image.
Select either LAB3_Deleted_Item_01 or LAB3_Carved_Item_01 in the File List/Bookmarks.
Right-click the selected item and choose Export, or use File > Export.
In the Export dialog choose All Highlighted so that only the selected training item is exported.
Use the student working/export folder specified by your lecturer as the Destination Base Path.
Do not export into the folder containing the original forensic image.
Where available, select Create Manifest files so that export details are recorded.
Click OK to complete the export.
Confirm that the exported file is present in your student working folder.
Record the exported filename and destination.
	
STUDENT SCREENSHOT: FTK Export dialog/result for the selected recovered training item
Paste your screenshot here before submission.




	Exported item
	Student to complete

	Source bookmark
	Student to complete

	Destination path
	Student to complete

	Manifest created?
	Student to complete


Checkpoint 7: Why should the exported recovered file be treated as a working copy rather than as the original evidence?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Part I - Recovery Findings Summary
	Finding
	Evidence source
	FTK evidence supporting finding
	Limitation/caution

	Image integrity result
	Student to complete
	Student to complete
	Student to complete

	Deleted item
	Student to complete
	Student to complete
	Student to complete

	Carved item
	Student to complete
	Student to complete
	Student to complete

	Exported working copy
	Student to complete
	Student to complete
	Student to complete


Investigation Questions
1. What is the purpose of FTK's Verify Image Integrity function?
________________________________________________________________________________
________________________________________________________________________________
2. Why must you distinguish between a verified stored hash comparison and a newly calculated hash?
________________________________________________________________________________
________________________________________________________________________________
3. What is the forensic purpose of file-level hashing?
________________________________________________________________________________
________________________________________________________________________________
4. What does the Deleted Files filter show?
________________________________________________________________________________
________________________________________________________________________________
5. What is unallocated/free space, and why can it contain useful forensic data?
________________________________________________________________________________
________________________________________________________________________________
6. How does FTK data carving locate recoverable objects?
________________________________________________________________________________
________________________________________________________________________________
7. Why might a carved file have less contextual information than a file recovered through file-system metadata?
________________________________________________________________________________
________________________________________________________________________________
8. Why should a forensic examiner record unsuccessful recovery/carving results as well as successful ones?
________________________________________________________________________________
________________________________________________________________________________
Lab Completion Checklist
	Complete
	Requirement

	[ ]
	Created the Lab 3 case and added the supplied forensic image

	[ ]
	Verified or calculated image integrity as supported by the image format

	[ ]
	Recorded file-level hashes

	[ ]
	Located and examined deleted-file results

	[ ]
	Ran controlled Data Carve Additional Analysis

	[ ]
	Examined and bookmarked a carved item where recovered

	[ ]
	Compared deleted and carved evidence

	[ ]
	Exported one recovered training item to a working folder

	[ ]
	Completed the findings summary and investigation questions

	[ ]
	Inserted all required screenshots


Source Basis for This Lab
This practical is adapted directly from the Exterro FTK 8.0 User Guide functions relevant to Evidence Acquisition & Recovery. Where an image format or training evidence does not support a particular result, students are instructed to record that limitation rather than invent a finding.
Verifying Drive Image Integrity (User Guide p. 142).
Hashing and file-level MD5/SHA-1/SHA-256 processing (User Guide pp. 188-189).
Data Carving and recovery from unallocated space (User Guide pp. 189-191).
Predefined Deleted Files, Carved Files and From Free Space filters (User Guide pp. 287-289).
File Status categories for Data Carved Files and Deleted Files (User Guide pp. 674-675).
Exporting Files to Native Format (User Guide pp. 343-347).
File-system-specific deleted-file recovery limitations (User Guide pp. 1007-1009).
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