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TASK 1 — RESEARCH REPORT
[bookmark: _Toc237778453]Executive Summary
Digital forensics used to mean checking one computer. Now it is a much bigger job. It helps with cyber defence, criminal cases, following the rules, and keeping organisations safe. Today's investigations use proper collection methods along with data from computers, threat information, and how a company responds to an incident. Commercial tools are fast and can find a lot of evidence, but the examiner still has to check the results, use clear methods, and follow the law. Cloud services, phones, IoT devices, memory data, AI, and blockchain all give more evidence, but they also make the job harder. Encryption, anti-forensic tricks, cross-country law issues, deepfakes, huge amounts of data, and not enough trained staff are still big problems. Jobs in this field go to people who understand forensics as well as cloud security, scripting, and malware analysis, and who can explain their findings clearly. This report looks at what digital forensics can do, how it connects to cybersecurity, new trends, key risks, and job opportunities. It also gives some recommendations: staying ready for investigations, checking results with more than one tool, and better training based on proper standards.
[bookmark: _Toc237778454]1. Introduction
Digital forensics is a proper, careful way of finding, protecting, collecting, checking, studying and presenting digital evidence, while making sure nothing is changed or lost [1], [2]. It matters more now because evidence can be found in many places: computers, phones, cloud apps, cars, social media and sensors. The field has grown from just copying a hard drive to also covering live systems, mobile devices, cloud data, networks, memory, IoT devices and video/audio files. This report looks at where the field stands today, the tools used, how it connects with cybersecurity, new trends, challenges, and what it means for jobs.
[image: ]
Figure 1 — Digital forensics investigation lifecycle (adapted from NIST SP 800-86).
[bookmark: _Toc237778455]2. Current State and Tools
The field has solid, well-tested processes, but the tools are not all at the same level. NIST and ISO guides help examiners collect evidence properly, create hash values, keep a clear chain of custody, and write reports that others can check. But different versions of the same tool can give different results, which makes it hard to repeat someone else's work exactly. The tool you pick should depend on the type of evidence, what you are trying to find, how well the tool has been tested, cost, and whether courts will accept the results — not just which tool is popular. Cellebrite works well for getting data off phones. Magnet AXIOM is good at linking evidence from computers, phones and cloud accounts together. FTK and EnCase are built for large organisations that need to index and report on a lot of data. Autopsy is a free, open-source tool that can be extended, and X-Ways is fast for detailed, low-level analysis. Studies comparing tools show that open-source tools can be more transparent about how they work, but they still need to be tested carefully before they are trusted [3], [4].

	Tool
	Purpose
	Strengths
	Limitations

	Cellebrite
	Mobile extraction
	Wide handset coverage; rapid triage
	Cost; extraction constraints

	Magnet AXIOM
	Cross-source
	Usability and correlation
	Licence; parser validation

	FTK
	Enterprise indexing
	Scalable processing
	Cost; resource intensive

	EnCase
	Acquisition/analysis
	Mature auditability
	Cost; learning curve

	Autopsy
	Disk analysis
	Open and extensible
	Variable modules

	X-Ways
	Low-level analysis
	Fast and granular
	Less intuitive


Table 1 — Selected forensic tools and critical comparison.
[bookmark: _Toc237778456]3. Digital Forensics and Cybersecurity
Digital forensics and cybersecurity now work closely together, in what is called DFIR (Digital Forensics and Incident Response). The security team stops the attack, while the forensic examiner works out how the attacker first got in, how they stayed hidden, how they moved around the network, what data they took, and what damage was done. Tools like EDR, SIEM and threat intelligence feeds help spot problems faster, but an alert on its own is not proof — timestamps need to be checked and lined up, and any conclusions need to be backed up by more than one source. In ransomware cases, looking at memory, user accounts, event logs and backups can show whether data was encrypted, stolen, or both. When the problem is someone inside the company, investigators need to be fair and only look at as much data as needed, balancing security with people's privacy and employment rights. If a company acts too fast to fix a problem, they can destroy evidence by accident — so being ready for an investigation in advance really matters [5].
[bookmark: _Toc237778457]4. Emerging Trends
AI and machine learning can help sort evidence, spot unusual activity, and decide what to look at first, which can help clear backlogs of cases. But the problem is that some AI models are a "black box" — they can repeat existing bias, and their decisions can be hard to explain clearly in court. Cloud forensics gives access to large amounts of logs and snapshots, but it can be hard to preserve evidence properly when the cloud provider and the customer both share responsibility, and when data is stored in different countries. IoT forensics is difficult because there are so many different types of devices with no common standard, and evidence can be spread across the device itself, gateways, and cloud services [6]. Memory forensics is still useful for finding malware that doesn't save itself to disk, and for recovering encryption keys. Blockchain analysis helps track transactions. Detecting deepfakes is becoming more important too, though attackers keep finding new ways to fool detection tools, so confidence in the results is still limited [7].
[bookmark: _Toc237778458]5. Key Challenges
Encryption, secure hardware, and messages that disappear can all stop investigators from getting the evidence they need. Attackers can also wipe devices, change timestamps, or edit logs to hide what really happened, which makes it harder to trust the timeline of events. Cloud investigations bring their own problems too, such as which country's laws apply and how long data is kept. Huge amounts of data also create pressure, since teams cannot look at everything and backlogs build up. Fake images, video and audio (synthetic media) are a growing risk, and checking whether something is real now needs proper source-tracking and cryptographic checks, not just looking at it. Testing of tools is also inconsistent across the industry, especially for IoT devices [6]. ISO standards help make things more consistent, but they cannot fix the fact that different countries have different laws and different powers [2], [8].
[bookmark: _Toc237778459]6. National and International Job Market
There is good demand for digital forensic examiners, DFIR consultants, SOC investigators, malware analysts, threat hunters and cybercrime investigators. Research on the UK job market shows that employers still need more people with these skills, and there is a clear skills gap across cybersecurity [9]. Certificates like GCFE, GCFA and EnCE show that someone has focused knowledge in this area, but real, hands-on experience matters even more to employers. As ransomware attacks and cloud use both keep growing, the need for skilled people in this field is likely to stay strong.
[bookmark: _Toc237778460]7. Conclusion and Recommendations
Digital forensics is a key part of staying safe from cyber threats, but it only works if the tools are tested, the methods can be defended, and a skilled person is making the final judgement calls. Organisations should be ready for investigations before they happen — by keeping good logs and having tested collection procedures in place. Investigators should always check their findings using more than one tool and only use AI in ways that can be checked and explained afterwards. Universities should teach standards-based methods alongside practical work with cloud and mobile labs, plus training in law and how to explain findings clearly as an expert witness.
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TASK 2 — DIGITAL FORENSIC INVESTIGATION REPORT
Case: Quantum Tech — QT-AI-2025 Patent Investigation
[bookmark: _Toc237778462]1. Executive Summary
Quantum Tech found that someone had accessed patent QT-AI-2025 without permission. They suspected an engineer, going by the name "Emma," of trying to sell the design to NexGen Circuits through a middleman called "Joe." Four devices were examined using Cellebrite Physical Analyzer. The Huawei phone belongs to Peter Dover, who was using the name "Emma." The Samsung phone belongs to "Joe" — this was proven by matching the SIM number. The Nokia phone belongs to "Norman" — this was proven by a Google account found on the device, which also received the stolen file. One file was protected by a password and could not be opened, so this is reported honestly rather than guessed at.
Case Reference Summary
	Case reference
	QT-AI-2025

	Organisation
	Quantum Tech

	Nature of incident
	Suspected corporate espionage — exfiltration of patent QT-AI-2025

	Suspected parties
	Peter Dover (“Emma”), “Joe”, Norman, Vanessa (not in evidence)

	Examiner
	Rajul Gupta, 2523934, UWTSD



[bookmark: _Toc237778463]2. Case Background & Scope
Quantum Tech's security team noticed someone had accessed their database without permission. They suspected a newly hired engineer of stealing patent QT-AI-2025 and trying to sell it to a competitor through a middleman. Four Android phones were seized, and proper steps were followed to keep the evidence safe and trustworthy. This investigation only looks at these four devices — no server logs or details about any other people involved were given to the examiner.
[bookmark: _Toc237778464]3. Evidence Inventory & Chain of Custody
Five items were looked at in total: the four case devices, plus one extra device (EX-05) that the examiner used just for practice. EX-05 has nothing to do with the actual case and is not part of the story below.
	Exhibit
	Device
	Person
	Role

	EX-01
	Huawei POT-LX1
	Peter Dover (“Emma”)
	Perpetrator

	EX-02
	Nokia C2 2nd Ed.
	Norman
	Buyer

	EX-03
	Samsung SM-A137F
	Joe
	Intermediary

	EX-04
	Ulefone Note 14
	Not attributed
	Peripheral

	EX-05
	CPH2213
	Examiner
	Training exhibit



[image: ]
Figure 1 — Device identification for the Huawei exhibit (EX-01).
[bookmark: _Toc237778465]4. Methodology
Data was pulled from each phone using Cellebrite UFED (a File System extraction), then read and studied in Physical Analyzer. Each phone was kept in its own separate project. A SHA-256 hash was worked out again each time the data was loaded and checked against the hash recorded when the phone was seized, following NIST SP 800-86 and ISO/IEC 27037. The file Open.docx was left encrypted and not force-opened, to keep the investigation fair and ethical.

[image: ]
Figure 2 — Acquisition and decoding workflow.
[bookmark: _Toc237778466]5. Hash Verification
All four case devices passed the integrity check, showing the copies of their data are exactly the same as the originals, with nothing changed.

[image: ]
Figure 3 — SHA-256 hash verification for EX-01 (Huawei).
[image: ]
Figure 4 — SHA-256 hash verification for EX-03 (Samsung).
[image: ]
Figure 5 — SHA-256 hash verification for EX-02 (Nokia).

[bookmark: _Toc237778467]6. Evidence Acquisition Demonstration
The examiner also carried out a separate practice extraction on their own phone (EX-05, model CPH2213), just to show they can do the process properly: finding the device, choosing the right type of extraction, and completing it. This pulled out 1,053 contacts, 1,240 texts and 3,000 call records. None of this personal content is included in this report.

[image: ]
Figure 6 — Training acquisition workflow on EX-05.
[image: ]
Figure 6b — Case setup and extraction summary for the EX-05 training acquisition.
[bookmark: _Toc237778468]7. Communication Analysis
The Huawei phone's call log shows outgoing calls to a contact saved as "SA No." on 17–19 August 2024. Straight after this, on 21 August, Emma sends a WhatsApp message saying she has "valuable information" and is "thinking of selling it," and Joe replies, "that's serious stuff, Emma." On 31 January 2025, Emma agrees to send a "detailed breakdown," and Joe confirms "5M secured." A Facebook conversation found on the device backs this up: Peter Dover tells Norman, "Joe told me u r ready to proceed."

[image: ]
Figure 7 — Huawei call log showing outgoing calls to “SA No.”
[image: ]
Figure 8 — WhatsApp conversation between Emma and Joe.
[image: ]
Figure 9 — Facebook correspondence corroborating the chain.

[bookmark: _Toc237778469]8. Device Ownership & Attribution
[bookmark: _Toc237778470]8.1 Emma — Huawei (EX-01)
The account set up on this phone belongs to Peter Dover (+44 7917 162788). The WhatsApp registration on the same phone shows the exact same number, which links this account to the "Emma" persona seen throughout the chat (Figure 6).
[image: ]
[image: ]
Figure 10 — Owner attribution for EX-01 (User Accounts).
[bookmark: _Toc237778471]8.2 Joe — Samsung (EX-03)
The Huawei phone has a saved contact called "Joe Marsh" with the number 00447476538686. Separately, the Samsung phone's SMS backup shows this exact same number as its own SIM number (07476538686, just written in a different format), which confirms the match.
[image: ]
Figure 11 — Huawei contact record for “Joe Marsh.”
[image: ]
Figure 12 — Samsung SMS backup showing the matching SIM number.
[bookmark: _Toc237778472]8.3 Norman — Nokia (EX-02)
A Google account found on EX-02 (the Nokia phone) belongs to "Norman" (df2025class@gmail.com). This same phone also has the file Open.7z saved in its WhatsApp Documents folder, which shows the stolen file did land on the buyer's device.
[image: ]
Figure 13 — Nokia Google account artefact resolving to “Norman.”
[image: ]
Figure 14 — Open.7z details recovered from EX-02.
[bookmark: _Toc237778473]9. File Transfer Analysis
The file Open.7z (20,033 bytes, MD5 d0232de04bf501132db512419757051a) was found in EX-02's WhatsApp Documents folder. It was last changed at 10:33:34 on 31 January 2025 — just eleven minutes after Emma agreed to send a "detailed breakdown." Inside this file is Open.docx, which is protected with CDFV2/AES-256 encryption. No password for it was found in any of the messages, and the file was not forced open.
[bookmark: _Toc237778474]10. Cross-Reference & Correlation
	Artefact A
	Artefact B
	What the Match Proves

	Contact “Joe Marsh” on EX-01
	SIM number on EX-03
	EX-03 is the intermediary's handset

	“Detailed breakdown” agreed, 10:22
	Open.7z modified 10:33
	An 11-minute link between promise and delivery

	Account “Peter Dover” on EX-01
	WhatsApp persona “Emma”
	Emma is Peter Dover

	Account “Norman” on EX-02
	Open.7z recovered on EX-02
	Buyer-side account and recipient device match

	Open.7z MD5 at recovery
	Identical MD5 on re-examination
	Archive integrity confirmed


[bookmark: _Toc237778475]11. Suspect Profiling & Roles
	Person
	Role
	Basis

	Emma / Peter Dover
	Perpetrator
	Account and persona match; originates the offer

	Joe
	Intermediary
	SIM correlation; brokers the sale

	Norman
	Buyer
	Account and archive recovered together

	Vanessa
	Not Available in the Evidence
	No device or call record supplied


[bookmark: _Toc237778476]12. Timeline Reconstruction
[image: ]
Figure 15 — Chronological reconstruction of the offence.
[bookmark: _Toc237778477]13. Challenges & Limitations
The password for Open.docx could not be found, and it was not forced open. There was no call record or device given for Vanessa, so her part in this whole case is Not Available in the Evidence. Also, the link between EX-02 and Norman is based on the Google account found on it, not the SMS backup — that backup only had network messages, not personal ones.
[bookmark: _Toc237778478]14. Conclusion
The evidence tells a clear, connected story: Emma first approaches Joe, they agree on a sale, and the stolen file then turns up on Norman's device — and this story is backed up separately by both WhatsApp and Facebook messages. Who owns three of the devices is proven using account details, SIM numbers and file matches, not just guesswork. The two main limits of this investigation are the encrypted document that couldn't be opened, and the missing evidence for Vanessa.


[bookmark: _Toc237778479]15. Recommendations
For Quantum Tech: tighten up access control and keep a closer watch on who accesses patent data. For law enforcement: get proper legal permission to decrypt Open.docx, and request records for NexGen Circuits and Vanessa, to fill in the one gap still missing from the evidence.
[bookmark: _Toc237778480]References
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[bookmark: _Toc237778481]Glossary
	Term
	Definition

	SHA-256 / MD5
	A special code created from a file's data, used to check that a copy of the evidence has not been changed.

	Chain of Custody
	A written record showing exactly who handled the evidence and when, so it can be trusted in court.

	CDFV2 / AES-256
	The type of encryption used to lock Open.docx with a password.


[bookmark: _Toc237778482]Appendices
Appendix A — Extended hash values.  Appendix B — Full chat transcript.  Appendix C — SMS backup detail.  Appendix D — AccountData.pb detail.  Appendix E — Open.7z metadata.
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